*QMbi"m+iBQM Q7 KmHiB@mb2  + vTiQ
sm M h? M? .Q

hQ +Bi2 i?Bb p2 bBQM,

sm M h? M? .QX *QMbi m+iBQM Q7 KmHiIiB@mb2  + vTiQbvbi2KbX * v
IMBp2 'bBill /2 GBKQ;2bc &¢B ?%+ Zm®+ ;B h? " M? T?® >2*?2Q JBM? Uh
IM;HBb?X LLh, kykRGAJPyyky X i2H@yjk9j3kR

> G A/, i2H@yjk9j3kR
2iiTh,ffi2HX "+?Bp2b@Qmp2 i2bX7 fi2H@Yyjk9]j
am#KBii2/ QM jR J v kykR

> G Bb KmHiB@/Bb+BTHBM v GOT24WB p2 Dmbp2 "i2 THm B/BbBIBTHBN
"+?Bp2 7Q i?72 /2TQbBi M/ /Bbb2KIBEBMBR MNQ@T™+B2® " H /BzmbBQM /2 /
2MiB}+ "2b2 "+?2 /Q+mK2Mib- r?2i?@+B2MMiB}2mM2b#/@ MBp2 m "2+?22 +?22- T
HBb?2/ Q° MQiX h?2 /IQ+mK2Mib MK VW+RK2Z2EF IQKHBbb2K2Mib /62Mb2B;M
i2 +?BM; M/ "2b2 "+? BMbiBimiBQWER BM?8 7M#M2I @b Qm (i~ M;2 b- /2b H
#Q /-Q 7 QK Tm#HB+ Q T ' Bp i2T2HRAB+B @2MT2BIpXib X


https://tel.archives-ouvertes.fr/tel-03243821
https://hal.archives-ouvertes.fr

Université

“" de Limoges




Constructions de Schémas Cryptographiques
Multi-utilisateurs

Xuan Thanh Do

Supervised by Duong Hieu Phan and Minh Ha Le



i



Abstract

This thesis considers a number of challenging aspects in multi-user cryptosystems
such as traitor tracing, broadcast encryption, trace & revoke, and functional en-
cryption. While a broadcast encryption scheme ensures the confidentiality of digital
content against unauthorized users in the system, traitor tracing is an important
tool to prevent authorized users from sharing decryption keys outside because if so,
the tracer, with the help of the traitor tracing algorithm, will identify which user
has disclosed information.

In the first part, we focus on privacy in broadcast encryption schemes. We propose
an anonymous broadcast encryption scheme in the bounded model (AnoBEB) whose
security is based on the k — LWE assumption, which is a variant of the learning with
errors (LWE) assumption. Our construction enjoys optimal efficiency (as efficient as
LWE encryption) in the case where the number of users is bounded.

In the second part, we integrate the proposed AnoBEB system with a robust
identifiable parent property code (IPP) into a traceable scheme. Moreover, we achieve
a very strong functionality scheme, also covering revocation and thus yielding the
first trace & revoke scheme from a traceability code. Our construction becomes the
most efficient trace&revoke scheme for standard black-box tracing in the bounded
collusion model.

The third part deals with traitor tracing algorithms for functional encryption.
We introduce a new primitive, which is called traceable functional encryption. We
then formalize the notion of security and provide a concrete construction for traceable
inner product functional encryption (traceable IPFE). The proposed construction
relies on pairings. It enjoys a high efficiency and achieves black-box confirmation.

Finally, we recall the notion of revocable functional encryption. We provide
several pairing-based constructions for inner product functional encryption with
short ciphertexts or decryption keys. We will then extend this notion to the fine-
grained revocable functional encryption and propose a candidate construction for
fine-grained revocable inner product functional encryption.
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Résumé

Cette these considere des aspects principaux dans les cryptosystemes multi-
utilisateurs tels que la diffusion de données chiffrées, la révocation, le tracage des
traitres et le chiffrement fonctionnel. Alors qu’un schéma de diffusion de données
chiffrées garantit la confidentialité du contenu numérique contre les utilisateurs non
autorisés du systeme, le tracage des traitres est un outil important pour empécher
les utilisateurs autorisés de partager les clés de déchiffrement a 'extérieur.

Dans la premiere partie, nous revisitons la privacy dans les schémas de diffusion
de données chiffrées. Nous proposons un schéma anonyme (AnoBEB) dont la sécurité
est basée sur '’hypothese k — LWE, qui est une variante de '’hypothese d’apprentissage
avec erreurs (LWE). Notre construction bénéficie d’'une efficacité optimale (aussi
efficace que le chiffrement LWE) dans le cas ot le nombre d’utilisateurs est borné.

Dans la deuxiéme partie, nous intégrons le systeme AnoBEB proposé avec un code
tragable IPP robuste dans un schéma de tragage de traitres. De plus, nous obtenons
également une propriété de révocation et produisons ainsi le premier schéma de
trace&revoke & partir d'un code tracable. Notre construction devient le schéma de
trace&revoke le plus efficace pour le tracage en boite noire dans le modele de collusion
bornée.

La troisieme partie traite des algorithmes de tracage des traitres pour le chiffrement
fonctionnel. Nous introduisons dans un premier temps une nouvelle primitive, appelée
traceable functional encryption (TFE). Nous formalisons ensuite la notion de sécurité
et fournissons une construction concrete du TFE dans le cas du produit scalaire
(traceable IPFE). La construction proposée repose sur des couplages sur des courbes
elliptiques, est tres efficace et obtient le niveau de tracabilité dit de black-box
confirmation.

Enfin, nous rappelons la notion de revocable functional encryption. Nous four-
nissons plusieurs constructions basées sur les couplages pour le chiffrement fonctionnel
dans le cas du produit scalaire avec des textes chiffrés courts ou des clés de déchiffre-
ment courts. Nous étendrons ensuite cette notion au fine-grained revocable functional
encryption et proposerons une construction candidate pour fine-grained revocable
inner product functional encryption.
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Introduction

Modern Cryptography

Nowadays, with the widespread popularity of the internet, step by step, social
activities are now done online on the internet. As a result, the need to secure
cyberspace information is legitimate and growing. This demand exists in security,
national defense, and state management systems. Not only that, but this need also
appears in many socio-economic activities such as finance, banking, commerce, etc.,
and even in people’s daily activities (electronic mail, payment, credit, etc.). Due to
its vital significance, the field of information security lures the attention of many
experts in Cryptography and Mathematics all over the world. The primary purpose
of cryptography is to protect the security of communication over public and insecure
channels. The content of the conversation has to be encrypted so that adversaries can
learn no any information. Besides ensuring the confidentiality of the conversation’s
content, cryptography is also used for many other purposes, such as authentication,
integrity, non-repudiation.

Before the 1970s, all cryptographic communications are based on symmetric
cryptography techniques. In a symmetric cryptosystem, each pair of parties have
to agree on a shared secret key which is used for both encryption and decryption.
During communication, the sender uses the encryption algorithm Enc(k, m), where
m is the message to be encrypted, and k is the secret key, to obtain a ciphertext ¢
corresponding to plaintext m. This encrypted message is transmitted to a recipient.
The recipient recovers the message using the decryption algorithm Dec(k, ¢).

In contrast to the symmetric cryptography, asymmetric cryptosystems (also
known as public-key encryption) refer to the use of different keys for encryption
and decryption. The decryption key is known only to a decryptor (recipient); it is
called the private key. The key that is published and thus, known to any party, is
called the public key. Encryption algorithm Enc(pk,m) takes as input a message m
and the public key pk, it then encrypts the message m along with the public key pk
to generate a ciphertext c¢. The ciphertext ¢ is then transmitted over an insecure
channel. A recipient receives the ciphertext ¢ and applies decryption algorithm
Dec(sk, ¢), where sk is the private key, to recover the message m.

The participants do not need anymore to agree on a shared secret key in advance.
They could communicate freely over untrusted networks by communicating only the
public key. This is indeed a major breakthrough and has revolutionized the field of
cryptography. Nowadays, it becomes the backbone of most large-scale encryption



schemes, for instance on the Internet.

With pioneering primitives in asymmetric cryptosystems, namely key exchange
in 1976 by Diffie and Hellman, public-key encryption in 1978 by Rivest, Shamir, and
Adleman, the scope of applications of cryptology is significantly expanded, and a
new era of modern cryptography has been open.

Public-key encryption (PKE) has always been a pillar in modern cryptography and
gradually became one of the most widely used and studied cryptographic primitives.
Traditional public key encryption schemes are used to provide confidentiality for
one-to-one communication over a public broadcast network. Practical applications of
PKE can be listed email (PGP), secure web browsing (SSH, SSL, TLS) and it occurs
in almost all areas of life: e-banking, e-commerce, e-insurance,...

The last decade has witnessed the emergence of cloud computing, where millions
of users worldwide with portable devices, laptops, smart devices, etc. can access
and store personal data such as photos, videos, invoices, personal medical records,
etc. on the Internet. Users can access and work from anywhere, anytime. Clearly,
it has drastically changed the ways of communication, work, and entertainment of
people worldwide. A wide range of applications, utilities, and platforms have been
designed, built, and launched to meet the communication and work needs. It has
gone beyond its primary purpose as a means of storing data: when a user wants to
access and work with data, he will have to download it to his device and then process
it. Consequently, the computation burden must be placed on personal devices where
the computing capacity is very limited. In such early days of cloud computing, users
simply stored personal data in a clear form. It is potentially a loss of personal data
if the cloud servers are attacked and lose control. As we have analyzed, establishing
trust in service providers in a computer network environment is quite risky. We
cannot be sure what they will do with our data. Therefore, we should encrypt our
data before posting it online. The birth of cloud computing with the primary task
is to provide computing services and return results to individual devices, end-users.
Nevertheless, the data stored in the cloud is in not clear form, so how can the servers
compute with this data? Is there any mechanism that allows servers to compute over
encrypted data without knowing anything about the underlying content?

To ensure the data privacy of users and the security of the computing systems on
the cyberspace of those platforms, traditional PKE is clearly not enough to satisfy
the increasing needs of users. Cryptographic primitives need to be extended and
considered in the multi-user setting. There have been many important studies and
implementations that have been conducted by the community of cryptographers
aiming to improve and upgrade PKE. The question is whether there is any method
(supporting the multi-user setting) to ensure the confidentiality of personal data
where heavy computation is outsourced to servers with strong computing power
in the sense that it leverages the power of cloud computing. Three options can
satisfy the above question: Multi-party Computation (MPC), Fully Homomorphic
Encryption (FHE) [~ ~ | and Functional Encryption (FE) | -

1. MPC protocols allow parties to agree and work together to compute an arbitrary
common function so that each party knows only the value of the joint function
and nothing more. MPC is very useful in the design of decentralized protocols.
The general result [ -~ - | shows that we can have MPC solution for any function.
That means MPC has supported fine-grained computation on data. However,
the main limitation of such a general result is the cost of communication, in
particular, the interaction between parties is extremely high and impractical.



2. FHE and multi-key FHE (| I, 1 I, 1 |) are powerful tools and
extremely useful. Gentry’s groundbreaking work allowed the computation
of an arbitrary function on encrypted data in the single-user setting, while
multi-key FHE allows any computation on encrypted data in the multi-user
setting. One notable feature of Gentry’s FHE systems and variants (compared
to MPC) is that the schemes are non-interactive, so they are effective at low
communications. However, FHE constructions have not yet achieved practical
effectiveness.
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