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Abstract

With the technological evolution of integrated circuits (ICs) through the transistors scaling, which
leads to the multiplication of the number of transistors within a chip, the requirements in terms of
emission and immunity levels become more restrictive in the aeronautic, space and automotive
industries. Moreover, since the evolution of Electromagnetic Compatibility (EMC) levels of
electronic equipment after aging must meet the EMC long-term robustness requirements, the
EMC margins defined by the manufacturers are often overestimated and the filtering systems
designed by the equipment manufacturer could be oversized.

Therefore, for the integrated circuits dedicated to embedded applications, it is necessary to study
the different aspects of EMC modeling as well as the reliability the modeling. These last years,
several standards have been proposed for the construction of predictive EMC models such as
ICEM-CE/RE (Integrated Circuit Emission Model for Conducted and Radiated Emission) and
ICIM-CI (Integrated Circuit Immunity Model for Conducted Immunity). On the other hand, to
integrate the effect of aging in EMC models, it is important to study the main intrinsic
degradation mechanisms that accelerate the aging of ICs, such as HCI (Hot Carrier Injection),
TDDB (Time Dependent Dielectric Breakdown), EM (Electromigration) and NBTI (Negative
Bias Temperature Instability). For this purpose, there are existing models for the reliability
prediction, such as the MIL-HDBK-217 standard and the FIDES standard. However, these
models could take into account only the activation of one degradation mechanism. The
combination of several degradation mechanisms could be critical for the IC performances and
could contribute in the evolution of EMC level.

This dissertation introduces the different aspects of EMC and reliability modeling. This work
deals with the construction of a conducted emission model of an FPGA and the proposition of
new modeling methodologies. Furthermore, the reliability of the tested FPGA is described using
a new predictive model, which takes into account the activation of the different degradation
mechanisms. The reliability model has been combined with the EMC model for the long-term
conducted emission level prediction.
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Résumé

Avec I’avancement technologique des circuits intégrés a travers la miniaturisation des tailles des
transistors et leur multiplication au sein d’une méme puce, I’intégration des circuits dans des
systemes embarqués complexes, principalement dans I’industrie aéronautique, spatiale et
automobile, rencontre de plus en plus d’exigences en termes de respect des niveaux d’émission
et d’immunité. De plus, étant donné que I’évolution des niveaux de Compatibilité
Electromagnétique (CEM) des équipements électroniques doit respecter ces exigences a long-
terme, les marges définis par les industriels sont souvent surestimeés et les systemes de filtrages
établis par les equipementiers peuvent étre surdimensionnes.

De ce fait, pour les circuits intégrés dédiés aux applications embarquées, il est nécessaire
d’étudier les deux aspects qui concernent la modélisation CEM ainsi que la modélisation de la
fiabilité. Ces derniéres années, des standards ont été proposés et permettent la construction de
modeles CEM prédictifs tel que ICEM-CE/RE (Integrated Circuit Emission Model for Conducted
and Radiated Emission) et ICIM-CI (Integrated Circuit Immunity Model for Conducted
Immunity). De plus, pour intégrer I’effet du vieillissement dans les modeles CEM, il faut etudier
les principaux mecanismes de dégradation intrinséques aux circuits intégrés qui accélérent leur
vieillissement tels que le HCI (Hot Carrier Injection), TDDB (Time Dependent Dielectric
Breakdown), EM (Electromigration) et NBTI (Negative Bias Temperature Instability). Des
modeles standardisés sont utilisés dans les différents domaines industriels qui permettent la
construction de modéle de fiabilité tels que le standard MIL-HDBK-217 et le standard FIDES.
Cependant, ils ne permettent de prendre en compte qu’un seul mécanisme de dégradation a la
fois.

Ce manuscrit de these introduit ces aspects de modélisation CEM et de fiabilité. Il traite
également la construction d’un modele d’émission conduite d’un FPGA avec la proposition de
nouvelle méthodologie de modélisation. Ensuite, I’étude de la fiabilité du FPGA est décrite a
travers [I’utilisation d’un nouveau modéle permettant la prise en compte des différents
mécanismes de dégradations et a été combiné au modele CEM pour la prédiction des niveaux
d’émissions conduite & long-terme.
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General introduction

Thesis context

For many years, Electromagnetic Compatibility (EMC) has been a major constraint on electronic
systems to ensure limited electromagnetic emission level and sufficient immunity to
electromagnetic interference. This requirement is essential to guarantee safety levels in critical
and long-term industrial applications. EMC does not only concern electronic systems and
equipment, but also integrated circuits (ICs). Indeed, they are at the heart of EMC problems,
since they are the source of electromagnetic emissions produced by an electronic system, but also
the hardly disturbed element when this electronic system is subjected to electromagnetic
interference. Thus, EMC has become a major challenge for integrated circuits [1].
On the other hand, the technological evolution and the improved flexibility of integrated circuits
have widely increased their integration in the aeronautical, space and automotive applications.
However, this technological evolution is not without consequences on the emission and immunity
levels of integrated circuits, mainly related to the increase in the number of transistors and the
ever growing operating functions as well as the switching frequencies. Hence, in order to predict
the EMC level of ICs using simulation tools, existing IEC standards (e.g. IEC 62433 [2]) have
been proposed for the anticipation of EMC issues in order to propose and test solutions. These
models allow avoiding the requalification phases in case of obsolescence and second sourcing
and lead to saving time and money. In addition, besides the prediction of emission and immunity
level at a PCB level, these models can help to assess and improve the effect of decoupling and
filtering network, the PCB design and the IC configuration.

0 ICEM-CE: Integrated Circuit Emission Model for Conducted Emission

0 ICEM-RE: Integrated Circuit Emission Model for Conducted Emission

0 ICIM-CI: Integrated Circuit Emission Model for Conducted Emission

However, the presented EMC of IC models are not very much spread due to IC manufacturing
confidentiality issues, and the low profit in developing such models comparing to their cost.
Furthermore, the existing method for the construction of EMC of ICs models presents several
limitations, such as their dependence on measurements and the need of multiple optimization
phases. Thus, the present work research deals with a key question for EMC modeling: How to
construct an EMC of a complex IC model using a new predictive methodology in a reduced time
and set of data?

Besides the EMC aspect, the reliability of IC is also a binding subject. During their operating
lifetime, integrated circuits are affected by different intrinsic degradation mechanisms, which are
accelerated due the harsh environmental operating conditions (high temperature, thermal cycling,
electrical stress, etc.). These degradation mechanisms do not only cause the breakdown of
integrated circuits (hard failure), but also lead to the generation of drifts in the performances of
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integrated circuits (soft failure). This effect is increasingly noteworthy in CMOS
(Complementary Metal-Oxide-Semiconductor) circuits with deep submicron (DSM) technology
(gate size less than 90 nm) [3][4]. There are existing standard models for the prediction of the
reliability of ICs for the different industrial applications. The most traditional standards for
reliability modeling are the MIL-HDBK-217F and FIDES, but they have been proposed
considering only one dominant failure mechanism and do not take into account the possible
combination of several degradation mechanisms after aging. Hence, the need of a modern
reliability model for advanced ICs has been felt and recent researches dealing with their
development.

On the other hand, even if the aging of ICs does not compromise the functioning of the circuit, it
can present a significant impact on EMC performance, as shown in recent research works
[5]1[6][7]1[8]. The acceleration of the intrinsic degradation mechanisms in integrated circuits can
lead to the variations of emission and immunity levels, affecting the EMC margins required by
the final application. Therefore, there is no certainty that in a given environment and after certain
lifetime duration, an electronic system is still compliant from an EMC the point of view. Figure 1
describes the problem of long-term electromagnetic robustness for aeronautic applications.
Today, there is no existing tool that allows the prediction of EMC variations during the life cycle
of a system. The recent researches that study the aging effect on EMC level relies on
measurements under specific testing conditions and do not propose any method to predict the
EMC level for untested operating conditions. The objective of this project is to demonstrate the
feasibility of the construction of a new predictive electromagnetic robustness model.

Start of life After flying years

N

5 Electronic

systems e
£ =
2 M EMCconformity 2 A EMCconformity
i ]
E ﬂ E Risck of failures
- z
by ]
= =
- > = >
Frequency Frequency

Figure 1 Long-term electromagnetic robustness

This thesis is part of the work package 3 of the “Robustesse Electronique” (Electronic
Robustness) project of IRT Saint-Exupéry deals with the development of predictive models to
ensure the long-term electromagnetic compatibility robustness of embedded electronic systems.
The purpose of this work is to develop EMC models for integrated circuits that take into account
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the environment and aging effect [9]. This project is supported by several industrials in Toulouse
region (Continental, Airbus group innovation, Airbus, Nexio) and academic structures (LAAS
CNRS, IMS Bordeaux).

The results of the work leaded in the work package 1 of the “Robustesse Electronique” project
concern the construction of a predictive reliability model that combines the different activated
degradation mechanisms with a multiple stress method. These results have been followed up for
the long-term electromagnetic robustness prediction [10][11].

Compared to traditional reliability studies, the present long-term EM robustness study does not
focus only on the components’ lifetime, but also on the evolution over time of electromagnetic
emission levels of ICs. The long-term electromagnetic robustness research work is applied to
circuits that remain functional after a given period of stress.

As presented in Figure 2, the aim of this project is the development of a generic methodology for
the prediction of EMC level of an IC before and after aging under any operating conditions.
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’ Stress conditions ‘ ’ Stress duration ‘ profile T~ I
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Figure 2 Workflow of long-term electromagnetic robustness prediction

Scope of this dissertation
Based on the context presented above, this thesis deals with two main subjects:

0 The improvement of IC models for EMC, especially the construction of ICEM-CE model
for advanced integrated circuits dedicated to embedded applications with a proposal of
new construction methodology to overcome the issues of the standard methods.

o0 A new methodology proposal for the prediction of long-term conducted emission level
based on a new reliability model. This model must be predictive, i.e. able to extrapolate
the mean time required to a given EMC level drift in various stress conditions, even if
there are multiple stress sources.

This manuscript is organized as follow:
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The Chapter | presents a general overview on the effect of ICs reliability issues on the long-term
electromagnetic robustness. This chapter introduces the technological evolution of CMOS
circuits and the different aspects of EMC of ICs as it is presented in the state of the art.
Furthermore, the reliability of ICs is explained with the presentation of the main activated
degradation mechanisms during the operating lifetime of a CMOS IC. Finally, previous long-
term electromagnetic robustness research works are briefly summarized.

The Chapter Il deals with the methodology of construction of an ICEM-CE model of a complex
digital circuit (in this study, a FPGA designed in 45 nm CMOS technology). The different blocks
of the ICEM-CE model are constructed following the standard methods. In addition, a new
methodology is proposed for the construction of the internal activity of the FPGA based on the
manufacturer estimation tools and the component signal integrity models (IBIS). Compared to the
standard approach, the proposed method simplifies the model extraction process and limits the
influence of uncertainty. The results of this new approach will be compared to the standard
method. Finally, a new developed tool for automatic extraction of the 1A block is presented.

The Chapter I11 introduces the traditional and most recent models for reliability prediction used in
the different industrial applications. To understand the reliability modeling approach, different
acceleration models are presented for single and multiple stresses studies. Finally, the MSTORM
model that allows the reliability prediction for combined degradation mechanisms is introduced.
MSTORM will form the basis of the proposed methodology to predict the long-term
electromagnetic robustness of ICs.

The Chapter 1V presents the methodology of accelerated aging tests in order to construct the
reliability model of the studied FPGA and compare the obtained data to the MSTORM model.
Furthermore, the aging tests allow observing its effect on signal integrity and conducted emission
(CE). Then the observed drift for a given time to failure is integrated into the ICEM-CE model
for CE level simulation.
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Chapter I. Effect of ICs reliability issues on long-term electromagnetic
robustness

With the development of the nanoscales circuits and their strong integration in the different
embedded application areas, the EMC constraints raise more problems related to the evolution of
the electrical characteristics of the integrated circuits. In addition, the integration of the Deep
Sub-Micron (DSM) circuits in critical environments implies the appearance of degradations,
which impairs the functional safety of the electronic devices. Thus, it has become crucial to study
the electromagnetic compatibility compliance and the reliability of integrated circuits to
characterize their electromagnetic robustness.

In this chapter, the first section is dedicated to a presentation of the technology evolution from the
past to the predicted future, and the different aspects of the electromagnetic compatibility
(emissions, susceptibility) of integrated circuit are presented and the transistors scaling impact on
the evolution of the electromagnetic compatibility is discussed. The second section concerns the
reliability of integrated circuit, the different degradation mechanism will be presented and their
evolution with the new technologies. Finally, the aging effect on the electromagnetic emissions
and susceptibility is presented with case studies from the “state of the art”.

1. Overview on EMC of integrated circuits
1.1. Evolution of CMOS technology

1.1.1 CMOS technology scaling theory

The birth of CMOS (Complementary Metal-Oxide-Semiconductor) technology took place in
1963; it was invented by Franck Wanlass at Fairchild semiconductor. Since then, CMOQOS
technology is widely used for the development of integrated circuits as microprocessors,
microcontrollers, memories and other digital circuits. The evolution of the economic context of
electronic industry since the 1990’s implied strong requirements in terms of reducing the power
density and increasing the performance of integrated circuits.

Over the last 15 years, the use of integrated circuits has evolved in the various application areas.
The main purpose was to miniaturize electronic equipment to include increasingly complex
electronic functions in a reduced space, which affected the transistors scaling [12]. As displayed
below in the Figure I-1, the CMOS technology process has presented an important shrinkage
from 180 nm in 2000 (2D technology) to reach 5 nm in 2020 involving the 3D technology from
2012. The 3D technology integration consists in manufacturing integrated circuits by stacking
silicon wafer vertically using through-silicon vias (TSV) interconnections. The 3D technology
allows the increase of system performance with decreasing the interconnect distance between the
region of a chip and decreasing wiring parasitic [2].
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Figure 1-1 Reduction of the gate length of CMOS process over the years

In 1965, Gordon Moore observed that the number of components inside a chip has doubled every
18 months [14]. He established an outstanding law called Moore’s law that gave a quantitative
estimation of the electronic progress. The evolution of the digital electronic industry predicted by
Moore’s law presented a good accuracy for the last decades and involved a major technological
advance of various digital circuits as the increase of memories capacity and the development of
sensors. The consequence of electronic industry progress for the last 40 years is presented in the
Figure 1-2 where the data was collected by [15] and completed for 2010-2015 by K. Rupp, it
shows an important evolution of transistor count as predicted by Moore’s law due to the
reduction of the gate length which enhanced the number of logical cores. In the same Figure, as
suggested by Dennard [16], the power density growth is proportional to the number of transistors;
the reason of the power density increase is related to the die size and the fast frequency scaling
[17].
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Figure 1-2 Evolution of ICs characteristics with the technology scaling [15]
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1.1.2 Impact of technology scaling on ICs

The evolution of the CMOS technology scaling has a major impact on the performances of the
ICs. A significant decrease in performance gain is predicted below the power supply voltage of
1,5 V. This is related to the threshold voltage which decreases more slowly than the historical
trend and leads to an aggressive design of MOS devices with a very high electric field in the gate
oxide. Thereby, in the last six decades, manufacturers of devices for critical applications such as
aeronautic, automotive, space and military have contributed to the development of the
semiconductor reliability field. The main challenges that can hinder the transistors scaling can be
depicted by different categories: the physical challenge comes from the increase of the leakage
current which induce a negative leverage on the CMOS device functionalities, the power-
thermal challenge, as mentioned in the previous paragraph, the increase of the transistors count
leads to the increase of the power consumption and the need of a higher thermal dissipation, the
material challenge is mainly related to the ability of the dielectric and the wiring materials to
insure a reliable insulation and conduction, the technological challenge results from the lack of
competence of lithography-based techniques to afford a resolution below the wavelength of light
to manufacture CMOS components, and finally the economical challenge related to the increase
of the cost of manufacturing more scaled transistors [18].

For the new scaled transistors technologies the power consumption at a single switching event
has decreased, but the total on chip power consumption increased. The technology scaling impact
on the power consumption concerns the dynamic power consumption and the leakage current, as
presented in the Figure 1-3 the dynamic power P, increases linearly and the leakage power Pjeax
is increasing exponentially, due to the scaling down of the threshold voltage, and presents a
higher sensitivity to the temperature [3]. In digital CMOS components, leakage power is a critical
parameter that strongly affects the performance of the circuits; it induces the over-heat of the
device and the decrease of the circuit lifetime. As a result the leakage power must be thoroughly
controlled during the early design stages.
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Figure 1-3 Evolution of the leakage power and the dynamic power with technology scaling for different temperatures and
constant die size [3]
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The fast operating frequencies and the increased complexity of integrated circuits through the
evolution of packaging, the transistors scaling and the wafer process are at the origin of the
increase of the noise generated by internal switching events of the circuit which make the device
a major source of noise. It can lead to an important dysfunction that cause critical problems as the
signal integrity problems of advanced DSM (Deep Sub-Micron, refers to devices with a gate
length less than 90 nm) technology in digital devices and lead to the crosstalk errors in the fast
numerical busses.

Advanced researches are carried on to assess and control the increase of the noise generated by
digital components and the study of long-term reliability of ICs has become an overriding
qualification step for semiconductor manufacturers and component vendors. In the next
paragraphs these different aspects will be discussed in detail.

1.2. Electromagnetic compatibility of integrated circuits for embedded applications

The Electromagnetic Compatibility (EMC), as defined by 1SO 11451, is “the capacity of a
device, equipment or a system to function satisfactorily in its electromagnetic environment,
without introducing electromagnetic disturbances such as to create noise that could impair the
proper functioning of the devices or systems located in its environment”.
The EMC problems can be depicted into three elements as shown in the Figure 1-4:
0 Source: the origin of the electromagnetic energy that causes the disturbances (lightning,
electrostatic discharge, high speed data trace, IC...)
O Victim: the receptor of the disturbance that cannot function properly due to the
electromagnetic interference (electronic device, IC, high speed data trace...)
o Coupling path: the coupling mode that drives the disturbance from the source to the
victim (cables, parasitic inductance, parasitic capacitance, antenna, power rails, ground
plane...). The coupling path could be as a conducted mode or a radiated mode.

A

Coupling path

Source Victim

Figure 1-4 Elements contributing in an EMC

If Electromagnetic laws are known since the publication in 1865 of the famous Maxwell laws, the
EMC concept appeared early in the 1930’s with the emergence of radio communications and
became an important concern during the second world war; when interferences between radio and
air navigation systems posed several functional problems. This era saw the creation of the CISPR
(Comité International Spécial des Perturbations Radioélectriques) by the IEC (International
Electrotechnical Commission) which develops standards to avoid the critical effects of
interference. The appearance of the new CMOS process has raised the EMC problems which
have worsened with the DSM technology due to the increase of the number of logic gates inside
an IC.
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The two aspects dealt with by EMC studies are emission; it represents the noise generated by the
component, equipment or the electronic system and the susceptibility aspect which is the noise
levels that cause a malfunction of an electronic device, as presented in the Figure 1-5. Both
emissions and susceptibility are related to different areas of integration (aeronautic,
automotive,...) [1] and could be divided into four categories:
0 The Conducted Emissions (CE) where the noise produced by the device or an
equipment is transmitted to the victim through the wires,
0 The Radiated Emissions (RE) where the noise produced by the device or an
equipment is transmitted to the victim through the air,
0 The Conducted Susceptibility (CS) or Conducted Immunity (CI) where the noise
produced by the aggressor is transmitted to the victim through the wires,
0 The Radiated Susceptibility (RS) or Radiated Immunity (RI) where the noise
produced by the aggressor is transmitted to the victim through the air.

Immunity to electromagnetic Electromagnetic emission
disturbances

. Intersystem > 4
interferences

- oy ; ]
¢ Intrasystem
2 interferences

Figure 1-5 EMC issues of integrated circuits [1]

To ensure sufficient compatibility of the different electronic devices it is necessary to ensure a
low emission and susceptibility profile; this is the critical condition for industrials to guarantee a
sufficient functional safety level. Moreover, the integrated circuits degradation can have a
significant impact on EMC performances as proven by recent researches; hence, before
addressing the long-term reliability aspect, it is essential to understand the origin and the
consequences of both emission and susceptibility of ICs. The existing standards for EMC
requirements at an electronic equipment level and IC level are detailed in Annex 1.

1.2.1 Electromagnetic emissions of I1Cs

1.2.1.1 General overview on electromagnetic emissions
As defined by the IEC [26], “the Electromagnetic emission is the phenomenon by which
electromagnetic energy emanates from a source and is released into its environment”.
In aeronautical systems, different electronic devices can be the source of parasitic emissions.
Cellular phones, laptops, televisions, signals transmitted by radars and also embedded
aeronautical equipment. All these electronic systems operate in different frequency bands as
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presented in the Figure 1-6, and could alter the RF communications and security systems through
conducted or radiated coupling.

Personal Computer
433MHz/2,5GHz

Wireless communication
100MHz/900MHZ/1,8 GHz/1,9GHz

Integrated Avion
equipments

Figure 1-6 Sources of EME in an aeronautical system

The origin of the parasitic emissions is mainly due to the dynamic current consumed during the
activation of each logic gate of an IC. The sudden and rapid variation of the amplitude of the
current conducted through the supply rails causes large fluctuations in the supply voltage due to
the parasitic inductance of the internal IC traces, the bonding wires, the package lead frames, and
the printed circuit board (PCB) traces.

1.2.1.2 Impact of technology scaling on electromagnetic emissions

The miniaturization of the CMOS circuits, involving the reduction of the gate length Lg and the
equivalent oxide thickness EOT, has led over the years to increase the current (lo,) consumed
when the transistor is in the on state and also the leakage current (lo¢) flowing when the transistor
is in the off state. The Table I-1 presents the evolution of the lon / loff currents and the supply
voltage Vdd for two different DSM technologies: HP (High Performance) and LSTP (Low
Standby Technology for Portable Applications) [27].

In an IC embedded application, a combination of hundreds of thousands logic gates are switching
at the same time, it leads to a dynamic current consumption with very high amplitudes, which is
at the origin of the increase of the parasitic emission of the IC.
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Year of production 2004 2007 2010 2013 2016
Technology node (nm) 90 65 45 32 22
HP physical Lg (nm) 37 25 18 13 9
EOT (nm) (HP/LSTP) 1,2/2,10,9/16 | 0,7/1,3 | 0,6/1,1 | 0,5/1,0
Vdd (HP/LSTP) 1,2/1,21,1/11|1,1/1,0 | 1,0/0,9 | 0,9/0,8
lon/W,HP (mA/mm) 1100 | 1510 | 1900 | 2050 | 2400
loff/W,HP (mA/mm) 0,05 0,07 0,1 0,3 0,5
lon/W,LSTP (mA/mm) 440 510 760 880 860
1off/W,LSTP (mA/mm) le-5 le-5 6e-5 8e-5 le-4

Table I-1 Excerpt of 2003 ITRS technology scaling from 90nm to 22nm [27]

The increase use of high-performance microprocessors and microcontrollers with several clocks
and different frequencies as well as the increase in the operating frequencies of the ICs create
high-frequency parasitic emission spectrum that may disturb the sensitive applications [33]. The
evaluation of future ICs developments is necessary to illustrate the evolution of parasitic emission
to meet the requirements of both manufacturers and customers of ICs. If we do not integrate any
EMC optimization strategy, parasitic emissions will tend to increase in the future with advanced
technologies as shown in Figure 1-7 [32].
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Figure 1-7 Evolution of the emission level requirements with the technology evolution [32]

1.2.1.3 Measurement and modelling of electromagnetic emissions

In embedded systems, as automotive or aeronautical applications, the increasing requirement in
computing power involves the use of complex and powerful processors. As an example of
complex IC, the use of 32-bit microcontrollers clocked by a high-frequency signal, integrating
high-speed communication protocols tend to become widespread. The increase in computing
power and the communication rate is accompanied by multiple signal integrity problems. The
processors, which are essentially synchronous, behave as internal current pulse sources whose
peaks can reach considerable values. As a consequence, they produce broadband noise and
interference may occur over some frequency bands.
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To control the parasitic emission level generated by industrial electronic equipment, there are
existing standards for EMC characterization dedicated to the different industrial application fields
(e.g. Automotive, Aeronautical and Military) as illustrated in the Table 1-2 [28]. These standards
provide the necessary guidelines for testing conditions and measurements.

Application field Standard

Automobile ISO 7637, 1SO 11451/11452, CISPR 25, SAE J1113
Aeronautical RTCA DO-160-G, EUROCAE ED-14

Military MIL-STD-461E

Table 1-2 Examples of EMC standards for automobile, aeronautic, and military applications

However, at an IC level, manufacturers of ICs are obliged to characterize components at early
design stages in order to reduce redesign cost and time-to-market. Thus, EMC compliance has to
be taken into account as shown in Figure I-8. The traditional 1C design flow consists in verifying
EMC compliance after ICs manufacturing with standard measurements. In the IEC standard there
are several methods for measuring the conducted and radiated emissions of an IC for a specific
frequency band. The Table I-3 summarizes the existing standards for emission measurement. For
an EMC-oriented design flow, an efficient modelling and simulation methodology is necessary to
ensure a good prediction of EMC level. Also, the standard measurement methods are adapted to
characterize and confirm customer EMC requirements.

f/ Design
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Figure 1-8 IC design flow with taking into account EMC compliance in the design (top), taking EMC compliance in the
design (bottom) [1]

EMC compliant




Effect of ICs reliability issues on long-term electromagnetic robustness | 14

Measurement method Standard
TEM cell (150 KHz - 18 GHz)

IEC 61967-2
_ o GTEM cell (150 KHz — 18 GHz)
Radiated Emissions
Surface scan (150 KHz — 3 GHz) IEC 61967-3
IC strip line (150 KHz — 3 GHz) IEC 61967-8

10Q/150Q direct coupling (150 KHz — 1 GHz) IEC 61967-4
Conducted Emissions | Work Bench Faraday Cage (150 KHz — 1 GHz) | IEC 61967-5
Magnetic probe (150 KHz — 1 GHz) IEC 61967-6

Table 1-3 Standards for conducted and radiated emissions measurements at IC level

The study of the 32-bit STXX microcontrollers following the IEC 61967-2 standard has shown
that within the 1C the main contributor to electromagnetic interference is the flash unit. However,
the activation of 10s and the clock tree could strongly contribute to the noise generated by the IC.
Following five categorization levels from no EMI risk (Electromagnetic Interference) to high
EMI risk, the IC is qualified in term of radiated emissions. The Figure 1-9 presents the frequency
spectrum of the emissions generated by the flash unit; it shows that the radiated level exceeds the
acceptable limits defined by the standard [28]. Hence, integrated circuits qualification is an
important concern to manufacturers of IC, it can be complemented by EMI modelling to allow
testing different components in order to predict the generated noise and minimize the EMI in an
early design phase.

ST o EMI Measurement (Flash mode)
w

Amphitods (dBpV)

Frequency (Hz)
Figure 1-9 Emission spectrum of the STXX microcontroller generated by the flash unit [28]

Existing standards allow the construction of electromagnetic emission model of an IC as
presented by the Table I-4. The EMI models are used to evaluate the risk of electromagnetic
disturbance Dedicated tools and guidelines should be able to predict EMC performance through
simulation, in order to avoid the requalification phases and to save time and cost of production.
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IC Model Standard
ICEM-RE | Integrated Circuit Emission Model — Radiated Emission IEC 62433-3

ICEM-CE | Integrated Circuit Emission Model — Conducted Emission | IEC 62433-2
Table 1-4 IEC standards for EMI modelling at IC level

1.2.2 Electromagnetic susceptibility

1.2.2.1 General overview on electromagnetic susceptibility
The Electromagnetic susceptibility as it is defined by the IEC [26] is the principle that “qualifies
the sensitivity of an electrical or electronic device, equipment or system, referred to as a victim,
to malfunction or fail in the presence of electromagnetic disturbance”. It is important to
understand the difference between susceptibility and immunity which have an opposite meaning
but they study the same phenomenon. The definition of immunity in the standard [26] is “the
ability of an electrical or electronic device, equipment or system to perform without error, loss of
performance or degradation in the presence of an electromagnetic disturbance”.
Several physical phenomena may be at the origin of the susceptibility of the IC. The continuous
stress produced by RF (Radiofrequency) link and the ICs generate electromagnetic field in an
environment where sensitive electronic devices are operating. The main sources of
electromagnetic disturbance produced by the electronic components, cell phones, radars, and the
ICs themselves can cause interference in the surrounding ICs. These electromagnetic aggressions
cause functional problems which can lead to the integral deterioration of the IC or alteration of
the functioning of an aeronautical system as shown in the Figure 1-10.

Cell phone
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Integrated circuits

Figure 1-10 Susceptibility of ICs in an aeronautical environment

Aggressions can be classified according to their energy levels and the frequency bands where
they occur. In some cases, the energy of the generated noise is not sufficient to permanently
modify the electrical or technological characteristics of ICs. Hence, the effect of the
electromagnetic interference on the I1C could be distinguished by two types of failure [28]:
o Hard failure: the coupled disturbance exceeds the acceptable limit so far of the IC and
generates a permanent damage or the destruction of the circuit.
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o Soft failure: the coupled disturbance exceeds the acceptable limit of the IC and generates
temporary dysfunction of the circuit that is recovered when the disturbance is interrupted
or after the reset of IC.

The aggressions coupled to an IC could be classified into three different types of disturbances
[30]:

o0 Pulse stress: In digital I1Cs, the pulse aggression whose duration is at least equal to the
response time of the victim circuit propagates within the logic layers and causes
additional or premature switching of the internal signals. The switching that occurs from
the pulse disturbance can be generated in different ways and can cause various
dysfunction; errors in the reception and the transmission of data on the 10s of the IC,
errors in the execution of the configuration by a disturbance of the sequencer which can
lead to the interruption of the digital IC operation and the loss of the data stored in
memory.

o0 Continuous stress: Continuous stress may result from exposure to a high-frequency pulse
train that has small amplitude in a sinusoidal waveform and that can be modulated in
amplitude. As a consequence of continuous disturbance, the IC noise level increases
which can lead to an alteration of the functioning of the component in different ways,
depending on the nature of the internal blocks. Since digital circuits are very sensitive to
the continuous stress, this disturbance may cause a shift in the supply voltage of the
digital blocks, which causes a change in the switching thresholds of the internal
elementary logic blocks.

0 High energy stress: The high energy stress which result from the overvoltage couplings
can trigger specific non-linear elements of the IC such as protections against ESD
Electrostatic Discharges or clamping between the supply rails. The disturbance could
occur through the application of sufficient energy to cause a local heating of the chip. It
can generate damage to the oxide grid, inter-metal contacts and even metal interruption by
electromigration effect which can cause permanent damage to the IC. The application of a
high energy perturbation on a transistor may cause an avalanche effect due to the
exceeding of the operating voltage limit at the terminals of the junctions or the channel of
the circuit. This phenomenon may either cause premature aging of the transistor with lead
to the modification of its electrical characteristics or a destruction of the circuit [31].

1.2.2.2 Impact of technology scaling on electromagnetic susceptibility
The technological improvement of the CMOS circuits and their miniaturization through the
reduction of the grid size has increased the sensitivity of the IC to the external perturbations due
to the increase of the operating frequency of the digital buses and the reduction of the supply
voltage. Hence, the scaling of the transistors forces the manufacturers of the ICs to respect higher
immunity margins. The Figure 1-11 presents the immunity level evolution with and without EMC
optimization and also the IC customer requested level. IC performances without EMC
optimization have a very low immunity level that decreases with the technology evolution; the
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application of the EMC design rules allows the increase of the immunity margin but the I1C
customer requirements stay higher.
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Figure 1-11 Evolution of the immunity level requirements with the technology evolution [32]

The reduction of the power supply of the ICs tends to reduce the noise margins and the switching
thresholds of the digital circuits, which makes the circuits very sensitive to electromagnetic
interferences. When the noise margins are exceeded, static errors can be generated such as the
change in the signal logic states. If the level of the disturbance is high enough and allows
exceeding the switching threshold, the circuit considers it as a logical state change. It can be
induced by a direct coupling of the disturbance on the 10s or on the power or ground pins. If the
superimposition of the input signal and the disturbance is greater than the switching threshold,
then critical changes may occur in the logic state of the output of the circuit [30].

Furthermore, the increase in operating frequencies of ICs has a very important impact on
susceptibility. The digital circuits are characterized by a delay margin in order to avoid the loss of
synchronization or the appearance of undesirable states (glitches). The increase of the operating
frequency of the IC means the decrease of the switching period which leads to a reduction in the
delay margin. This induces many design constraints for synchronous circuits. A disturbance
which is not sufficient to modify the logic state can still cause a dynamic error; the conducted
disturbance at the power supply rails may be at the origin of additional propagation delays on the
signals. The effect of the disturbances can desynchronize these signals and the clock, by
advancing or delaying the appearance of clock edges, leading to the appearance of logical errors
[33].

1.2.2.3 Measurement and modelling of electromagnetic susceptibility
The manufacturers of the ICs must characterize the susceptibility level of the components before
their marketing to ICs end-users in order to guarantee low susceptibility level. Hence, existing
measurements techniques in the IEC 62132 standard [34] allow qualification test of ICs to avoid
high sensitivity level to radiated and conducted disturbance, as shown in the Table I-5 Standards
for conducted and radiated susceptibility measurements at IC.
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Measurement method Standard

TEM cell (150 KHz — 1 GHz)

IEC 62132-2
e GTEM cell (150 KHz - 1 GHz)

susceptibility Surface scan (150 KHz — 1 GHz) IEC 62132-9
Bulk Current Injection BCI (150 KHz — 1 GHz) | IEC 62132-3
Conducted Direct Power Injection DPI (150 KHz — 1 GHz) | IEC 62132-4
susceptibility Work Bench Faraday Cage (150 KHz — 1 GHz) | IEC 62132-5

Table 1-5 Standards for conducted and radiated susceptibility measurements at IC

Digital circuits are very sensitive to RF interference. For example, the application of the DPI
measurement method allows testing immunity level of an IC to a continuous disturbance. The
method relies on a capacitive coupling principle with the injection at the component pin of
necessary RF power to set off a loss of functionality at a specified frequency. The Figure 1-12
presents the immunity level of two different LDOs TLE4275GV33 and NCV4275A3 on the
frequency band 20 MHz — 400 MHz with NRESET < 1V as immunity criteria, and it shows that
the circuit is very sensitive to the DPI around the frequencies 100 - 300 MHz . Thus, it is
important to study the susceptibility of ICs in order to make the necessary improvements.

m(i
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Figure 1-12 Immunity level of two different LDOs [68]

These measurements methods are useful for the construction of immunity models. In the design
phase of an electronic system, the integrated circuit equivalent model validates the component
compliance before manufacture. The IC immunity models must be able to predict the
susceptibility level to interference. Modeling approaches are discussed within the international
committee IEC which has proposed models to characterize the conducted immunity as presented
in the Table 1-6. However, a considerable effort is needed at the research level to provide
appropriate methodologies for the prediction of radiated immunity of ICs.
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IC Model Standard
ICIM-RI | Integrated Circuit Immunity Model — Radiated Emission IEC 62433-5

ICIM-CI | Integrated Circuit Immunity Model — Conducted Emission | IEC 62433-4
Table 1-6 Standard for IC immunity modelling

2. Integrated circuits reliability issues
2.1. Introduction

As it is commonly defined, the reliability is the ability of a system or component to perform its
required functions under stated conditions for a specified period of time. For several years,
reliability has become a major factor influencing the development of ICs. The increasing
complexity of technologies makes the susceptibility of circuits to the environmental constraints
more difficult to manage in terms of robustness; thus, the required reliability levels in most
applications are extremely high. Reliability is an indicator of the quality of the ICs over a defined
period; for an IC, the reliability is expressed in FIT (Failure In Time) which the unit is 10° hours
per device: The FIT expressed for a given IC population how much failures appeared during a
certain time. The FIT is a statistical data and not a physical one. 1 FIT means that 1 failure
occurred on one device during 10° hours which is senseless or that 1 failure occurred on 1 000
devices during 10° hours. In the AEC Q-100, electronics suppliers require from components
manufacturers’ results on 100 000 parts minimum.

To quantify the reliability of a component the MTBF (Mean Time To Failure) is used for most
semiconductors standards and concern the irreversible failure. For a constant failure rate A, the

MTTF is given by the expression I-1:
1

MTTF = : (1-1)
In the 1950s, the Advisory Group for Electronic Reliability of Electronic Equipment (AGREE)
has demonstrated that the failure rate of electronic equipment is similar to the mortality rate of
people in a closed system. They noted that the failure rate of electronic components and systems

follows a bathtub curve as shown in the Figure 1-13.
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Figure 1-13 Bathtub curve
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The bathtub curve represents the three stages of evolution of the failure rate in time for an
electronic system or component:

o Infant mortality: The infant defects appear in the first period of the life of an electronic
system or component. They are due to defects related to the circuit design and/or the
technological process. The failure rate decreases in this period until the component
reaches a level of maturity which allows a constant failure rate. A method based on burn-
in test is generally used required by the suppliers to the components manufacturers to
eliminate these infant defects under well-defined thermal and electrical stress conditions
for a very short time.

0 Useful time: The operating life of an electronic component knows the appearance of
random defects linked to random stress conditions (e.g. ESD: electrostatic discharges). In
this period the appearance of the defects follows an exponential law which allows having
a constant failure rate. Reliability studies have to reduce the frequency of occurrence of
the operating life defects.

0 Wearout: The failure rate increases more rapidly over time; the defects occur more
frequently. This phase is due to the critical wearout of electronic components. The
technological node, the manufacturing process and the temperature and voltage conditions
are the main contributors to the wearout phase.

Industrial applications (aeronautics, space, automotive, military, etc.) have strong demands on the
quality of the electronic systems and components. The reliability must be verified to ensure the
correct functioning of the components during the operating life. The biggest advances in the
technology process are made in the commercial industry such as the increase in computing
power, the capacity of the memories... Thus, the industrials perform a strong integration of
Commercial Off The Shelf (COTS) components. However, the limitation of the operating
temperature range, as shown in the Table I-7, raises problems of reliability.

Industrial application Temperature range
Space, Military -55°C - 125°C
Industrial -40°C - 85°C
Commercial 0°C -75°C

Table 1-7 Operating temperature range of COTS components in industrial application [36]
2.2. Impact of technology scaling on the long-term reliability of ICs

As a primary consequence of transistors scaling, the DSM circuits fault sensitivity increases,
hence, the long-term reliability has become an important constraint for manufacturers of
integrated circuits. Miniaturization can lead to the appearance of infant mortalities that are
difficult to trap using the screening. The devices could have a premature impact of a degradation
mechanism leading to a sharp reduction of the lifetime. Scaling impact on degradation
mechanism of digital devices has been a hot topic during the last years [3]; and it has been proved
in previous studies that some degradation mechanisms have their contribution on the speed
degradation of digital circuits [20]. As for example, a decrease of the delay was noted for a FPGA
(Field Programmable Gate Array) [21], and for the operating voltage, as the SRAM minimum



Effect of ICs reliability issues on long-term electromagnetic robustness | 21

voltage shift [22]. The reliability experts states that scaling can lead to earlier failures than for
older technologies as shown in the Figure I-14 where the failure constant in the bottom of the
bathtub curve seems to increase with the transistors scaling. This trend results in earlier wearout
failure and a very short lifetime of devices.

~

Failure rate
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Figure 1-14 Evolution of the bathtub curve with the technology scaling [3]

Figure 1-15 presents the trends of power supply and threshold voltage (Vpp and V14) and gate
oxide thickness according to the CMOS channel length evolution. The negative effect of scaling
on the reliability is also related to the non-ideal scaling [38]. Indeed, the power supply does not
decrease as rapidly as expected because the difference between the threshold voltage and the
power supply is reduced, leading to a high sensitivity to noise. Hence, the reduction of the
threshold voltage leads to the increase of the current leakage and therefore the power leakage.
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Figure 1-15 Trends of power supply and threshold voltage and gate oxide thickness with the evolution of CMOS channel
length [23]

The increase in power leakage depends exponentially on the temperature which leads to very
high temperatures. The Figure 1-16 shows the effect of miniaturization on the reliability of 180
nm processors to 65 nm. For several applications running in processors with a specified CMOS
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technology, the temperature increases considerably, and in parallel the reliability decreases with
transistors scaling, this is represented by the Mean Time To Failure (MTTF) calculated on the
basis of the worst case of current density and temperature [39].
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Figure 1-16 Maximum temperature reached for different structure (Left), MTTF evolution with the technology scaling
(right) [39]

2.3. Degradation mechanisms

During their lifetime, CMOS devices are affected by specific degradation mechanisms that lead
to the wearout of electronic devices. However, it is necessary to distinguish the two primary
classes of mechanisms:
0 The intrinsic mechanisms: due to internal causes of the IC, inherent to the design and
the materials used. To limit them, it is necessary to remain in areas of limited operation.
0 The extrinsic mechanisms: due to an external cause during the manufacturing process or
the operation
Only the intrinsic mechanisms will be addressed in this manuscript, a detailed presentation will
concern the degradation mechanisms presented in the Figure 1-17: Electromigration (EM), Time
Dependent Dielectric Breakdown (TDDB), Hot Carrier Injection (HCI) and Negative Bias
Temperature Instabilities (NBT]I), their activation depend on the environmental conditions as the
temperature and the power supply voltage and the current density. All these degradation
mechanisms are described in JEDEC JEP112G « Failure Mechanisms and Models for
Semiconductor Devices ».



Effect of ICs reliability issues on long-term electromagnetic robustness | 23

Trapped charges or defects Defects caused by hot carriers
f _(..lllﬂl_‘ ) \\ Increazed
A___,-dlLlLli.lr!L v,
1 h
s AN g -
Channel with reduced mobility
(a) TDDB (b) HCI
Hydrogen tons diffuse away Increase in impedance

Defects Cp e
mid?'/'

Metal ions
migrate

o |

created

Metal track

(c)NBTI (d) Electromigration
Figure 1-17 Hlustration of the degradation mechanisms: TDDB, HCI, EM, NBTI [24]

2.3.1 Electromigration

2.3.1.1 Overview on electromigration mechanism
Electromigration is a failure mechanism that affects the wiring on microelectronics circuit. The
metallization is induced by the wiring used for the interconnections inside a circuit chip; it
insures the routing of the signals, the power and the ground planes inside a circuit chip. An on
chip metallization failure can be depicted by four phenomenons [40]:
0 Open-circuit and short-circuit failures: These defects are generally due to the
discontinuities in the signal lines or the leakage of power in the surrounding lines.
o0 Elevated resistance failure : The increase of the resistance leads to a delayed signal
which causes timing defects
0 Leakage failure: The current leakage can lead to the reduction of the threshold voltage
needed to trigger the circuit.

The degradations generated by the electromigration mechanism are relatively related to the
microstructure of the metal of tracks. Thus, the metal of the interconnection tracks of the ICs
generally consists of juxtaposed grains considered as monocrystalline with random orientation.
These grains themselves have dislocations which behave differently regarding to
electromigration.

Electrical failure for most macroscopic applications occurs when applied currents are high
enough to cause wires to overheat and burn out. The same phenomenon can also occur in
microscopic environment, but because the wiring is embedded in a hard dielectric (SiO2) and
attached to a thermally conductive Si substrate, the power dissipated in the wire is rapidly
conducted away and the wiring is kept from burning out until much higher densities are reached.
As a consequence of the higher current density in chip metallization is the phenomenon of
Electromigration (EM), which is the movement of the metal atoms (Al, AICu, Cu) in response to
an applied current.
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The electromigration mechanism is represented by different types of diffusion as shown in Figure
I-18, it is recognized that diffusion at the upper interface dominates the transport of atoms but
some researchers justify a reduction in the lifetime of large lines by a contribution of grain
boundaries [41]. This lifetime reduction is confirmed by an increase in the activation energy,
which is the necessary energy to go from an initial state (good device) to a final state (failed
device). In general, the migration in the grain boundaries (whose crystal structure is more
regular) is the slowest. The overall speed of electromigration is therefore strongly conditioned by
the microstructure of the material, as well as by its surface state.
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Figure 1-18 Illustration of various diffusion processes within the lattice of an interconnection: (a) grain boundary
diffusion, (b) bulk diffusion, and (c) surface diffusion

The first aspect of failure identified is the creation of voids [42]. The appearance of these voids is
due to the shrinkage of atoms in the metal tracks. This effect is the most frequent cause of
breakdowns. In fact, the local absence of metal leads to an increase in the resistance of the track
or even to an open-circuit. The track loses its functionality partially or totally. The Figure 1-19
shows voids created on a CMOS structure induced by electromigration at the interconnection
tracks.

Figure 1-19 Voids induced by electromigration in the metallization of interconnections and vias [43]

2.3.1.2 Physical analysis of electromigration
The general approach to Electromigration reliability involves the sampling, accelerated testing,
data analysis, projection of failure rates to use conditions and specification of current densities
allowed under use conditions in order to meet specified rate criteria.
An empirical relationship known as Black’s law (I-2) is usually used to describe the failure

induced by Electromigration:
Ah
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Where ts is the MTTF (Mean Time To Failure at which 50% of the population has failed), n is
the current density (j) exponent, and A is a constant. Ah is the activation energy for diffusion in
eVv.

The methodology of describing the electromigration reliability must be analyzed with a statistical
approach. If we study a large number of samples, not all parts fail at exactly the same time; the
TTF is expected to be close between the samples but a distribution will still exist. Several
statistical distributions can be applicable to describe failure times, and three are most commonly
used for electromigration wearout: normal distribution, lognormal distribution and Weibull
distribution.

2.3.1.3 Impact of technology scaling on EM

With the scaling of the CMOS transistors, line widths will decrease over the years [41]. This has
a considerable impact on the current which decreases as shown in Figure 1-20 because of the
decreased power supply voltage and the reduction of the gate capacitance. However, the increase
in the frequency of the ICs will lead to the current density J increase. Since the maximum
tolerable current density is reduced with the scaling, the ITRS [27] indicates that the minimum
sized interconnections will be impacted by the mechanism of electromigration in the coming
years as shown by the yellow barrier of the Figure 1-20.

The increase of the interconnections resistivity caused by the scattering effect in the small wires
presents more constraints regarding to electromigration. Furthermore the increase in the current
density leads to the increase of the temperature gradient in interconnections caused by Joule
heating [44].
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Figure 1-20 Expected development of currents (left) and current densities (right) needed for driving four inverter gates,
according to ITRS 2011 [27]. EM degradation needs to be considered when crossing the yellow barrier of currents (Igy)
and current densities (Jgvm). The solutions are not known in the red area

2.3.2 Hot Carrier Injection

2.3.2.1 Overview on HCI mechanism
The generation of hot carriers is a phenomenon that has emerged as the size of the transistors
decreases. Indeed, the ratio between the gate length size of the transistor and the power supply
voltage is not constant over the technologies and the electric fields across the channel are
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increasingly strong, in order to conserve ICs performance in terms of sufficient switching
frequency and low static consumption.

The phenomenon of hot carrier injection exists in both the NMOS and PMOS transistors. A hot
carrier refers to a carrier which has been accelerated by a strong lateral electric field. This
phenomenon is the most important as the channel lengths and the oxide thicknesses are reduced.
Thus, this phenomenon appears more often inside digital circuits than analog circuits, for which
miniaturization is a real challenge to improve performances in terms of switching frequency.
Carriers (electrons or holes) can get large kinetic energies from transit through regions of high
electric field. This energy is able to increase due to several mechanisms. The carriers are called
“hot” because they were historically assumed to be thermally distributed at an effective
temperature higher than that of the lattice. Hot carriers can gain enough energy to be injected into
the gate oxide or cause interfacial damage introducing instabilities in the electrical characteristics
of a MOSFET device, Figure 1-21. HC can be generated in several ways and in different regions
of the devices; in gate oxide (produced by an avalanche process induced by large gate oxide
electrical fields or high energy radiation), silicon substrate (produced by optical illumination or
by the substrate electrical fields assisted injection) or at Si/SiO, interface of the channel. These
defects then lead to threshold voltage shifts and transconductance degradation of MOS devices.
Channel Hot Carrier (CHC) effects are generated in the MOSFET channel regions under channel
conduction conditions similar to applications in ICs.
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Figure 1-21 Impact ionization in the vicinity of the drain caused by a hot carrier [43]

The HCI mechanism is triggered due to the phenomenon that generates and injects hot carriers:

o Drain Avalanche Hot Carrier (DAHC): Due to the strong lateral electric field in
MOSFET, the channel carriers generated by the source are strongly accelerated; the
carriers gain energy that is yield to the atoms of the crystal lattice during the collisions, if
this energy is higher than the ionization energy, then there is generation of electron-hole
pairs which instantaneously dissociate. The primary ionization occurs near the drain
which collects the electrons and pushes the holes towards the substrate. A number of
electrons can be injected into the gate. Carrier trapping in the oxide is the cause of
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degrading the oxide. If the voltage of the gate Vg is nearly equal to half the drain voltage
Vp/2, then the maximum surge current condition arises. This phenomenon causes the
most degradation for normal temperatures. The DAHC injection mechanism is presented
by the Figure 1-22.
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Figure 1-22 Drain Avalanche Hot Carrier (DAHC) mechanism

o0 Channel Hot Electron (CHE): in the vicinity of the drain, an area of intense transverse
electric field, and provided that they have acquired sufficient energy during their passage
in the channel, electrons can cross the Si/SiO; energy barrier and be directly injected into
the front gate oxide as shown in Figure 1-23. These electrons form the basis of the
creation of a gate current and their action is maximum when the gate voltage Vg is equal
to the drain voltage V.

Figure 1-23 Channel Hot Electron mechanism

2.3.2.2 Induced degradations by the HCI
The hot carriers injection modifies the static 1(\V) characteristics of the MOS transistors. The
Figure 1-24 shows the degradation of the electrical parameters of the NMOS transistors for
different dimensions (length and width of the channel) of the stress time. In this study, the impact
of HCI degradation on the drain current is manifested by a reduction in the saturation current
when the stress time increases.
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Figure 1-24 Characteristics of transfers of the drain current with respect to the variation of the gate voltage (Ids / Vgs) (a),
with respect to the variation of the drain voltage (Ids / Vds) (b)

These characteristics are used to extract the variation of the threshold voltage of the NMOS
transistors. This threshold variation is more significant for transistors with high operating voltage
and a short channel length than for other types of NMOS.

The sensitivity of the components to the effects of hot carriers varies with temperature, but it is
not by increasing the temperature that the degradation is worse. The increase in temperature has
rather the effect of limiting the damage due to the hot carriers. Indeed, at high temperatures, the
number of hot carriers is reduced because the saturation length of their velocity is itself reduced.
In addition, the mean free path of the majority carriers is also reduced and the impact ionization
process is less effective when the temperature is high.

2.3.2.3 Scaling impact on HCI
As the CMOS technology scaling allows the reduction of the geometrical dimensions of the
transistors, this has a direct impact on the degradations induced by the HCI mechanism. This is
related to the MTTF expression given by the Equation I-3; thus, the HCI strongly depends on the
channel length at constant supply voltage.
MTTFuci = A . Lest (1-3)

Where A is a constant, and Lk the channel length. The channel length dependency can be
derived from the modification in the Lucky Electron Model (LEM). The LEM states that the
channel carrier has enough energy to create hole-pairs; thus, only the interface states are
responsible for the degradation induced by hot carriers, the traps in the volume are not taken into
account. The interface states are generated by the channel energetic electrons which are “lucky”
enough not to lose all their kinetic energy due to the collisions on dopant impurities by electron-
phonon diffusion that reaches a threshold energy of 1,3 eV which trigger the impact ionization.
For a pinch-off potential value Vs, the drain potential Vys-Vgsae and a gate thickness, the impact
by ionization rate a is given by formula (I-4) [56].

-1
a = eVds~Vdsat (|-4)
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According to the expression of the LEM model, the rate of impact by ionization is independent of
the gate length for a constant value of = However, with the miniaturization of the

ds—Vgsat

transistors, the rate o increases due to the energy gain by the drain field and the channel electric
field, i.e the electric field between the edge source and the pinch-off region. The drain field is
independent of the channel length but the channel electric field E., increases with the decrease of
the effective channel length Leg 11-5.

Vis—V
ECh = ds dsat (|_5)
Lefr

The Figure 1-25 shows the evolution of the impact ionization rate following the gate length and
the oxide thickness.
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Figure 1-25 Effect of the oxide thickness and the gate length on the impact ionization rate [56]
2.3.3 Time Dependent Dielectric Breakdown

2.3.3.1 Overview on TDDB mechanism

The TDDB mechanism is related to the integrity of the gate oxide. It is a phenomenon of
parameter drift followed by the sudden breakdown of the gate oxide due to the creation of a
conductive path through the oxide which leads to the rise of the gate conductance. The latter can
then lead to the destruction of the oxide and to a failure of the circuit. The TDDB depends on the
number of defects in the oxide created during manufacturing. It remains independent of the
polarization conditions, but depends on the current density which will flow through the gate
oxide by the tunnel effect.

When the electrons have crossed the potential barrier of the oxide they are accelerated by the
vertical electric field which depends on the applied voltage and the oxide thickness. For DSM
technologies, when an oxide thickness is less than 2 nm, the electric field can reach 4 to 5 MV/m.
The oxide is able to support fields of more than 10 MV/m without reaching the breakdown.
Nevertheless, the energy provided by these charges can locally break the chemical bond Si/SiO,
and create interface traps. These modify the properties of the channel and help to reduce the
mobility of the carriers in the channel. Moreover, the trapping of these charges can increase the
electric field locally and increase even more the electron current by tunnel effect. Therefore, there
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is a kind of feedback effect that accelerates the process of degradation. The destruction occurs
only when a real hole has been created through the oxide and a strong current can pass, creating a
short circuit at the grid and the substrate. The leakage current induced by strong electric field
stresses through thin gate oxides is not really a problem for the functionality of the circuit as long
as it remains low. Nevertheless this is a real problem for reliability.

The TDDB mainly concerns dielectric layers. The degradation induced by the TDDB begins
when the traps are formed at the Si/SiO; interface. This trap formation strongly depends on the
conditions of polarization and the applied stress. Firstly, traps density is relatively small; in this
case no conduction path can exist as shown in Figure 1-26 (a). Then, as the traps generation
increases, the traps begin to overlap forming a conduction path between the substrate and the gate
of the MOSFET, thus degradation of the dielectric begins. This type of degradation is commonly
known as Soft Breakdown (SBD), it is represented by Figure 1-26 (b). Once the conduction path
formed by the new traps is created by thermal degradation, see Figure 1-26 (c). Finally, the
conductance increases roughly, resulting in a localized rupture on the gate dielectric of the
MOSFET, this type of failure is called Hard Breakdown (HBD), it is represented in Figure 1-26

(d).
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Figure 1-26 Steps of creation of the degradations in the dielectric of a MOSFET generated by the TDDB mechanism

2.3.3.2 Induced degradation by the TDDB mechanism

The SBD is associated with the formation of a temporary conduction path in the dielectric. This
path allows a discharge of the gate potential as well as a dissipation of the stored energy. This
dissipation of energy causes the fast rise in temperature of the dielectric which can be followed
by a phase of total or partial healing of the degradations suffered. Several SBDs can be observed
before the HBD occurs. The SBD often appear a few microseconds after the application of the
stress; the observation of this degradation requires the use of a measuring device faster than those
used for HBD. Figure 1-27 shows an SBD acquired by a digital oscilloscope [46].
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Figure 1-27 Appearance of an SBD on the gate voltage [46]

These results show the rapid appearance of the failure induced by the SBD on the gate voltage. In
fact, the SBD occurs with a significant variation of the gate voltage for a very short time, which
recovers its initial value very quickly. The appearance of dislocations caused by the SBD varies
with the surface of the dielectric. Thus, for components with a large dielectric surface, the effect
of the SDB is less visible due to the leakage current magnitude. The SDB results in a slight
increase in this leakage current.
The HBDs and the SBDs can be distinguished by the current that passes after the incident and the
failure generated. Sometimes, an HBD does not lead to destruction of the circuit. The HBDs are
characterized by a strong change in gate voltage or gate current during a stress, while the SBDs
are characterized by a small offset of the DC characteristics. A HBD is characterized by a linear
relationship between the current and the gate voltage (Ic and Vg), while an SBD has an
exponential relationship between the same parameters. However, for small oxide thicknesses,
changes on Vg or Ig are no longer very important and the noise on Ig or Vg becomes a good
criterion for detecting a SBD. The Figure 1-28 gives a presentation of the breakdown on the gate
voltage for different oxide thickness [47].
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Figure 1-28 Breakdown on the gate voltage for different oxide thickness [47]
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HBDs are uncommon than SBDs for small oxide thicknesses and for nominal voltage and current
levels. For advanced technologies, the main degradation problems concern the SBD. However,
the SBDs lead to a very slight degradation or drift of parameters of a MOS transistor such as
transconductance and threshold voltage.

In some cases, even if the characteristics of the transistors are impacted by the TDDB, it is
possible that the SBDs do not necessarily hinder the functioning of a circuit and the HBDs may
not cause a complete circuit failure. For example, in [48] a ring oscillator programmed with a
0.18 um transistors is stressed by an overvoltage stress, after several HBDs on some logic gates,
the circuit continues to function properly. Only parameters such as the quiescent current,
operating current and the operating frequency change. Even if the variation is very small,
researchers believe that the drift could be higher when several logic gates are impacted,
generating timing issues within the circuit.

2.3.3.3 Scaling impact on TDDB

Scaling has a considerable impact on the reliability of the gate oxide. The temperature and the
electric field accelerate the TDDB mechanism with the reduction of to the oxide thickness.
Depending on the gate voltage and the oxide thickness, different types of current flow in the
oxide and these currents have different dependencies on the electric field [49]. For reduced
oxides size, the dependence is linear with the electric field. The leakage current through the
Si/SiO; barrier that raises the gate current is due to a Fowler-Nordheim tunnel effect for strong
fields, while for an applied power supply voltage less than 3V there is a direct tunnel effect. In
order to reduce the leakage current in the gate without reducing the performance of the transistors
in terms of operating frequency, the introduction of High-K material has been proposed. They are
mainly manufacture with HfO, process. It is possible to increase the oxide capacitance Cqx While
increasing the thickness of the dielectric. However, new problems appear as electron trapping in
the oxide for positive grate voltages, which increases with the oxide thickness reduction because
statistically the induced degradations are more numerous [50]. This trapping modifies the
threshold voltage V.

The equation (I-6) allows calculating the MTTF for the TDDB mechanism [38]; it shows the
drawback of the increase of the temperature and the advantage of the power supply voltage
reduction. Thus, the reliability of the circuits decreases with the reduction of the gate oxide
thickness due to the increase of the leakage current in the gate and the tunnel effect. Since the
MTTFppg is inversely proportional to the total surface area of the gate oxide, when the oxide
thickness is reduced by & (nm) for the new technologies, the leakage current due to a direct

tunnel effect is multiplied by 10, so the MTTF is reduced by 10022 [51].

Y
(X++2ZT)

MTTFrppg © (%)a-bT. e T (1-6)

Where T is the absolute temperature in (K), a, b, X, Y and Z are fitting parameters and V is the
voltage.
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1.1.1 Negative Bias Temperature Instabilities

2.3.3.4 Overview on NBTI mechanism
The Negative Bias Temperature Instabilities (NBTI) mechanism appears when the transistors
gate is stressed with a negative potential and high temperature while the drain, source and the
substrate are connected to the ground. As shown in Figure 1-29, the NBTI phenomenon involves
the breaking of the Si-H bond when applying an electrical stress. This dissociation gives rise to
interface traps and hydrogenated entities which are diffused through the oxide. The applied
voltage varies from 2 to 3 times the nominal power supply voltage, and the temperature ranges
varies between 25 and 200°C, so as not to deteriorate the chemical structure of the device. This
phenomenon mainly degrades the PMOS transistors. It is strongly related to the oxide thickness
and the channel length; it causes a charge trapping at the silicon oxide interface which leads to a
drift of the threshold voltage, the mobility of electrons and the reduction in the drive currents Iop.
The drift of the threshold voltage related to the NBTI is more severe for the advanced

technologies because the power supply voltage and the oxide thicknesses are reduced.
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Figure 1-29 Electric configuration of the NBTI mechanism activation

The NBTI degradation is generally modeled with the Reaction-Diffusion (RD) model. This
model suggests that the degradation of PMOS transistors due to NBTI follows a power law. RD
is accepted as one of the best models describing the defects generation mechanism at the Si/SiO,
interface.

The RD model can be decomposed into five stages; the first stage concerns the outset of stress,
this phase is dominated by the breaking of the Si-H bonds, during the second stage the
dissociation and recombination reactions are balanced. The third stage is very short, it is
controlled by the diffusing hydrogen, and then during the fourth stage the hydrogen reaches the
oxide/poly interface of the gate. Finally, in the last stage, when the Si-H bonds are all dissociated
no further degradation can occur. This saturation condition rarely occurs and requires extremely
long stress or very high stress conditions that would lead to other degradation mechanisms that
precede this stage (TDDB). The Figure 1-30 presents the stages of the RD model depending on
the number of interface states generated by Si-H bond failure at the instant t.
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Figure 1-30 Illustration of the five stages of a RD model
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The main induced effects by NBTI on PMOS transistors are the increase of the threshold voltage
Vi, and the decrease of the drain current lq and the transconductance g, and also the increase in
the GIDL current (Gate Induced Drain Leakage) which is the leakage currents of the drain
towards the substrate. These degradations may seem negligible for the less integrated
components; particularly due to the higher threshold voltage values. On the other hand, the highly
integrated CMOS produce much more heat during dynamic operations, which triggers the NBTI
mechanism. Furthermore, in saturated mode, the current g and the voltage Vinsae and the
transconductance derive with the same way as it is presented in the Figure I-31. Hence, the
electrical characteristics of the transistor no longer correspond to the initial performance criteria,
which can lead to the circuit failure.
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Figure 1-31 Principal degradation induced by the NBTI on transistors [52]

The repercussion of the NBTI on a circuit comes more from the mismatch between PMOS and
NMOS transistors because NBTI affects PMOSFET preferentially. In [53] several examples are

given:
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0 An inverter: the well pairing of the Vi, of the NMOS and the PMOS of the inverter
makes it possible to ensure symmetry of the characteristic Vit (Vin), and the rise and fall
times. The PMOS degradation creates a difference between the inverter's rise and fall
time. The propagation time across the inverter increases, reducing the speed of the digital
circuits and degrading the dynamic margins.

0 SRAM: The static noise margin defines the ability of the memory cell to maintain steady
information when there is parasitic noise or a mismatch between the different transistors
of the cell.

o RF circuit: RF circuit design is largely based on input and output matching of
components. The NBTI mechanism can degrade the scattering parameters of a transistor.
The capacitance Cgys is strongly degraded by the NBT mechanism and is largely
responsible for the variation of the S-parameters. In the inversion regime, the capacitance
of the gate is reduced during an NBT constraint.

2.3.3.6 Scaling impact on the NBTI
The scaling of the CMOS transistors has a considerable impact on the degradations induced by
the NBTI mechanisms. This is mainly due to the reduction of the thickness of the gate oxide.
These thin oxides increase the vertical oxide field Ex to a few MV/cm, which lead to more
severe degradation that correspond to the increase in the threshold voltage V. The Figure 1-32
presents the reduction of the NBTI lifetime with the increase of the electric field.
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Figure 1-32 NBT1 lifetime evolution with the increase of the electric field [54]

To summarize, the CMOS transistors miniaturization and the evolution of advanced DSM ICs are
aggravating the failure mechanisms. The increase of transistors density leads to the reduction of
interconnections length. As a result, the superposition of metallic interconnections levels raises;
and therefore increases the metallization density favoring electromigration mechanisms and
intermetallic oxide ruptures. Moreover, the reduction of the geometrical dimensions, mainly the
gate oxide thickness and the reduction of the polarization voltage do not change in the same
proportions. The result is an increase in the electric fields impacting the failure mechanisms that
are sensitive to electrical stress:
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increase of the current density

electromigration.
0 The increase of the electric field at the metallic interconnections and the gate enhances the

intermetallic oxide and the gate oxide rupture.

in the metallic

interconnections favors

0 The increase of the electric field in the channel generally favors the HCI and NBTI
mechanisms.

On the other hand, all the failure mechanisms are accelerated by the high temperatures except the
HCI mechanism which is accelerated by the low temperatures. The Table I-8 summarizes the
various mechanisms of degradation and the elements favoring these mechanisms as well as the
stresses that accelerate them [55].

Table 1-8 Scaling impact on the degradation mechanisms and stresses accelerating the mechanism

Degradation

Stresses accelerating the mechanism

mechanism Scaling impact Electric High Low
stress temperature | temperature
Increased density of metallization.
Decrease in the width and
EM thickness of metal lines. X X
Increased current density in
interconnections.
Reduced length and thickness of
drain.
HCI Decreased oxide thickness. X X
Increased electric field.
Decreased oxide thickness.
ULbE Increase of the electric field X X
NBTI Decreased oxide thickness. x x

Increase of the electric field

3. Aging effect on EMC

3.1. Electromagnetic robustness of ICs

3.1.1.1 Overview on electromagnetic robustness
Integrated circuits lifetime has become a major problem for nanoscale technologies. In fact, on
the future technology nodes, the most pessimistic predictions extend over 10 years for the
integrated circuit lifetime. Thus, the degradation mechanisms appear earlier for the new
technologies, causing a drift of the physical parameters which are directly related to the
electromagnetic behavior of the integrated circuit. At the end of 2005, a new demand appears
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from automotive manufacturers aiming to ensure the electromagnetic robustness (EMR) of
embedded systems [57]. The concept of EMR is an extension of electromagnetic compatibility
for the complete operating lifetime of the product. Since the reliability communities and the EMC
of the components being somewhat segregated, the EMR of ICs is under-explored. However, it is
fundamental to ensure the long-term functional safety of critical electronic systems. If a circuit
meets EMC limits at the beginning of its life, its internal characteristics change over time, hence,
compliance with the EMC limits is no longer guaranteed a few years later, as shown in the Figure
1-33.
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Figure 1-33 Long-term electromagnetic robustness (EMR) [58]

The constraints of the space, aeronautical and terrestrial industries in terms of stringency
requirements in critical environment are strong and binding for equipment manufacturers who
develop and supply to the Original Equipment Manufacturer (OEM) electronic equipment. With
the development of digital simulation tools, some OEMs are using the modeling to assess the
risks of the EMC non-compliance of their equipment and validate the solutions. However, the
requirements set out in the standards (CISP, DO160) are applied to new equipment. By following
the current validation and qualification procedures, neither the manufacturer nor the OEM is
satisfied that in a given environment and after a certain lifetime, a system always complies with
the EMC requirements. Today, there are no existing tools to predict EMC variations during the
lifetime of an electronic system.

Several studies have demonstrated that some characteristics of MOS transistors such as mobility,
threshold voltage, saturation current [52], transconductance [43], and the leakage currents in the
substrate or oxide capacity are drifted due to aging [3], which degrade the overall performance of
the integrated circuit. In fact, the emission and the susceptibility that define the electromagnetic
compatibility of an IC depend closely on the electrical and physical parameters of the circuit.
Thus the aging of electronic circuits and equipment can contribute to the variation of the EMC
parameters. The electronic control units of industrial equipment integrate both digital components
(memories, clocks, logic gates, etc.), and analog (power electronics, input/output, amplifiers ...)
and mixed electronic (power and logic). Besides the operating environment, the coexistence of
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the circuits in the same system or even the same component may require additional protections
because the EMC compliance of the electronic systems drifts during the lifetime.

To take into account the lifetime of the equipment imposed by the manufacturers, the
manufacturers of electronic components must integrate in their design flow the aging of
integrated circuits. The concept of components aging is added to the complexity of
miniaturization and the reliability of integrated circuits.

3.1.1.2 Electromagnetic robustness methodology

For the characterization of the electromagnetic robustness of integrated circuits, it is necessary to
define a specific methodology. The test set-up optimization is a critical step that consists in
defining a number of samples for a precise evaluation of the statistical dispersion between the
tested components; however the number of samples must be adapted to optimize the aging
duration. It is also essential to define the EMC measurements to perform before and after aging in
order to follow the drifts on the parameters which will affect the EMC levels of the integrated
circuits. Stress conditions must be defined in the initial phase (temperature, vibrations, high
voltage, shock, humidity, etc.) as well as the aging duration to accelerate the degradation of the
components tested. In the second stage, the EMC measurement test set-up and the aging set-up
must be defined and fixed throughout the aging process to ensure the reproducibility of the EMC
measurements. Thus, the set-up must be validated with the measurements to make sure that only
the aging is responsible of the EMC drifts. The uncertainties associated with the measurement
define a limit for the consistency of the EMC drifts due to aging. At the end of the campaign, the
obtained results allow comparing the EMC levels before and after aging and to extract the
statistical data that concerns the EMC drifts. These data are necessary to predict the risk of non-
conformity of the EMC of the integrated circuits after an operating lifetime, and readjust the
margins of EMC compliance. Figure I-34 presents a methodology of characterization of the EMR
proposed in [57].
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Figure 1-34 Electromagnetic robustness characterization methodology [57]

Temperature stress is generally used to accelerate the aging of electronic devices. It can be
combined with other type of stress (high voltage, vibration ...). It is mainly used for qualification
and reliability. HTOL (High Temperature Operating Life) and LTOL (Low Temperature
Operating Life) are accelerated aging tests that activate the internal degradation mechanisms of
electronic components. They are used to determine the effects of the polarization conditions and
the operating temperature of the semiconductors over a long period. This aging approach is based
on the application in a climatic chamber of a positive temperature of 150 °C for HTOL and
negative -40 °C for LTOL [59]. The components are kept in this climatic chamber for 408 h with
a reading point after 96 h [60]. The supply voltage during the stress is brought to + 30 % within
the maximum nominal operating range. The acceleration factors are temperature and voltage. The
devices under stress can be exploited in a dynamic mode of operation. The input parameters, in
particular the supply voltages, the clock frequencies, the input signals can be used outside their
nominal values, but which lead to predictable and non-destructive behavior of the devices under
stress.

Another methodology that allows accelerated aging of integrated circuits is based on Power
Temperature Cycling (PTC). The acceleration factor is the temperature and the high voltage
variation. It is equivalent to apply 1000 cycles at temperatures of -65 °C to 150 °C to stress the
tested circuits. The accelerated aging TC (Temperature Cycling) is identical to the PTC but the
electronic components are not powered and the acceleration factor of the TC is only the
temperature. These types of accelerated aging allow passing on the behavior of electronic
components' housings after years of operating life according to the requirements.
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3.2. Aging effect on electromagnetic emissions (EME) of ICs

3.2.1.1 Aging effect on EME of an analog circuit

The impact of aging on the electromagnetic emissions of integrated circuits varies according to
the type of the circuit (microcontroller, memory, power circuit...) and the applied stress
conditions, involving the various degradation mechanisms. Studies on the impact of thermal
aging on switch-mode power supplies (SMPS) have been carried out [61] since they are widely
used in electronic applications of different industrial fields because of their high power
efficiency. However, one of the main disadvantages is the noise produced by the switching
activity which is responsible for conducted and radiated electromagnetic emission. In [61] and
[62], it was demonstrated that the drifts in conducted emission of a DC-DC buck converter is
related to the degradation of the passive devices that ensure filtering. The electrical schematic of
the studied DC-DC converter in [62] is presented in the Figure I-35.
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Figure 1-35 Electrical diagram of the studied DC-DC converter in [62]

The studied DC-DC converter is based on a LT3800 circuit, configured in step down mode to
convert the 12 V provided from an external battery into 5V. The circuit drives the gate of Q1 and
Q2 NMOSFET transistors. A Schottcky diode D is mounted in parallel to Q2, and the switching
frequency is set to 200 KHz. The capacitors Cijn; and Ci,, are used to filter the CE of the input
power supply, Cout and Loy are used to filter the regulated output voltage.

The circuit was stressed in thermal chamber under the HTOL stress condition. Several
measurements were performed before and after aging for the different components; impedance
measurement on the passive devices, electrical measurement (I(V), C(V), Z(f)) on the transistors
and the diode and a CE measurement on the DC-DC converter circuit. Figure 1-36 shows the
evolution of the impedance of an electrolytic capacitor and the output filtering inductor Loy. The
degradation of capacitor mainly concerns the equivalent serial resistance (ESR) that highly
increases after 336h of thermal stress. This effect is not inherent to all the capacitors, ceramic
capacitors are very robust and does not defect rapidly [64]. The iron power inductor Ly presents
a shift in the resonant frequency and a decrease of the impedance between 4 MHz and 100 MHz
which can alter the filtering performance of the inductor.
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Figure 1-36 Impedance evolution before and after aging on an electrolytic capacitor (left) and the output inductor (right)
[62]

Figure 1-37 presents the evolution of the electrical characteristic 1(\V) of the Schottky diode and a
TVS diode. The degradation manifest with a decrease in the current which is more significant in
the case of the TVS diode, this is due to the increase of the on-resistance. The degradation of
Schottky diode is modest and has nearly no effect on the CE measurements, which is the same for
the TVS diode. However, since its degradation is more important, this alters its efficiency to
suppress the transient disturbance.
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Figure 1-37 Evolution of the (V) characteristics of the Schottky diode (left) and a TVS diode (right) [62]

The conducted emission measurement was performed following the CISPR16-1-2 standard to
characterize the noise on the power supply cables. In addition, a 150 Q probe was added to
characterize the conducted noise at the output of the DC-DC converter, the Figure 1-38 illustrate
the CE measurements before and after aging. The impact of aging in the input is too small; this is
because the ceramic capacitor Cj,; provides a sufficient ESR level that compensates the defect on
the ESR of the tantalum capacitor Cj,,. However, the measured CE at output of the converter
increases significantly between 4 MHz and 100 MHz to reach up to +15 dB, because of the
degradation of the inductor Loyt
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The presented case study demonstrated that for power circuits the main contribution in the
evolution of the CE is due to the degradation of the passive filtering circuit. This effect could
have an important contribution on the increase of the emission level (until +30 dB) of electronic
systems which is critical in the automotive applications [65].

3.2.1.2 Aging effect on EME of a digital circuit

For other integrated circuits as digital devices, the effect of ageing mainly concerns the involved
degradation mechanism on the internal PMOS and NMOS transistors following the condition of
stress. Whatever the technology is, only the sensitivity of the integrated circuit to the aging
varies. Several studies have showed that the aging leads to a time dependent reduction of the
power integrity issues. The study of a 90 nm digital circuit demonstrated the different stress
conditions which activate the NBTI mechanism leads to the gradual increase of the threshold
voltage with the stress duration following a power law. This study also shows the impact of
PMOS and NMOS transistors degradation on the electromagnetic emissions of the digital circuit.
Figure 1-39 shows that the core power supply voltage fluctuation in the time domain and the
conducted noise in the frequency domain decreases with the stress time [63].
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Figure 1-39 Evolution of the core power voltage (left) and the spectral current of conducted noise (right) after aging [63]
3.3. Aging effect on electromagnetic susceptibility (EMS) of ICs

3.3.1.1 Aging effect on EMS of a digital circuit
The study of the susceptibility of ICs must guarantee a low level of conducted and radiated
susceptibility to ensure the proper functioning of electronic devices. It is essential to study the
impact of aging on the susceptibility of ICs. In fact, a study carried out on a 65 nm technology
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circuit has demonstrated the evolution of the susceptibility of power supplies and inputs of the IC
over a lifetime due to the drift of its internal structures. The stress condition for accelerated aging
test is the LTOL; this stress is applied to validate the susceptibility level of automotive
components. This allows the prediction of the behavior of internal structures of the IC after an
operating lifetime of 10 years. The immunity measurement is based on the DPI standard test
method [35] and the set-up is identical before and after accelerated aging. Thus, after several
hours of LTOL stress, it was found that the IC has an output signal that exceeded the + 20%
criterion set before power injection. This example shows that degradation mechanisms deteriorate
not only the quality of ICs, but also their immunity to EM disturbance. Figure 1-40 shows the
comparison of the immunity levels of the power supply of a 65 nm IC before and after aging, the
circuit tested has a sensitivity which improves by a maximum of 3 dB on the frequency band 1
MHz - 5 MHz, but which degrades above 50 MHz up to 11 dB of EMI variation [30].
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Figure 1-40 The conducted immunity level of a 65 nm integrated circuit before and after aging [30]

The susceptibility of IC inputs varies according to the state of input during the characterization
and the power injection frequency. After an accelerated aging, the characterization of the
conducted immunity of the component inputs shows that the LTOL stress applied on the
components has involved drifts on the susceptibility level of the circuit. It is difficult to identify a
recurring trend of decreasing or increasing the susceptibility level. The applied accelerated aging
has more impact on the circuits inputs controlled in the low state than those controlled in the high
state. The power injected at the inputs of the integrated circuit propagates from the input to the
output through the coupling paths which depend on the applied control signals.

The study of the susceptibility of a Phase-Locked-Loop (PLL) before and after aging consists in
EMI injection following the DPI test protocol [35] on the phase comparator pin and power supply
VCO. HTOL stress accelerates the aging of IC by applying a high temperature (150°) and a
power supply 10% higher than the nominal supply voltage. These stress conditions accelerates
the wearout failure mechanisms as TDDB and NBTI. In this study [67], the PLL operates at 24
MHz. Figure 1-41 shows the accelerated aging effect on the susceptibility of power supply VCO
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and the phase comparator. It was demonstrated that the disturbance on VCO is more sensible and
shows a significant evolution of PLL susceptibility after aging that could reach up to +10 dB.
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Figure 1-41 PLL susceptibility threshold with an injection on Phase comparator (left) and VCO power rails (right) before

and after ageing [67]

3.3.1.2 Aging effect on EMS of an analog circuit

Another case study concerns an analog circuit has also demonstrated the impact of aging on the
susceptibility level. Low dropout voltage regulator (LDO) is widely used in embedded electronic
applications with important EMC issues. It was demonstrated that the conducted susceptibility is
related to the internal operational amplifier or the bandgap circuit cell [69] [70]. In [68], it was
demonstrated that the susceptibility level of a 90 nm LDO drifted after accelerated aging using an
electrical stress. During conducted injection of EMI on input or power supply an offset is induced
on the regulated output voltage. With the application of an electrical stress, the susceptibility
level increases when the forward power increase, Figure 1-42 presents a gradual reduction of the
forward power needed to induce EMI failure with the accelerated aging.
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Figure 1-42 Evolution of the forward power before and after aging [68]

The offset on the regulated output voltage induced by the DPI measurements increases with the
aging as shown in the Figure 1-43, this is due to the NBTI mechanism activation on the PMOS
transistors of the circuit, especially the bias transistors of the internal operational amplifier.
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Figure 1-43 Drift in the offset voltage with the injected voltage before and after aging [68]
3.4. EMC modelling taking into account the aging

As stated previously, aging has a considerable impact on the emission and susceptibility of digital
and analog electronic circuits. The main drifts induce the increase of emission level and a
reduction of immunity level in some frequencies. After several years’ operation, the EMC drifts
of an IC could reach important levels engendering a risk of wearout failure. In order to anticipate
the risk of failure, it is possible to construct EMC models taking into account aging effect
according to the applied stress conditions. In general, electromagnetic robustness models are
constructed from EMC measurements before and after accelerated aging.

Figure 1-44 presents the electromagnetic robustness model extraction workflow [71], it consists
on the construction of a reliability model before and after aging that is linked to the integrated
circuit EMC model. A statistical analysis of the degradation on various samples leads to the
evaluation of the failure probability since it is difficult to predict the EMC drifts of one sample
due to the dispersion of degradation.
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Figure 1-44 Workflow of electromagnetic robustness model extraction [71]
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For EMR modelling, the case study presented in 3.2.1.2 that concerns the aging of a 90 nm IC is
considered. As presented, the aging leads to the evolution of power integrity and CE induced by
the degradation at MOS level due to the activation of NBTI mechanism. In this study [63], an
ICEM-CE model of the digital core was extracted on fresh components; its structure is presented
in Figure 1-45. It is composed of board decoupling equivalent model, the IC PDN model and the
internal activity modeled using current sources.
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Figure 1-45 ICEM-CE model of a 90 nm IC digital core [63]

time

In [63], the integration of aging model in ICEM-CE model concern the IA block. The falling and
rising times (Tg, T¢) increased and the current amplitude Al decreased following the Equations I-
7 and 1-8, where ¢ is the degradation ratio, it varies between [0,1].

Algtress = Alipjtial (1 — 8) (|'7)
tr initia
tr stress = TtSI (|'8)

Integrating these parameters in the ICEM-CE model allows the simulation of power supply
voltage fluctuation and CE after 120 min of 3,6 V electrical stress as shown in Figure 1-46 and
compared to the measurements. The comparison of the simulated power supply voltage bounces
(39 mV) shows good agreement with the measurement (42 mV). Furthermore, the CE simulation
after 120 min of electrical stress correlates with the measurement up to 1 GHz.
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Figure 1-46 Comparison between the measurement and simulation of power supply voltage fluctuation (left) and CE after
120 min under electrical stress of 3,6 V [63]
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4. Conclusion

The different aspects of EMC and reliability for new integrated circuits technologies were
addressed. The miniaturization of CMOS technology which involves the reduction of the gate
length and the equivalent oxide thickness results in the increase of the transistors density in an IC
and the increase of the switching frequencies and the decrease of the supply voltages. This
implies a considerable increase of the parasitic emission produced by an electronic component
and the reduction of immunity level for some integrated circuits. Several standards have been
proposed for the qualification of electronic systems and circuits, and standards are proposed for
EMC modeling and are used to predict the risks of non-conformity in term of EMC. However,
these models have certain limitations:

0 Despite the increase in computing power, the modeling of a complete electronic board
and all of its components is not economically viable. EMC expertise must exist among
suppliers to reduce the problem and simplify it by identifying the aggressor and the
victim.

o0 The ground reference is always problematic in a simulation that considers it as unique and
perfect. This leads to significant calculation errors.

0 The perfect modeling of a strand of wires is impossible beyond few wires. A stochastic
approach must be used for a worst case calculation. Some software includes Monte Carlo
functions.

0 The modeling of an electronic board is correct up to a hundred MHz beyond the parasitic
elements and in particular forcing the return path of common mode current are badly
taken into account.

0 The modeling of the radiated emissions of an electronic board following a white box
model requires taking into account a common phase reference to all the ICs,

o Finally, the modeling of complex components such as microprocessors or FPGA is
difficult. Tools for automatic model extraction must be provided to the end user. This is
the purpose of the next chapters.

In the second part of this chapter, integrated circuits reliability is introduced with a general
presentation of the degradation mechanisms EM, HCI, NBTI and TDDB. As demonstrated, the
activation of these mechanisms could occur prematurely with technology scaling. Hence, it is
necessary to study the reliability of ICs to guarantee their well-functioning during the operating
lifetime. The presented studies in the third part have shown the aging impact on EMC level of
digital and analog circuits. The EMC drifts mainly concern the increase of emission level and the
reduction of immunity level. According to the applied stress conditions an EMR model can be
extracted and consists in integration of the aging model to EMC model (ICEM, ICIM).

Although the studies has demonstrated the ability of EMR models to simulate the drifts in EMC
levels with a good precision, they does not allow the prediction of the integrated circuit lifetime,
this limitation will be addressed in the next chapters.
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Chapter I1. Electromagnetic compatibility modeling of integrated circuits

The EMC non-compliance problems become a real challenge for IC manufacturers and
equipment suppliers. Electronic suppliers for aeronautics, space and automotive industries are
facing to a strong economic competition; they are forced to use more and more COTS
(Commercial off the shelf) components that own a high level of technological innovation to
reduce costs. However, due to their short development cycle, their use increases the problem of
components obsolescence. For a supplier, the cost of equipment requalification due to the
obsolescence or second sourcing is around 30% of qualification total costs. To relieve these
problems, the international committee IEC proposed standards for EM modeling for the
prediction of the emission and susceptibility of ICs known as IEC 62433.

The evolution of IC technology and their complexity through the increase of the number of
transistors and the miniaturization of electronic components has a huge effect on the dynamic
power consumption and the increase of parasitic electromagnetic emissions. Thus, there is a
crucial need to construct models to predict the noise generated by large and complex digital IC,
which creates tight constraints on PCB routing and decoupling capacitor budget to meet power
integrity (P1) and EMC requirements. For this purpose, IC end-users need circuit models that
predict with a reasonable accuracy the main characteristics of power supply voltage fluctuation
and conducted emission (CE) spectrum according to the circuit configuration. In order to be
included within industrial design flow efficiently, these models must remain simple enough to
ensure rapid simulations and compatible with usual simulation tools. Existing standards such as
ICEM-CE (Integrated Circuit Emission Model — Conducted Emissions) known as IEC 62433-2
standard have been developed to respond to these requirements. However, ICEM-CE is rarely
delivered by IC manufacturers. This situation leads IC end-users to look for efficient methods to
construct their own ICEM-CE models. The standard describes measurement methods to extract
PDN block. The construction of the 1A block remains a challenging task for IC end-users. The
construction methodology described in the standard is also based on measurement standards and
present several limitations. Its drawbacks will be presented in this chapter and new
methodologies for 1A block construction are presented. Only the emission aspect will be
discussed in this chapter. In addition, signal integrity problems are recurrent for fast digital buses,
and the existing IBIS model allows the characterization of 10 drivers for different JEDEC
standards. The construction of an IBIS model is not the purpose of this chapter, but its
contribution in EM modeling will be demonstrated.

The first section of this chapter is dedicated to a general overview on EMC and SI modeling and
to describe ICEM-CE and IBIS standard. Secondly, the circuit under test and the test board will
be presented. The third part concerns the construction of an ICEM-CE model of a complex IC
following the approach proposed by the standard, the methodology and case studies are presented
for the validation of ICEM-CE model, and particularly, the limitations of the measurement based
IA block construction are pointed out. Finally, a new methodology for the construction of the
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internal activity of a FPGA is proposed followed by the presentation of ICEM GENERATOR
tool developed to automate the extraction of the internal activity.

1. General overview on EMC and SI modeling
1.1. Introduction

From their early design stages, electronic circuits may present EMC compliance problems.
Hence, it is important to develop EMC models for electronic devices that allow prediction of the
emission and susceptibility levels before fabrication. The design flow of a circuit makes it
possible to establish the needed operations to control the functional and high-performance aspects
before manufacture. Thanks to the development of advanced electrical and electromagnetic
simulation tools (Spice, ADS, ANSYS, HFSS...), it is possible to build EMC models based on the
circuit equivalent model during the design phase. The circuit could need certain improvements
until it reaches a degree of EMC conformity adapted to the margins defined by the standards. The
design flow of an electronic device taking into account the EMC performance is presented in the
Figure I1-1. This allows manufacturing costs optimization and reduces the manufacturing time of

electronic devices.
Design Design
Specification Guidelines

Electronic
circuit

EMC
Simulations

Circuit
Fabrication

Figure 11-1 Design flow of an electronic circuit taking into account the EMC performance

There are several levels of EMC modeling as shown in the Figure 11-2. The modeling approach
can be applied at the level of an electronic system by characterizing the electromagnetic behavior
of the various functions of a system. In aeronautics, the Integrated Modular Avionics (IMA)
architectures consist of several calculation modules capable of supporting different applications
and presenting important EMC requirements. In this case, the modeling allows the evaluation of
conducted electromagnetic disturbances carried out via the backplane or the evaluation of
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radiated emission by parasitic coupling between the different electronic boards. Macro-models
can be used to predict the emission and susceptibility of a system.

The second level of modeling is at the printed circuit board (PCB) level. The modeling of the
various integrated circuits mounted on PCB may be necessary. This approach is based on the
divide and conquer algorithm which consists in breaking down a problem into two or more sub-
problems, this allows simplifying the modeling of each block before giving a solution to the
initial problem by subsets recombination. Hence, it is also necessary to create an equivalent PCB
model taking into account the decoupling capacitors for modeling the on-board resonance.
Several existing numerical simulation tools are capable of modeling the PCB from
electromagnetic simulations on PCB traces, power and ground planes, vias... These tools are
based on the resolution of Maxwell’s equation and integrate different numerical resolution
methods. The most commonly known method is the FEM (Finite Element Method) [1] which
allows the modeling of the parasitic effect with a volume meshing by dividing a region in order to
solve the electromagnetic problem in the frequency domain for several sub-regions and finding
an approximated solution to the initial problem. Other methods are also widely used, as the
Method of Moment (MoM) [2] which is based on a frequency domain extraction of the current
flowing in the conductors using a surface meshing, and the Finite Difference Time Domain
(FDTD) [3] which used a direct translation of Maxwell's equations in a differential form into
finite difference equations and is based on volume meshing. In general, the electromagnetic
simulation tools support the macro-modeling, which allows speeding up the simulations for
complex systems and could be integrated into SPICE simulators [4] [5].

Finally, EMC modeling at the level of an integrated circuit has become necessary. Electronic
components are more disruptive and more sensitive to interference from their environment due to
the increase of clock frequency, the integration of hundreds of millions of logic gates, and the
reduction of the power supply voltages. EMC problems usually appear between analog and
digital blocks. The modeling can go through black box models or through white box models with
an elementary description of the different levels of an integrated circuit (Die, w