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Notations

Dans tout le document, nous utiliserons les notations suivantes :

— N : ensemble des entiers naturels {0, 1, 2, . . .}.
— Z : ensemble des entiers positifs et négatifs {. . . ,−1, 0, 1, . . .}.
— Fq : corps $ni à q éléments.

— Fqm : corps $ni à qm éléments vu comme une extension de degrém de Fq.

— F
n
q : Fq-espace vectoriel de dimension n.

— F
m×n
q : ensemble des matrices dem lignes et n colonnes à coe(cients dans Fq.

Les vecteurs sont représentés par des lettres minuscules en gras et sont par défaut écrits

en ligne. Exemple : x = (x1, . . . , xn) ∈ F
n
q .

Les matrices sont représentées par des lettres majuscules en gras. Exemple :M ∈ F
m×n
q .

— la matrice identité de taille n est noté In.

— s’il n’y a pas ambiguïté sur les dimensions des matrices, la matrice nulle est notée

0.

— la transposée de la matriceM est notée MT .

— la concaténation horizontale de deux matrices A et B (quand elle est possible)

est notée (A|B).

— soient x1, . . . , xn n éléments d’un Fq-espace vectoriel E, le sous-espace vectoriel

deE engendré par ces élément est noté 〈x1, . . . , xn〉Fq
ou simplement 〈x1, . . . , xn〉

s’il n’y a pas ambiguïté.

Nous rappelons ici les notations de Landau pour représenter les ordres de grandeur entre

fonctions :

— f = o
(
g
)
: asymptotiquement, |f(n)| 6 ε|g(n)| pour tout ε > 0. On dit que f est

négligeable devant g.

— f = O
(
g
)
: asymptotiquement, il existe k > 0 tel que |f(n)| 6 k|g(n)|. On dit

que f est bornée par g.

— f = Θ
(
g
)
: asymptotiquement, il existe k1, k2 > 0 tels que k1|g(n)| 6 |f(n)| 6

k2|g(n)|. On dit que f est de l’ordre de g.

Le nombre de sous-espaces vectoriels de dimension d d’un espace vectoriel de dimension

n sur Fq est donné par le binôme de Gauss :

[

n

d

]

q

=
d−1∏

i=0

qn − qi

qd − qi
= Θ

(
qd(n−d)

)
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Par défaut, la fonction log représente le logarithme en base 2. On notera la partie entière

inférieure (respectivement supérieure) d’un réel x par ⌊x⌋ (respectivement ⌈x⌉).
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Première partie

Introduction à la Cryptologie et à la

Métrique Rang
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Chapitre 1

Introduction

La cryptologie désigne de manière générale tout ce qui concerne la sécurité et la con$-

dentialité des communications et des informations. Son domaine ne se limite pas seule-

ment aux domaines du chi;rement ou de la cryptanalyse, mais aussi à la signature élec-

tronique, à l’authenti$cation, au vote électronique, ou à tout protocole nécessitant de

sécuriser des données.

La cryptographie (et son opposée la cryptanalyse) est une branche importante de la cryp-

tologie. La cryptographie concerne tout ce qui a trait au chi;rement des données et des

communications, c’est-à-dire le fait de rendre inintelligibles ces données aux personnes

ne possédant pas de clés de déchi;rement. La cryptanalyse, au contraire, désigne toute

méthode cherchant à extraire de l’information de données chi;rées, sans en posséder la

clé.

La cryptographie se divise en deux grandes familles. La première (historiquement) est

la cryptographie à clé secrète, aussi appelée cryptographie symétrique. Dans cette der-

nière, la clé de chi;rement et de déchi;rement est identique. Cela implique que les uti-

lisateurs doivent au préalable s’échanger la clé secrète avant de pouvoir communiquer.

En revanche, les algorithmes à clé secrète sont extrêmement rapides.

La seconde famille est la cryptographie à clé publique, aussi appelée cryptographie asy-

métrique. Dans ce domaine, les clés de chi;rement et de déchi;rement sont di;érentes.

Avec ces protocoles, un utilisateur peut révéler la clé de chi;rement (d’où son nom de clé

publique) a$n que n’importe qui puisse lui envoyer un message. S’il garde secret la clé de

8



Chapitre 1. Introduction

déchi;rement, il est le seul à pouvoir lire ces messages. L’idée même de la cryptographie

asymétrique est très récente [28].

Le chi;rement à clé publique est fondé actuellement sur des problèmes mathématiques

réputés di(ciles, essentiellement en théorie des nombres, tels que la factorisation des

entiers (sur laquelle se base RSA) ou le problème du logarithme discret (cryptographie à

base de courbes elliptiques). Ces problèmes ne sont pas à l’abri de progrès algorithmiques

qui permettraient de les résoudre en temps raisonnable. Par exemple on amontré en 2014

que le problème du logarithme discret sur des corps de petite caractéristique peut se ré-

soudre en temps quasi-polynomial [4].

De plus, les protocoles basés sur ces problèmes sont facilement cassables par un ordina-

teur quantique (c’est-à-dire qu’il existe un algorithme quantique résolvant ces problèmes

en temps polynomial). Il est donc nécessaire de rechercher d’autres protocoles résistants

à l’ordinateur quantique et basés sur d’autres problèmes. La cryptologie post-quantique

est la branche de la cryptologie s’intéressant à ce type de problèmes, elle repose sur des

problèmes di(ciles (NP-complets ou NP-durs), tels que le décodage des codes en mé-

trique de Hamming, le décodage des codes en métrique rang ou la recherche de vecteurs

de petite taille dans un réseau euclidien.

La métrique rang présente l’avantage de fournir des cryptosystèmes avec une clé de

faible taille pour une sécurité élevée avec un faible coût de chi;rement et de déchi;re-

ment car les algorithmes n’utilisent que des opérations d’algèbre linéaire.

Cette thèse est découpée en trois parties. Dans la première partie, nous introduirons

les codes en métrique rang. Dans la deuxième partie, nous présenterons de nouvelles

attaques sur des problèmes génériques ainsi qu’une attaque structurelle sur des crypto-

systèmes existants. Nous analysons également les conséquences de l’ordinateur quan-

tique sur la complexité de ces attaques. Dans la dernière partie, nous présenterons un

générateur aléatoire, ainsi qu’une nouveau protocole de chi;rement à clé publique qui

a l’avantage d’avoir des clés parfaitement aléatoires. En associant ce nouveau protocole

avec la signature RankSign, nous proposons le premier IBE basé sur les codes.
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Chapitre 2

Présentation des codes en métrique

rang

Dans ce chapitre, nous présentons les notions essentielles et les prérequis de base à la

compréhension de cette thèse. Nous introduisons la métrique rang à travers les codes

Fqm-linéaires [35], qui sont des sous-cas des codes matriciels, puis nous dé$nissons les

problèmes di(ciles en métrique rang et les algorithmes pour les résoudre, ainsi que

plusieurs familles intéressantes de codes.

2.1 Codes Fqm-linéraires

Dé&nition 2.1.1. Un code C Fqm-linéaire de longueur n et de dimension k est un sous-

espace vectoriel de Fn
qm de dimension k. On écrit que C est un [n, k]qm code linéaire ou, s’il

n’y a pas d’ambiguïté, un [n, k] code. Un élément de C est appelé un mot de code de C ou

plus simplement un mot de C.

On peut représenter un code linéaire C de type [n, k] de deux façons di;érentes mais

équivalentes, soit par une matrice génératrice, soit par une matrice de parité.

Dé&nition 2.1.2. Soit C un code de type [n, k]qm etG ∈ F
n×n
qm une matrice dont les lignes

forment une base de C. G est appelée matrice génératrice du code et on a :

C = {xG,x ∈ F
k
qm}

10



Chapitre 2. Présentation des codes en métrique rang

SoitH ∈ F
(n−k)×n
qm une matrice génératrice du noyau deG, c’est-à-direGHT = 0.H est

appelée matrice de parité du code et on a :

C = {y ∈ F
n
qm ,HyT = 0}

Remarque : Le code généré par une matrice de parité d’un code C est appelé code dual

de C et est noté C⊥. Les matrices de parité de C⊥ correspondent auxmatrices génératrices

de C.

Un code C possède plusieurs matrices génératrices ou de parité. Une matrice génératrice

G (respectivement de parité H) est dite systématique (ou sous forme systématique) si

elle est de la forme (Ik|A) (respectivement (B|In−k). Le nombre de bits nécessaires

pour représenter C sous la forme de sa matrice génératrice ou de parité sous forme sys-

tématique est le même. Il faut représenter k(n − k) coe(cients de Fqm , soit un total de

k(n− k)m ⌈log q⌉ bits.

Pour dé$nir lamétrique rang sur les codesFqm-linéaires, il faut dé$nir lamatrice associée

à un mot de Fn
qm .

Dé&nition 2.1.3. Soit (β1, . . . , βm) une base deFqm/Fq . À tout vecteurx = (x1, . . . , xn) ∈
F
n
qm , on peut associer la matriceMx = (mij)i∈{1..m}

j∈{1..n}
telle que

∀j ∈ {1..n}, xj =
m∑

i=1

mijβi

— La distance rang entre deux motsx et y de Fqm est notée dR(x,y) et vautRg(Mx−
My).

— Le poids d’un mot x est noté |x|r et vaut dR(0,x) = Rg(x).

Cette dé$nition est indépendante du choix de la base et dé$nit bien une distance.

Démonstration. Une distance doit véri$er trois propriétés :

— symétrie : dR(A,B) = Rg(A−B) = Rg(B −A) = dR(B,A).

— séparation : dR(A,B) = 0 ⇐⇒ Rg(A − B) = 0 ⇐⇒ A − B = 0 ⇐⇒
A = B
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Chapitre 2. Présentation des codes en métrique rang

— inégalité triangulaire : montrons d’abord que

Rg(A+B) 6 Rg(A) + Rg(B)

Notons 〈M〉 l’espace vectoriel engendré par les lignes de la matrices M . Par

dé$nition, Rg(M ) = dim〈M〉. Il est évident que 〈A+B〉 ⊂ 〈A〉+ 〈B〉
⇒ Rg(A+B) 6 dim(〈A〉+ 〈B〉)
Or la réunion d’une base de 〈A〉 et d’une base de 〈B〉, de cardinal respectifRg(A)

et Rg(B), est trivialement une famille génératrice de 〈A+B〉, d’où dim(〈A〉+
〈B〉) 6 Rg(A) + Rg(B).

Pour conclure, dR(A,C) = Rg(A−C)

= Rg(A−B +B −C)

6 Rg(A−B) + Rg(B −C)

= dR(A,B) + dR(B,C)

Pour montrer que cette distance est indépendante de la base choisie, il su(t de voir que

la matrice associée à un vecteur x dans une autre base s’obtient en multipliantMx par

la matrice de passage entre ces deux bases, ce qui ne modi$e pas le rang.

On dé$nit la distance minimale d’un code comme la plus petite distance entre deux mots

distincts de ce code. Par linéarité, cette distance est égale au poids minimal des mots non

nuls de ce code.

Dé&nition 2.1.4. Soit C un code Fqm-linéaire. La distance minimale de C est l’entier d tel

que

d = min{|x− y|r, (x,y) ∈ C2,x 6= y} = min{|x|r,x ∈ C\{0}}

Une notion importante en théorie des codes est la notion de support d’un mot. Cette

notion intervient dans les algorithmes de décodage ou de recherche de mots de petit

poids.

Dé&nition 2.1.5. Soit x ∈ F
n
qm . Le support de x, noté Supp(x), est le Fq-espace vectoriel

de Fqm généré par les coordonnées de x.

Supp(x) = 〈x1, . . . , xn〉Fq

On a |x|r = dimSupp(x).
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Chapitre 2. Présentation des codes en métrique rang

Le nombre de supports de dimension w est donc égal au nombre de sous-espaces de

dimension w de Fqm

[

m

w

]

q

=
∏w−1

i=0
qm−qi

qw−qi
= Θ(qw(m−w)).

2.2 Codes matriciels

La métrique rang est également dé$nie sur une famille plus vaste de codes, les codes

matriciels. Dans ce cas là, les mots de codes sont des matrices à coe(cients dans Fq, ce

qui permet de dé$nir les codesFqm-linéaires comme une sous-famille de codesmatriciels.

Dé&nition 2.2.1. Un code matriciel C de dimensionK et de longueurm× n est un sous-

espace vectoriel de Fm×n
q de dimensionK . On écrit que C est un [m×n,K]q code matriciel

ou, s’il n’y a pas ambiguïté, un [m× n,K] code.

Un code matriciel [m× n,K] peut être représenté par une matrice génératrice de taille

K×mn où chaque ligne représente une matrice d’une base de C. Le nombre de bits pour

représenter C sous forme systématique vaut doncK(mn−K) ⌈log q⌉. La métrique rang

est dé$nie de la même manière pour les codes matriciel, la distance entre deux mots est

le rang de leur di;érence et le poids d’un mot est son rang.

Les entiers m et n jouent un rôle symétrique dans le cas des codes matriciels. On peut

aisément inverser leur rôle en considérant le transposé d’un code.

Dé&nition 2.2.2. Soit C un code matriciel de type [m×n,K]q . Le transposé de C, noté CT
est le code matriciel de type [n×m,K]q obtenu en transposant les mots de C.

CT = {MT ,M ∈ C}

On peut associer un codematriciel à un codeFqm-linéaire de lamême façon qu’on associe

une matrice à un mot de Fn
qm .

Dé&nition 2.2.3. Soient (β1, . . . , βm) une base de Fqm/Fq et C un code Fqm-linéaire de

type [n, k]. Le code matriciel CM associé à C (relativement à la base β) est dé%ni par

CM = {M c ∈ F
m×n
q , c ∈ C}
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Chapitre 2. Présentation des codes en métrique rang

Soit G =






g1
...

gk




 une matrice génératrice de C. Alors la famille (Mβjgj

) est une base

de CM .

Le code CM est donc un [m × n, km]q code matriciel qui possède exactement la même

distribution de poids que C.

Remarque : Le nombre de bits permettant de représenter un [n, k]qm code linéaire

est k(n − k)m ⌈log q⌉ alors qu’un code matriciel avec les mêmes paramètres nécessite

km(nm − km) ⌈log q⌉ = k(n − k)m2 ⌈log q⌉ bits pour être représenté en mémoire. La

Fqm-linéarité permet donc de gagner un facteurm en taille, ce qui est très utile en cryp-

tographie pour diminuer la taille des clés.

Pour dé$nir le support d’un mot dans le cas des codes matriciels, on peut soit considérer

le sous-espace vectoriel de Fn
q engendré par les lignes deM ou le sous-espace vectoriel

de Fm
q engendré par les colonnes deM . Selon les paramètres du code et l’algorithme, il

est parfois plus utile de considérer le support lignes que le support colonnes.

2.3 Problèmes di(ciles en métrique rang

Comme pour la métrique de Hamming, les principaux problèmes sur lesquels est fondée

la cryptographie à base de codes en métrique rang sont le problème du décodage par

syndrome et la recherche de mots de petit poids. Les cryptosystèmes se basent sur la

di(culté en pratique de ces problèmes.

Dé&nition 2.3.1. Soient H ∈ F
(n−k)×n
qm une matrice de parité d’un code Fqm-linéaire C,

s ∈ F
n−k
qm et w un entier positif. Le problème du décodage par syndrome, appelé problème

RSD (Rank Syndrome Decoding), est de trouver x ∈ F
n
qm tel que :

{

HxT = sT

|x|r = w

Remarque : Une version équivalente de ce problème est : étant donné un mot y ∈ F
n
qm ,

trouver un mot de code c ∈ C tel que dR(c,y) = w. En e;et, si c est solution du
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problème précédent, alors y = c + e avec |e|r = w et e est solution du problème RSD

avec s = yHT .

Dé&nition 2.3.2. Soient C un code Fqm-linéaire et w un entier positif. Le problème de la

recherche de mots de petit poids est de trouver un mot c ∈ C tel que |c|r = w.

Ce problème est un cas particulier du problème RSD avec s = 0.

Contrairement à la métrique de Hamming, il n’est pas démontré que ces problèmes sont

NP-complets [8, 78]. Cependant on peut réduire de manière probabiliste ces problèmes

en métrique de Hamming à la métrique rang [47]. Ces problèmes sont donc considé-

rés di(ciles, les meilleurs algorithmes qui les résolvent sont exponentiels. Dans le cas

des codes matriciels, ces problèmes sont équivalents au problème NP-complet MinRank

[19]. L’ajout de la linéarité sur Fqm est une obstruction (a priori) à la NP-complétude du

problème.

2.4 Algorithmes génériques de résolution duproblème

RSD

Dans cette section, nous présentons l’algorithme GRS[43] de résolution du problème

RSD. L’idée générale est de trouver un sous-espace F contenant le support de x puis

d’exprimer les coordonnées de x dans une base de F et d’utiliser les équations de parité

pour résoudre un système linéaire d’inconnues les coe(cients des coordonnées de x

dans cette base.

2.4.1 Première version de l’algorithme

Cet algorithme tire pleinement parti de la notion de support de l’erreur. Soit sT = HxT

une instance du problème RSD avec H ∈ F
(n−k)×n
qm une matrice de parité d’un code C

de type [n, k] et x ∈ F
n
qm de poids w. L’algorithme est légèrement di;érent selon que

n > m ou non.

Nous traiterons d’abord le cas n > m, qui est le cas le fréquent dans les cryptosystèmes

en métrique rang. Supposons qu’on connaisse un Fq-espace vectoriel F de dimension r
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contenant le support E de x. Nous calculerons plus loin la probabilité de cet événement

en tirant au hasard un espace de dimension r.

Soit (F1, . . . , Fr) une base de F . Exprimons les coordonnées de x dans cette base.

∀j ∈ {1, . . . , n}, xj =
r∑

i=1

λijFi, avec λij ∈ F
nr
q

Réécrivons à présent les équations données par la matrice H pour faire apparaître les

λij :

HxT = sT (2.1)

⇐⇒







H11x1 + · · ·+ H1nxn = s1
...

...
...

Hn−k,1x1 + · · ·+ Hn−k,nxn = sn−k

⇐⇒







∑r
j=1 (λj1H11Fj + · · ·+ λjnH1nFj) = s1

...
...

...
∑r

j=1 (λj1Hn−k,1Fj + · · ·+ λjnHn−k,nFj) = sn−k

(2.2)

Il faut à présent réécrire ce système sur Fq en projetant chaque équation sur une base

(β1, . . . , βm) de Fqm/Fq. En appelant ϕi la projection sur βi, il vient, pour tout i ∈
{1, . . . ,m} :







∑r
j=1

(
λj1ϕi(H11Fj) + · · ·+ λjnϕi(H1nFj)

)
= ϕi(s1)

...
...

...
∑r

j=1

(
λj1ϕi(Hn−k,1Fj) + · · ·+ λjnϕi(Hn−k,nFj)

)
= ϕi(sn−k)

(2.3)

On obtient donc un système à nr inconnues et (n − k)m équations sur Fq. Comme on

suppose que F contient le support de x, ce système admet au moins une solution. Pour

s’assurer que cette solution est unique, il est nécessaire d’avoir plus d’équations que

d’inconnues, ce qui implique la condition suivante :

nr 6 m(n− k)⇔ r 6 m−
⌈
km

n

⌉

La probabilité p que F contienne le support de x se calcule par dénombrement. Un sous-

espace de Fm
q de dimension r contient

[

r

w

]

q

sous-espaces de dimension w. Le nombre
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total d’espaces de dimension w étant

[

m

w

]

q

, on obtient la formule suivante :

p =

[

r

w

]

q
[

m

w

]

q

= Θ
(
q−w(m−r)

)

La complexité en moyenne de cet algorithme est égale à l’inverse de cette probabilité

fois le coût de la résolution d’un système à (n − k)m inconnues dans Fq. En prenant

r = m−
⌈
km
n

⌉
, on obtient :

O
(

(m3(n− k)3)
︸ ︷︷ ︸

coût de l’algèbre linéaire

qw⌈ km
n ⌉) opérations dans Fq.

À présent, traitons le cas m > n. L’idée est de chercher l’erreur sous forme matricielle

en considérant les équations de parité du code matriciel associé à C.

SoitMx ∈ F
m×n
q la matrice associée à x. Supposons que l’on connaisse un sous-espace

vectoriel F de Fn
q contenant le support-ligne de Mx. Soit (F1, . . . , Fr) une base de F .

On peut exprimer Mx dans cette base, chaque ligne de la matrice est une combinaison

linéaire des éléments de cette base :

Mx =






∑r
i=1 λi1Fi

...
∑r

i=1 λimFi






Les (λij) sont les mr nouvelles inconnues du système. De même que dans le cas précé-

dent, on peut réécrire les équations de parité sur Fq pour obtenir un système linéaire à

(n− k)m équations. On choisit r de façon à avoir plus d’équations que d’inconnues, ce

qui implique

mr 6 m(n− k) ⇐⇒ r 6 n− k

Comme l’espace F et le support-ligne deMx sont des sous-espaces de Fn
q , la probabilité
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que F contienne le support-ligne deMx vaut

[

r

w

]

q
[

n

w

]

q

= Θ
(
q−w(n−r)

)
.

En prenant r = n − k, on obtient une complexité en moyenne de O
(
m3(n − k)3qwk

)

opérations dans Fq.

Remarque : Cette technique revient à appliquer l’algorithme précédent au code matri-

ciel transposé associé à C.

2.4.2 Utilisation de la Fqm-linéarité

L’algorithme précédent n’utilise pas la Fqm-linéarité du code, en e;et cet algorithme est

applicable aux codes matriciels. Pour améliorer l’algorithme et utiliser la linéarité sur

Fqm , l’idée est de se ramener à la recherche de mots de petit poids dans un code bien

choisi.

SoitHxT = sT une instance du problème RSD avec |x|r = w etH ∈ F
(n−k)×n
qm . SoientG

une matrice génératrice du code C de matrice de paritéH et y une solution quelconque

du système HxT = sT . On sait qu’il existem ∈ F
k
qm tel que y = mG+ x.

Soit C ′ le code engendré par C et y :

C ′ = C + Fqmy

Ce code contient x et la matriceG′ =

(

G

y

)

obtenue en concaténant y etG est une

matrice de parité. Par linéarité par rapport à Fqm , tous les mots de la forme αx, αF∗
qm

appartiennent à C ′ et tous ces mots sont de poids w mais de supports distincts. On peut

donc supposer sans perte de généralité qu’il existe x′ ∈ C ′ tel que 1 ∈ E ′ = Supp(x′)

et que x′ soit un multiple de x.

Au lieu de choisir au hasard un espace vectorielF de dimension r comme précédemment,

on impose à F de contenir 1. La probabilité p qu’un espace F ainsi choisi contienne E ′
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vaut

p =

[

r − 1

w − 1

]

q
[

m− 1

w − 1

]

q

= Θ
(
q(w−1)(m−r)

)

En e;et, l’application ψ : F 7→ F/Fq de l’ensemble des sous-espaces vectoriels de di-

mension k de Fqm contenant 1 vers l’ensemble des sous-espaces vectoriels de dimension

k − 1 de l’espace vectoriel-quotient Fqm/Fq est une bijection. De plus F ⊃ E ′ si et

seulement si F/Fq ⊃ E ′/Fq. Or,

dimF/Fq = dimF − 1 = r − 1, dimE ′/Fq = w − 1, dimFqm/Fq = m− 1

donc la probabilité de ce dernier événement est







r − 1

w − 1







q






m− 1

w − 1







q

.

Le reste de l’algorithme se déroule comme précédemment. Comme C ′ est de dimension

k + 1, il faut choisir r = m −
⌈
(k+1)m

n

⌉

, ce qui nous donne au $nal une complexité

en moyenne de O
(
m3(n − k)3q(w−1)⌈ (k+1)m

n ⌉) pour trouver x′. Pour $nir, on résout le

système αx′HT = s d’inconnue α pour calculer x.

Remarque : Dans le cas m > n, on ne peut pas utiliser directement cette idée car la

linéarité par rapport à Fqm ne permet pas de choisir un élément du support-ligne de x

vu sous forme matricielle. Pour obtenir le facteur w − 1 dans ce cas là, on utilisera la

méthode présentée dans la partie 3.1.

2.5 Borne sur les codes en métrique rang

Dé&nition 2.5.1 (Borne de Singleton). Soient C un code linéaire de type [n, k]qm et d sa

distance minimale.

— sim 6 n, alors d 6

⌊
(n−k)m

n

⌋

+ 1,

— sim > n, alors d 6 n− k + 1,

ce qu’on peut résumer par d 6

⌊
(n−k)m
max(m,n)

⌋

+ 1.
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Remarque : Dans le cas d’un code matriciel de type [m× n,K]q, la borne de Singleton

vaut d 6

⌊
nm−K

max(m,n)

⌋

+ 1.

La borne de Singleton correspond à la valeur à partir de laquelle le problème RSD devient

facile, c’est-à-dire qu’il est résoluble par un algorithme probabiliste en temps polynomial.

En e;et, en reprenant le système d’équations 2.3 avec r >
⌊
(n−k)m

n

⌋

+1 alors le système

a plus d’inconnues que d’équations donc possède une solution avec une probabilité non

négligeable (cette probabilité est supérieure à une constante c ≈ 0.289 quels que soient

les paramètres du code).

Dé&nition 2.5.2 (Borne de Gilbert-Varshamov en métrique rang). Soit B(m,n, r, q) le

volume d’une boule fermée de rayon r dans Fn
qm . Par dé%nition, ce volume correspond au

nombre de matrices de taillem× n à coe+cients dans Fq et de rang inférieur ou égal à r.

On dé%nit la borne de Gilbert-Varshamov, notéeRGV (n, k,m, q) pour RankGilbert-Varshamov,

comme étant le plus petit entier r tel que

B(m,n, r, q) > qm(n−k).

Soit C un code de type [n, k]qm . La borne de Gilbert-Varshamov correspond à l’entier

à partir duquel l’espérance du nombre de solutions du problème RSD pour le code C
dépasse 1, quel que soit le syndrome s. Une valeur asymptotique de cette borne quand

m ou n tend vers l’in$ni est donnée par la formule

RGV (n, k,m, q) ∼ m+ n−
√

(m− n)2 + 4km

2
[63].

Dans le cas particulierm = n, on a la simpli$cation suivante

RGV (n, k, n, q) ∼ n

(

1−
√

k

n

)

2.6 Familles intéressantes de codes en métrique rang

Dans cette section, nous présentons des familles de codes en métrique rang qu’on sait

décoder e(cacement et qui peuvent être utilisés en cryptographie.
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2.6.1 Code de Gabidulin

Les codes de Gabidulin ont été introduits en 1985 [35], mais sont connus depuis 1978

[26]. Cette famille de codes est similaire aux codes de Reed-Solomon en métrique de

Hamming, leur dé$nition fait intervenir les q-polynômes à la place des polynomes. Elle

possède également une forte structure algébrique. Les q-polynômes ont été introduits

par Ore [69], on rappelle ici les dé$nitions de base.

Dé&nition 2.6.1 (q-polynômes). L’ensemble des q-polynômes sur Fqm est l’ensemble des

polynômes de la forme

{

P (X) =
∑

i∈N
piX

qi , (pi) ∈ F
N

qm de support %ni

}

Le q-degré d’un q-polynôme P , noté degq P , est le plus grand entier r tel que pr 6= 0.

Muni de l’addition et de la composition P ◦Q(X) = P (Q(X)), l’ensemble des q-polynômes

est un anneau unitaire non-commutatif de neutre X .

Dé&nition 2.6.2 (Codes de Gabidulin). Soient k, n,m ∈ N tels que k 6 n 6 m. Soit

x = (x1, . . . , xn) une famille Fq-libre de Fqm . Le code de Gabidulin Gx(n, k,m) est le code

[n, k]qm suivant :

{
P (x), degq P < k

}
où P (x) désigne l’évaluation des coordonnées de x par P.

Une matrice génératrice de ce code est

G =









x1 . . . xn

xq1 . . .
...

xq
k−1

1 . . . xq
k−1

n









Ces codes peuvent décoder e(cacement jusqu’à
⌊
n−k
2

⌋
erreurs [35]. Ils peuvent donc

être utilisés pour le cryptosystème de McEliece [37]. Ces cryptosytèmes ont été attaqués

en raison de leur structure algébrique [73].
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2.6.2 Code LRPC

Les codes LRPC (Low Rank Parity-Check) ont été introduits en 2013 [40]. À l’instar des

MDPC en métrique de Hamming [68] ou du cryptosystème NTRU en métrique eucli-

dienne [56], leur dé$nition et leur algorithme de décodage repose sur l’existence d’une

base de mots de code de petit poids du code dual.

Dé&nition 2.6.3 (Low Rank Parity-Check codes). Soit F un sous-espace de Fqm de di-

mension d. SoitH = (hij)16i6n−k
16j6n

∈ F
(n−k)×n
qm de rang plein telle que les coe+cients deH

engendrent F :

F = 〈hij, i ∈ {1..n− k}, j ∈ {1..n}〉

Soit C le code [n, k]qm de matrice de paritéH . C est un code LRPC de poids d.

Remarque : on dit queH est une matrice uniforme de poids d et de support F .

Une sous-famille intéressante des codes LRPC est la famille des codes LRPC doublement

circulants (DC-LRPC) qui sont représentés en mémoire avec moins de bits.

D’abord, ils nous faut rappeler la dé$nition des matrices circulantes.

Dé&nition 2.6.4 (Matrices circulantes). Soitn un entier. Unematrice carréeM = (mij)i∈Z/nZ
j∈Z/nZ

de taille n est dite circulante si et seulement si

mij = mi+1,j+1

Autrement dit, les matrices circulantes sont de la forme :








m00 m01 . . . m0,n−1

m0,n−1 m00
. . . m0,n−2

...
. . . . . .

...

m01 m02 . . . m00









On noteraMc(n,K) l’ensemble des matrices circulantes de taille n à coe+cients dans le

corps K .

Dé&nition 2.6.5. Un code LRPC doublement circulant de poids d est une code LRPC de

type [2n, n]qm qui possède une matrice de paritéH de la forme

H = (A|B)
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où A et B sont deux matrices inversibles circulantes d’ordre n, toutes deux à coe+cients

dans un même sous-espace F de Fqm de dimension d.

Les codes LRPC doublement circulants ont une structure algébrique plus riche comme

le montre la proposition suivante :

Proposition 2.6.6. SoitR = Fqm [X]/(Xn−1) l’algèbre des polynômes à coe+cients dans

Fqm moduloXn − 1. L’ensemble des matrices circulantesMc(n,Fqm) est une Fqm-algèbre

isomorphe àR dont l’isomorphisme canonique est :

f : R →Mc(n,Fqm)

n−1∑

i=0

piX
i 7→






p0 . . . pn−1

...
. . .

...

p1 . . . p0






Décodage des LRPC

L’algorithme de décodage des codes LRPC utilise le fait qu’on connaît une matrice de

parité de petit poids du code. À partir des équations de parités obtenues par cette ma-

trice, on peut retrouver de manière probabiliste le support de l’erreur, ce qui permet de

décoder. En choisissant correctement les paramètres du code, on peut rendre négligeable

la probabilité d’échec de l’algorithme.

Soit H une matrice de parité de petit poids d d’un code LRPC C de type [n, k]qm . Soit

HeT = sT une instance du problème RSD avec |e|r = w. Soient F le support de dimen-

sion d de H et E le support de dimension w de e. L’algorithme de décodage se déroule

en trois étapes :

— Premièrement on calcule le support S de s. Par hypothèse, S est inclus dans

l’espace-produit 〈EF 〉 = 〈eifj〉Fq
où (ei)i∈[1..w] et (fj)j∈[1..d] sont une base res-

pective de E et F . Supposons que S = 〈EF 〉 et que dimS = dim〈EF 〉 = wd.

— Deuxièmement, on calcule l’intersection I = ∩j∈[1..d]f
−1
j S. Par hypothèse,E ⊆ I .

Supposons qu’il y ait égalité, ce qui nous permet de retrouver le support de e.

— Troisièmement, on exprime les coordonnées de e dans une base de E on l’on ré-

sout le système à nw inconnues et (n− k)m équations obtenu à partir des équa-

tions de parité pour calculer e.
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Cet algorithme repose sur les hypothèses que l’espace produit 〈EF 〉 est de dimension

wd, que S est égal à 〈EF 〉 et que le support E est égal à l’intersection des f−1
j S. En

choisissant les paramètres du code tels que wd 6 min(m,n − k), on peut majorer la

probabilité d’échec par q−(n−k+1−wd).

Par un précalcul, on peut ramener la résolution du système de la troisième étape à un

produit matriciel, ce qui permet d’obtenir une complexité $nale en O
(
w2(4d2m + n2)

)

opérations dans Fq. Toutes les précisions concernant les calculs sont données dans l’ar-

ticle originel [40].

2.6.3 Codes simples

Les codes simples sont une famille de codes pouvant décoder asymptotiquement jusqu’à

la borne de Gilbert-Varshamov. Ces codes sont très similaires à une famille de codes en

métrique sous-espace (une métrique très proche de la métrique rang) dont on trouve une

description dans l’article [77].

Dé&nition 2.6.7 (Simple codes). Un code Fqm-linéaire C est dit (n, k, t)-simple (ou sim-

plement simple si t, k et n sont clairement identi%és), s’il possède une matrice de parité H

de la forme :

H =




 In−k

∣
∣
∣
∣
∣
∣
∣

0t

R






où In−k est la matrice identité de taille (n− k)× (n− k), 0t est la matrice nulle de taille

t× k et R une matrice quelconque à coe+cients dans Fqm de taille (n− k − t)× k. C est

appelé code simple aléatoire si R est choisi uniformément au hasard parmi les matrices de

cette taille.

Ces codes sont appelés codes simples car leur algorithme de décodage est assez trivial.

Proposition 2.6.8. Soit C un code (n, k, t)-simple aléatoire avec t <
m+n−

√
(m−n)2+4km

2

et w un entier. Si w 6 t, alors C peut décoder une erreur de poids w avec une probabilité

d’échec p ∼ 1
qt−w+1 quand q →∞.

Démonstration. Soient e une erreur de poids w choisie uniformément au hasard et E =

Supp(e). Soit s = eHT le syndrome associée à e.
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En raison de la forme particulière de H , les t premières coordonnées de s sont égales

aut premières coordonnées de e.

ei = si pour tout i ∈ {1..t}

Avec une probabilité de 1− 1
qt−w+1 + o

(
1

qt−w+1

)

, ces t coordonnées engendrent E. Dans

ce cas, on peut exprimer les n− t coordonnées de e restantes dans une base E1, . . . , Ew

de E :

∀i ∈ {t+ 1..n}, ei =
w∑

j=1

λijEj

avec λij ∈ Fq.

Les (n− k − t) dernières coordonnées de s permettent de calculer les (n− t) dernières
coordonnées de e. En e;et, on a le système d’équations suivant :

(
In−k−t|R

)






et+1

...

en




 =






sn−k−t+1

...

sn−k






En réécrivant ce système sur Fq et en exprimant les ei en fonctions des λij , on obtient

un système dem(n− k − t) équations à w(n− t) inconnues.

Montrons que ce système a plus d’équations que d’inconnues :

la valeur
m+n−

√
(m−n)2+4km

2
est la plus petite racine du polynôme P (x) = (n − k −

x)m− (n− x)x. Or, on a par hypothèse

w 6 t <
m+ n−

√

(m− n)2 + 4km

2
⇒ (n− k − t)m > (n− t)t > (n− w)t.

en remplaçant x par t dans la deuxième inégalité.

Par construction, ce système admet toujours une solution qui est unique si ce système

est de rang plein, ce qui arrive avec une probabilité de l’ordre de 1− 1
q(n−k−t)m−(n−t)w+1 >

1− 1
qt−w+1 .

Le succès du décodage dépend essentiellement de la probabilité 1 − p de retrouver le

support E de l’erreur grâce t premières coordonnées du syndrome s. Cette probabilité

peuvent être rendue aussi proche de 1 que l’on veut en augmentant q ou en décodant

des erreurs de poids < t.

Adrien Hauteville | Thèse de doctorat | Université de Limoges | 2017 25



Chapitre 2. Présentation des codes en métrique rang

Dans le cas particulier m = n et w = t ≈ n
(

1−
√

k
n

)

(qui correspond à la borne de

Gilbert-Varshamov), un code simple peut décoder jusqu’à la borne de Gilbert-Varshamov,

ce qui est meilleur que les codes de Gabidulin qui peuvent décoder des erreurs de poids

inférieur ou égal à n−k
2
. Cependant l’avantage des codes de Gabidulin est d’avoir un

algorithme de décodage déterministe.

2.7 Cryptographie à base de codes en métrique rang

Les codes peuvent être utilisés dans le domaine de la cryptographie à clé publique. En

1978, McEliece a proposé un cryptosystème de chi;rement [66] basé sur le problème

du décodage d’un code aléatoire en métrique de Hamming. Ce problème a été prouvé

NP-di(cile la même année [8]. Cependant, l’idée de ce cryptosystème n’est pas liée à la

métrique choisie et s’adapte parfaitement à la métrique rang.

L’idée est de choisir un code dont on connaît un algorithme de décodage e(cace puis de

le masquer par un procédé algorithmique a$n de le faire ressembler à un code aléatoire.

La description de ce code apparemment aléatoire constitue la clé publique et la descrip-

tion du code utilisé pour le décodage (par exemple une matrice de parité de petit poids

pour les LRPC) la clé secrète.

Pour chi;rer un message m, on envoie le mot de code bruité y = mG + e où G est

une matrice génératrice du code masqué et e erreur de poids w (w est un paramètre du

cryptosystème).

Pour déchi;rer, la connaissance du code non masqué est nécessaire.

Voici plus explicitement le fonctionnement de l’algorithme :

clé publique : un code C de type [n, k] sur Fqm , de matrice génératrice G apparem-

ment aléatoire, dont on connaît un algorithme e(cace de décodage. Un paramètre

w désignant le poids des erreurs que l’on peut décoder.

clé secrète : une description de C permettant de décoder e(cacement. Éventuelle-

ment une fonction secrète linéaire f permettant de retrouver le message à partir

du mot décodé.
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Input : m : message

G : matrice génératrice du code

Output : y : chi;ré dem

Data : w : poids des erreurs que C peut corriger

begin

e← mot aléatoire de poids w ;

y ← mG+ e ;

return y
end

Algorithme 1 : Chi;rement

Input : y : chi;ré d’un messagem

Output : m

Data : un algorithme DECODER de décodage du code C
la fonction linéaire f

begin

m← DECODER(y);

m← f(m);

returnm
end

Algorithme 2 : Déchi;rement
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La sécurité du cryptosystème McEliece étant basée sur la di(culté de décoder un code

aléatoire, il est important que l’attaquant ne puisse pas retrouver la structure sous-

jacente du code.

La première famille de codes en métrique rang utilisée pour un cryptosystème de McE-

liece a été la famille des codes de Gabidulin [37]. Cette famille de codes a été attaquée à

plusieurs reprises [50, 51] et des améliorations du masquage ont été apportées [7, 36]

pour contrer ces attaques. Une nouvelle attaque structurelle faisant intervenir les q-

polynômes a été découverte par Overbeck en 2005 [72] a $nalement cassé ces améliora-

tions. Récemment, un nouveau type demasquage a permis d’empêcher cette attaque [65].

Pendant longtemps, les codes de Gabidulin ont été les seuls codes en métrique rang dont

on connaissait un algorithme de décodage. En 2013, les codes LRPC ont été découverts

(ou inventés) [40] et sont de bon candidats pour le cryptosystème de McEliece.

En e;et, l’algorithme de décodage des codes LRPC repose de manière cruciale sur la

connaissance d’une matrice de parité de petit poids. Cela permet de facilement masquer

la structure d’un code LRPC en révélant une autre matrice de parité, typiquement sous

forme systématique. Être capable de retrouver la structure d’un code LRPC revient donc

à calculer des mots de petits poids dans le code dual. ces attaques ont été étudiées dans

l’article [44].

Le schéma du cryptosystème est composé des trois algorithmes suivants :

1. Génération des clés : on choisit uniformément au hasard un code LRPC C de

type [n, k]qm de poids d et de matrice de paritéH .

Clé secrète : une matriceH de petit poids d.

Clé publique : la matrice génératriceGsyst de C.
2. Chi)rement : soit m ∈ F

k
qm le message que l’on veut chi;rer. On choisit uni-

formément au hasard une erreur e ∈ F
n
qm de poids w et on envoie le chi;ré

c = mGsyst + e.

3. Déchi)rement : on calcule le syndrome sT = HcT = HeT a$n de retrouver le

vecteur e à l’aide de l’algorithme de décodage des codes LRPC. Puis on résout le

système linéairemGsyst = c− e pour obtenir le messagem.
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A$n de réduire la taille de la clé publique, les auteurs de [44] proposent d’utiliser des

codes DC-LRPC et donnent les trois jeux de paramètres suivants :

n k m q d r probabilité taille de la sécurité

d’échec clé publique

82 41 41 2 5 4 2−22 1681 bits 80

106 53 53 2 6 5 2−24 2809 bits 128

74 37 23 24 4 4 2−88 3404 bits 100

Les codes LRPC ont aussi été utilisés dans le schéma de signature RankSign présenté dans

l’article [46]. L’idée générale de la signature est d’utiliser la structure d’un code pour

résoudre n’importe quelle instance du problème RSD à un poids w $xé. La structure

du code n’est connue que par le signataire et la description publique du code permet

de véri$er la validité d’une signature. On relie de manière déterministe le document à

signer à un syndrome d’une instance du problème RSD par une fonction de hachage

cryptographique.

La famille de codes utilisée dans l’article est celle des codes LRPC augmentés, noté

LRPC+. Cette famille de code est plus vaste que celle des codes LRPC mais reste proche

par sa dé$nition.

Dé&nition 2.7.1. Soient H ∈ F
(n−k)×n
qm la matrice de parité d’un code LRPC de poids d

et R ∈ F
(n−k)×t
qm une matrice quelconque. Soient P ∈ GLn−k(Fqm) et Q ∈ GLn+t(Fq)

deux matrices inversibles. Soit H ′ = P (R|H)Q la matrice de parité d’un code C de type

[n+ t, k + t]qm . Par dé%nition, ce code est un code LRPC+.

L’intérêt d’utiliser les codes LRPC+ pour la signature est double. Premièrement, l’ajout

de t colonnes aléatoires permet de rendre plus di(cile la recherche de mots de petit

poids dans le code dual, donc de masquer plus e(cacement un code LRPC+. Deuxiè-

mement, l’algorithme résolvant le problème RSD di;ère de celui de décodage des codes

LRPC et les codes LRPC+ sont conçus pour s’adapter à cet algorithme. En e;et, pour

pouvoir résoudre le problème RSD pour n’importe quel syndrome, il faut que le poids

de l’erreur cherchée soit supérieur à la borne de Gilbert-Varshamov de ce code, ce que

ne permet pas l’algorithme de décodage. L’algorithme de RankSign est assez technique

et une description même succincte dépasse le cadre de cette partie. Le lecteur peut se
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référer à l’article [46] pour une description complète. Nous contenterons de présenter le

schéma global de signature RankSign.

RankSign est composé de trois algorithmes :

1. Génération des clés : on choisit uniformément au hasard un code LRPC+ C de

type [n+ t, k + t]qm de matrice de paritéH ′ = P (R|H)Q.

Clé secrète : le triplet de matrices P , (R|H) etQ.

Clé publique : la matriceH ′.

2. Signature : soit M le message à signer. On calcule s = hash(M) ∈ F
n−k
qm . On

utilise la clé secrète pour calculer e de poids r tel que H ′eT = sT . On publie la

signature e du messageM .

3. Véri&cation : une signature valide e doit véri$er |e|r = r etH ′eT = hash(M).

La sécurité de RankSign repose sur le problème d’indistingabilité d’un code LRPC aug-

menté.

Dé&nition 2.7.2 (Ind-LRPC+). Étant donné un code LRPC+ C de type [n+ t, k + t]qm de

poids d, le problème Ind-LRPC+ consiste à distinguer C d’un code aléatoire de type [n +

t, k + t]qm .

La di(culté de ce problème est étudiée en détail dans l’article [46].
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Chapitre 3

Nouvelles attaques sur les codes

LRPC doublement circulants

Dans ce chapitre, nous présentons une généralisation de l’algorithme de recherche de

mots de petits poids de la partie 2.4.2 introduit dans l’article [55]. Cet algorithme permet

d’obtenir une meilleure complexité dans le cas où l’on connaît plusieurs éléments du

support d’un mot de petit poids (et non plus un seul élément comme dans le cas général).

Dans le cas où n > m, on obtient directement une amélioration en ne modi$ant que

légèrement l’algorithme. En revanche, dans le cas m > n, il est nécessaire d’utiliser les

codes matriciels, ce qui complique assez fortement l’algorithme.

3.1 A low weight codeword &nding algorithm using

additional knowledge on the codeword

In this section, we assume that we have additional knowledge about the codeword of

weight w we want to $nd in the form of linear combinations of its columns. More preci-

selywe are looking for an algorithmwhose input and output are speci$ed inAlgorithm 3.

The case of a matrix code obtained from an Fqm-linear code is a particular case of such an

additional knowledge : we can assume that one of the columns of the codeword we are

looking for is the column (10 . . . 0)T . The folding attack that we present in Section 3.2
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Input :

(i) an [m× n, k.m] matrix code C over Fq that has at least one codeword

c = (cij)1≤i≤m
1≤j≤n

of rank weight w

(ii) a elements c′1, . . . , c
′
a in F

m
q that are linear combinations of columns of c.

(iii) the coe(cients λij ’s of these linear combinations, that is if we denote by

c.,j = (cij)1≤i≤m the j-th column of c, then c′i =
∑n

j=1 λijc.,j for i ∈ {1, . . . , a}.
Assumes : c′1, . . . , c

′
a are linearly independent.

Output : a codeword of C of rank weight w.
Algorithme 3 : Low rank codeword $nding with additional information

will provide another example where we have the knowledge of two independent linear

combinations of the columns andwill use in an essential way the algorithmwe give here.

3.1.1 The case n > m

We use here a variation of the support trapping algorithm [42]. The case when a = 1

and when the matrix code is obtained from an Fqm-linear code is already treated in [42,

Prop. 3.1]. Generalizing this argument to the more general setting considered here just

consists in choosing in the error trapping algorithm recalled in Section 2.4.2 an F as a

random subspace of dimension r that contains the subspace generated by the a elements

c′1, . . . , c
′
a. This leads to the following proposition.

Proposition 3.1.1. The support trapping algorithm outlined above has expected com-

plexity O
(
(n − k)3m3q(w−a)⌈ km

n
⌉) when applied on a matrix code over Fq of type [m ×

n, k.m].

The complexity given follows almost immediately from proposition 2.4.2.

Indeedwe look for a supportE ′ which contains the linear spaceV generated by c′1, . . . , c
′
a

and we choose F as a random subspace of Fm
q that contains V . The probability p that

F ⊃ E ′ is obtained by replacing Fq by V in the proposition, which gives us

p =

[

r − a

w − a

]

q
[

m− a

w − a

]

q

= Θ
(
q(w−a)(m−r)

)
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The expected complexity of the support trapping algorithm is now given by the inverse

of the probability that we computed multiplied by the complexity of solving a linear

system with (n− k)m equations.

3.1.2 The casem > n

This will be treated essentially by a variation on the error trapping algorithm applied

to the transposed code which uses in a suitable way the additional knowledge about

the codeword we want to $nd. The technical di(culty we face here can be described as

follows. If we had additional knowledge about c in the form of a independent elements

belonging to the row space of c, then we could immediately apply the algorithm given

in Section 2.4.1 to the transposed code. However it turns out that in the case we are

interested in, the knowledge about c that we have concerns the column space of c. In

this case, when we transpose c to reverse the role of n andm, this translates into some

knowledge of the row space of cT and we can not use the algorithm of Section 2.4.1

anymore. This is why we are going to consider a slightly more complicated algorithm

which is able to use some knowledge on the column space of c. It will be essential for

our attack that is given in Section 3.2 to work to have an e(cient algorithm for $nding

low-rank codewords by exploiting some knowledge about the low-rank codeword we

are looking for. Even if the underlying code is de$ned form < n it turns out that we are

reducing this problem to another low-rank $nding problem in a new code wherem > n.

This new decoding algorithm is in essence a support trapping algorithm working on the

transposed code. It will also be able to use in a simple way additional knowledge about

the low rank word we are looking for.

The point is now that by applying a version of the support trapping algorithm of [42]

that makes use in a suitable way of the additional knowledge we have about the sup-

port. More generally it will have an exponential asymptotic complexity of orderO
(
(n−

k)3m3q(w−a)k
)
for an [m × n, k.m] matrix code over Fq when we know a independent

linear combinations of the columns of the matrix codeword of rank w we are looking

for.

This algorithm can be described as follows

Step 1 (transformation of the code) : We $rst transform the matrix code C by multi-

plying it on the right by an n×n invertible matrixP such that c gets transformed into a
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matrix c′ whose i $rst columns are precisely the c′i’s de$ned before. In other words, we

consider the code C ′ = CP . If c is a word of rank weight w then c′ is still a word of rank

weight w. Moreover by assumption on the independence of the c′i’s for i ∈ {1, . . . , a}
we can further multiply C ′ on the left by anm×m invertible matrixQ such that c′ gets

transformed in a matrix c” whose $rst a columns are the $rst a elements e1, . . . , ea of

the canonical basis of Fm
q , that is ei has only zero entries with the exception of the i-th

entry which is equal to 1. Let C” be the resulting code obtained by these operations, that
is

C” = QCP
Notice that c” still has rank w.

Step 2 : (setting up the unknowns of the linear system)We are now basically going

to apply a variation of the support trapping algorithm of [42] on C”T by choosing a

subspace V of Fn
q of dimension r (r will be speci$ed later on) for which we hope that it

contains the subspace generated by the columns of c”T . A basis v1, . . . ,vr of this space

is chosen such that

vj,i = 0 for i, j in {1, . . . , a} and i 6= j (3.1)

vi,i = 1 for i in {1, . . . , a} (3.2)

vj,i = 0 for i in {a+ 1, . . . , r} and j in {1, . . . , a} (3.3)

where vj,i denotes the j-th coordinate of vi. The entries vj,i are chosen uniformly at

random for i in {a+1, . . . , r} and j in {a+1, . . . , n}. The entries of vj,i for i in {1, . . . , a}
and j in {a+1, . . . , n}will be chosen afterwards. Denote byC1, . . . ,Cm them columns

of c”T . Let us introduce the xs,t’s in Fq that are such that

Cs =
r∑

t=1

xs,tvt for s in {1, . . . ,m}. (3.4)

Notice now the following point

Lemme 3.1.2. For s > a and all i in {1, . . . , a} we have xs,i = 0. If we denote by Ci,j the

i’th element of the j-th column Cj of c”T then Ci,j = 0 for all i, j in {1, . . . , a} with the

exception of the diagonal elements Ci,i that are equal to 1.

Démonstration. Denote by R1, . . . ,Rn the n rows of c”T . Notice that

Ri = ei, for i in {1, . . . , a} (3.5)
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where the ei’s are as before the canonical basis of Fm
q . This implies directly that Ci,j = 0

for all i, j in {1, . . . , a} with the exception of the diagonal elements Ci,i that are equal

to 1. Moreover, by using (3.5) together with (3.1),(3.2) and (3.3) we know that xs,i = 0

for s > a and all i in {1, . . . , a}.

This motivates us to de$ne as unknowns the (m−a)(r−a)+a(n−a) quantities xs,t and
Ci,j for s in {a+ 1, . . . ,m}, t in {a+ 1, . . . , r}, i in {a+ 1, . . . , n} and j in {1, . . . , a}.
Moreover these unknowns satisfy nm − km = (n − k)m linear equations obtained

from the fact c”T belongs to C”T which is a matrix code of dimension km. They can

be obtained by computing a parity-check matrix of this code, then expressing the linear

equations that the entries of c”T have to satisfy and then replacing these entries by the

aforementioned unknowns by using (3.4) and Lemma 3.1.2. We choose r such that the

number of equations, that is (n− k)m is at least equal to the number of unknowns, that

is

(n− k)m ≥ (m− a)(r − a) + a(n− a)

This can be obtained by choosing

r
def
=

⌊
m

m− a
(n− k) + a

m− n

m− a

⌋

Step 3 : (solving the linear system) The last point just consists in solving the linear

system, this yields c”T and from this we deduce c” and then c by

c = Q−1c”P−1

The last point to understand is underwhich condition V contains the subspace generated

by the columns of c”T . This depends on howwe specify the entries vj,i for i in {1, . . . , a}
and j in {a + 1, . . . , n}. We choose them such that (3.4) is veri$ed for s in {1, . . . , a}.
This can obviously be done by choosing

vi = Ci for i ∈ {1, . . . , a} (3.6)

Lemme 3.1.3. Let V be chosen by a basis v1, . . . ,vr such that its a %rst elements are given

by (3.6) and as speci%ed in Step 2 for the other elements. LetW be the subspace generated by

the columns of c”T . LetW0 be the subspace ofW that is formed by the elements whose %rst

a entries are all equal to 0. In the same way, we denote by V0 the subspace that is formed

by the elements of V whose %rst a entries are all equal to 0. We haveW ⊂ V i3W0 ⊂ V0.
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Démonstration. It is clear thatW ⊂ V impliesW0 ⊂ V0.

Now assume that W0 ⊂ V0. Notice that W is generated by W0 and by the $rst a co-

lumns of c”, that isC1, . . . ,Ca. Since V is generated by the same $rst a columns of c”,

C1, . . . ,Ca and by V0 we have thatW ⊂ V .

Putting all these considerations together we obtain that

Théorème 3.1.4. Let C be an [m× n, k.m] matrix code which has at least one codeword

of rank weight w for which we know a independent linear combinations of its columns

as speci%ed in Algorithm 3. Assume that n ≤ m and let r
def
=

⌊
m

m−a
(n− k) + am−n

m−a

⌋
.

Then the algorithm given in this section outputs a codeword of weight w with complexity

O
(
(n− k)3m3q(w−a)(n−r)

)
.

Démonstration. This follows immediately from Lemma 3.1.3 and Proposition 2.4.2 that

show that we will try an expected number of

[

n− a

w − a

]

q
[

r − a

w − a

]

q

= Θ
(
q(w−a)(n−r)

)
spaces V

before $nding the right one if there is only one codeword c which has the right form.

This is of course an upper bound if there are more than one codeword that have the

right form. Each try of a tentative space V takes timeO
(
(n−k)3m3

)
whose complexity

is dominated by Step 3 when we solve a linear system with (n − k)m equations and a

number of unknowns that is less than the number of equations.

3.2 Folding and projecting attack

In this section we present a key recovery attack on the LRPC cryptosystem [40].

3.2.1 Folded and projected codes

We present here two new ingredients of the attacks that follow, namely the notion of

folded code and the notion of projected code. The $rst attack uses only folding but the

second attack uses both. The notion of projected codes uses the polynomial framework
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for dealing with quasi-cyclic codes [62, 59]. Quasi-cyclic codes are a generalization of

double-circulant codes : they are de$ned by a parity check matrix formed only from

circulant blocks. Such a quasi-cyclic code of length N = ℓn de$ned over a $nite $eld

K, where the size of the circulant blocks is n, can also be viewed as code over the ring

K[X]/(Xn − 1). This is a speci$c instance of cellular codes that are codes de$ned over

a ringR = K[X]/(f(X)) where f(X) is a polynomial of K[X].

More generally we consider codes over a $nite $eld K derived from codes de$ned over

a ring

R def
= K[X]/(f(X))

where f is some polynomial in K[X] of degree n. They are derived from the following

K-isomorphism ψ : R → K
n :

a(X) =
n−1∑

i=0

aiX
i 7→ ψ(a(X)) = (a0, . . . , an−1).

They are called cellular codes and are de$ned by

Dé&nition 3.2.1 (cellular code). Consider a submoduleM ofRℓ of rank s. Let ψℓ : Rℓ →
K

ℓn that maps an element (f1, . . . , fl) of Rℓ to K
ℓn by mapping each fi to ψ(fi). The

cellular code associated to M is given by ψℓ(M). It is said to have index ℓ and it is a K-

linear code of length ℓn.

Remark 3.2.2. In order to avoid cumbersome notation, we identi%ed M with ψℓ(M) in

Section 3.2. Sometimes it will better to view the cellular code ψℓ(M) asM and we will freely

do this.

To obtain a generator matrix of the cellular code from a generator matrix

GM =






a1,1(X) . . . a1,ℓ(X)
...

. . .
...

as,1(X) . . . as,ℓ(X)






of the rank s-submodule we introduce the following mapping φ : R → K
n×n :

a(X) =
n−1∑

i=0

aiX
i 7→ φ(a(X)) =









ψ(a(X))

ψ(Xa(X))
...

ψ(Xn−1a(X))








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It is a bijective morphism of K-algebras. When f(X) = Xn − 1 this is precisely the

mapping that appears in Proposition 2.6.6. A generator matrix of the associated cellular

code is now given by

G =






A1,1 . . . A1,ℓ

...
. . .

...

As,1 . . . As,ℓ






whereAi,j = φ(ai,j(X)). This implies that the dimension k of the cellular code satis$es

k ≤ ns.

Dé&nition 3.2.3 (projected code). Consider a cellular code C of index ℓ de%ned overR def
=

K[X]/(f(X)) and let g(X) be a divisor of f(X) inK[X]. The projected cellular code Cg is
obtained by viewing a codeword c of C as an element of Rl : c = (c1, . . . , cℓ) and applying

the surjective morphism Π from K[X]/(f(X)) to K[X]/(g(X)) de%ned by Π(a(X)) =

a(X) (mod g(X)) to every entry ci.

In the particular case where f(X) = Xn − 1 and g(X) = Xm − 1 wherem is a divisor

of n, projecting corresponds to folding in the sense of [32, 33].

Dé&nition 3.2.4 (folded code). Consider a quasi-cyclic code C of index ℓ and length nℓ.

Let m be a divisor of n. Its folded code of order m is a quasi-cyclic code of index ℓ and

length mℓ obtained by mapping each codeword c = (c0, . . . , cnℓ−1) of C to the codeword

c′ = (c′0, . . . , c
′
mℓ−1) where

c′i =

n
m
−1

∑

s=0

can+b+sm

and a and b are the quotient and the remainder of the euclidean division of i bym :

i = am+ b with a and b integer and b ∈ {0, . . . ,m− 1}.

This really amounts to sum the coordinates that belong to the same orbit of a (permuta-

tion) autorphism of order n/m that leaves the quasi-cyclic code invariant.

There are two pointswhichmake these two notions very interesting in the cryptographic

setting. The $rst point is that these two reductions of the code do not lead to a trivial

code at the end (one could have feared to end up with the full space after projecting or

folding). This comes from the following proposition that is proved in [64, Corollary 1]
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Proposition 3.2.5. Consider a cellular code C of index ℓ de%ned overR def
= K[X]/(f(X))

and let g(X) be a divisor of f(X) in K[X]. The length of the projected code Cg is ℓ deg g
whereas the dimension of Cg is less than or equal to sℓ where s is the rank of the cellular

code.

The second point is that this operation of folding behaves nicely with respect to pro-

jecting a quasi-cyclic code de$ned over an extension $eld Fqm with respect to the rank

distance over Fq when the divisor g belongs to Fq[X]

Proposition 3.2.6 ([64, Prop.3]). Consider a cellular code C of index ℓ de%ned over R def
=

Fqm [X]/(f(X)) and let g(X) be a divisor of f(X) in Fq(X). Denote by Π the associated

projection operation. We have

Rank(Π(c)) ≤ Rank(c)

for any c ∈ C where we view these codewords as matrices in F
m×ℓ deg f
q or in F

m×ℓdeg g
q by

taking the matrix form of these codewords as de%ned in Section 2.2.

Notice that this proposition can always be applied to folded codes. These two propo-

sitions allow to search for a codeword c of rank w in a quasi-cyclic code C of index ℓ

and length nℓ de$ned over Fqm by projecting it with respect to a divisor of Xn − 1 that

belongs to Fq[X] (or by folding it) and looking for a word of rank≤ w in the projected or

folded code. Roughly speaking, the $rst proposition ensures that we are not looking for

a word w in the entire space. From the second proposition, we expect that as long w is

below the Gilbert-Varshamov bound of the folded code, the codeword of weight≤ w we

will $nd in the projected code corresponds to the projection of c. This allows to recover

easily c.

3.2.2 A &rst attack based on folding

Let C be a DC-LRPC [2k, k] code of weight d over Fqm obtained from a parity-check

matrix H . To recover H it is clearly su(cient to $nd a codeword of rank weight d in

the dual C⊥ of C. Let C ′ be the folding of order 1 of C⊥.

It is in general a [2, 1] code. This folding reveals some additional information about the

subspace F of Fqm generated by the coe(cients of H . We namely have
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Proposition 3.2.7. Let c′ = (c′1, c
′
2) be in C ′. There exists c of weight d in C⊥ such that

the Fq-subspace generated by the coordinates of c contains c′1 and c
′
2.

Démonstration. If C ′ is the all-zero code or c′ = 0 the conclusion follows directly.

Assume now that this is not the case. In this case, C ′ is of dimension 1. Consider a co-

deword c of C⊥ which is of weight d. Let c” be the folded version of c. We have in this

case c′ = αc” for some α ∈ F
⋆
qm . Note that c

′ is the folded version of αc. We observe

now two things and this $nishes the proof

— d = Rank(c) = Rank(αc) where we view these codewords as matrices in F
m×n
q

as explained in Section 2.2.

— c′1 and c
′
2 are in the Fq-subspace of Fqm generated by the coordinates of αc.

We can use (c′1, c
′
2) in the decoding algorithm described in Section 3.1. From cwe recover

immediately a parity-check matrix of the form βH , where β ∈ Fqm\{0}, by building

a parity-check matrix from c and its cyclic shifts. This gives an attack of complexity

O
(
k3m3q(d−2)⌈m

2
⌉). However for the parameters proposed in [40, 44], this does not im-

prove the attacks already considered there. However, this proposition together with ano-

ther projection of the code will lead to a feasible attack against a certain parameter of

[40, 44] as we now show.

3.2.3 An improved attack based on folding and projecting

To improve the attack, we search for a word of weight d in a projected code. This new

attack depends on the factorization of Xk − 1. The length of the projected code we are

interested in will be smaller than m and we will use the algorithm of Subsection 3.1.2

instead. The attack can be described as

Step 1 : Compute C ′ the folding of order 1 of C⊥ and extract a codeword (c′1, c
′
2) in it.

Step 2 : Compute the projected code C⊥D
with respect to a certain divisor D(X) of

Xk − 1 in Fq[X].

Step 3 : Find a codeword c” in C⊥D
of weight w such that the Fq space generated by its

coordinates contains c′1 and c
′
2 by using the algorithm of Subsection 3.1.2.

Step 4 : Let F be the Fq-subspace of Fqm generated by the coordinates of c”. Find the
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codeword c in C⊥ of rank weight w whose support is F (meaning that the Fq-subspace

generated by its coordinates should belong to F .)

What justi$es the third step is the fact that Proposition 3.2.7 generalizes easily to the

projected code, whereas what justi$es Step 4 is the fact that it is extremely likely that

c” is the projection of a codeword in C⊥ of weight d we are looking for. We recover

in this case such a codeword by the process of Step 4. The complexity of this attack is

dominated by the third step and is given by Theorem 3.1.4.

In [40], some parameters for the LRPC cryptosystem are suggested. They are recalled in

the following table

n k m q d security

74 37 41 2 4 80

94 47 47 2 5 128

68 34 23 24 4 100

In each case the factorization of Xk − 1 in Fq[X] is given by

(i) X37 − 1 = (X − 1)
∑36

i=0X
i

(ii) X47 − 1 = (X − 1)PQ with degP = degQ = 23

(iii) X34 − 1 = (X − 1)2(P1 . . . P8)
2 with degPi = 2, for all i ∈ J1; 8K.

In the $rst case, the polynomialX37−1 has only two divisors, so we can only use the $rst
attack. In the second case, we can chooseD = P orQ to obtain a folded code of dimen-

sion 23. According to Theorem 3.1.4, the complexity of the attack isO
(
23347323×22)

)
≈

296.2, that is a gain around 232 compared to the best attack considered in [40] and about

220 compared to the best attack found in [64, Subsec. 3.2].

The third case is the most interesting. Here we can freely choose the dimension of the

projected code. Keep in mind that we want the Gilbert-Varshamov bound greater than d

which is the case when the dimension k” of the projected code is> 4. We choose k” = 4

and we have in this case an attack of complexity 243.6 which clearly leads to a feasible

attack.

In [44], a new set of parameters is proposed, as follows :
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n k m q d security

82 41 41 2 5 80

106 53 53 2 6 128

74 37 23 24 4 100

In each case the factorization of Xk − 1 in Fq[X] is given by

(i) X41 − 1 = (X − 1)PQ with degP = degQ = 20

(ii) X53 − 1 = (X − 1)
52∑

i=0

X i

(iii) X37 − 1 = (X − 1)P1 . . . P4 with degPi = 9, for all i ∈ J1; 4K.

The $rst case allow a non-trivial projection but it is not su(cient to obtain a better com-

plexity than 80. In the second case, we can only use the folding attack, and its complexity

is greater than 128.

In the third case, we can choose a projected code of dimension 9 and we have an attack

of complexity 287,1, that is a gain around 213.

As we can see, it is crucial to choose k such that Xk − 1 has the minimum of factors in

Fq[X], it can always be factorisable in (X − 1)(
k−1∑

i=0

X i) so one have to choose
k−1∑

i=0

X i

irreducible in Fq. This implies k prime but it is not su(cient, as the third case of the

parameters proposed in [44] proves it.
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Chapitre 4

Amélioration de l’attaque générique

du problème RSD

Dans ce chapitre, nous présentons dans une première partie une amélioration de l’algo-

rithme GRS [42] décrit dans la section 2.4.1. Dans une seconde partie, nous étudierons

le gain qu’apportent les algorithmes quantiques.

4.1 Nouvelle attaque générique du problème RSD

Rappelons d’abord le problème RSD 2.3.1 que l’on cherche à résoudre et l’idée générale

de l’algorithme GRS. SoitH ∈ F
(n−k)×n
qm la matrice de parité d’un code C de type [n, k]qm

et x ∈ F
n
qm un vecteur de poids w. Le but est de retrouver x en ne connaissant que H

et le syndrome s = xHT de x.

L’idée de l’algorithme GRS est de rechercher le supportE de x en supposant que celui-ci

est inclus dans un sous-espace F de Fqm de dimension r = m−
⌈
km
n

⌉
puis en résolvant

un système linéaire découlant des équations de parité. Pour un code [n, k]qm , le nombre

d’équations sur Fq est de (n− k)m. Si l’hypothèse E ⊂ F est véri$ée, le système admet

une solution qui permet de retrouver x, sinon on teste un autre espace F .

En moyenne, la complexité C de l’algorithme est égale à l’inverse de la probabilité que

F contienne E fois le coût de résolution du système linéaire. Cette probabilité est égale
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à







r

w







q






m

w







q

= Θ(q−w(m−r)) ce qui nous donne la formule suivante :

C = O
(
(n− k)3m3qw⌈ km

n ⌉)

Il est donc très important d’améliorer la probabilité de trouver le supportE car cela peut

permettre de gagner une facteur exponentiel.

Une première amélioration de l’algorithme est de se ramener à la recherche de mots de

petits poids dans un code contenant x et C. Soit y ∈ F
n
qm tel que yHT = s. Soit C ′ le

code engendré par y et C :

C ′ = C + Fqmy

Par construction, x ∈ C ′ et par Fqm-linéarité, αx ∈ C ′ pour tout α ∈ Fqm . L’idée est

de rechercher l’un de ces multiple x′ de x, puis de résoudre l’équation x′HT = βs

d’inconnue β pour obtenir x.

Une première méthode, décrite dans la section 2.4.2 et dans l’article d’origine [42], est de

rechercher x′ tel que 1 ∈ Supp(x′) = E ′ en ne testant que les espaces F de dimension

r′ = m−
⌈
(k+1)m

n

⌉

contenant 1. Dans ce cas, la probabilité que F contienne E ′ sachant

que 1 ∈ F et 1 ∈ E vaut







r′ − 1

w − 1







q






m− 1

w − 1







q

= Θ(q−(w−1)(m−r′)). La complexité moyenne de

l’attaque est donc

C ′ = O
(
(n− k)3m3q(w−1)⌈ (k+1)m

n ⌉)

La méthode que nous présentons ici consiste à choisir F aléatoirement comme dans le

premier algorithme. Si F contient un multiple αE, α ∈ Fqm du support E, alors nous

pouvons calculer le mot de code αx de C ′. Il faut donc calculer la probabilité p que F

contienne un espace vectoriel de cette forme. Il y en a au plus qm−1
q−1

car αE = βE si

α/β ∈ F
∗
q . La proposition suivante montre que cette égalité est très souvent véri$ée.

Proposition 4.1.1. Soit E un Fq-sous-espace de Fqm de dimension w et α ∈ F
∗
qm tel que

E = αE. Alors E est un Fq(α)-espace vectoriel et [Fq(α : Fq] divise w. En particulier, si

w ∧m = 1, α ∈ F
∗
q .
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Démonstration. Soitm′ = [Fq(α) : Fq]. Puisque αE = E, on a par récurrence immédiate

Fq(α)E = E donc E est un Fq(α)-sous-espace vectoriel de Fqm . D’où

w = dimFq
E = m′ dimFq(α)E

ce qui prouve le premier point.

De plus, m′ divise m ce qui implique que m′ divise m ∧ w. Si w ∧m = 1, alors m′ = 1

ce qui prouve le second point.

La condition w ∧ m = 1 est facilement obtenable, il su(t en particulier que m soit

premier, ce qui est le cas dans de nombreux cryptosystèmes. Dans le cas où w ∧ m =

m′ > 1, on peut calculer la probabilité qu’un Fq-espace vectoriel de dimension w soit un

Fqm
′ -espace vectoriel de dimension w

m′
par un argument de dénombrement.

Le nombre de sous-espaces vectoriels deFqm de dimension w
m′

surFqm
′ est

[

m/m′

w/m′

]

F
qm

′

=

Θ(qw
m−w

m′ ).

Le nombre de sous-espaces vectoriels deFqm de dimensionw surFq est

[

m

w

]

q

= Θ(qw(m−w)).

La probabilité recherchée vaut donc Θ(q−w(m−w)(1− 1
m′ ), ce qui est négligeable.

Nous supposerons donc que le nombre d’espaces vectoriels di;érents de forme αE, α ∈
Fqm est qm−1

q−1
.

On peut alors approximer la probabilité p par le produit du nombre d’espaces vectoriels

de la forme αE par la probabilité que F contienne un sous-espace $xé de dimension w.

Cette approximation est correcte si on a

qm − 1

q − 1

[

r

w

]

q

≪
[

m

w

]

q

⇐⇒ qm+w(r−w) ≪ qw(m−w)

Le reste de l’algorithme est identique à l’algorithme GRS. On choisit r de façon à avoir

plus d’équations de parité que d’inconnues, ce qui implique r 6

⌊
m(n−k−1)

n

⌋

= m −
⌈
(k+1)m

n

⌉

. On obtient ainsi une complexité en moyenne O
(
(n− k)3m3qw⌈

(k+1)m
n ⌉−m

)
.
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Dans le casm 6 n, cette stratégie est toujours plus e(cace que la méthode consistant à

choisir un sous-espace F contenant 1. Le gain est de l’ordre qm−⌈ (k+1)m
n ⌉ = qm−⌈mR′⌉ où

R′ est le taux de C ′. Dans le cas où m > n, cette stratégie peut aussi apporter un gain,

comme nous allons le voir dans la partie suivante.

4.1.1 Application de l’attaque à des cryptosystèmes existants

Dans cette sous-section, nous étudions les conséquences de cette nouvelle attaque sur la

sécurité de du cryptosystème de McEliece [66]. On rappelle que la sécurité des messages

est basée sur la di(culté de décoder un code aléatoire. La nouvelle attaque diminue donc

la sécurité des schémas existants.

Dans [65], l’auteur propose d’utiliser des codes de Gabidulin . Le tableau suivant donne

des exemples de paramètres utilisés, avec la sécurité et la complexité de cette nouvelle

attaque. Les paramètres sont :

— n : la longueur du code.

— k : la dimension du code.

— m : le degré de l’extension du corps F2

— w : poids de l’erreur.

n k m w sécurité annoncée complexité de l’attaque

50 50 32 3 81 75

64 40 96 4 139 177

112 80 112 4 259 243

Comme on peut le constater, la nouvelle attaque casse les jeux de paramètres 1 et 3.

Dans [44], les auteurs utilisent les codes LRPC doublement circulant. Contrairement à

l’attaque structurelle précédente, nous considérons la complexité de l’attaque sur les

messages et non sur la clé publique.

q n k m w sécurité annoncée complexité de l’attaque

2 82 41 41 4 80 75

2 106 53 53 5 128 116

24 74 37 23 4 110 77
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Pour tous les paramètres proposés, m est inférieur à n, si bien que la nouvelle est plus

performante que la sécurité annoncée dans tous les cas.

4.1.2 Analyse de la complexité asymptotique de l’attaque et pers-

pectives

Il est également important de considérer le comportement asymptotique de la complexité

de la nouvelle attaque, a$n d’évaluer l’évolution de la taille des clés des cryptosystèmes

en fonction de la puissance de calcul brute des ordinateurs, et de le comparer à celui des

attaques déjà existantes.

On se place dans le cas classique d’un code de taux 1/2 (k = n
2
) avec m = n. Les deux

problèmes que l’on considère sont le calcul de la distance minimum d’un code aléatoire,

c’est-à-dire d’un mot de poidsw = RGV (n, n
2
, n, q) et le décodage d’une erreur de poids

w/2 (pour avoir unicité de la solution). Pour ces paramètres, on a

RGV ∼n→+∞ n

(

1−
√

1

2

)

≃ 0.293n

On obtient donc :

— pour l’algorithme GRS, une complexité moyenne de O
(
n6q0.073n

2)
pour le déco-

dage et de O
(
n6q0.146n

2)
pour la recherche d’un mot de poids minimum.

— pour la nouvelle attaque, on obtient une complexité moyenne deO
(
n6q0.073n

2−n
)

pour le décodage et de O
(
n6q0.146n

2−n
)
pour la recherche d’un mot de poids mi-

nimum.

Comme on peut le constater, bien que le gain soit exponentiel, le terme dominant dans

l’exposant est identique. La question se pose de savoir s’il est possible de diminuer le

coe(cient du terme dominant de l’exposant, notamment en adaptant les améliorations

de la métrique de Hamming au cas de la métrique rang. Ces recherches ont été e;ectuées

dans le cadre de cette thèse, cependant en raison de la nature di;érente du support en

métrique rang, on ne connaît pas d’équivalent au paradoxe des anniversaires enmétrique

rang. Sans nouvelle technique, il semble di(cile d’améliorer cette complexité.
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4.2 Algorithmes quantiques en métrique rang

In this section we evaluate the complexity of solving the rank (metric) syndrome deco-

ding problem with a quantum computer. We will use for that a slight generalization of

Grover’s quantum search algorithm [51, 53] given in [18] what we will use in the follo-

wing form. We will use the NAND circuit model as in [9], which consists in a directed

acyclic graph where each node has two incoming edges and computes the NAND of its

predecessors.

Théorème 4.2.1. [18] Let f be a Boolean function f : {0, 1}b → {0, 1} that is computable

by a NAND circuit of size S. Let p be the proportion of roots of the Boolean function

p
def
=

#{x ∈ {0, 1}b : f(x) = 0}
2b

.

Then there is a quantum algorithm based on iterating a quantum circuit O
(

1√
p

)
many

times that outputs with probability at least 1
2
one of the roots of the Boolean function. The

size of this circuit is O
(
S
)
.

Basically this tool gives a quadratic speed-up when compared to a classical algorithm.

Contrarily to what happens for the Hamming metric [9], where using this tool does not

yield a quadratic speed-up over the best classical decoding algorithms, the situation is

here much clearer : we can divide the exponential complexity of the best algorithms by

two. The point is that the algorithms of [42] and [55] can be viewed as looking for a linear

subspace which has the right property, where linear spaces with appropriate parameters

are drawn uniformly at random and this property can be checked in polynomial time.

The exponential complexity of these algorithms is basically given by O
(
1
p

)
where p is

the fraction of linear spaces that have this property. More precisley we have

1

p
= O

(
q(w−1)(k+1)

)

form > n, see [55]) and
1

p
= O

(
q(w−1)⌊ (k+1)m

n
⌋)

whenm ≤ n, see [42]. Checking whether the linear space has the right property can be

done by

(i) solving a linear systemwith (n−k−1)m equations andwith about asmany unknowns
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over Fq,

(ii) checking whether a matrix over Fq of size r× r′ is of rank equal to w where (r, r′) =

(m− ⌈ (k+1)m
n
⌉, n) in the casem ≤ n and (r, r′) = (n− k − 1,m) in the casem > n.

If we view q as a $xed quantity, there is a classical NAND circuit of sizeO
(
(n− k)3m3

)

that realizes these operations. In other words, by using Theorem 4.2.1 we obtain

Proposition 4.2.2. For %xed q, there is a quantum circuit withO
(
(n−k)3m3

)
gates that

solves the rank metric syndrome decoding problem in time O
(
(n − k)3m3

)
q(w−1)(k+1)/2

whenm > n and in time O
(
(n− k)3m3q(w−1)⌈ (k+1)m

n ⌉/2) whenm ≤ n.

Adrien Hauteville | Thèse de doctorat | Université de Limoges | 2017 50



Troisième partie

Nouveaux Protocoles à Base de Codes

en Métrique Rang

51



Chapitre 5

RankSynd : un PRNG prouvé sûr basé

sur les codes en métrique rang

5.1 Introduction

Pseudo-random number generators (PRNG) are an essential tool in cryptography. They

can be used for one-time cryptography or to generate random keys for cryptosystems.

A long series of articles have demonstrated that the existence of a PRNG is equivalent

to the existence of one-way functions [82, 60, 54]. Basically, a one-way function is a

function which is easy to compute but hard to invert.

There are two types of PRNG in cryptography. The $rst one is based on block cipher

schemes, like AES for instance, used in OFB mode. This gives in general very fast ran-

dom generators. The second type includes PRNG proven to be secure by reduction to a

hard problem. The problems considered can be based on classical problems from crypto-

graphy, like factorization or discrete logarithm, [12, 11] or they may be based on linear

algebra, like coding theory [34] or lattices [3] or multivariate quadratic systems [6].

Recent works [39, 67] have proven that PRNG based on the syndrome decoding (SD)

problem could be almost as fast as PRNG based on AES. However the PRNG based on

the SD problem have to store huge matrices. This problem can be solved with the use

of quasi-cyclic codes but there is currently no proof of the hardness of the SD problem

for quasi-cyclic codes. Moreover recent quantum attacks on special ideal lattices [25],

clearly raise the issue of the security of quasi-cyclic structures for lattices and codes,
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even if a straight generalization of this quantum attack from cyclic structures to quasi-

cyclic structures seems currently out of reach.

5.2 One-way functions based on rank metric

We use here the hardness of the RSD problem to build a family of one-way functions

based on this problem. Let us start by recalling the de$nition of a strongly one-way

function (see [34, De$nition 1]) :

Dé&nition 5.2.1. A collection of functions {fn : En → F
kn
2 } is called strongly one way

if :

— there exists a polynomial-time algorithm which computes fn(x) for all x ∈ En

— for every probabilistic polynomial-time algorithmA, for all c > 0 and for su+ciently

large n, Prob
(
A(fn(x)) ∈ f−1

n (fn(x))
)
<

1

nc

We will consider the following family :

En,k = {(H ,y) : H ∈ F
(n−k)×n
qn ,y ∈ F

n
qn , wR(y) = wn}

f : En,k → F
(n−k)×(n+1)
qn

(H ,y) 7→ (H ,HyT )

We take m = n so that the $rst algorithm of [42] does not improve the complexity of

[71]. These functions should be strongly one-way if we choose wn ≈ dGV (n, k) which

corresponds to the range where there is basically in general a unique preimage.

5.3 A PRNG based on rank metric codes

5.3.1 Description of the generator

Now that we have a family of one-way functions based on a hard problem, our goal is to

use them to build a PRNG which will inherit that hardness. We begin by letting k = Rn

and w = ωn for some constant R and ω. The security and the complexity of computing

the pseudo-random sequence associated to this generator will then be expressed as a

function of n, with R and ω as parameters.
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First it is necessary to expand the size of the input, so that the number of syndromes

becomes larger than the number of words of weightwn. By de$nition, these two numbers

are equal when w = dGV so that we can choose ω < dGV

n
. The size of the input is n(n−

k)n ⌈log q⌉ = n3(1−R) ⌈log q⌉ forH plus wn(2n−wn) ⌈log q⌉ = n2(2ω − ω2) ⌈log q⌉
for y and the size of the output is n3(1−R) ⌈log q⌉+n2(1−R) ⌈log q⌉. So the function fn
expands the size of the input by n2(1−R− 2ω+ω2) ⌈log q⌉ = O

(
n2

)
bits. To compute

fn(H ,y) one has to perform a product matrix-vector in a $eld of degree n, which costs

O
(
n3

)
operations in Fq.

Secondly we need an algorithm which computes a word y ∈ F
n
qn of weight ωn with

n2(2ω − ω2) ⌈log q⌉ bits. This can be done very easily. According to De$nition 2.1.3, y

can be seen as an n×nmatrixM over Fq of rank ωn. Let β = (β1, . . . , βωn) be a basis of

the subspace generated by the rows ofM . We can represent β by a matrix B ∈ F
ωn×n
q .

There exists a unique matrixA ∈ F
nn
q such thatM = AB. In order to ensure the unicity

of this representation, we need to take B in its echelon form Bech, thenM = A′Bech for

some matrix A′. Unfortunately, it is not so easy to enumerate all the echelon matrices

e(ciently. To avoid this problem, we only generate words with a certain form, as it is

done for SYND [39].

Dé&nition 5.3.1 (Regular Rank Words). A word y ∈ F
n
qn of weight r is said to be regular

if its associated matrixM ∈ F
n×n
q is of the form

M = A






1
. . . C

1






with A ∈ F
n×r
q and C ∈ F

r×(n−r)
q

The probability that a word of weight r is regular is equal to the probability that a r× r
matrix over Fq is invertible. This probability is greater than a constant c > 0 for all r

and q. Thus it is not harder to solve the RSD problem in the general case than to solve

the RSD problem by restraining it to the regular words, since if a polynomial algorithm

could solve the RSD problem in the case of regular words then it would also give an

algorithm solving the RSD problem with a probability divided by a constant, hence the
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RSD problem with regular words remains hard.

Input : n2(2ω − ω2) ⌈log q⌉ bits
Output : y ∈ F

n
qn , wR(y) = ωn

Data : A basis (β1, . . . , βn) of Fqn/Fq

begin

compute x ∈ F
n2(2ω−ω2)
q with the input bits;

compute A ∈ F
n×ωn
q with the $rst ωn2 coordinates of x;

compute B ∈ F
ωn×(n−ωn)
q with the last coordinates of x;

B ← (Iωn|B) /* this is the concatenation of two

matrices */;

M ← AB;

y ← (β1, . . . , βn)M ;

return y;

end

Algorithme 4 : Expansion Algorithm

The most expensive step of this algorithm is the matrix product which takes ωn3 opera-

tions in Fq, so its overall complexity is O
(
n3

)
.

With these two functions, we can construct an iterative version of the generator which
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can compute as many bits as we want.

Input : a vector x ∈ F
K
q where K is the security parameter

Output : N pseudo-random bits

Data : a random matrix in systematic formH ∈ F
(1−R)n×n
qn , an initialization

vector v ∈ F
n2(2ω−ω2)−K
q

begin

y ← Expansion(x‖v);
repeat

s←HyT ;

split s into two strings of bits s1 and s2, with s1 of length

n2(2ω − ω2) ⌈log q⌉;
output s2;

y ← Expansion(s1);

until the number of bits generated > N ;

end

Algorithme 5 : Our Pseudo-Random Generator

5.3.2 Security of the generator

We recall that a distribution is pseudo-random if it is polynomial-time indistinguishable

from a truly random distribution. If our generator were not pseudo-random, then there

would exist a distinguisher DR which distinguishes a sequence produced by our gene-

rator from a truly random sequence with a non-negligible advantage. We can use this

distinguisher to build another distinguisher for the Fischer-Stern generator [34]. That

generator is proven pseudo-random if syndrome decoding in the Hamming metric is

hard [8]. It takes as input a parity-check matrixM ∈ F
k×n
2 of a random code and a vec-

tor x ∈ F
n
2 of Hamming weight d, with d smaller than the Gilbert-Varshamov bound (in

the Hamming metric) of the code and outputs (M,MxT ).

We need a method to embed an Fq-linear code into an Fqm-linear code. We use the same

technique as in [47].

Dé&nition 5.3.2. Let m > n and α = (α1, . . . , αn) ∈ F
n
qm . We de%ne the embedding of

Adrien Hauteville | Thèse de doctorat | Université de Limoges | 2017 56



Chapitre 5. RankSynd : un PRNG prouvé sûr basé sur les codes en métrique rang

F
n
q into Fn

qm by :

ψα : F
n
q → F

n
qm

(x1, . . . , xn) 7→ (α1x1, . . . , αnxn) (5.1)

For every Fq-linear code C, we denote by C(C,α) the Fqm-linear code generated by the set

ψα(C).

Our distinguisher works as follow :

— it takes as inputM ∈ F
(n−k)×n
2 and s ∈ F

n−k
2 .

— it chooses a vector α ∈ F
n
2m at random until the coordinates of α are F2-linearly

independent.

— it gives to DR the input (ψα(M), s).

— it returns the same value as DR.

If (M, s) is an output of the Fisher-Stern generator, then there exists an x such that

s =MxT and wH(x) = d. Hence s = ψα(M)ψβ(x)
T with β = α−1 = (α−1

1 , . . . , α−1
n ).

Let C be the code of parity-check matrix M . Since C is a random code, its Hamming

minimum distance d is on the Gilbert-Varshamov bound, so d ≈ dGV .

Note that wH(ψβ(x)) = d. According to Theorem 8 of [47], if we choose m > 8n, the

probability that the rank minimum distance dR of C(C,α) is di;erent from d decreases

exponentially with n. According to Lemma 7 of [47], the rank weight of ψβ(x) satis$es

wR(ψβ(x)) = wH(x) = d. This implies that the distinguisher DR accepts (M, s) with a

non-negligible advantage.

If (M, s) is purely random, DR sees only a random distribution and accepts the inputs

with probability 1/2.

Thus the existence of a distinguisher for our generator implies the existence of a distin-

guisher for the Fisher-Stern generator, which contradicts Theorem 2 of [34]. This implies

that our generator is pseudo-random.
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5.4 Performances and examples of parameters

5.4.1 Asymptotic behaviour

Consider the case of a random parity check matrix without any structure, n = m, q = 2

and the case where w is on the rank Gilbert-Varsahmov bound (which is equal in this

case to n(1 −
√

k/n)). In that case the cost of a syndrome computation is in O
(
n3

)

operations in the base $eld F2 and the number of random bits that are obtained is in

O
(
n2

)
, hence the number of operations in the base $eld F2 per bit is O

(
n
)
. Now since

the complexity of the best attacks is in 2O
(
n2
)

, for a given security parameterλ, we obtain

n = O
(√

λ
)
and the cost of the protocol is O

(√
λ
)
per bit, when for other Hamming

based approach the cost is inO
(
λ
)
in the case of random parity check matrices without

additional structure.

Concerning the amount of data, there is also an asymptotic improvement when compa-

red to the Hamming metric. The data for this protocol is given by the matrix H of the

code. If it is written in systematic form, H is described by its k(n − k) coe(cients in

F2n , so k(n− k)n bits, hence the size of the data N is inO
(
n3

)
= O

(
λ3/2

)
whereas the

size of the data is in O
(
λ2

)
for the Hamming metric with random matrices [34].

5.4.2 Parameters

We propose two sets of parameters. In the $rst table, we optimize the size of the required

data, that is to say the matrix of the code and the initialization vector. These parameters

are useful in constrained environments where the lack of memory is the main issue. The

drawback of small data size is that the performance of the generator is very low.

n n-k dGV (n, k) w security data size key size cycles/bytes

31 18 11 10 128 7646 bits 128 273

41 25 16 12 192 17048 bits 192 144

47 30 19 15 256 24899 bits 256 183

61 39 25 23 512 54103 bits 512 977

In the second table, we optimize the speed of the generator at the cost of data size (but still

with small matrix sizes compared to SYND and XSYND). We obtain speeds comparable
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to those of SYND [39] and we are less e(cient than XSYND [67]. But we can always

increase the parameters to improve the speed of the generator. Moreover our parameters

are chosen at random and have no cyclic structure. In practice as for SYND and XSYND

our results are slower than optimized versions of AES in counter mode, but at the price

of increasing the size of the matrix it is possible to do better : the parameters we propose

in this second table show how it is possible to optimize the speed at the cost of a larger

matrix size. Note that the parameters we propose here are only examples and that it

should be possible to have faster speed.

n n-k dGV (n, k) w security data size key size cycles/bytes

43 36 24 14 128 14038 bits 128 48

61 50 35 17 192 35143 bits 192 51

83 73 54 25 256 63859 bits 256 51

127 115 87 42 512 183652 bits 512 76

All the lengths n are prime, although there is no evidence that a speci$c attack against

composite length would exist. As quantum attacks divide the exponent of the complexity

of the attack by two, our two last parameters are quantum resilient.

We made a non-optimized implementation of our scheme with the MPFQ library, which

showed that the theoretical complexity we give, $tted with what we obtained in practice.

Moreover the main operation of our system, the syndrome computation (a matrix-vector

product) is highly parallelizable, which can be used to further improve the performances.

Adrien Hauteville | Thèse de doctorat | Université de Limoges | 2017 59



Chapitre 6

Nouvel IBE en métrique rang

6.1 Identity based Encryption

The notion of identity-based encryption (IBE) was introduced by Shamir [76]. This gives

an alternative to the standard notion of public-key encryption. In an IBE scheme, the

public key associated with a user can be an arbitrary identity string, such as his e-mail

address, and others can send encrypted messages to a user using this arbitrary identity

without having to rely on a public-key infrastructure.

The main technical di;erence between a public key encryption (PKE) and IBE is the

way the public and private keys are bound and the way of verifying those keys. In a

PKE scheme, veri$cation is achieved through the use of a certi$cate which relies on a

public-key infrastructure. In an IBE, there is no need of veri$cation of the public key but

the private key is managed by a Trusted Authority (TA).

Di(culty in designing an IBE. There are two main di(culties in designing an IBE

in comparison with a PKE

1. In a PKE, one often generates a public key from a secret key and normally, well-

formed public keys are exponentially sparse. In an IBE scheme, any identity should

be mapped to a public key and there is no known technique to randomly gene-

rate a point in an exponentially sparse space. Regev’s public key encryption is an

example [74]. In order to circumvent this problem, Gentry et. al. proposed a “dual”

60



Chapitre 6. Nouvel IBE en métrique rang

of a public-key cryptosystem, in which public keys are $rst generated in a primal

space such that they are dense : every point in the primal space corresponds to

a public-key and thus via a random oracle, one can map any identity to a valid

public key.

2. For some PKE, the public keys are dense and one can thus map any identity to

a well-formed public key. However, the di(culty is to extract the corresponding

secret key from the public key. ElGamal’s public key encryption [29] is an example

because from a public key y in a cyclic group generated by g, there is no trapdoor

for the discrete log problem that allows to $nd the corresponding secret key x

such that gx = y. In order to circumvent this problem, bilinear maps have been

used [16].

Beside the technical di(culties in the design, achieving security in IBE is much more

complicated than in PKE. The main di;erence is that in IBE, except the challenge iden-

tity that the adversary aims to attack, any other identities can be corrupted. Therefore

the simulator has to be able to generate secret keys for all identities but the challenge

identity. Under the above di(culties in the design and in proving the security, it took

nearly twenty years for $nding e(cient methods to implement IBE.

There are currently three classes of IBE schemes : from elliptic curve pairings introdu-

ced by Sakai, Ohgishi and Kasahara [75] and by Boneh and Franklin in [16] ; from the

quadratic residue problem by Cocks in 2001 [23] ; and from hard problems on lattices

by Gentry, Peikert, and Vaikuntanathan [49]. These pioneer works inspired then many

other ideas to improve the e(ciency or to strengthen the security, in particular to avoid

the use of the random oracle. We can name some very interesting schemes in the stan-

dard model : pairing-based schemes [14, 15, 81, 48, 20, 80] and lattice-based schemes

[21, 1, 17]. It is still not known how to devise an IBE scheme from the quadratic resi-

due problem without random oracles. We explain below a new method to achieve the

$rst IBE scheme in coding theory, with the help of rank metric codes and in the random

oracle model.

Achieving IBE in Euclidean Metric. Let us $rst recall the technique in lattices that

helps to construct IBE schemes. One of the major breakthroughs in lattice cryptography

was the work of Gentry, Peikert, and Vaikuntanathan [49], that showed how to use a

short trapdoor basis to generate short lattice vectors without revealing the trapdoor. This
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was used to give the $rst lattice-based construction of a secure identity-based encryption

scheme.

Let us start with Regev’s scheme [74]. Associated to a matrixA ∈ Z
n×m
q , one generates

the public key as p = sA+ e for s ∈ Z
n
q and a short vector e. The set of possible public

keys are points near a lattice point and are thus exponentially sparse. Gentry, Peikert,

and Vaikuntanathan introduced a dual version of the Regev’s scheme in exchanging the

role of public key and of secret key in de$ning the public key as u
def
= AeT mod q

for short e ∈ Z
m. The public keys are now dense, any identity could be mapped via a

random oracle to a point in Z
n
q which will then be used as the corresponding public key.

The key property is, with a carefully designed trapdoor T , from a random public key

u ∈ Z
n
q , the preimage e of the function fA(e) := Ae mod q can be sampled in a space

of well-de$ned short vectors used as the secret keys.

Achieving IBE in Rank Metric : Our technique. It seems very hard to give a rank

metric analogue version of the above lattice technique. The main reason is due to the

di(culty of obtaining a robust analysis of such a presampling function. However, we

can overcome this di(culty in another way which perfectly $ts the rank metric. We still

keep the public key as p = sA + e for e of low rank (say at most r) in F
n
qm , and for A

and s drawn uniformly at random in F
(n−k)×n
qm and F

n−k
qm respectively, where Fqm is the

$nite $eld over qm elements. The main feature of the rank metric which will be used

in what follows is that we can choose the bound r to be above the Gilbert Varshamov

(RGV) bound for rank codes and this gives us two ingredients to design an IBE :

— with r carefully chosen above the RGV bound, we can still invert the function

f(s, e) = sA+e. This relies on the RankSign system with a trapdoor to compute

the pre-image of the function f [45].

— with overwhelming probability, any pointp has a preimage (s, e) such that f(s, e) =

p.We can thusmap an arbitrary identity to a valid public keyp, by using a random

oracle as in the case of the GPV scheme.

Rank metric vs. Hamming and Euclidean Metric. The rank metric and th Ham-

ming metric are very di;erent metrics. This di;erence is re`ected for instance in the

size of balls : when the number of elements of a ball of radius r in the Hamming metric

for {0, 1}n is bounded above by 2n, for rank metric the number of elements is exponen-
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tial but with a quadratic exponent depending on r. In practice, it means that even if it

is possible to construct a trapdoor function for the Hamming distance such as the CFS

signature scheme [24], the dimension of the dual code used there has to be sublinear

in its length, whereas for rank metric it is possible to obtain such a trapdoor function

for constant rate codes. This latter property makes it very di(cult to use such a trap-

door function for the Hamming distance in order to build an IBE scheme whereas it is

tractable for the rank metric.

Moreover one strong advantage of rank metric is the potential size of public keys. If

one considers the general syndrome decoding problemHxT = s (for the hardest case),

because of the complexity of the best known attacks for rank metric (see [43]), and for

λ a security parameter, the size of H is in O
(
λ

3
2

)
for rank metric when it is in O

(
λ2

)

for Hamming and Euclidean metrics.

6.1.1 Complexity of the rank decoding problem

As explained earlier in the introduction the complexity of practical attacks grows very

fast with the size of parameters. There exist two types of generic attacks on the problem :

Combinatorial attacks : these attacks are usually the best ones for small values of

q (typically q = 2) and when n and k are not too small ; when q increases, the

combinatorial aspect makes them less e(cient. The best attacks generalize the

basic information set decoding approach in a rank metric context. Interestingly

enough, the more recent improvements based on the birthday paradox do not

seem to generalize in rank metric because of the di;erent notion of support.

In practice, whenm 6 n, the best combinatorial attacks have complexityO
(
(n−

k)3m3q(r−1)⌊ (k+1)m
n

⌋) [43].

Algebraic attacks : the particular nature of rank metric makes it a natural $eld for

algebraic attacks and solving by Groebner basis, since these attacks are largely in-

dependent of the value of q and in some cases may also be largely independent on

m. These attacks are usually the most e(cient ones when q increases. There exist

di;erent types of algebraic modeling which can then be solved with Groebner ba-

sis techniques ([61], [31], [30], [43]). Algebraic attacks usually consider algebraic

systems on the base $eld Fq, it implies that the number of unknowns is quadratic

in the length of the code. Since the general complexity of Groebner basis attacks

Adrien Hauteville | Thèse de doctorat | Université de Limoges | 2017 63



Chapitre 6. Nouvel IBE en métrique rang

is exponential in the number of unknowns, it induces for cryptographic parame-

ters, general attacks with a quadratic exponent in the length of the code, as for

combinatorial attacks.

6.2 A New Public Key Encryption

6.2.1 Public-Key Encryption

Let us brie`y recall that a public-key encryption scheme S is de$ned by three algo-

rithms : the key generation algorithm KeyGen which, on input the security parameter,

produces a pair of matching public and private keys (pk , sk) ; the encryption algorithm

Encpk(m; r) which outputs a ciphertext c corresponding to the plaintextm ∈M, using

random coins r ∈ R ; and the decryption algorithmDecsk(c)which outputs the plaintext

m associated to the ciphertext c.

It is now well-admitted to require semantic security (a.k.a. polynomial security or in-

distinguishability of encryptions [52], denoted IND) : if the attacker has some a priori

information about the plaintext, it should not learn more with the view of the cipher-

text. More formally, this security notion requires the computational indistinguishability

between two messages, chosen by the adversary, one of which has been encrypted. The

issue is to $nd which one has been actually encrypted with a probability signi$cantly

better than one half. More precisely, we de$ne the advantage AdvindS (A), where the ad-
versary A is seen as a 2-stage Turing machine (A1,A2) by

AdvindS (A) def
= 2× Pr

[

(pk , sk)← KeyGen, (m0,m1, s)← A1(pk),

b
R← {0, 1}, c = Encpk(mb) : A2(m0,m1, s, c) = b

]

− 1.

This advantage should ideally be a negligible function of the security parameter.

6.2.2 Description of the cryptosystem RankPKE

First, we need to de$ne what we call a homogeneous matrix which will be used for

encryption.
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Dé&nition 6.2.1 (Homogeneous Matrix). A matrixM = (mij)1≤i≤a
1≤j≤b

∈ F
a×b
qm is homoge-

neous of weight d if all its coe+cients belong to the same Fq-vector subspace of dimension

d, that is to say

dimFq
〈mij〉 = d

We now introduce a public-key encryption scheme, called RankPKE. Let A be drawn

uniformly at random in F(n−k)×n
qm . We need it to be of full rank. This happens with overw-

helming probability (i.e. 1 − O
(
q−m(k+1)

)
). LetWr be the set of all the words of rank r

and of length n , i.e. Wr = {x ∈ F
n
qm : ‖x‖ = r}. The system RankPKE works as

follows :

— RankPKE.KeyGen :

— generateA
$← F

(n−k)×n
qm

— generate s
$← F

n−k
qm and e

$← Wr

— compute p = sA+ e

— de$ne G ∈ F
k′×n′

qm a generator matrix of a public code C which can decode

(e(ciently) errors of weight up to wr, where w is de$ned just below.

— de$ne sk = s and pk = (A,p,G)

— RankPKE.Enc((A,p,G),m) :

Let m ∈ F
k′

qm be the message we want to encrypt. We generate a random ho-

mogeneous matrix U ∈ F
n×n′

qm of weight w. Then we can compute the ciphertext

(C,x) of m as :









A

p









U +









0

mG









=









C

x









— RankPKE.Dec(s, (C,x)) :

— use the secret key s to compute :

( s | − 1)









C

x









=sC − x = sAU − pU −mG

=sAU − (sA+ e)U −mG = −eU −mG
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— since U is homogeneous, we have ‖eU‖ 6 wr. Therefore, by using the deco-

ding algorithm of C, we recover m.

The expansion rate of this cryptosystem is n−k+1
R

where R = k′

n′
is the rate of C.

6.2.3 Security

Dé&nition 6.2.2 (Rank Support Learning (RSL)). LetA be a random full-rank matrix of

size (n− k)× n over Fqm and V be a subspace of Fqm of dimension w. Let O be an oracle

which gives samples of the form (A,Au), where u
$← V n. The RSLq,m,n,k,w problem is to

recover V given only access to the oracle.

We say that the problem is (N, t, ε)-hard if for every probabilistic algorithm A running in

time t, we have

Prob[A(A,AU ) = V ] 6 ε, U
$← V n×N

When we want to stress the fact that we care about the problem where we are allowed to

make exactly N calls to the oracle, we denote this the RSLq,m,n,k,w,N problem. The pair

(A,AU ) is referred to as an instance of the RSLq,m,n,k,w,N problem.

The corresponding decisional problem, namelyDRSL, is to distinguish (A,AU ) from (A,Y )

where Y
$← F

(n−k)×N
qm .

Proposition 6.2.3. The RSLq,m,n,k,w,N is as hard as the RSDq,m,n,k,w problem.

Démonstration. LetA be a full-rank (n− k)× n matrix over Fqm and x ∈ F
n−k
qm of rank

w. Let s = Ax. (A, s) is an instance of the RSDq,m,n,k,w problem.

Let S be a matrix obtained by the concatenation of N times the vector s. (A,S) is an

instance of the RSLq,m,n,k,w,N problem.

If we are able to solve any instances of the RSLq,m,n,k,w,N problem, then we can recover

the support of x and solve the instance (A, s).

We can use this technique to solve any instances of the RSDq,m,n,k,w problem, which

proves that the RSLq,m,n,k,w,N is as hard as the RSDq,m,n,k,w problem in the worst case.

Security of the DRSL and DRSD problems.

We have already seen in the previous section that the DRSD problem is hard. As for

other problems in cryptography (like DDH [13, 28]), the best known attacks on the

Adrien Hauteville | Thèse de doctorat | Université de Limoges | 2017 66



Chapitre 6. Nouvel IBE en métrique rang

DRSLq,m,n,k,w,N problem consist in solving the same instance of the RSLq,m,n,k,w,N pro-

blem, so we make the assumption that the DRSLq,m,n,k,w,N problem is di(cult.

Théorème 6.2.4. Under the assumption that DRSL is hard, the scheme RankPKE is se-

mantically secure.

Démonstration. We proceed by a sequence of games.

Game G0: This is the real IND-CPA attack game. The RankPKE.KeyGen is run and

then, a 2-stage poly-time adversary A = (A1,A2) is fed with the public key pk =

(A,p,G′). Then, A1 outputs a pair of messages (m0,m1). Next a challenge ciphertext

is produced by `ipping a coin b and producing a ciphertext c⋆ := (C⋆,x⋆) ofm⋆ = mb.

This ciphertext c⋆ comes from a random homogeneous matrix U ∈ F
n×n′

qm of weight w

and then c⋆ = RankPKE.Enc((A,p,G′),mb). On input c⋆,A2 outputs bit b′. We denote

by S0 the event b′ = b and use the same notation Sn in any gameGn below.

Adv
ind-cpa

RankPKE(A) =| 2Pr[S0]− 1 |

Game G1: In this game, we replace p = sA + e in RankPKE.KeyGen by p
$← F

n
qm .

Under the hardness of the DRSD problem, the two games G1 and G0 are indistingui-

shable :

|Pr[S1]− Pr[S0] | ≤ ǫdrsd,

where ǫdrsd is the bound on the successful probability of the attacks against the problem

DRSD.

GameG2: In this game, we replace (C⋆,x⋆) in G1 by (C⋆ $← F
(n−k)×n′

qm , x⋆
$← F

n′

qm).

As x⋆ is perfectly random, x⋆ −m⋆G is also perfectly random. In other words, this

game replaces

(

A

p

)

U =

(

C⋆

x⋆ −m⋆G

)

by a perfectly random matrix. Therefore, the

indistinguishability of the two gamesG2 andG1 follows from the hardness of theDRSL

problem, applying it to the matrix A′ =

(

A

p

)

which is perfectly random because A

and p are both perfectly random. Thus

|Pr[S2]− Pr[S1] | ≤ ǫdrsl,
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where ǫdrsl is the bound on the successful probability of the attacks against the DRSL

problem.

Advantage Zero.

In this last game, as the ciphertext challenge (C⋆,x⋆) is perfectly random, b is perfectly

hidden to any adversary A.
|Pr[S2] | =

1

2

6.3 On the di(culty of the rank support learning pro-

blem

The purpose of this section is to give some evidence towards the di(culty of the support

learning problem RSLq,m,n,k,w,N by

— explaining that it is the rank metric analogue of a problem in Hamming metric

(the so called support learning problem) which has already been useful to devise

signature schemes and for which after almost twenty years of existence only al-

gorithms of exponential complexity are known ;

— explaining that it is a problem which is provably hard for N = 1 and that it

becomes easy only for very large values of N ;

— giving an algorithm which is the analogue in the rank metric of the best known

algorithm for the support learning problem which is of exponential complexity.

This complexity is basically smaller by a multiplicative factor which is only of

order q−βN (for some β < 1) than the complexity of solving the rank syndrome

decoding problem RSDq,m,n,k,w ;

— relating this problem to $nding a codeword of rankweightw in a codewhere there

are qN codewords of this weight. It is reasonable to conjecture that the complexity

of $nding such a codeword gets reduced by a multiplicative factor which is at

most qN compared to the complexity of $nding a codeword of rank weight w in

a random code of the same length and dimension which has a single codeword of

this weight ;
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— showing that this problem can also rephrased in terms of decoding a random code

but de$ned over a larger alphabet (FqmN instead of Fqm).

6.3.1 A related problem : the support learning problem

The rank support learning problem can be viewed as the rank metric analogue of the

support learning problem which can be expressed as follows.

Problem 6.3.1 (Support Learning). LetA be a random full-rank matrix of size (n−k)×n
over Fq and I be a subset of {1, . . . , n} of size w. Let V be the subspace of Fn

q of vectors

with support I , that is the set of vectors u = (ui)1≤i≤n ∈ F
n
q such that ui = 0 when i /∈ I .

Let O be an oracle which gives samples of the form (A,Au), where u
$← V . The support

learning problem is to recover I given only access to the oracle.

We say that the problem is (N, t, ε)-hard if for every probabilistic algorithm A running in

time t, we have

Prob[A(A,AU ) = V ] 6 ε, U
$← V N

When we want to stress the fact that we care about the problem where we are allowed to

make exactlyN calls to the oracle, we denote this the SLq,n,k,w,N problem. The pair (A,AU )

is referred to as an instance of the SLq,n,k,w,N problem.

When N = 1 this is just the usual decoding problem of a random linear code with pa-

rity check matrix A. In this case, the problem is known to be NP-complete [8]. When

N is greater than 1, this can be viewed as a decoding problem where we are given N

syndromes of N errors which have a support included in the same set I . This support

learning problem with N > 1 has already been considered before in [58]. Its presumed

hardness for moderate values ofN was used there to devise a signature scheme [58], the

so called KKS-scheme. Mounting a key attack in this case (that is for the Hamming me-

tric) without knowing any signature that has been computed for this key really amounts

to solve this support learning problem even it was not stated exactly like this in the ar-

ticle. However, when we have signatures originating from this scheme, the problem is of

a di;erent nature. Indeed, it was found out in [22] that signatures leak information. The

authors showed there that if we knowM signatures, then we are givenA,AU but also

M vectors in F
n
q , v1, . . . ,vM whose support is included in I . The knowledge of those

auxiliary vi’s help a great deal to recover I : it su(ces to compute the union of their
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support which is very likely to reveal the whole set I . When the vi’s are random vectors

in F
n
q of support included in I it is clearly enough to have a logarithmic number of them

(in the size of the support I) to recover I . However this does not undermine the security

of the support learning problem and just shows that the KKS-signature scheme is at best

a one-time signature scheme.

Some progress on the support learning problem itself was achieved almost $fteen years

later in [70]. Roughly speaking the idea there is to consider a code that has qN codewords

of weight at mostw which correspond to all possible linear combinations of the ui’s and

to use generic decoding algorithms of linear codes (which can also be used as low-weight

codewords search algorithms) to recover one of those linear combinations. The process

can then be iterated to reveal the whole support I . The fact that there are qN codewords

of weight≤ w that are potential solutions for the lowweight codeword search algorithm

implies that we may expect to gain a factor of order qN in the complexity of the algo-

rithm when compared to $nding a codeword of weight w in a random linear code which

has a single codeword of weight w. Actually the gain is less than this in practice. This

seems to be due to the fact that we have highly correlated codewords (their support is

for instance included in I). However, still there is some exponential speedup when com-

pared to the single codeword case. This allowed to break all the parameters proposed in

[58, 57] but also those of [5] which actually relied on the same problem. However, as has

been acknowledged in [70], this does not give a polynomial time algorithm for the sup-

port learning problem, it just gives an exponential speedup when compared to solving

a decoding problem with an error of weight w. The parameters of the KKS scheme can

easily be chosen in order to thwart this attack.

6.3.2 Both problems reduce to linear algebra when N is large en-

ough

As explained before when N = 1 the support learning problem is NP-complete. The

rank support learning problem is also hard in this case since it is equivalent to decoding

in the rank metric an Fqm-linear code for which there is a randomized reduction to the

NP -complete decoding problem in the Hamming metric [47]. It is also clear that both

problems become easy when N is large enough and for the same reason : they basically

amount to computing a basis of a linear space.
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In the Hamming metric, this corresponds to the case when N = w. Indeed in this case,

notice that the dimension of the subspace V isw. When theui’s are generated randomly

with support included in I they have a constant probability K(q) (which is increasing

with q and bigger than 0.288 in the binary case) to generate the spaceAV . Oncewe know

this space, the problem becomes easy. Indeed let e1, . . . , en be the canonical generators

of Fn
q (i.e. ei has only one non-zero entry which is its i-th entry that is equal to 1). We

recover I by checking for all positions i in {1, . . . , n} whether Aei belongs to AV or

not. If it is the case, then i belongs to I , if this is not the case, i does not belong to I .

There is a similar algorithm for the rank support learning problem. This should not come

as a surprise since supports of code positions for the Hamming metric really correspond

to subspaces of Fqm for the rank metric metric as has been put forward in [43] (see

also [55] for more details about this). The di;erence being however that we need much

bigger values of N to mount a similar attack to the Hamming metric case. Indeed what

really counts here is the space that can be generated by the Aui’s where the ui’s are

the columns of U . It is nothing but the spaceAV n. Let us denote this space byW . This

space is not Fqm-linear, however it is Fq-linear and it is of dimension nw viewed as an

Fq-linear subspace of Fn
qm . When N = nw we can mount a similar attack, namely we

compute the space generated by linear combinations over Fq of Au1, . . . ,Aunw. They

generateW with constant probabilityK(q). When we look all Fq-linear subspaces V ′ of

Fqm of dimension 1 (there are less than qm of them) and check whether the subspaceW ′

of dimension n given byAV ′n is included inW = AV n or not. By taking the sum of the

spaces for which this is the case we recover V . Actually the complexity of this algorithm

can be improved by using in a more clever way the knowledge ofW , but this is beyond

the scope of this article and this algorithm is just here to explain the deep similarities

between both cases and to convey some intuition about when the rank support learning

problem becomes easy.

This discussion raises the issue whether there is an algorithm “interpolating” standard

decoding algorithms when N = 1 and linear algebra when N = w in the Hamming

metric case and N = nw in the rank metric case. This is in essence what has been

achieved in [70] for the Hamming metric and what we will do now here for the rank

metric.
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6.3.3 Solving the subspace problem with information-set deco-

ding

There are two ingredients in the algorithm for solving the support learning problem

in [70]. The $rst one is to set up an equivalent problem which amounts to $nding a

codeword of weight ≤ w in a code which has qN codewords of this weight. The second

one is to use standard information set decoding techniques to solve this task and to show

that it behaves better than in the case where there is up to a multiplicative constant a

single codeword of this weight in the code. We are going to follow the same route here

for the rank metric.

We begin by introducing the following Fq-linear code

C def
= {x ∈ F

n
qm : Ax ∈ WU}

where WU is the Fq-linear subspace of Fn−k
qm generated by linear combinations of the

form
∑

i αiAui where αi belongs to Fq and the ui’s are the N column vectors forming

the matrix U . This code has the following properties.

Lemme 6.3.1. Let C ′ def
= {∑i αiui : αi ∈ Fq}. We have

1. dimFq
C ≤ km+N

2. C ′ ⊂ C
3. all the elements of C ′ are of rank weight ≤ w.

[43] gives several algorithms for decoding Fqm-linear codes for the rank metric. The

$rst one can be generalized in a straightforward way to codes which are just Fq-linear

as explained in more detail in [55]. This article also explains how this algorithm can be

used in a straightforward way to search for low rank codewords in such a code. Here

our task is to look for codewords of rank ≤ w which are very likely to lie in C ′ which
would reveal a linear combination c =

∑

i αiui. This reveals in general V when c is of

rank weight w simply by computing the vector space over Fq generated by the entries

of c. When the rank of c is smaller this yields a subspace of V and we will discuss later

on how we $nish the attack.

Let us concentrate now on analyzing how the $rst decoding algorithm of [43] behaves

when we use it to $nd codewords of C of rank ≤ w. For this, we have to recall how the

support attack of [43] works.
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We assume that we want to $nd a codeword of weight w in an Fq-linear code which is

a Fq-subspace of Fqm of dimension K . For the purpose of this algorithm, a codeword

c = (c1, . . . , cn) ∈ F
n
qm is also viewed as a matrix (cij)1≤i≤m

1≤j≤n
over Fq by writing the

ci’s in a arbitrary Fq basis (β1, . . . , βm) ∈ F
m
qm of Fqm viewed as vector space over Fq :

ci =
∑m

j=1 cijβj. There are nm − K linear equations which specify the code that are

satis$ed by the cij ’s of the form

∑

1≤i,j≤m

hsijcij = 0 (6.1)

for s = 1, . . . ,mn−K . Algorithm 6 explains how a codeword of weight ≤ w is produ-

ced by the approach of [43]. The point of choosing r like this in this algorithm, i.e.

r
def
= m−

⌈
K

n

⌉

(6.2)

is that r is the smallest integer for which the linear system (6.3) has more equations than

unknowns (and we therefore expect that it has generally only the all-zero solution).

Théorème 6.3.2. Assume that w ≤ min
(⌊

K
n

⌋
,
⌊
N
n

⌋
+ 1

)
and that

w+⌊K
n ⌋

2
≥

⌊
N
n

⌋
. Let

e− =

(

w −
⌊
N

n

⌋)(⌊
K

n

⌋

−
⌊
N

n

⌋)

e+ =

(

w −
⌊
N

n

⌋

− 1

)(⌊
K

n

⌋

−
⌊
N

n

⌋

− 1

)

+ n

(⌊
N

n

⌋

+ 1

)

−N

Algorithm 6 outputs an element of C ′ with complexity Õ
(
qmin(e−,e+)

)
. The complete proof

of this theorem is found in [41].

Remark 6.3.3. 1. WhenN andK = km+N are multiple of n, sayN = δn andK =

αRn+ δ (with α
def
= m

n
,R = k

n
) the complexity above simpli%es to Õ

(
qαRn(w−δ)

)
. In

other words the complexity gets reduced by a factor qαRδn = qαRN when compared

to %nding a codeword of weightw in a random Fq-linear code of the same dimension

and length.

2. This approach is really suited to the case m ≤ n. When m > n we obtain better

complexities by working on the transposed code (see [55] for more details about this

approach).
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r ← m− ⌈K
n
⌉;

while true do

W ← random Fq-subspace of dimension r of Fqm ;

Compute a basis f 1 = (f 1
i )1≤i≤m, . . . ,f

r = (f r
i )1≤i≤m ofW ;

Make the assumption that the entries cj of c can be written in the f 1, . . . ,f r

basis as

cj =
r∑

l=1

xljf
l

Rewrite the linear equations (6.1) by writing cij =
∑r

l=1 xljf
l
i to obtain

mn−K equations of the form

∑

1≤i,j≤m

hsij

r∑

l=1

xljf
l
i = 0 (6.3)

De$ne (xij)1≤i≤r
1≤j≤n

by cij =
∑r

l=1 xljf
l
i ;

Solve this system (in the xij ’s);

if this system has a non zero solution then

if
(∑r

l=1 xljf
l
)

1≤j≤n
has rank weight ≤ w then

return (
∑r

l=1 xljf
l)1≤j≤n;

end

end

end

Algorithme 6 : algorithm that outputs a codeword of weight ≤ w.
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6.3.4 Link between rank support learning and decoding over the

rank metric

We have exploited here that for solving the rank support learning problem, it can be

rephrased in terms of $nding a codeword of low rank weight in a code that has many

codewords of such low rank weight (namely the code C that has been introduced in this

section). C is not a random code however, it is formed by a random subcode, namely the

code C0 = {x ∈ F
n
qm : Ax = 0} plus some non random part, namely C ′ which contains

precisely the low rank codeword we are after. In other words C decomposes as

C = C0 ⊕ C ′

where C0 is a truly random code and C ′ is a subcode of C that contains the codewords of
C of low-rank. C is therefore not really a random code.

There is a way however to rephrase the rank support learning problem as a problem of

decoding a random code. The trick is to change the alphabet of the code. We de$ne the

code CN as

CN = {x ∈ FqmN : Ax = 0}.

In other words, CN is a code de$ned over the extension $eld FqmN but with a random

parity-check matrix with entries de$ned over Fqm .

There are several ways to equip F
n
qmN with a rank metric. One of them consists in wri-

ting the entries ci of a codeword c = (c1, . . . , cn) ∈ F
n
qmN of CN as column vectors

(cij)1≤j≤mN ∈ F
mN
q by expressing the entry ci in a Fq basis of FqmN (β1, . . . , βmN), i.e.

ci =
∑

1≤j≤mN cijβj and replacing each entry by the corresponding vector to obtain an

mN × n matrix. The rank of this matrix would then de$ne the rank weight of a co-

deword. However, since FqmN is an extension $eld of Fqm there are also other ways to

de$ne a rank metric. We will choose the following one here. First we decompose each

entry ci in an Fqm-basis (γ1, . . . , γN) of FqmN :

ci =
N∑

j=1

α(i−1)N+jγj

where the αi’s belong to Fqm . The rank weight of (c1, . . . , cn) is then de$ned as the

rank weight of the vector (αi)1≤i≤nN ∈ F
nN
qm where the rank weight of the last vector

is de$ned as we have done up to here, namely by replacing each entry αi by a column
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vector (αij)1≤j≤m obtained by taking the coordinates of αi in some Fq-basis of Fqm .

In other words, the rank weight of (c1, . . . , cn) is de$ned as the rank of the associated

m× nN matrix.

Let us now introduce the rank decoding problem with random parity check matrices

de$ned over a smaller $eld.

Dé&nition 6.3.4 (Rank Decoding with parity-check matrices de$ned over a sub$eld

(RDPCSF)). LetA be a random full-rank matrix of size (n−k)×n over Fqm and e ∈ F
n
qmN

be a random word of rank weight w.The RDPCSFq,m,n,k,w,N problem is to recover e from

the knowledge ofA ∈ F
(n−k)×n
qm andAe ∈ F

n−k
qmN .

It turns out that the support learning problem and the rank decoding problem with

parity-check matrices de$ned over a smaller $eld are equivalent

Théorème 6.3.5. The problems RSLq,m,n,w,N and RDPCSFq,m,n,w,N are equivalent : any

randomized algorithm solving one of this problem with probability ≥ ǫ in time t can be

turned into an algorithm for the other problem solving it with probability ≥ ǫ in time

t+ P (q,m, n, w,N), where P is a polynomial function of its entries.

Démonstration. Let us consider an instance (A,AU ) of the RSLq,m,n,w,N problem. De-

note the j-th column of U by uj . De$ne now e ∈ F
n
qmN by e =

∑N
j=1 γjuj , where

(γ1, . . . , γN) is some Fqm-basis of FqmN . From the de$nition of the rank weight we have

chosen over Fn
qmN , it is clear that the rank weight of e is less than or equal to w. The pair

(A,
∑N

j=1 γjAuj) is then an instance of theRDPCSFq,m,n,w,N problem. It is now straight-

forward to check that we transform in this way a uniformly distributed instance of the

RSLq,m,n,w,N problem into a uniformly distributed instance of the RDPCSFq,m,n,w,N pro-

blem. The aforementioned claim on the equivalence of the two problems follows imme-

diately from this and the fact that when we know the space generated by the entries

of the uj ’s, we just have to solve a linear system to recover a solution of the decoding

problem (this accounts for the additive polynomial overhead in the complexity).

Note that this reduction of the rank support learning problem to the problem of decoding

a linear code over an extension $eld FqmN de$ned from a random parity-check matrix

de$ned over the base $eld Fqm works also for the Hammingmetric : the support learning

problem SLq,n,w,N also reduces to decoding a linear code over an extension $eld FqmN

Adrien Hauteville | Thèse de doctorat | Université de Limoges | 2017 76



Chapitre 6. Nouvel IBE en métrique rang

de$ned from a random parity-check matrix de$ned over the base $eld Fqm but this time

for the Hamming metric over Fn
qmN . All these considerations point towards the same

direction, namely that whenN is not too large, the rank support learning problem should

be a hard problem. It is for instance tempting to conjecture that this problem can not be

solved qN faster than decoding errors of rank weight w for an [n, k] random linear code

over Fqm . A similar conjecture could be made for the support learning problem.

6.4 Identity Based Encryption

Identity-based encryption schemes. An identity-based encryption (IBE) scheme is

a tuple of algorithms IBE = (Setup,KeyDer,Enc,Dec) providing the following func-

tionality. The trusted authority runs Setup to generate a master key pair (mpk ,msk). It

publishes the master public keympk and keeps the master secret keymsk private. When

a user with identity ID wishes to become part of the system, the trusted authority gene-

rates a user decryption key dID
$← KeyDer(msk , ID), and sends this key over a secure

and authenticated channel to the user. To send an encrypted messagem to the user with

identity ID , the sender computes the ciphertext C
$← Enc(mpk , ID ,m), which can be

decrypted by the user as m ← Dec(dID ,C ). We refer to [16] for details on the security

de$nitions for IBE schemes.

Security. We de$ne the security of IBE schemes through a game with an adversary.

In the $rst phase, the adversary is run on input of the master public key of a freshly

generated key pair (mpk ,msk)
$← Setup. In a chosen-plaintext attack (IND− CPA), the

adversary is given access to a key derivation oracle O that on input an identity ID ∈
{0, 1}∗ returns dID

$← KeyDer(msk , ID). At the end of the $rst phase, the adversary

outputs two equal-length challenge messagesm0,m1 ∈ {0, 1}∗ and a challenge identity
ID ∈ {0, 1}⋆. The adversary is given a challenge ciphertext C

$← Enc(mpk , ID ,mb)

for a randomly chosen bit b, and is given access to the same oracle O as during the $rst

phase of the attack. The second phase ends when the adversary outputs a bit b′. The

adversary is said to win the IND − CPA game if b′ = b and if it never queried the key

derivation oracle for the keys of any identity that matches the target identity.

Dé&nition 6.4.1. An IBE scheme is IND − CPA-secure if any poly-time adversary A =

(A1,A2)making at most a polynomial number of queries to the key derivation oracle, only
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has a negligible advantage in the IND − CPA game described above, i.e., the following

advantage is negligible :

2× Pr

[

(mpk ,msk)
$← Setup, (ID ,m0,m1, s)← AO

1 (mpk),

b
$← {0, 1}, c = Enc(mpk , ID , (mb)) : AO

2 (m0,m1, s, c) = b

]

− 1.

6.4.1 Trapdoor Functions From RankSign

We now adapt the RankSign system to construct a trapdoor function, which is su(cient

to convert our PKE to an IBE. Associated to a matrix A ∈ F
(n−k)×n
qm , we de$ne the

function fA as follows :

fA : Fn−k
qm × F

n
qm → F

n
qm

(s, e) 7→ sA+ e

The matrixA will be generated with a trapdoor T such that fA is a trapdoor function :

from a random p ∈ F
n
qm , with the trapdoor T , one can sample (s, e) = f−1

A (p) such

that e is indistinguishable from a random element inWr, the set of all the words of rank

r and of length n, as de$ned in RankPKE. These properties will be su(cient for us to

construct an IBE and reduce its security to the security of RankPKE. We now describe

how we can get such a trapdoor function by relying on the RankSign system [45].

RankSign

RankSign is a signature scheme based on the rank metric. Like other signature schemes

based on coding theory [24], RankSign needs a family of codes with an e(cient decoding

algorithm. It takes on input a random word of the syndrome space (obtained from the

hash of the $le we want to sign) and outputs a word of small weight with the given

syndrome. This is an instance of the RSD problem, with the di;erence that the matrix

H has a trapdoor which makes the problem easy. The public key is a description of the

code which hides its structure and the secret key, on the contrary, reveals the structure of

the code, which allows the signer to solve the RSD problem. RankSign does not compute

a codeword of weight below the Gilbert-Varshamov bound, but instead a codeword of

weight r between the Gilbert-Varshamov bound and the Singleton bound. The idea is to

use a family of the augmented Low Rank Parity Check codes (denoted LRPC+), and an
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adapted decoding algorithm (called the General Errors/Erasures Decoding algorithm) to

produce such a codeword from any syndrome. The decoding algorithm is probabilistic

and the parameters of the code have to be chosen precisely in order to have a probability

of success very close to 1. We refer to [45] for a complete description of the decoding

algorithm and the signature algorithm.

Dé&nition 6.4.2 (Augmented Low Rank Parity Check Codes). Let H be an F
(n−k)×n
qm

homogeneous matrix of full-rank and of weight d and R ∈ F
(n−k)×t
qm be a random matrix.

Let P ∈ GLn−k(Fqm) and Q ∈ GLn+t(Fq) be two invertible matrices (remark that the

coe+cients ofQ belong to the base %eld). LetH ′ = P (R|H)Q be the parity-check matrix

of a code C of type [n+ t, t+ k]. By de%nition, such a code is an LRPC+ code. If t = 0, C
is an LRPC code.

The public key of RankSign is the matrix H ′, the secret key is the structured matrix

(R|H) and the trapdoor is the pair of matrices (P ,Q).

We can now describe the trapdoor function f−1
A . Let p ∈ F

n+t
qm andH ′ the public key of

an instance of RankSign. We chooseA as a generator matrix of a code with parity-check

matrixH ′, i.e. as a full-rank matrix over Fqm of size (k+ t)× (n+ t) which is such that

H ′AT = 0. First, we compute H ′p and then we apply RankSign with trapdoor T to

this syndrome to obtain a vector e of weight r such that H ′pT = H ′eT . Finally, we

solve the linear system sA = p− e of unknown s and the secret key associated to p is

set to be s. The security of the RankSign system is based on the assumption that H ′ is

computationally indistinguishable from a random matrix.

Dé&nition 6.4.3 (LRPC+ problem[45]). Given an augmented LRPC code, distinguish it

from a random code with the same parameters.

The hardness of this problem is studied in [45]. Currently the best attacks consist in

recovering the structure of the LRPC by looking for small-weight words in the code,

and the best algorithms for that are generic algorithms whose complexity is exponential

[55].

Proposition 6.4.4. Let H ′ be a public RankSign matrix and A be a generator matrix of

the associated code. The two following distributions are computationally indistinguishable :

Let D0 the distribution (p, s, e) where p
$← F

n+t
qm , e ∈ Wr is sampled from RingSign

Algorithm such thatH ′eT = H ′pT and s is the solution of the linear system xA = p−e

of unknown x.
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Let D1 be the distribution (p′, s′, e′) with s′
$← F

k+t
qm , e′ $← Wr and p′ = s′A+ e′.

Precisely, the maximum advantage ǫ of the adversaries to distinguish D0 et D1 is bounded

by : ǫ ≤ 2
q
+ ǫdrsd

Démonstration. Let D2 be the distribution (s, e) where s
$← F

n−k
qm and e is a signature

of s by RankSign with the public key H ′ (i.e, ‖e‖ = r and H ′eT = s). Let D3 be the

distribution (H ′e′T , e′T ) with e′ $← Wr.

According to the proof of Theorem 2 of [45], a sample (H ′e′T , e′T )← D3 is distributed

exactly asD2 except if (H
′e′T , e′T ) is not T -decodable and the probability that the latter

occurs is less than 2
q
. Therefore an adversary can not distinguish D2 from D3 with an

advantage larger than 2
q
.

Now, we can prove the proposition. First, let us examine the distribution D0. Since H
′

is a linear map and p
$← F

n+t
qm , s = H ′pT is uniformly distributed among F

n−k
qm . This

implies (σ, e)← D2. Moreover, p− e is uniformly distributed among the words of the

code generated byA, hence s
$← F

k+t
qm .

According to the indistinguishability ofD2 andD3, the distribution of e′ and e are com-

putationally indistinguishable. s′ and s are both uniformly distributed. Finally, based on

the assumption that the DRSD problem is hard, p′ and p are indistinguishable.

Summing up these two steps, the advantage of an adversary to distinguish D0 from D1

is bounded by 2
q
+ ǫdrsd. �

6.4.2 Scheme

Our IBE system uses a random oracle H which maps the identity into the public keys

space Fn+t
qm of our encryption scheme.

— IBE.Setup

— choose the parameters (n,m, k, d, t) of the scheme according to RankSign. The

secret master key is the triplet of matrices P , (R|H) and Q such that H

is a parity-check matrix of an [n, k] LRPC code of weight d over Fqm , R
$←

F
(n−k)×t
qm , P

$← GLn−k(Fqm) and Q
$← GLn+t(Fq). Let A be a full rank
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(k+ t)× (n+ t)matrix over Fqm suchH ′AT = 0 withH ′ = P (R|H)Q and

the trapdoor T is (P ,Q).

— de$ne G ∈ F
k′×n′

qm to be a generator matrix of a public code C ′ which can

decode (e(ciently) errors of weight up to wr as in RankPKE.KeyGen.

— return mpk = (A,G) and msk = T

— IBE.KeyDer(A,T , id) :

— compute p = H(id)

— compute (s, e) = f−1
A (p) by using the trapdoor T

— store (id, s) and return s

— IBE.Enc(id,m) :

— compute p = H(id)

— return c = RankPKE.Enc((A,p,G),m)

— IBE.Dec(s, c) : return RankPKE.Dec(s, c).

6.4.3 Security

We now state the security of the IBE system.

Théorème 6.4.5. Under the assumption that the LRPC+ problem is hard and theRankPKE

is secure, the IBE system described above is IND−CPA-secure in the random oracle model :

ǫibe ≤
2qH
q

+ ǫlrpc+ + qH(ǫdrsd + ǫpke)
1

where ǫlrpc+ , ǫpke, ǫibe are respectively the bound on the advantage of the attacks against

the LRPC+ problem, the RankPKE system and the IBE system, and qH is the maximum

number of distinct hash queries to H that an adversary can make.

Démonstration. We proceed by a sequence of games.

Game G0: This is the real IND-CPA attack game. The IBE.Setup is run and then, a

2-stage poly-time adversaryA = (A1,A2) is fed with the public keympk = (A,G).A1

1. As in the lattice-based IBE scheme of Gentry, Peikert, and Vaikuntanathan [49], we lose a factor qH
in the reduction from PKE to IBE. Moreover, because of the lack of a statistical indistinguishability in the

preimage sampling as in [49], we also lose an additional cost of 2qH
q

+ qHǫdrsd which require us to use a

large q. Fortunately, the e(ciency of our scheme is O
(
log q

)
.
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can ask queries to H and key queries. Then, A1 outputs a challenge identity id⋆, which

is di;erent from the key queries A1 already asked, and a pair of messages (m0,m1).

Next a challenge ciphertext is produced by `ipping a coin b and producing a ciphertext

c⋆ = IBE.Enc(id⋆,mb).

On input c⋆, A2 can continue to ask queries to H and key queries which are di;erent

from id⋆, and $nally outputs bit b′. We denote by S0 the event b′ = b and use the same

notation Sn in any gameGn below.

Adv
ind-cpa

IBE (A) =| 2Pr[S0]− 1 |

We assume without loss of generality that, for any identity id that A wants to corrupt,

A already queriedH on id. In particular, we can assume thatAwill query the challenge

identity id⋆ to H .

As this is the real attack game, for a key query on an identity id, the IBE.KeyDer(A,T , id)

is run and the secret key is given to A. We recall this algorithm :

— compute p = H(id)

— compute (s, e) = f−1
A (p) by using the trapdoor T :

— computeH ′p and then we apply RankSign with trapdoor T to this syndrome

to obtain a vector e of weight r such thatH ′p = H ′e.

— solve the linear system sA = p−e of unknown s and the secret key associated
to p is set to be s.

— store (id, s) and return s.

Game G1: In this game, we modify the answers to the key queries so that it does not

require the trapdoor T anymore. In order to make the answers coherent, we also need

to simulate the queries to the hash queries toH . We maintain a list ListH , initially set to

empty, to store the tuples (id,p, s) where p is the value that we respond to theH query

on id, and s is the secret key which corresponds to the public key p we generate. The

simulation is given in the following way :

— Hash queries : on A’s jth distinct query idj to H :

— randomly choose a vector ej of weight r

— randomly choose sj
— de$ne pj = H(id) = sjA+ ej

— add the tuple (idj,pj, sj) to ListH and return pj to A.
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— Secret key queries : when A asks for a secret key for the identity id, we retrieve

the tuple (id,p, s) from the ListH and return s to A.
Now, looking back at the Proposition 6.4.4, we remark that the set of qH samples (pj, sj, ej)

in the previous game come from the distributionDqH
0 and the set of qH samples (pj, sj, ej)

in this game come from the distribution DqH
1 . We thus have :

|Pr[S1]− Pr[S0] | ≤
2qH
q

+ qHǫdrsd

Game G2: As the objective is to reduce the security of the IBE to the security of

RankPKE, in this game, we de$ne thematrixA to be a randommatrix as in theRankPKE.

Because the simulation in the previous game does not use the trapdoor T , we can keep

the simulation for hash queries and key queries exactly unchanged. By the assumption

that the LRPC+ problem is hard, this game is indistinguishable from the previous game :

|Pr[S2]− Pr[S1] | ≤ ǫlrpc+

Game G3: We can now reduce the security of the IBE in the previous game to the

security of RankPKE. We are given the public key p⋆ of RankPKE and try to break the

semantic security of RankPKE. Intuitively, we proceed as follows. We will try to embed

the given public key p⋆ of RankPKE toH(id⋆). The IBE for id⋆ becomes thus a RankPKE

with the same distribution of public keys.We can then use the given challenge ciphertext

of RankPKE as the challenge ciphertext to A and whenever A can break IBE, we can

break RankPKE. The di(culty in this strategy is that we should correctly guess the

challenge identity id⋆. In a selective game whereA has to announce id⋆ at the beginning

of the game, we know this identity. However, in the adaptive game that we consider, we

need make a guess on the challenge identity among all the identities queried toH . This

explains why we lose a factor qH in the advantage to attack RankPKE.

Now, formally, on input a random matrix A and a public key p⋆ for the RankPKE, we

choose an index i among 1, . . . qH uniformly at random and change the answer for the

ith query to H and for the challenge as follows :

— Hash queries : on A’s jth distinct query idj to H : if j = i, then add the tuple

(idj,p
⋆,⊥) to ListH and return p⋆ to A. Otherwise for j 6= i, do the same as in

the previous game.
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— Secret key queries : when A asks for a secret key for the identity id, retrieve the

tuple (id,p, s) from the ListH . If s 6=⊥, return s toA, otherwise output a random
bit and abort.

— Challenge ciphertext : whenA submits a challenge identity id⋆, di;erent from all

its secret key queries, and two messages m0,m1, if id⋆ = idi, i.e., (id⋆,p⋆,⊥) /∈
ListH , then output a random bit and abort. Otherwise, we also submits the mes-

sages m0,m1 to the challenger and receive a challenge ciphertext c⋆. We return

then c⋆ to A.

WhenA terminates and returns a bit b, we also outputs b. We now analyze the advantage

to break RankPKE :

— We do not abort if we made a good guess, i.e, id⋆ = idi. As i is perfectly hidden

from A, the probability that we do not abort is 1
qH
.

— Conditioned on not aborting, the view we provides toA is exactly the same as in

the previous game. We get thus the same advantage in attacking RankPKE asA’s
advantage in attacking IBE

We $nally have :

| 2Pr[S3]− 1 |≤ qHǫpke

6.5 Parameters

In this section, we explain how to construct a set of parameters and give an analysis of

the best known attacks against the IBE scheme.

6.5.1 General parameters for RankSign and RankEnc

First, we have to carefully choose the parameters of the algorithm RankSign [45] used

for the presampling phase. In the case where only RankPKE is used, the constraints

are much weaker. Remember that RankSign is a probabilistic signature algorithm and

the probability of returning a valid signature depends on the choice of the parameters.

These parameters are :
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— q,m : the cardinality of the base $eld and the degree of the extension $eld.

— n : the length of the hidden LRPC code used to sign.

— t : the number of random columns added to the LRPC to hide it.

— k, d : the dimension of the LRPC code and the weight of the LRPC code.

— r : the weight of the signature.

The conditions these parameters must verify are [45]

n = d(n− k), (r − t)(m− r) + (n− k)(rd−m) = 0, r = t+
n− k

d

Let us explain the choice of our parameters. First we need to $x d for two reasons :

— if we look at the three conditions, they are homogeneous if d is constant. Thus,

we can make other set of parameters from one set by multiply all the parameters

(except for d) by a constant.

— d is the weight of the LRPC+ code used for the public master key. It is very

important to choose d not too small to ensure the security of the public master

key.

Once d is $xed, we can easily test all the valid parameters and choose themost interesting

ones, whether we need to optimize the security or the key size.

Then we need to choose the parameters of RankPKE. We need a code which can correct

wr errors, wherew is the weight of thematrixU . We use (n′, k′, t′)-simple codes because

because they can asymptotically decode up to dGV errors. In all cases, we have chosen

n′ = m for simplicity, even if this is not a necessary condition.

Let us describe the size of the keys and of the messages, as well as the computation time

of our cryptosystem :

— public master keyA is a (k+t)×(n+t)matrix over Fqm : (k+t)(n−k)m ⌈log2 q⌉
bits (under systematic form).

— public key pid is an element of Fn+t
qm : (n+ t)m ⌈log2 q⌉ bits.

— secrete key sid is an element of Fn−k
qm : (n− k)m ⌈log2 q⌉ bits.

— plaintextm is an element of Fk′

qm : k′m ⌈log2 q⌉ bits.
— ciphertext is a (k + t+ 1)× n′ matrix over Fqm : (k + t+ 1)n′m ⌈log2 q⌉ bits.
— to generate the secret key, we need to invert a syndrome with RankSign which

takes (n− k)(n+ t) multiplications in Fqm ([45]).

— encryption consists in a multiplication of two matrices of respective sizes (k+ t+

1)× (n+ t) and (n+ t)× n′, which takes (k + t+ 1)(n+ t)n′ multiplications in

Fqm .
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— decryption consists in a multiplication matrix-vector and the decoding of an error

of weight wr with a (n′, k′, t′)-simple code, which takes (k+ t+ 1)n′ multiplica-

tions in Fqm and O
(
((n′ − t′)wr)3

)
operations in Fq.

A multiplication in Fqm costs Õ
(
m log q

)
operations in F2 [79].

6.5.2 Practical evaluation of the security

In order to analyze the security of the IBE, we recall the result of the Theorem 6.4.5 :

ǫibe ≤ 2qH
q

+ ǫlrpc+ + qH(ǫdrsd + ǫpke). We want ǫibe 6 2−λ, where λ is the security

parameter. Since the $rst term only depends on q and on the number of queries, we

need q > qH2
λ+1. We stress that the size of the data and the computation time are linear

in the logarithm of q. In consequence, it is not a problem to have q exponential in the

security parameter. Moreover, since all combinatorial attacks are polynomial in q, they

are utterly ine(cient to break the IBE.

The second type of attacks are the algebraic attacks. An adversary can either attack the

public master key A by solving an instance of LRPC+ problem, a public key p of an

user by solving an instance of DRSD or a ciphertext by solving an instance of RSL. By

using the results in [10], we can estimate the complexity of the attacks and adapt the

parameters in consequence.

We give an example of a set of parameters in the following table. We take the standard

values λ = 128 for the security parameter and qH = 260.

n n− k m q d t r dGV dSing Public master key size (Bytes)

100 20 96 2192 5 12 16 11 20 4,239,360

n′ k′ t′ w Probability of failure

96 9 66 4 2−576

The decoding algorithm for the simple codes is probabilistic, that is why there is a pro-

bability pf that the decoding fails. However, pf ≈ 1
qt′−wr+1 , since we have a very large q

in this example, pf is negligible. These parameters are large but still tractable, for a $rst

code-based IBE scheme in post-quantum cryptography.
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Conclusions et perspectives

Cette thèse a permis d’étudier les codes en métrique rang à la fois du point de vue de la

cryptanalyse et de la cryptographie.

Du point de vue des attaques, nous sommes parvenus à améliorer les attaques génériques

en exploitant pleinement la Fqm-linéarité, ce qui a permis de diminuer la complexité du

meilleur algorithme connu. Nous avons aussi exploité la structure des codes cycliques en

métrique rang pour aboutir à une attaque spéci$que à ces codes, ce qui a donné lieu à un

premier article [55]. Cette dernière attaque n’exclut pas l’utilisation des codes cycliques

en cryptographie mais montre qu’il existe des clés faibles. Il faut donc soigneusement

choisir les paramètres des codes cycliques en métrique rang a$n d’éviter cette attaque.

En$n nous avons aussi analysé les améliorations qu’apportent les algorithmes quan-

tiques dans la résolution des problèmes génériques a$n de pouvoir choisir des para-

mètres résistants à l’ordinateur quantique.

Du point de vue de la cryptographie, nous avons adapté le générateur aléatoire de Fischer-

Stern [34] à la métrique rang. Grâce aux propriétés de la métrique rang, nous obtenons

des meilleures performances qu’en métrique de Hamming.

Nous avons aussi conçu un nouveau cryptosystème de chi;rement à clé publiqueRankPKE

dont les clés sont choisies aléatoirement. La sécurité de ce cryptosystème est basée sur le

nouveau problème DRSL. Cela montre la richesse de la métrique rang et l’importance
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de chercher et d’étudier de nouvelles primitives en cryptographie. Ce cryptosystème as-

socié à la signature RankSign a permis la création du premier IBE basé sur des problèmes

di(ciles de théorie des codes. Ces résultats ont été publiés dans [38].

De nombreuses questions restent ouvertes concernant la métrique rang.

Du point de vue des attaques, il est intéressant de se demander si les techniques utilisées

pour améliorer les algorithmes de décodage générique ou de recherche de mots de petit

poids en métrique de Hamming peuvent s’adapter en métrique rang. Nonobstant nos

e;orts, nous n’avons pas trouvé d’équivalent au paradoxe des anniversaires en métrique

rang. Cela est en partie dû au fait que le support correspond à un espace vectoriel et non

à un ensemble de coordonnées non nulles.

Concernant les primitives cryptographiques, il n’existe pas à l’heure actuelle de fonction

de hachage en métrique rang résistante aux collisions. Une autre voie à explorer dans la

continuité de l’IBE est d’obtenir d’autres primitives plus complexes, comme l’o;uscation

ou le chi;rement fonctionnel.

En ce qui concerne les problèmes di(ciles en métrique rang, on peut se demander s’il

existe une réduction search-to-decision du problème RSD qui utiliserait directement

le théorème de Goldreich-Levin comme en métrique de Hamming. D’autre part, bien

qu’une réduction probabiliste à un problème NP-complet su(se à prouver que les pro-

blèmes de recherche de mots de petit poids et de décodage par syndrome sont di(ciles,

il serait théoriquement important de savoir si ces problèmes sont ou non NP-complets

(ou NP-di(ciles dans leur version search).

Pour la suite de nos recherches, de nouveaux standards en cryptographie post-quantique

vont être sélectionnés par le NIST (National Institute of Standards and Technology) à la

suite d’un concours similaire à celui qui a permis d’établir l’AES. Cela ouvre la voie à

de nombreuses opportunités de recherche pour l’avenir. Une autre piste à explorer est la

conception de cryptosystèmes dont la sécurité repose sur des problèmes génériques (par

exemple le décodage d’un code quasi-cyclique aléatoire [2, 27]) et non sur le masquage

d’une familles de codes structurés.
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