N

N

Access control and inference problem in data integration
systems
Mehdi Haddad

» To cite this version:

Mehdi Haddad. Access control and inference problem in data integration systems. Other [cs.OH].
INSA de Lyon, 2014. English. NNT: 2014ISAL0107 . tel-01135300

HAL Id: tel-01135300
https://theses.hal.science/tel-01135300
Submitted on 25 Mar 2015

HAL is a multi-disciplinary open access L’archive ouverte pluridisciplinaire HAL, est
archive for the deposit and dissemination of sci- destinée au dépot et a la diffusion de documents
entific research documents, whether they are pub- scientifiques de niveau recherche, publiés ou non,
lished or not. The documents may come from émanant des établissements d’enseignement et de
teaching and research institutions in France or recherche francais ou étrangers, des laboratoires
abroad, or from public or private research centers. publics ou privés.


https://theses.hal.science/tel-01135300
https://hal.archives-ouvertes.fr

N° D’'ORDRE 2014-ISAL-0107 ANNEE 2014

THESE

ACCESS CONTROL AND INFERENCE
PROBLEM IN DATA INTEGRATION
SYSTEMS

Présentée devant :
LlInstitut National des Sciences Appliquées de Lyon

Pour obtenir :

Le grade de docteur
Spécialité :
Informatique

Formation doctorale :
Informatique

Ecole doctorale :
Informatique et Mathématiques

Par :
Mehdi HADDAD

SOUTENUE PUBLIQUEMENT LE 1ER DECEMBRE 2014 DEVANT LE JURY COMPOSE DE :

Salima BENBERNOU, Professeur des Universités, Université Paris Descartes ................ Examinateur
Véronique BENZEKEN, Professeur des Universités, Université Paris-Sud 11 .................. Rapporteur
Fabio CASATI, Professeur, Université de Trento ... e Examinateur
Elena FERRARI, Professeur, Université d’'lnsubria ............co i Rapporteur
Mohand-Said HAcID, Professeur des Universités, Université Claude Bernard Lyon 1 Co-directeur de thése
Robert LAURINI, Professeur des Universités, INSAdeLyon ........................ Co-directeur de thése

LABORATOIRE D’'INFORMATIQUE EN IMAGE ET SYSTEMES D’'INFORMATION

Cette thése est accessible a I'adresse : http://theses.insa-lyon.fr/publication/2014ISAL0107/these.pdf
© [M. Haddad], [2014], INSA de Lyon, tous droits réservés



Cette thése est accessible a I'adresse : http://theses.insa-lyon.fr/publication/2014ISAL0107/these.pdf
© [M. Haddad], [2014], INSA de Lyon, tous droits réservés



A mes parents et & ma grand meére
A mes fréres et & ma sceur

A mes amis

Cette thése est accessible a I'adresse : http://theses.insa-lyon.fr/publication/2014ISAL0107/these.pdf
© [M. Haddad], [2014], INSA de Lyon, tous droits réservés



Cette thése est accessible a I'adresse : http://theses.insa-lyon.fr/publication/2014ISAL0107/these.pdf
© [M. Haddad], [2014], INSA de Lyon, tous droits réservés



Remerciements

Je tiens a remercier tout d’abord mes encadrants, Pr. Mohand-Said Hacid et
Pr. Robert Laurini, pour leur soutient et leurs conseils tout au long de ma
these. J’exprime tous mes remerciements a I’ensemble des membres de mon
jury : Pr. Salima Benbernou d’avoir accepté de présider le jury de thése, Pr.
Elena Ferrari et Pr. Véronique Benzaken d’avoir rapporté mon manuscrit de
these, Pr. Fabio Casati d’avoir examiné le travail effectué durant ma thése.
Je tiens également a remercier les membres du laboratoire LIRIS d’avoir créé
un environnement de travail agréable. Je remercie également les membres du
département informatique (DISI) de I'université de Trento pour leur accueil
ainsi que pour leur ambiance chaleureuse tout au long de mon enrichissante
mobilité doctorale. Je n’oublie pas non plus tous ceux qui participaient aux
"réunions" footballistiques du vendredi soir.

Cette thése est accessible a I'adresse : http://theses.insa-lyon.fr/publication/2014ISAL0107/these.pdf
© [M. Haddad], [2014], INSA de Lyon, tous droits réservés



Cette thése est accessible a I'adresse : http://theses.insa-lyon.fr/publication/2014ISAL0107/these.pdf
© [M. Haddad], [2014], INSA de Lyon, tous droits réservés



Abstract

In this thesis we are interested in controlling the access to a data integration
system. In a data integration system, a mediator is defined. This media-
tor aims at providing a unique entry point to several heterogeneous sources.
In this kind of architecture security aspects and access control in particular
represent a major challenge. Indeed, every source, designed independently of
the others, defines its own access control policy. The problem is then: "How
to define a representative policy at the mediator level that preserves sources’
policies?"

Preserving the sources’ policies means that a prohibited access at the
source level should also be prohibited at the mediator level. Also, the policy
of the mediator needs to protect data against indirect accesses. An indirect
access occurs when one could synthesize sensitive information from the com-
bination of non sensitive information and semantic constraints. Detecting all

indirect accesses in a given system is referred to as the inference problem.

In this manuscript, we propose an incremental methodology able to tackle
the inference problem in a data integration context. This methodology has
three phases. The first phase, the propagation phase, allows combining source
policies and therefore generating a preliminary policy at the mediator level.
The second phase, the detection phase, characterizes the role of semantic con-
straints in inducing inference about sensitive information. We also introduce
in this phase a graph-based approach able to enumerate all indirect access
that could induce accessing sensitive information. In order to deal with previ-
ously detected indirect access, we introduce the reconfiguration phase which
provides two solutions. The first solution could be implemented at design
time. The second solution could be implemented at runtime.

Keywords: Access control, Data integration, Inference problem, Au-
thorization policy integration.
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Résumé

Dans cette thése nous nous intéressons au controle d’accés dans un systéme
issu d’une intégration de données. Dans un systéme d’intégration de données
un médiateur est défini. Ce médiateur a pour objectif d’offrir un point d’entrée
unique a un ensemble de sources hétérogénes. Dans ce type d’architecture,
I’aspect sécurité, et en particulier le controle d’accés, pose un défi majeur. En
effet, chaque source, ayant été construite indépendamment, définit sa propre
politique de controle d’accés. Le probléme qui émerge de ce contexte est
alors le suivant : "Comment définir une politique représentative au niveau du
médiateur et qui permet de préserver les politiques des sources de données

impliquées dans la construction du médiateur?"

Préserver les politiques des sources de données signifie qu'un accés interdit
au niveau d’une source doit également 1’étre au niveau du médiateur. Aussi, la
politique du médiateur doit préserver les données des accés indirects. Un acceés
indirect consiste a synthétiser une information sensible en combinant des infor-
mations non sensibles et les liens sémantiques entre ces informations. Détecter

tous les acces indirects dans un systéme est appelé probleme d’inférence.

Dans ce manuscrit, nous proposons une méthodologie incrémentale qui
permet d’aborder le probléme d’inférence dans un contexte d’intégration de
données. Cette méthodologie est composée de trois phases. La premiére, phase
de propagation, permet de combiner les politiques sources et ainsi générer une
politique préliminaire au niveau médiateur. La deuxiéme phase, phase de dé-
tection, caractérise le role que peuvent jouer les relations sémantiques entre
données afin d’inférer une information confidentielle. Par la suite, nous in-
troduisant, au sein de cette phase, une approche basée sur les graphes afin
d’énumérer tous les accés indirects qui peuvent induire ’accés & une informa-
tion sensible. Afin de remédier aux accés indirects détectés nous introduisons
la phase de reconfiguration qui propose deux solutions. La premiére solution
est mise en ceuvre au niveau conceptuel. La seconde solution est mise en

ceuvre lors de 'exécution.

Mots-clés : Controle d’accés, Intégration de données, Probléme
d’inférence, Intégration de Politiques d’autorisation.
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CHAPTER 1

Introduction

Contents

1.1 Problem statement . . ... ...............
1.2 Objectives . . . . . . . . .. . L o e
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1.4 Methodology . .. .. . ... e

1.4.1 Propagating the sources’ polices. . . . . . .. .. ...

© O © © N O

1.4.2 Detection phase . . . . . . .. ... ... ...
1.4.3 Reconfiguration phase . . . . ... ... ... .. ... 10
1.5 Structure . ... . ... . ... i e 11

Nowadays, database systems are essential to any business managing infor-
mation |Garcia-Molina 2002|. For example, even web sites usually make use
of databases as data repositories behind the interface. A database is necessary
to provide the requested service. In addition to web applications, databases
play an important role for many corporations. Indeed, databases are used
to manage all the needed data in such corporations in order to achieve their
business.

Today database systems [Ozsu 2011] are concerned with the management
of health data, insurance data, scientific data, legislation data, military data,
human communications data, emails and tweets among other kinds of data.
This demonstrates the importance databases play in our everyday life. These
information should also provide services able to control access to information
they handle [Ashley 2003, LeFevre 2004, Agrawal 2002]. Indeed, even though
these systems offer great benefits, users are reluctant to use such systems if
their privacy is not preserved [Acquisti 2005].
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2 Chapter 1. Introduction

The importance of database systems and their security at economical, sci-
entific and societal levels has led governmental organizations to recognize the
need for information security at both technological and societal levels. For in-
stance, the French national research strategy in science and technology report
[Allistene 2013] lists security and privacy as a core challenge to information
technology. The report aims at identifying the major challenges that compu-
tational sciences will have to tackle in the near future in order to improve,
among other things, the national industry, the quality of life and the individual
well being.

The FEuropean Union Horizon 2020 program also recognizes the im-
portance of security to information and communication technology (ICT)
[Commission 2014]. Indeed, a whole ICT theme is devoted to cyber secu-
rity and trustworthy ICT. One main scope of this theme is security by design
that aims at providing end-to-end security mechanisms.

The French 2030 innovation commission [Innovation 2013] has listed "Mas-
sive data management" as one of the seven ambitions that France needs to
emphasize in order to achieve long term prosperity and employment. Among
those challenges, data security and accessibility are identified as essential for

both individuals and corporations.

In this thesis, we are interested in security issues that arise in database sys-
tems. Next, we will present the historical evolution of both database systems

and their security concerns.

Historically, first database systems have evolved from file systems. The
main goal of such systems is to store and access data over a long period of time.
Later on, with the introduction of the relational model [Codd 1970], database
systems significantly improved their functionalities. Indeed, the relational
model allows to organize data as tables referred to as relations. The idea is
to provide a high level language to manipulate data which greatly simplifies
the use of databases. The core concept is the one of separating the physical
and logical definitions of data [Abiteboul 1995]. This allows users to focus on
how to efficiently use data rather than how data need to be physically stored.
These database systems were implemented on a single node and are referred
to as centralized databases.

The combination of (centralized) database systems and network systems
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has led to the emergence of distributed database systems |Ceri 1983]. In such
systems, data is managed by several distributed nodes. These nodes are con-
nected through a computer network. The main goal of distributed databases is
to provide a transparent access to several local systems. Distributed databases
have also been designed to provide more reliability and better performance
than centralized systems. Indeed, using replication could offer better fault tol-
erance and thus better reliability. In addition, splitting and distributing the
task on many nodes could improve the processing time and thus the overall

performance.

Later on, the concept of multidatabase has been introduced. In the lit-
erature, this concept also refers to federated databases [Sheth 1990| or data
integration systems [Lenzerini 2002]. The main additional requirements of
multidatabases with respect to traditional distributed database systems are
heterogeneity and autonomy. Heterogeneity refers to the fact that the local
systems have been designed independently using different technologies (e.g.,
different data representations, different query languages). Autonomy refers
to the ability of local systems to continue working independently from the
global system. These two additional requirements induce several challenges
at different levels (e.g., query processing, query optimization, constraints en-
forcement). An additional challenge posed by these systems is the one of
security [Silberschatz 1996] .

A huge amount of work in the database community has been devoted to
provide new paradigms able to manage distributed data. This distribution
took different directions. Each direction has been motivated by concrete sce-
narios and new application requirements. The main directions that have been
investigated are:

e Data integration |Lenzerini 2002, Chawathe 1994, Halevy 2006]: It aims
at providing a unique entry point to multiple heterogeneous data sources.

e Data exchange [Fagin 2005, Miller 2000, Popa 2002]: It aims at trans-
forming data defined according to a source schema in order to suit a

target schema.

e Data fusion |Bleiholder 2008, Naumann 2006]: It aims at resolving con-
flicts that arose in data integration (e.g., semantic heterogeneity, dupli-
cate detection).
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4 Chapter 1. Introduction

All these systems share a common objective which is combining in-
formation provided by different systems. These systems are interesting
from information perspective but they also induce some security issues
[Becker 2004, Li 2003].

To deal with security issues in computer systems, different fields of
study have been introduced to design appropriate approaches able to pro-
vide security guarantees |[Landwehr 1981]. Notable security fields involve
authentication [Lamport 1981, Halevi 1999], access control |Griffiths 1976,
Fagin 1978], cryptography |Diffie 1976, Howard 1987, Rivest 1978] and audit-
ing [Agrawal 2004, Motwani 2008]. These fields have followed the evolution
of database systems by offering new security paradigms to cope with vulnera-

bilities induced by new features (e.g., distribution, heterogeneity, autonomy).

In this manuscript, we focus on the security challenge that mainly arise in

data integration systems.

Historically, security always comes after database systems have been de-
signed. Indeed, the more database systems evolved providing advanced func-
tionalities the more security issues arose.

First security issues were induced by the fact that several users use the
same (centralized) system. The idea in such systems is to ensure that only
authorized users could access sensitive information [Jajodia 1991, Lunt 1990].
In other words, ensure that a user could only access the part of data that is
allowed to her/him.

Later on, database systems became distributed which also induced new se-
curity requirements |[Thuraisingham 1992|. In addition to ensuring that users
only access authorized data, the use of cryptography has became mandatory
to secure network communications. Another issue of distributed databases is
the one of authentication. Indeed, authentication has been even more high-
lighted due to the distribution nature of such systems (e.g., issues related to
remote authentication [Chang 1991]).

In addition to the security issues of centralized and distributed databases,
multidatabases introduced new security vulnerabilities [Jonscher 1994,
di Vimercati 1996]. Indeed, the policy that needs to be enforced by the feder-
ation has to be negotiated between the federation participants. This negotia-
tion needs to resolve conflicts among the different specifications used by the
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participants. This issue is referred to as authorization autonomy. This means
that each participant in the federation defines its own access control policy

independently of the other participants.

Another security issue induced by federated databases is the one of in-
ference. An inference, in the context of access control, is the ability of
users to obtain sensitive information by combining non sensitive ones. Al-
though this problem also appears in centralized systems, it is highlighted
by the federated architecture. Indeed, in such architectures data inte-
gration is the basic building bloc. It has been shown that appropriate
queries in such architectures could lead to infer prohibited information
[Farkas 2002, Su 1987, Thuraisingham 1987|.

So far, we have summarized how the evolution of database systems impacts
the security of such systems. In particular, the fact that database distribution
could induce new security challenges that need to be carefully addressed.
Other security challenges are also induced by the following concepts:

e Enforcing laws and regulations: Database systems are requested to pro-
tect their data. In particular, when they manage confidential informa-
tion (e.g., the Health Insurance Portability and Accountability Act the
(HIPAA) [Control 2003], the Children’s Online Privacy Protection Act
(COPPA) [Commission 1998], the Federal Act [Commission 2000]).

Such regulations have to be respected and thus security administrators
need to setup and to enforce appropriate mechanisms that achieve this

goal.

e Privacy concerns: People are more and more concerned about their
privacy. Indeed, different stories (e.g., de-identification of Netflix users
[Narayanan 2008|) showed that people are reluctant to lose their privacy.
This also shows that although security mechanisms are already deployed,
current mechanisms need to be improved [Liu 2009].

e Inside threat [Spitzner 2003]: This concept is probably one of the most
dangerous threat to data security nowadays. Indeed, it considers the
case where an authenticated (legitimate) user aims at harming the sys-

tem (e.g., accessing confidential information).

Cette thése est accessible a I'adresse : http://theses.insa-lyon.fr/publication/2014ISAL0107/these.pdf
© [M. Haddad], [2014], INSA de Lyon, tous droits réservés



6 Chapter 1. Introduction

User Query

T~

Global schema
Mediator Infered policy that preserves the local policies

Schema 1 Schema 2 Schema n
Policy 1 Policy 2 Policy n

Figure 1.1: Data integration with authorization policies

1.1 Problem statement

In this thesis, we are interested in designing a relevant access control for data
integration systems. Our goal is to define an appropriate policy to be attached
to a mediator constructed using a data integration approach (see Figure 1.1).
In such a system, each data source is autonomous. This means that it has
been constructed independently of the other sources. The mediator is then

constructed by combining some information extracted from the sources.

In this context, we are interested in the following issues:

e Data distribution: We consider distributed systems constructed using
data integration approaches. We assume a mediator that integrates

data from different sources.

e Privacy concerns and regulations: We consider sources’ policies con-
structed for protecting local data and /or enforcing regulations. The idea
is to preserve such policies at the mediator level. This could encourage

sources participating into data integration systems.

e Inside threat: We consider the case of malicious users. In this case,
malicious users are legitimate (authenticated) users who aim at accessing
prohibited information.
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1.2. Objectives 7

1.2 Objectives

Our main objective is to assist administrators in defining authorization poli-
cies at the mediator level. This mediator is built using data integration
approaches on top of a set of sources. In data integration, sources are as-
sumed autonomous and therefore have been designed independently. This
also means that each source’s authorization policy has been designed inde-
pendently of other sources. The autonomy of sources refers to the fact that
local applications running at the sources should continue to work properly af-
ter the integration process is completed. Our objective is therefore to provide
a comprehensive methodology able to generate a representative policy for the
mediator while preserving the policies of the sources. Preserving the policies
of the sources aims at verifying that a denied access at the level of a source
should also be denied at the level of the mediator.

We investigated these objectives by proceeding as follows. We first studied
the different research fields that could provide tools and concepts to tackle our
problem. We analyzed the proposed approaches in each field and the way those
approaches could be combined. We then formally defined our problem and
designed an incremental approach. This approach rests on three main phases.
Each phase is built on top of the previous one.

In order to be able to propose a methodology able to generate an ap-
propriate access control policy to a data integration system, we started by
considering different fields in the literature. We identified four fields to be
relevant to our problem. These fields are:

e Data integration |Lenzerini 2002, Chawathe 1994, Halevy 2001]: Differ-
ent ways of combining data could induce different access control issues.
The idea is to study the different approaches proposed to achieve data
integration. In this field, we mainly focused on the approach dealing
with the definition of the mediator schema. In particular, how the map-
ping between the mediator and source elements is performed.

e Access control: In this field we studied the different access control mod-
els that have been proposed to protect database systems. Many efficient
mechanisms to protect data against direct access exist [Bertino 2011].
In our settings, this helps preserving the source policies. Indeed, pro-
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tecting data from direct access, at the mediator level, is the first step
towards preserving the policies of the sources. This is achieved by deny-
ing prohibited access at the mediator level when such an access is also
prohibited at the source level.

Inference problem |[Farkas 2002]: This field is probably the most impor-
tant to our work. It highlights some limitations of traditional access
control models. It mainly considers the impact of indirect access on
access control policies. Indirect access represents the core concept of in-
ferences in the context of access control. An indirect access occurs when
a user could synthesize sensitive information by combining non sensitive

information.

Policy composition [Bonatti 2002, Jajodia 2001]: In this field we stud-
ied how policies designed for independent systems could be combined.
Approaches in this field did not consider issues related to the inference
problem. Combining sources’ policies could be interesting in order to
define a preliminary global policy. The synthesized policy could be en-
riched later on in order to deal with inferences.

We built on existing approaches to propose an incremental methodology

for defining an authorization policy of the mediator. This policy should:

e Preserve the policies of the sources: This property ensures that the

access constraints attached to the data sources are satisfied at the global
level. In other words, if some piece of information is prohibited in a
source, it is also prohibited at the mediator level. This property is quite
intuitive and it is important to enforce. Indeed, sources are reluctant to

participate in a system that does not preserve their data confidentiality.

Prevent against inferences: This property states that a user should not
be able to indirectly access a prohibited information. In particular, this
property is concerned with malicious users aiming at obtaining confi-
dential information. Indeed, synthesizing and combining non sensitive
information could lead to disclose information about sensitive informa-

tion.

Cette thése est accessible a I'adresse : http://theses.insa-lyon.fr/publication/2014ISAL0107/these.pdf
© [M. Haddad], [2014], INSA de Lyon, tous droits réservés



1.3. Research challenges 9

1.3 Research challenges

As discussed in the previous section access control (or even database security)
is closely related to the way data is handled. Classical access control models
are not satisfactory to efficiently deal with inferences. In the data integration

context the inference problem is highlighted for the following main reasons:

e Each source has been designed independently of the others. Hence,
combining data from sources could not be considered by any local ad-
ministrator while defining local authorization policies.

e New semantic constraints could be attached to the mediator. These

constraints could be used to infer sensitive information.

1.4 Methodology

In this section we describe the different phases of our methodology.

1.4.1 Propagating the sources’ polices

This phase aims at transferring policies of the sources to the mediator. This
phase combines the local policies to generate a preliminary policy for the
mediator. This combination aims at preserving the sources’ policies by making
sure that appropriate local authorization constraints are propagated to the
mediator. This combination preserves data sources from direct access.

1.4.2 Detection phase

The aim of this phase is to detect the violations that could occur at the medi-
ator level. This phase is motivated by the inference problem that showed that
neither classical access control models nor policy composition approaches are
able to protect data against indirect access. This phase focuses on inferences
that could arise using semantic constraints. Since we consider the relational

model as a reference framework, one of the most used semantic constraints are
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functional dependencies. We illustrate how functional dependencies could be
used by malicious users in order to synthesize sensitive information. To this
end, we propose a graph-based approach able to detect and enumerate a set
of violating transactions. Each transaction is a set of queries. This approach
allows to know a priori that if a malicious user accesses all the queries of a

single transaction then a policy violation could occur.

1.4.3 Reconfiguration phase

This phase proposes solutions to deal with policy violations. Indeed, different
methods could be considered to prevent malicious users from completing any
transaction. Please recall that violating transactions are identified at design
time. In this phase we propose two different solutions for preserving policy
violations that could happen if inference mechanisms are used. These solutions
differ at the conceptual level. Indeed, the first solution could be implemented

at design time while the second solution could be implemented at runtime.

1.4.3.1 Policy revision

This solution could be implemented at design time and it aims at preventing
the completion of violating transactions.! The idea is to enrich the original
policy with a set of new rules. These rules are constructed in such a way
to forbid the access for at least one query in each violating transaction. To
maintain best data availability, we consider the problem of finding the min-
imum set of rules to be added while preventing the completion of violating

transactions.

1.4.3.2 Query tracking

This solution is history-based. It could be implemented at runtime. This leads
to collect and store evaluated queries. When a new query is issued, a merge
between past queries and the current query is performed. If the combination
leads to infer a prohibited information then the current query is denied.

!By completion of a transaction we mean issuing and evaluating all the queries of that

transaction.
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1.5 Structure

The rest of this manuscript is organized as follows: Chapter 2 describes re-
lated work. It discusses data integration approaches, traditional access control
models and their limitations, policy composition approaches, and the infer-
ence problem that aims at preventing data from indirect access. Chapter 3
introduces a set of relevant definitions and preliminaries. Based on these con-
cepts and definitions, we formally define our problem. Chapter 4 focuses on
the detection of policy violations that could occur. A graph-based approach is
introduced to enumerate all violations that could occur at the mediator level
by exploiting functional dependencies. Chapter 5 describes two solutions in-
tended to prevent the realization of the detected violating transactions. The
first solution could be implemented at design time while the second could
be implemented at run time. A comparison of these two approaches is also
provided. Chapter 6 draws conclusions and discusses future work.
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In this chapter, we start by discussing security in information systems in
general. Then, we present and discuss four fields of interest that are relevant
to our research. The problem we consider is data access in the context of data
integration systems by accommodating access control policies. The fields that
we identified as being relevant to this problem are the following: data inte-
gration, access control, inference problem and policy composition. We discuss

proposed approaches in each of those fields and highlight their interactions.

2.1 Security in information systems

Security is an important component of information systems. Indeed, differ-
ent components need to be put in place in order to provide security and
each one needs to provide guarantees about its functioning. According to
[Sandhu 1996a] there are three basic components that provide security to in-
formation systems: Authentication, Access control and Audit. According to
[Bertino 1995] the basic components for security are: authentication, access
control and encryption.

e Authentication: it aims at establishing the identity of a user of a system.

e Access control: it aims at preserving the confidentiality, the availability
and the integrity of data [Bertino 2005]. In other words, access control
gathers three important components of information security:

— Confidentiality aims at protecting data from unauthorized access.

— Availability aims at preventing from denials accesses that could

make data inaccessible.
— Integrity aims at preventing unauthorized data modification.

e Audit: it aims at analyzing system activities to detect security violation.

This analysis could occur either offline or online.

e Encryption: it protects data when they are sent for communication
purposes. It ensures that only intended users will be able to access the
data that have been sent.
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In this thesis, we focus on one of the major components of security, namely
access control. In particular, we study issues that arise when one would enforce
access control in data integration systems. To this end, we start by studying
existing approaches in the literature. We found that this problem is complex
since it necessitates combining different fields. So, to achieve security in data
integration scenarios we identified four dimensions, that we believe should
to be considered in order to achieve security in the context of information
integration systems.

The first dimension is the data integration one. Indeed, the way data
is managed could influence the way access control needs to be performed.
The more data is accessible, in order to fulfill some utility, the more access
control methods need to be sharp and precise. This leads us to the second
dimension, namely, access control. Indeed, different access control models and
mechanisms have been proposed. One needs to carefully select an appropriate
model for the specific application being targeted. This selection could rely
on access control properties (e.g., granularity). A well known shortcoming of
access control models is that they have been designed to protect data against
direct access. They do not consider indirect access that could lead to sensi-
tive information disclosure. This constitutes the third dimension we consider,
namely, the inference problem. This problem has been introduced to remedy
access control models limitations. Several approaches have been designed to
protect data against indirect access. The last dimension is the policy com-
position. Indeed, this field aims at combining policies belonging to different
systems. This is related to data integration scenario where different systems
(called sources) are combined. The issue with policy composition approaches
is that they do not deal with inference. Nevertheless, they could be used to
start reasoning about access control in data integration scenarios and then

extend the composition to cope with inferences.

Next, we describe these four dimensions separately. For each dimension we
discuss the most relevant approaches that have been proposed in the literature.
We classify and compare such approaches for each dimension. Finally, we
discuss the common issues shared by the approaches.
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2.2 Data integration

The need for combining and merging data provided by different centralized
(or distributed) systems has led to the emergence of new approaches for data
managements. A first attempt to combing information from different systems
is the concept of superviews introduced by Motro [Motro 1981|. This ap-
proach allows to define views over relations stemming from different systems.
Later on, the popular concept of federated databases (see |Sheth 1990] for a
survey) was introduced in the vein of combining information from different
centralized systems. Federated databases put the basis for the field of infor-
mation integration. Indeed, it introduced several desired properties that are
still considered nowadays. Some of these properties are the following;:

e Heterogeneity: The sources could have different data models, query lan-
guages, etc.

e Autonomy: Each source is designed independently from the others and

local applications continue running after the definition of the federation.

e Security: Data confidentiality of the sources should be preserved by the
federation.

Given these approaches, the concept of data integration was introduced
[Deen 1987, Hull 1996|. Data integration aims at providing a unique en-
try point to a set of data sources. This is achieved by defining a mediator
[Wiederhold 1992]. The mediator is defined between the user and the sources.
Indeed, users do not have to query each source separately and then combine
the results. They only need to query the mediator’s global schema. The me-
diator is in charge of identifying and accessing relevant sources and collecting
the partial results. Finally, the mediator combines the partial results into
a complete answer, that will be returned to the user. There are two main
approaches when it comes to define a mediator, either using a materialized
approach or a virtual approach:

e Materialized integration ([Zhuge 1995, Zhou 1995|): This approach al-
lows to define a global schema and to store data provided by the sources.
The motivation of this approach is to be able to answer queries without
accessing the sources.
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e Virtual integration (|Litwin 1990, Chawathe 1994, Halevy 2001]): This
approach consists in defining a virtual global schema without material-
izing any data at the mediator level. The idea is to decompose (rewrite)
the user query into a set of queries that are sent to the relevant sources.

These two approaches are complementary and could even be combined
[Hull 1996]. Each approach could be considered better for a specific appli-
cation. Indeed, materialized integration offers a faster query execution than
virtual integration. In the other hand, the virtual integration is more relevant
for application that are subject to frequent updates. We will focus on virtual
integration (see |Lenzerini 2002] for a survey) and in particular on the GAV
integration approach.

2.2.1 Virtual data integration

A data integration system can be defined as a triple (G, S, M) where G is the
global schema that is attached to the mediator, S is the source schemas that
contains the elements of all the sources and M is the mapping between the
global schema and the source schemas. In the relational model this mapping
could be expressed by means of view definitions. We refer to the mediator’s
elements as virtual relations since no data is actually stored in the mediator.
In the virtual approach, there are two main approaches that differ in the way
the mapping between the global schema and the source schemas is defined.

e GAV (Global As View) (e.g., [Carey 1995, Beneventano 2000, Goh 1999,
Chawathe 1994]): This approach defines each virtual relation by a con-

junctive query over the sources’ relations.

e LAV (Local As View) (e.g., |[Kirk 1995, Manolescu 2001]): The mapping
between the global schema and the sources’ relations is defined as fol-
lows: each local relation is expressed by a conjunctive query over some
relations of the mediator.

2.2.2 Comparison of GAV and LAV

Although GAV and LAV achieve the same goal of defining a global schema of
a mediator, the way they define the mapping differs. This induces different
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behaviors regarding query rewriting and schema update. Next, we discuss
GAV and LAV by considering both of these criteria.

2.2.2.1 Query rewriting

Query rewriting is simple in GAV where it reduces to query unfolding.
LAV, in the other hand, requires more complex and time consuming al-
gorithm to perform query rewriting. These rewriting algorithms are dis-
cussed and compared in [Halevy 2001]. The three major algorithms that have
been proposed are: the Bucket algorithm [Levy 1996, Grahne 1999|, the In-
verse rules algorithm [Qian 1996, Duschka 2000] and the MiniCon algorithm
[Pottinger 2000, Pottinger 2001|. These algorithms allow enforcing the LAV
approach. Nevertheless, they are exponential and thus require more process-
ing than simple unfolding algorithms used in GAV.

2.2.2.2 Schema update

In GAV if a source schema evolves or a new source is introduced the global
schema needs to be modified. LAV, in the other hand, does not require any
modification if a source schema changed or a new source join the integration
system.

To summarize, both approaches are well studied and relevant for data
integration. Nevertheless, depending on the target application one could either
choose GAV or LAV. We also note that these approaches could be combined.
Such a combination is introduced in GLAV [Friedman 1999]) where a mapping
using both GAV and LAV principals is defined.

In this thesis we focus on security issues. In particular, we focus on access
control challenges that arise when data integration is achieved. Indeed, new
access control issues could arise at the mediator level even if those of the
underlying sources are in place. Next sections discuss access control models,
the inference problem and composition of access control policies.
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2.3 Access Control

Access control aims at preserving data confidentiality, availability and in-
tegrity [Bertino 2005]. In this vein, different concepts have been defined to
achieve these goals. These concepts describe how access control should be de-
fined from an abstract level to a concrete level. Different concepts have been

introduced. Here, we present those described in [Samarati 2001b]:

e Security policy: It describes the most abstract view of the system. At
this level access control rules are defined. The requirements of the sys-
tem are described in order to comply with some specification (e.g., laws,
regulations). This description does not provide any method on how it
should be enforced.

e Security model: It formalizes the rules defined in the security policy
and describes the way they should work. This level aims at providing a
framework where proof of properties could be accomplished.

e Security mechanism: It describes the low level methods that are used to

enforce the rules formalized at the security model level.

2.3.1 Access control models

Historically, there has been three main access control models. The first one
is DAC (Discretionary Access Control) [Lampson 1974, Graham 1972] where
authorizations are provided, individually, for each user. Then, another model
emerged, namely, MAC (Mandatory Access Control) [Denning 1976] where
both users and resources are assigned, by a centralized entity, a credential
level. These levels are organized within a partial order. The access is allowed
if the user’s level is higher than the level of the underlying resource. Later on,
RBAC (Role-Based Access Control) [Ferraiolo 1995] has been introduced. The
idea of this model is to define the concept of role that mediates the interaction
between users and resources. Indeed, users are given roles and a set of rules
state which role could access which resources. Other models have been intro-
duced, such as ABAC [Wang 2004, Bonatti 2000], Or-BAC [Cuppens 2003,
TRBAC [Bertino 2001]. These models extend previous models by introduc-
ing new features. ABAC (Attribute-Based Access Control) aims at providing
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more granularity to the access control. Or-BAC (Organization-Based Ac-
cess Control) introduces the concept of context (e.g., location, time). In this
model, a permission could be considered only in a particular context. TR-
BAC (Temporal Role-Based Access Control) model adds the notion of time
to RBAC.

2.3.2 Access control enforcement

To enforce these models different mechanisms have been introduced. Here,
we describe the main approaches that have been proposed. We follow the
chronological order of appearance which is DAC, MAC, RBAC and finally
ABAC.

2.3.2.1 DAC (Discretionary Access Control)

The access matrix model has been introduced to enforce DAC policies. In this
model a matrix is constructed. The columns of this matrix represent objects.
Each line of the matrix corresponds to a user. Then, at each cell is stored the
actions that a user could perform on the corresponding object. Later on, this
model has been formalized by introducing the HRU' model [Harrison 1976].
This model identifies six primitive operations that model the evolution of the
system. Different enforcement techniques have been introduced for the access

matrix model:

e Authorization table: This method constructs a three columns table.
The columns correspond to subjects, object and actions. Each line of
this table expresses that a user could perform a set of actions on an
object.

e Access control list (ACL): In this method, a list is constructed for
each object. This list enumerates all the subjects and their actions that

could be performed on the object.

e Capability: For each user a capability list is defined. The list contains
all actions that the subject could perform on objects.

!The name of the HRU model stands for Harrison, Ruzzo, Ullman model [Harrison 1976].
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2.3.2.2 MAC (Mandatory Access Control)

In MAC policies a central authority regulates the actions that are performed
by subjects on objects. The most popular way to enforce policies in this model
by defining a set of levels organized through a partial order [Denning 1976].
Then, subjects are assigned levels and objects are assigned levels as well. If
the subject’s level is higher than the object’s level then the user could access
that object. This kind of policies is called multilevel security policies. This
model also aimed at controlling information flows between different security
levels. An information flow occurs when information is moved from one level
to another. These flows could induce sensitive information leakage. To deal
with these flows some additional rules are defined. Two popular rules are the
following;:

e No read up: This rule states that a user could only read objects having
a lower level than her/his own level. This rule is quite intuitive and aims

at preserving data against unauthorized access.

e No write down: This rule states that a user could only write on object
having an equal or higher level. This rule has been introduced to ensure
that data could not be declassified.

So far, we described the general mandatory model. More specific models
aiming at providing a particular property have been introduced. Next, we
discuss two of those models, namely, the Bell-LaPadula model and the Biba

model.

e Bell-LaPadula Model [Bell 1973|: This model has been designed to mul-
tilevel policies with the aim of guaranteeing data confidentiality. This

model enforces the no read up property.

e Biba model [Biba 1977|: This model has been introduced to multilevel
policies in order to ensure data integrity. This model enforces the no

write down property.

First concerns about information flows and indirect access to prohibited
information have been identified in mandatory policies (e.g., the no read up
and the no write down rules). Indeed, both Bell-Lapadula and Biba models
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aim at preventing information from reaching insecure levels. For instance,
this could be done by a user reading an information at a secret level and
then writing it at a public level. This transfer of information from secret to
public level is called a flow. Such flows represent one of the main limitations
of mandatory policies, which led to the emergence of new access control issues

which will be further discussed in the inference problem section of this chapter.

2.3.2.3 Role-Based Access Control (RBAC)

RBAC [Ferraiolo 1995, Sandhu 1998] introduces the concept of role that lies
between subjects and objects. A role is a set of privileges on objects. Intu-
itively, if a user possesses a role having privileges on an object then she/he
could access such an object. Basically, each user is assigned a set of roles and
each role has privileges on a set of objects. RBAC is a very popular model
and has been deeply investigated [Ahn 1999, Fernandez 1994, Jaeger 1996,
Sandhu 2000, Sandhu 1996b]. This model offers more flexibility than DAC
and MAC models. Indeed, according to [Osborn 2000] RBAC could simulate
both DAC and MAC models. Different concepts have been introduced to
enrich RBAC with new functionalities. The most popular concepts are the
following;:

e Hierarchical roles: This feature allows the definition of a hierarchy be-
tween roles. This hierarchy captures inheritance relationship between
roles. This means that a role could inherit all privileges of another
role. This feature aims at facilitating role administration as well as role

assignment to users.

e Least privilege: This feature aims at providing users only privileges that
are needed to perform their tasks. In other words, depending on how
roles are defined, RBAC could offer fine access granularity. This fine

granularity allows minimizing the risk of data misuse.

e Separation of duties: This feature aims at preventing users from getting
too much authorizations. Indeed, some policies could state that crit-
ical tasks need to be launched by at least two persons. Even though
a user possesses both roles for launching the task, she/he will not be
allowed to perform sensitive tasks alone. Separation of duties could be
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enforced either at design time by defining conflicting roles or at runtime

by checking activated roles when queries are evaluated.

e Constraint enforcement: This feature allows adding some restriction on
roles. For instance, a policy could state that a particular role could only
be activated by some selected users.

We note that these features are not required to define an RBAC model.
Various RBAC models have been defined to enforce only some of these four
features.

2.3.2.4 Attribute-Based Access Control (ABAC)

The attribute-based access control is a model that aims at offering more flex-
ibility than previous models. In such a model a user is represented by a set
of features characterizing her/his profile. A constraint is associated with a
resource. The access control is enforced as follows: if the user profile satisfies
the access constraints associated with a resource then the access is allowed.
Otherwise, the access is denied. Different names were used to describe such
an access control in the literature. It is referred to as attribute-based access
control in [Wang 2004] where a logical framework is used to enforce such a
model. In [Al-Kahtani 2004] it is referred to as rule-based where rules are
used to enforce constraints in an RBAC model. The same concept is referred
to as credential-based access control in [Bonatti 2000]. The flexibility of this
model made it popular in open environments [Yuan 2005] and distributed sys-
tems [Hur 2011]. We note that this model could simulate any of the classical
access control models. Indeed, it could be viewed as introducing an additional
layer between the user and the access control entities. For instance, it could
simulate RBAC if a set of attributes allows a user acquiring a particular role.
The same reasoning applies also to MAC. Indeed, a set of attributes could

allow a user acquiring a security level.

2.3.3 View-Based Access Control (VBAC)

View-based approaches aim at providing a general framework to enforce dif-
ferent kinds of policies. In view-based access control, the idea is to define a
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view representing some piece of data. Then, a user is allowed or prohibited
from accessing this view. Depending on how views are defined this approach
could enforce DAC, MAC, RBAC and even ABAC policies. This approach
has been conceived for the relational model but its rational could be applied
to other models (e.g., XML [Damiani 2002|). In this approach, a policy is
defined by a set of views. We refer to such views as authorizations views.
These authorization views enforce the abstract rules defined by the policy.
View-based access control could be classified into two categories. The first
one [Motro 1989, Rosenthal 2000| rewrites the user query to provide only the
answers that are authorized to the user. The second one |Rizvi 2004| answers
the query if the user has privileges on the whole results. Otherwise, no results
are returned. The motivation in the first approach is maximizing the results
returned to the user. The authors of the second approach argue that rewriting
the query could induce some mistakes in the user exploitation of the results.
Indeed, the user could believe the answer contains all results while only parts
of them have actually been returned as an answer. We note that these two
approaches express different point of views on how a system should evaluate
queries. Both of these approaches are interesting and relevant for some spe-
cific applications. Indeed, application willing to sacrifice some accuracy while
gaining availability will choose the rewriting approach. Applications that do
not support any answer alteration would rather choose the approach without
rewriting the results.

2.3.3.1 View-based access control with rewriting of the results

This approach, first introduced by [Motro 1989, aims at maximizing the query
results. The idea is to rewrite a query using a set of authorization views. This
step could be viewed as a filtering step. Indeed, it returns only the accessible
part of the results. In this model, when a user issues a query ) against
the database schema, if there exists a query Q’ expressed in terms of the
authorization views and Q’ is included in Q (and Q’ is maximal, i.e., there
is no Q” such that Q’ is included in Q” and Q” is included in Q), then, Q’ is
evaluated and its results are returned instead of the results of Q.
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2.3.3.2 View-based access control without rewriting of the results

In this approach, introduced by [Rizvi 2004|, a query rewriting is also per-
formed. The main difference with respect to the previous approach is the
interpretation of the rewriting. In this model, when a user issues a query Q
against the database schema, if there exists a query Q’ expressed in terms
of the authorization views and QQ = Q’ then Q is said to be valid and it is

evaluated. Otherwise, the query Q is not valid and it is denied.

2.3.4 Access control and associations of attributes

A concept that we consider of interest is the one of controlling the access to
an association of attributes. Intuitively, this problem states that two pieces of
information could be non sensitive when considered separately, but they could
become sensitive when they are considered together (i.e., as a whole). To
illustrate this concept, we consider the following example. Assume a relation
Patient having two attributes. The first one is SSN (Social Security Number)
and the second one is Disease. Each attribute considered separately is not
sensitive. Indeed, having the list of all SSN could be unclassified. Having
the list of all diseases is not sensitive as well and is unclassified. The main
problem here is that, when put together, SSN and Disease should not be
unclassified. The association of the two attributes should be kept secret. In
this example we discuss a multilevel policy, but the reasoning applies for any
arbitrary model. This example highlights the difficulty of composing policies.
Indeed, even if we have a policy for one attribute and we have the same policy
for another attribute, it does not mean that the same policy could be attached
to the association resulting from the joint use of both attributes.

In [Clifton 2004], the importance of access controls over associations of
attributes has been established. This work discusses at an abstract level issues
that could arise when pieces of different information are put together. The
authors propose view-based approach, defined in SQL notation, to capture

such associations.

Another interesting interpretation of controlling an association is the one
of inferences. Indeed, if the results of two queries are not sensitive when taken
separately, this does not mean that their combination is not sensitive as well.
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Although some works on access control of an association have been proposed,

we believe that many access control approaches overlook such a problem.

In our work, we pay particular attention to this problem and discuss its
relevance with respect to the inference problem in a data integration scenario.

2.3.5 Synthesis on access control models

After presenting the main access control models and mechanisms, we shall
discuss their strengths and their limitations. Indeed, these models (or the
models based on them) are widely used and they are considered important
for database systems. In particular, from the time access control has been
identified as a crucial component to achieve security.

2.3.5.1 What did these approaches achieve?

Access control has always been an essential part of information systems. Dif-
ferent approaches have been designed to protect data from unauthorized ac-
cess. These approaches started by simple ones that have a coarse granularity
and offering basic mechanisms. Then, new approaches have been introduced to
reach finer granularity and offering better guarantees. Indeed, theses classical
approaches (DAC, MAC and RBAC) have provided strong security guarantees
by being able to prove some properties. From an enforcement point of view
these models include ad-hoc mechanisms that targeted a specific model. Later
on, more general mechanisms have been introduced. The most popular one
is the view-based access control. Indeed, view-based approach could simulate
any classical access control model. Also, it targets one of the widely used data

model, namely, the relational model.

2.3.5.2 What are their limitations?

These approaches reach their objectives by allowing definition and rigorous
enforcement of different kinds of policies. Nevertheless, they show some lim-
itations. Some of these limitations are specific to a particular model and
thus one could deal with them by choosing a more suitable model. The main
limitation which is shared by all these models is the management of indirect
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access. Indeed, these models have been designed to protect data from direct
access. A direct access occurs when a query is issued to directly access some
piece of data. An indirect access occurs when a set of queries are combined
to disclose sensitive information. The problem of detecting and dealing with
indirect access is referred to as the inference problem. In the next section we
introduce the inference problem and describe the approaches that have been

proposed to tackle this problem.

2.4 Inference problem

The inference problem (see [Farkas 2002| for a survey), in an access control
context, refers to the ability of a malicious user to synthesize sensitive infor-

mation from a combination of non sensitive information.

The inference problem is motivated by some limitations inherent to clas-
sical access control mechanisms. Indeed, as discussed in the previous section,
these models do not consider indirect access to information. An indirect ac-
cess occurs when a malicious user is able, by combining a set of non sensitive
accesses, to infer sensitive information. Classical access control models have
not been designed to protect data from inferences. Even though they achieve
good guarantees for direct access, they fail to deal with such inferences.

We have introduced the inference problem in an abstract manner. We will
discuss different types of inferences that have been studied in the literature.
Indeed, malicious users could use different techniques to infer prohibited infor-
mation. For each of these techniques specific approaches have been proposed
to deal with. Usually, each solution deals with a particular attack. An at-
tack is the method used to infer some prohibited information. This is due
to the fact that depending on the configuration of a system different attacks
could occur. A simple example of such a configuration is the one of the query
language provided to users. Indeed, allowing users to issue aggregate queries
and not only conjunctive queries could widen the space of attacks. Another
parameter is the kind of policies that is established. Depending on the nature
of the attack, proper solutions have been proposed.

Historically, first inference attacks appeared on statistical databases
[Adam 1989]. In these systems, users are allowed to obtain information about
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data trends on populations but are not allowed to access data on individuals.
The idea of statistical attack is to combine a set of statistical information to

infer information about a particular individual.

The second kind of attack that appears is the one that rests on the exploita-
tion of semantic constraints [Su 1987, Thuraisingham 1987]. In these attacks,
malicious users take advantage of semantic relations between datasets to infer
prohibited information. There has been an extensive amount of work devoted
to this issue from different perspectives.

With the emergence of data mining approaches new inference threats have
been identified. This led to the design of methods that balance the utility of

data mining approaches with data confidentiality.

More recently, de-identification attacks have been recognized
[Samarati 1998].  Indeed, with the emergence of data publishing ap-
proaches new threats of data confidentiality appeared. In data publishing
approaches, data is anonymized before it is released. The issue that arises is
that classical anonymization techniques could have some limitations. Indeed,
classical approaches remove identifying attributes before releasing the data.
It has been shown [Sweeney 2002a| that inferring individual identity could
be achieved even when identifying attributes are removed.

Next, we discuss each of these attacks separately and the solutions that

have been proposed to deal with them.

2.4.1 Statistical attacks

Statistical attacks have been extensively studied (see [Adam 1989| for a sur-
vey). These attacks occur when a policy is designed to protect data about
individuals (e.g., salary of a particular employee) while providing access to
aggregate information (e.g., average salary within a company). This kind of
attack mainly results from overlapping between query results. A number of
methods have been proposed to deal with statistical attacks. These meth-
ods could be classified into three categories: query restriction [Denning 1983,
data perturbation [Schlérer 1981] and output perturbation [Fellegi 1974].

Query  restriction  [Denning 1983,  Fellegi 1972,  Friedman 1980,
Hoffman 1970] could be performed by constraining the number of tu-
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ples that are used to construct query results. This induces the definition
of an arbitrary threshold for the number of tuples involved in the query.
Another way to achieve query restriction is to check for overlapping between
queries. Indeed, if two queries share a large amount of tuples, their results
could induce prohibited information disclosure. Another approach to achieve
query restriction is cell suppression. This approach removes some sensitive
cells from the database before query evaluation. A last method is query
auditing. This approach needs to record all user queries. When a new query
is issued, the combination between the new query and past queries is checked

before evaluating the new query.

Data perturbation [Reiss 1984, Schlorer 1981, Liew 1985, Lefons 1983,
Warner 1965, Traub 1984] modifies data in such a way that it limits data
inferences. There are two methods devoted to data perturbation. The first
one, called probability distribution, aims at changing data while keeping the
same distribution. The goal of this approach is to preserve the results of ag-
gregate queries even though the data is changed. In the second approach of
data perturbation, data is modified by adding noise to it. For example, nu-
merical values could be modified by adding to it a constant parameter. These
approaches induce a bias problem which means that data provided to users
could induce some errors. Indeed, means or frequencies of modified data could

differ from the real values.

Output  perturbation [Denning 1980, Beck 1980, Achugbue 1979,
Fellegi 1974, Ozsoyoglu 1985] modifies query results in order to prevent
from sensitive information disclosure. An example of output perturbation is
the use of sample queries where a subset of data is selected randomly and
queries are evaluated against this sample. Accuracy of the results is the main
issue in such approaches.

2.4.2 Semantic attacks

Approaches dealing with semantic attacks tackle some issues that arise in clas-
sical access control mechanisms. In particular, they consider indirect accesses
in addition to direct access. The idea in such approaches is to detect indirect
access that could induce prohibited information disclosure. Such indirect ac-
cess is referred to as an inference channel. These approaches aim at achieving
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two goals. The first one is inference channel detection. The second one is to
provide mechanisms able to deal with these inference channels. Semantic at-
tacks have been identified as a serious threat to data security at a time where
multilevel security policies were much popular [Goguen 1984, Su 1987]. This
induces that much of the work and approaches have been designed to this
kind of policies. We note that the rationale behind these approaches applies
to other models. In semantic attacks, relation between data is used by mali-
cious users to infer sensitive information. These relationships exist regardless
of access control model that is used.

First attempts to study the inference induced by semantic relation-
ship have been reported in [Goguen 1984, Morgenstern 1988|. For instance,
[Morgenstern 1988| defines a function based on information theory to charac-
terize the inference between two objects X and Y. This function describes
the amount of information that one would know about Y given the knowledge
of X. This approach displays a (major) limitation. Indeed, it has been shown
that such a function is impossible to define in most cases.

Other approaches have been introduced to tackle specific attacks. We
could classify such semantic attacks into three categories: inference by apply-
ing constraints on queries, inference using metadata and inference using value

constraints.

2.4.2.1 Inference from constraints on queries

This kind of inference occurs when a malicious user could infer some prohib-
ited information using specific constraints on a query. This attack assumes
that data labeling is performed at the attribute level. This means that each at-
tribute could have a specific security level. To illustrate this attack we present
the example of [Meadows 1987]. In this example there are two relations: an
unclassified one, P, and a secret one, PT. EP contains the Employee-Name
and Project-Name attributes while PT" contains Project-Name and Project-
Type attributes. Assume a non authorized user issues the following query:
SELECT EP.Employee-Name

FROM EP, PT

WHERE EP. Project-Name= PT. Project-Name

AND PT.Project-Type = SDI’
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Although this query only returns results about unclassified information,
it does induce prohibited information leakage. Indeed, information about the
secret relation have been indirectly accessed. This kind of inference is quite
easy to identify and to deal with. Indeed, one only needs to rewrite the
user query into another query using only authorized attributes. Nevertheless,
this example pointed out the importance of paying particular attention to

inferences in order to preserve data confidentiality.

2.4.2.2 Inference resulting from the combination of data with
metadata

This kind of inference occurs when malicious users take advantage from meta-
data to infer prohibited information. Early work on such attacks considered
the role played by key integrity? to disclose sensitive information. It has been
generalized to consider functional dependencies [Su 1987]. To illustrate this
kind of inference we present the example given in [Su 1987|. In this exam-
ple, a relation Employee is defined. This relation has three attributes: Name,
Rank and Salary. The attributes Name and Rank are considered unclassified
while Salary is considered secret. In this example it is assumed that employ-
ees having the same rank have the same salary. In other words, a functional
dependency exists between rank and salary where rank identifies salary. Now,
assume a user issues a query on Name and Rank. This query does not access
any secret information and thus it is evaluated. The malicious user could
then infer the salary of each employee. This is an interesting example that
shows that functional dependencies could be used to infer sensitive informa-
tion. Even though in this case functional dependencies could be used to infer
prohibited information, it is only the case because there is a function that for

each rank computes its corresponding salary.

The authors of [Su 1987] provide algorithms to propagate the security level
of attributes that could be inferred from other attributes. In the previous
example the idea is to associate the level secret to the attribute rank.

Please note that in the general case accessing the left hand side of a func-
tional dependency does not allow to have access to the value of the right hand

ZKey integrity [Chen 1976] is a constraint stating that a set of attributes constitutes a
key. A key value should be unique in a given relation.
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side. To illustrate this, we consider the following example:

Assume we have a relation that stores the social security number (SSN),
the AdmissionDate and the Disease of patients. We further assume that SSN
and AdmissionDate determine the attribute Disease. In other words there is
a functional dependency between SSN and AdmissionDate in one hand and
Disease on the other hand. Although this functional dependency exists, a user
accessing to the attributes SSN and AdmissionDate could not infer anything
about the Disease. This is due to the fact that there is no function that takes
SSN and AdmissionDate as input and returns the corresponding Disease.

2.4.2.3 Value constraints

A value constraint attack occurs when a user could infer information about
the domain of a sensitive attribute. The authors of [Meadows 1988| illustrate
such an attack with the following example. Assume there are two attributes A
and B. A is unclassified while B is secret. Assume that the database has the
following constraint: A+ B < 20. This constraint could be unclassified since it
concerns A. Although this constraint does not provide any value of B, it could
disclose information on the value that could occur on B. In particular, the
malicious user knows the values taken by A (since A is unclassified). Taking
advantage of the previous constraint, the same user could infer the values that
could be taken by B.

Now, we discuss how these inference channels are dealt with.

2.4.3 Methods to deal with semantic inferences

There has been a lot of work devoted to detect and deal with inference chan-
nels. The proposed approaches could be classified into two categories. In the
first category, all processing is achieved at design time. In this category, the
security policy is modified in order to avoid inferences. In the second cate-
gory, the processing is achieved at runtime. In this approach, when a query
is issued, the system checks if it leads to some inference. If so, the query is
denied. Some of the runtime approaches maintain a log of all past queries and
checks for inferences by combining current and past queries.
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2.4.3.1 Design time approaches

Design time approaches argue that since the inference problem is a complex
one, it is better to achieve all consuming processing offline before the system is
launched. This modification usually is performed on the policy in such a way
that inferences could not occur. Modifications could also target the database
schema. Indeed, if the granularity of the access control is enforced at the table

level then modifying the schema could prevent from some inferences.

Now, we discuss two major examples of design time approaches, namely,
the work of [Delugach 1996] and the one of [Su 1987]. In [Delugach 1996], a
conceptual graph based approach has been used to capture semantic relation-
ships between entities. The authors show that this kind of relationships could
lead to inference violations. The main drawback of such an approach is that
it could induce some false detection. As discussed previously, the authors of
[Su 1987] consider the inference problem using functional dependencies. In
this work, the authors assume that the user knows the mapping between the
attributes of any functional dependency.

2.4.3.2 Runtime approaches

Runtime approaches aim at detecting inference when evaluating queries. This
approach is motivated by the objective of increasing data availability. Indeed,
it denies a query only when it is going to induce an inference. Most of these
approaches are history-based and require managing huge log files.

Now we discuss two important runtime approaches: [Brodsky 2000] and
[Thuraisingham 1987]. In [Thuraisingham 1987], both queries and authoriza-
tion rules are specified using first order logic. While the inference engine
considers the past queries, the functional dependencies are not taken into ac-
count. In [Brodsky 2000], a history-based approach has been considered for
the inference problem. The authors have considered two settings: the first
one is related to the particular instance of the database. The second one is
only related to the schema of both relations and queries.
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2.4.3.3 Comparison of the two methods

By using the design time approach one improves query execution time with
respect to run time approaches. Indeed, no extra processing is needed to
evaluate the query. Runtime approaches in the other hand induce checking
for inference when evaluating the query. This could induce slowing down
query processing. In particular, when inference are checked with respect to
past queries. Indeed, in this case a huge log file needs to be considered for
each new query.

Also, runtime time approaches could induce a non deterministic access
control behavior. Indeed, depending on past queries the current one is evalu-
ated or denied. This means that the system could take different decisions for
two users having the same credentials. Consider a first user having issued past
queries that could be combined with the current query and leading to deny
the current query. Now consider a second user, having the same credentials,
but the current query could not be combined with her/his past queries. In
this case the current query is evaluated. We observe that issues related to non

deterministic access control do not appear in design time approaches.

One can note that, runtime approaches maximize data availability. Indeed,
a query is denied only if it could induce an inference. Design time approaches
are too restrictive. Since queries are not known in advance, these approaches
take the appropriate decision of denying the access if there is any doubt. As
discussed, these two methods differ on how to deal with inference. But they
agree on the importance of detecting inferences. To this end, they aim at de-
ploying efficient mechanisms against inference channels. We also observe that
the two methods could be combined. This could be achieved by dealing with
some inference at design time and with other at runtime. This combination

increases the availability of data while reducing the size of the log file.

2.4.3.4 Synthesis on semantic attacks

The approaches dealing with semantic attacks show the relevance of the in-
ference problem to data protection. Indeed, several alternatives allowing ma-
licious users getting prohibited information have been identified. Also, these
approaches highlight the limits of classical access control models. Indeed,
these models do not provide any mechanism to deal with inferences. When

Cette thése est accessible a I'adresse : http://theses.insa-lyon.fr/publication/2014ISAL0107/these.pdf
© [M. Haddad], [2014], INSA de Lyon, tous droits réservés



2.4. Inference problem 35

it comes to the solutions we discussed so far, we could clearly state that the
inference problem using semantic constraints is not completely solved. All the
proposed approaches have their drawbacks. Even when we overlook problems
arising from external knowledge, these approaches are either too restrictive
(e.g., [Delugach 1996]). We mean by too restrictive approaches that detect
false inference channels which induces over classification of objects. Other
approaches are not realistic in practice (e.g., [Morgenstern 1988]). These ap-
proaches require information about data that is not easy if not impossible
to determine. Finally, some approaches are specific to particular cases (e.g.,
[Su 1987, Thuraisingham 1987]).

2.4.4 Data mining based attacks

Data mining algorithms allow the discovery of interesting new information
from data. Usually, this new information is useful and relevant for many real
world applications. Although the utility of data mining approaches have been
established, these approaches could help malicious users infer and discover
sensitive information. In [Clifton 1996], the authors pointed out the threat
that data mining could represent for sensitive information. An interesting
discussion of different data mining approaches from privacy point of view
could be found in [Verykios 2004]. Different approaches have been developed
to protect data against data mining algorithms. Some of these approaches

share common rationale with approaches used in statistical inference.

Data mining approaches for preserving data confidentiality highlight, even
more than statistical and semantic approaches, the trade off that exists be-
tween data confidentiality and data utility. Finding an appropriate balance
between these two measures represents one of the main challenges of the in-
ference problem.

2.4.5 De-identification attacks

A de-identification attack occurs when data which is supposed to be
anonymized could still be used to infer information about one particu-
lar individual. The first work on this issue is the one of k-anonymity
[Samarati 1998, Samarati 2001a, Sweeney 2002a, Sweeney 2002b] where the
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problem is identified and solutions are provided. An important concept in the
case of this problem is the one of quasi identifier. A quasi identifier is a set of
attributes that could almost identify an individual. The idea of k-anonymity
is to make sure that each value of a quasi identifier corresponds to at least k
individuals. The two main methods to achieve k-anonymity proceed either by

generalization or by suppression.

In the generalization method, values of quasi identifier attributes are trans-
formed into less specific values. Depending on the nature of the attribute, dif-
ferent generalization methods could be considered. For example, a Zip code
could be generalized by removing one or two digits. A numerical attribute
(e.g., age) could be generalized by replacing the age value by an interval con-
taining this value. Category value could be generalized using a hierarchy. In
this case, the idea is to replace the category value by its ancestor according to
the hierarchy. Generalization allows grouping tuples by quasi identifier and
make sure that there are at least k members in each group.

In the suppression method, values of attributes are removed. As pointed
out by [Sweeney 2002a] both methods could be combined. Indeed, suppression
could be useful to decrease the amount of generalization used. Indeed, when
a sensitive value is removed one does not need to generalize the corresponding
quasi identifiers. In some cases combining suppression and generalization

could preserve a better data utility than generalization alone.

Other approaches have been derived from k-anonymity like ¢-
closeness |Li 2007| , p-sensitive k-anonymity |Truta 2006] and I-diversity
[Machanavajjhala 2007]. These approaches are built on the same intuition
behind k-anonymity and have been designed to remedy its shortcomings.

As pointed out by [Domingo-Ferrer 2008|, all these approaches (k-
anonymity, t-closeness, p-sensitive k-anonymity and l-diversity) are considered
to be non convincing. Indeed, the authors argue that the balance between
data protection and data utility is not achieved. Some approaches (e.g., k-
anonymity) are vulnerable to attack, whereas some others (e.g., t-closeness)
greatly damage data utility.
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2.4.5.1 Synthesis on de-identification approaches

De-identification techniques are very popular nowadays due to their relevance
to data publishing on the web. Nevertheless, these techniques show some lim-
itations. The main limitation is the loss of data utility. Indeed, all proposed
solutions to achieve k-anonymity or its derivations induce a loss of data accu-
racy (e.g., generalization) or a loss of part of the data (e.g., suppression) or
even both. Nonetheless, these approaches could be relevant to some applica-
tions. They also show that inferences are still an important problem for data
protection.

2.4.6 Synthesis on inference approaches

Now, we summarize the four main approaches that have been proposed over
the last four decades to deal with different ways of achieving inference. Histor-
ically, these four categories appear in the following order: statistical attacks,
semantic attacks, data mining based attacks and de-identification attacks. Al-
though these solutions have been designed independently from each other and

targeting different purposes, some global trend could be observed.

2.4.6.1 What do they agree on?

These approaches mainly agree on how to detect potential inferences. Indeed,
most of these approaches identify that sets of queries and metadata are the

main concepts inducing inferences.

e By considering a set of queries: Most of these approaches recognize the
importance of considering a set of queries as the main threat for data
confidentiality by means of inferences. Indeed, classical access control
models provide strong guarantees when dealing with a single query (or

when query combination is overlooked).

e By considering metadata: Most of these approaches identify metadata
and external knowledge as a relevant way for malicious users to access
prohibited information. Thus, they propose methods able to detect if
metadata could be used to access some particular prohibited informa-
tion.
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2.4.6.2 What do they disagree on?

These approaches mainly disagree on the way to deal with detected infer-
ences. Some approaches modify data or returned results. Other approaches
modify policy attached to data. Another disagreement is concerned with the
enforcement. Indeed, some approaches perform enforcement at design time

while others are runtime-based enforcement.
Data modification or policy modification

Some of the solutions are performed at the data level. Indeed, they either
modify the data or modify the query results. Other solutions modify the policy
attached to data. Data modification is efficient to provide some guarantees
regardless of the policy, in particular if the policy is defined by other systems
(e.g., data publishing). Policy modification is efficient for applications that
handle their own policy. Also, some useful information could be lost during
data modification. Thus, policy modification is more relevant for applications
that do not tolerate any data accuracy loss.

Design time or run time

Some of the solutions are achieved at design time either by modifying
data or the policy protecting this data in such a way that no inference could
occur. Other solutions are achieved at runtime. Usually, these approaches are
history-based and consider combination of current and past queries to decide

if the current query should be evaluated.

In this thesis, we focus on semantic attacks. In particular, we focus on
those caused by the exploitation of functional dependencies. We take the side
of policy modification and propose two solutions: design time based approach
and runtime based approach. We then compare these solutions in our context.

2.5 Policy composition

Policy composition approaches aim at combining a set of policies defined inde-
pendently. Their goal is to produce a global policy from a set of local policies.
In the following, we discuss some approaches dealing with integration of se-
curity policies. We could organize these approaches into two main categories.
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The first one is general purpose approaches which usually define an abstract
language to perform the composition. The second one includes model specific
approaches which are specifically designed for one particular access control
model. Next, we elaborate on both categories.

2.5.1 General purpose approaches

In [Bonatti 2002], an algebra is defined to model how policy composition could
be performed. In this work all policies to be combined are translated into
the algebra. The authors define an authorization as a triple (subject, 0b-
ject, action). This definition aims at preventing from being specific to any
classical access control model. Then, different methods to perform the com-
position are discussed. Another abstract way to perform policy composition
is the one presented in [Jajodia 2001]. In this approach policy combination is
also considered. The authors consider both positive and negative authoriza-
tions. This setting induces conflict management during policy composition.
Next, we present some popular methods introduced by [Bonatti 2002] and
[Jajodia 2001| for composing two policies.

e Addition: This method constructs a global policy which corresponds to
the union of the two policies. In other words, if one local policy allows
the access then the global policy also allows the access.

e Conjunction: This method constructs a global policy from the intersec-
tion of two policies. In this method, an access is allowed at global policy

only if all policies allow the same access.

e Subtraction: This method constructs a global policy from the first policy
while removing all authorizations that appear in the second policy.

These methods could be used together to combine a set of policies. Indeed,
each method constructs a policy which could be combined with another policy
and so on until all policies are combined.

Cette thése est accessible a I'adresse : http://theses.insa-lyon.fr/publication/2014ISAL0107/these.pdf
© [M. Haddad], [2014], INSA de Lyon, tous droits réservés



40 Chapter 2. Related work

2.5.2 Model specific approaches

These approaches target a specific access control model and assume all poli-
cies to be combined use the same model. Then, a method is used to perform
policy composition within this model. In [Shafiq 2005] and [Oliva 2001] a
mapping between the access control entities (RBAC and MAC respectively)
is performed. This mapping rests on another mapping at the data level. A
method dealing with the issues that arise from the previous mapping (e.g.,
cycle introduction) is given. In [Shehab 2005] and [Bonatti 1997| links be-
tween the access control entities (RABC and MAC respectively) are manually

introduced. The integration of the security policies rests on these links.

2.5.3 Synthesis on policy composition approaches

General purpose approaches provide a framework that allows combining poli-
cies. Also, this abstraction allows providing some properties on the result-
ing composition. Model specific approaches are more ad-hoc and target one
model. In the other hand, the specific approaches take advantage of semantic
relationships between data to compose policies.

These approaches for composing policies were not designed to be used in
the context of data integration and the inference problem. These approaches
aim at providing users of one system with access to data of another system,
but do not consider how the access to combined data provided by different
systems should be enforced. As discussed in the previous sections, combin-
ing data could induce prohibited information leakage. So, these approaches
are not suitable for dealing with inferences. Nevertheless, these approaches
could provide a preliminary global policy that needs to be enriched to avoid
inferences.

In this thesis, we investigate the inference problem in data integration
scenarios. We consider composition of local policies as a first phase, which
needs to be completed, towards the definition of a global policy that avoids
inferences.
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2.6 Relation between the different (studied) di-

mensions

In this chapter, we discussed several concepts that we believe should be consid-
ered together when one aims at securing data integration systems. Indeed, a
first dimension is the data one. In particular, how the schema of the mediator
is constructed. As discussed in the policy composition section the way data
is combined could have an impact on the way policies are composed as well.
The second is the one of access control model. In this part, we observed that
these traditional models have been designed to deal with direct access but fail
to preserve data from indirect access. We also pointed out the importance of
choosing an appropriate access control model to be enforced. Indeed, some
recent models (e.g., ABAC) are more flexible and could simulate previous
models. Another criterion for choosing an access control model is granularity.
Granularity is an important aspect in access control. It refers to the size of
an object that can be controlled. The more the granularity is finer the more
the access control is precise. We noted that some enforcement mechanisms
(e.g., VBAC) offer finer granularity which thus allow more precise access con-
trol. The third dimension is inference. In this part, we discussed different
methods we identified in the literature. The methods allow malicious users to
synthesize prohibited information. We observed that dealing with inferences
induces some loss of data utility. We also characterized the fact that many
concrete methods of inference involve the combination of a set of queries and
consider the benefit in using the semantic constraints (metadata) that hold on
data. Finally, we considered policy composition approaches. We noted that
these approaches were not designed to deal with inferences. Even though we
could expect more inferences in a composed system since malicious users are

provided with more data that could be composed.
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3.1 Introduction

In this chapter, we start by motivating our work and we provide an abstract
statement of the problem. In order to be able to precisely define the problem,
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we give a set of definitions and concepts that will be needed throughout the
next parts of this manuscript. We mainly focus on definitions related to
relational databases and data integration, access control and authorization,
and some specific definitions on functional dependencies and graphs. We
discuss our approach with respect to the four dimensions we described in the
previous chapter. Finally, we describe, at an abstract level, the methodology

we propose.

3.2 Motivation

Our main objective is to secure data integration systems at the access level.
This is motivated by the fact that data integration approaches offer convenient
ways to combine data provided by heterogeneous sources. Nevertheless, these
approaches do not clearly and simply consider how access control should be
defined and enforced in such systems. Enforcing access control at the medi-
ator level is a challenging task. Indeed, one needs to preserve source policies
as well as preventing from inferences. We aim at defining a representative
global policy to be attached to the mediator. This is mainly motivated by the

following arguments:

1. Access control: When enforcing access control at mediator level one
should make sure that the source policies are preserved. This means
that if a user is not allowed to access some piece of information at a
source level, she/he should not be able access such an information at
the mediator level. Although this property seems natural and intuitive,
it is essential to guarantee it. Indeed, sources will be reluctant to par-
ticipate in a system that discloses their sensitive information. Ensuring
this property requires particular care when combining policies provided
by different sources. Indeed, this property requires to consider, at the
mediator level, the most restrictive source policies. This is highlighted
by the following example. Consider two sources having common infor-
mation. If one source forbids the access for some users and the other
source does not, the mediator needs to forbid the access in order to pre-
serve both policies. In doing so, access control could encourage sources
participating in data integration systems. This constitutes one of our
motivations: promoting data integration systems that have shown great

Cette thése est accessible a I'adresse : http://theses.insa-lyon.fr/publication/2014ISAL0107/these.pdf
© [M. Haddad], [2014], INSA de Lyon, tous droits réservés



3.2. Motivation 45

utility for users by gathering distributed data into one entry point. We
believe that the more access control guarantees are provided the more
data integration could be considered for systems managing sensitive in-

formation.

. Information disclosure: As discussed in the related work chapter,
combining access control policy is not sufficient for securing systems.
Indeed, combination of information could allow malicious user to infer
prohibited information. Such inferences are more likely to occur in data
integration systems. This is due to the fact that data integration systems
combine information from different sources. Each source being designed
independently from the others, administrators could not anticipate data
combination with other sources. This setting constitutes our second

motivation, namely, preventing inferences at the mediator level.

. Query evaluation: Taking access control decision about query evalu-
ation could decrease mediator load as well as network communication
and sources load. Indeed, if no policy is defined at the mediator level
one needs to rewrite user queries (which could be costly) then send them
to the sources (which increases network communications). After some
processing the sources might reject the query because of insufficient cre-
dentials. All these issues could be avoided by attaching a policy to the
mediator. In doing so, access control decision is taken at the mediator
level and only queries that are expected to be evaluated are rewritten
and sent to the sources. If a query is denied at the mediator level there

is no need to rewrite it nor to send it to sources.

. Assist the administrator defining the mediator’s policy: As pre-
viously discussed, defining a global policy for the mediator could improve
both access control enforcement and data management (query evalua-
tion). Unfortunately, to our knowledge, there is no automatic approach
in the literature that achieves this goal. We believe that defining a global
policy manually is a difficult task that could be tedious, time consum-
ing and error prone. This issue represents another motivation of our
work, namely, elaborate an approach that allows to state and derive the
global policy that should be attached to the mediator while preserving

the policies of the sources and preventing from malicious inferences.
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3.3 Problem statement

Now, we can define the problem we consider as follows:

"Given a set of sources, each one having its own authorization policy, a
defined global schema together with a mapping between the global schema and
the local (source) schemas, what policy should be attached to the mediator
while preserving the local (source) policies and preventing from inferences?"

3.4 Preliminaries

The previous definition refers to a few concepts. Those concepts need to be
formally defined in order to be able to formally define the problem.

3.4.1 Definitions related to relation, queries and integra-

tion

Definition 1 (Clause) [Abiteboul 1995]

A clause has the form Ly : —Lq,..., L, where each Li is a literal, of the
form p;(ti,...ti) such that p; is a predicate and each t;; is either a variable
or a constant.

Definition 2 (Local and virtual relations) A local relation is a relation
defined at the source level. A wirtual relation is a relation defined at the
mediator level.

Definition 3 (Global schema) A global schema is a schema of the medi-
ator. It is a specification defined by a set of clauses. FEach clause defines
a virtual relation. The left hand side of a clause denotes a virtual relation
whereas the right hand side is a set of local and/or virtual relations.
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Definition 4 (Conjunctive query) [Abiteboul 1995]

A conjunctive  query 1S an  expression  of  the  form
Ry(uy):—Ro(ug), ..., Rp(uy,), where n > 1, Ry, ..., R, are relation names
and uy,...,u, are free tuples of appropriate arities. Fach variable occurring
in uy must also occur in at least one of usg, ..., Us,.

Here the notation R;(w;) where u; =<Aq, Ag, ..., Ay > is a shorthand for
Ri(A1, As, ..., Ay)

Definition 5 (GAV integration approach) In GAV (Global As View) in-
tegration approach, each wvirtual relation of the mediator is defined using a
conjunctive query over the local relations.

3.4.2 Definitions related to functional dependencies

Definition 6 (Functional Dependency) [Levene 1999/

A functional dependency over a schema R (or simply an FD) is a statement
of the form:

R:X—=Y

(or simply X — Y whenever R is understood from the context), where X,
Y C schema(R). We refer to X as the left hand side (LHS) and Y as the
right hand side (RHS) of the functional dependency X — Y.

Definition 7 (Satisfaction of a functional dependency) [Levene 1999/

A functional dependency R : X — Y s satisfied in a relation r over R,
denoted by rl= R : X = Y, iff Vt1,ts € 7 if t1]X]| = 2] X], then t1[Y] = to[Y].

Definition 8 (Closure of a set of functional dependencies)
[Levene 1999]

The closure F* of a set of function dependencies F' is the set of all FDs
that could be derived from F using Armstrong rules [Armstrong 1974].
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Definition 9 (Pseudo transitivity rule) [Levene 1999/

The pseudo transitivity rule is an inference rule that could be derived from
Armstrong rules [Armstrong 197/]. This rule states that if X — Y and
YW — Z then XW — Z.

Without loss of generality we consider functional dependencies having only
one attribute in their RHS. A functional dependency of the form X — Y7
could always be replaced by X — Y and X — Z by using the decomposition
rule [Levene 1999] which is defined as follows: if F+ X — YZ, then F + X
— Yand FF- X — Z

3.4.3 Definitions related to graph

Let G = (V, E) be a graph such that V is a set of nodes and E is a set of
links.

Definition 10 (Path) A path on the graph G is a sequence of distinct nodes
V1, Vo, ..., U of V' such that the links (vi,v9), (v, v3), ..., (Vg_1,vk) belong to E.

3.4.4 Definitions related to access control

Definition 11 (Malicious user) A malicious user is a user of the system
that aims at obtaining sensitive information. In other words, a malicious
user is a legitimate (i.e., authenticated by the system) and curious user. This

concept s introduced to model insider attacks.

Definition 12 (Inference) In the context of access control, an inference is
the process that a malicious user could perform in order to obtain a prohibited
information.

Definition 13 (User profile) A user profile is a set of predicates that char-
acterize the user.

Examples are: Role = Doctor, Age = 20.
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Definition 14 (Constraint) A constraint is a formula over a set of predi-
cates.

An example is: Role = Doctor N\ Age > 40.

Definition 15 (Datalog rule) [Abiteboul 1995/

A (datalog) rule is an expression of the form Ry(ui):—Ro(us), ..., Ry(uy),
where n > 1, Ry, ..., R, are relation names and uq,...,u, are free tuples of
appropriate arities. Fach variable occurring in u; must also occur in at least

one of Ug, ..., Up,.

Definition 16 (Authorization policy) An authorization policy is a set of
authorization rules. An authorization rule is a view that describes the part of

data that is either allowed or prohibited to the user.

Definition 17 (Authorization rule) An authorization rule will be ex-
pressed using an augmented datalog rule. This augmentation consists in
adding a set of predicates characterizing the users to whom the authorization
rule applies. An authorization rule is defined by a view composed of two parts
:a query part and a constraint part. The query part describes the piece of
information that the view protects. The constraint part states which constraint

should be satisfied to access the query part.

An authorization rule defined by a view allows to control the access to an
association of attributes. This concept is of interest since combining informa-
tion (e.g., by associating attributes) is common in a data integration context.
Also, an association of attributes could be more sensitive than when each
attribute is considered alone. For example, consider the association of SSN
and Diagnosis. Each attribute, taken individually, is not sensitive. However,

their association is sensitive.

Definition 18 (Positive authorization) A positive authorization is an au-

thorization where all predicates involved in the constraint part are positive.

Example: Vi (SSN, Diagnosis) : —Patient(SSN, Diagnosis, Doctor),
$Role = Doctor.

Cette thése est accessible a I'adresse : http://theses.insa-lyon.fr/publication/2014ISAL0107/these.pdf
© [M. Haddad], [2014], INSA de Lyon, tous droits réservés



50 Chapter 3. Problem statement

This authorization rule allows doctors to access the association between SSN

and Diagnosts.

Definition 19 (Negative authorization) A negative authorization is an

authorization where all predicates involved in the constraint part are negative.

Example: V,5(SSN, Diagnosis) : —Patient(SSN, Diagnosis, Doctor),
—($Role = Nurse).

This authorization rule forbids nurses from accessing the association between

SSN and Diagnosis. Please note that —=($Role = Nurse) could be written

as ($Role # Nurse). In our examples, we will use the latter notation.

Definition 20 (Open and closed policies) [Bertino 1999/

An open policy allows specifying only positive authorizations. In this case,

all explicitly allowed accesses are authorized.

A closed policy allows specifying only negative authorizations. In this case,
only non explicitly denied accesses are allowed.

In general, open and closed policies are equivalent from an expressivity
point of view. In other words, one could translate an open policy into a closed
one and the other way around. In our previous example Vi(SSN, Diagnosis)
and Vo(SSN, Diagnosis) could express the same policy if the set of roles in
the system is { Doctor, Nurse}. Indeed, in this case both V; and V; allow the
access for doctors and denies it for nurses.

Definition 21 (Violating Transaction) A wviolating transaction T' is a set
of queries such that if they are executed and their results combined, they will
lead to disclosure of sensitive information and thus violating one or more
authorization rules.

3.5 Motivating example

In order to illustrate how inferences could occur in the data integration sce-
nario we consider a healthcare scenario. We start by describing the local
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(source) schemas and the (mediator) global schema. Then, we present a source
authorization view which is propagated to the mediator. Finally, we show how
users could make an inference leading to the violation of the previous autho-

rization view.

Global as View Integration. We consider a data integration scenario
where a GAV [Lenzerini 2002| approach is used to define a mediator over three
sources. Particularly, we consider the sources Sy, S; and S3 with the following
local schemas: S;(SSN, Diagnosis, Doctor) contains the patient social secu-
rity number (SSN) together with the diagnosis and the doctor in charge of
her/him, Sy(SSN, AdmissionT) provides the patient admission timestamp,
S3(SSN, Service) provides the service (i.e., the department) to which a pa-
tient has been assigned.

The mediator virtual relation, according to the GAV integration approach,
is defined by using relations of the sources. To simplify the scenario, we
consider a single virtual relation, but the same reasoning applies for a global
schema composed by a set of virtual relations. In our example, the mediator
will combine the data of the sources joined over the SSN attribute as shown
by the following rule (3.1).

M(SSN, Diagnosis, Doctor, AdmissionT, Service) : —
S1(SSN, Diagnosis, Doctor), So(SSN, AdmissionT'), S3(SSN, Service).
(3.1)

Authorization Policies are specified by each source on its local schema
and propagated to the mediator. In our example, we assume two categories
of users: doctors and nurses. For S;, doctors can access SSN and Diagnosis
while nurses can access either SSN or Diagnosis but not their association
(i.e., simultaneously). The rule (3.2) expresses this policy in the form of a

prohibition.

Ry (SSN, Diagnosis) : —S1(SSN, Diagnosis), $role # nurse. (3.2)

The other sources allow accessing to their content without restrictions both for
doctors and nurses, therefore there are no more authorization rules to specify.
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At the Mediator, authorization rules are propagated by the sources
aiming at preserving their policies. The propagation could lead to policy
inconsistencies and conflicts [di Vimercati 1997]. These issues are out of the
scope of this work. In our example there is only one rule defined by S; to be
propagated at the mediator.

We then assume that in the mediator the following functional dependencies

are identified, either manually during the schema definition or by analyzing
the data with algorithms such as TANE [Huhtala 1999]:

(AdmissionT, Service) — SSN (Fy)
(AdmissionT, Doctor) — Diagnosis (F3)

F holds because in each service there is only one patient that is admitted
at a given time AdmissionT. Note that AdmissionT represents the admission
timestamp including hours, minutes and seconds. F; holds because at a given
timestamp, a doctor could perform only one diagnosis.

Now, we will show how functional dependencies, could be used by
a malicious user to violate the rule (3.2). Let us assume the follow-
ing queries are issued by a nurse: @Q1(SSN, AdmissionT, Service) and
then Qo(Diagnosis, AdmissionT, Service). Combining the results of the two
queries and using the functional dependency F}, the nurse can obtain SSN
and Diagnosis simultaneously, which leads to the violation of the authoriza-
tion rule (3.2). To do so, the nurse could proceed as follows: (a) join the result
of @1 with those of Q2 on the attributes AdmissionT and Service; (b) take

advantage of F to obtain the association between SSN and Diagnosis.

This simple example shows how inferences could occur at the mediator
level. Also, it highlights how joins and functional dependencies could be used
in order to carry out an inference. This helps us to characterize and to define
the problem in the next sections.
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Figure 3.1: The studied problem with respect to related work

3.6 Problem discussion with respect to related

work

In this section we discuss the different dimensions that we identified to be
relevant to our problem. These dimensions include data integration, access
control, policy combination and inference attacks. Figure 3.1 describes how
our problem could fit the different dimensions mentioned in the related work
chapter. Indeed, for each of the four dimensions we consider a particular
instance that we believe is the most relevant. Next, we discuss the problem
with respect to each dimension.

3.6.1 Data integration

We consider mediators constructed using GAV data integration approach.
This means that each virtual relation of the mediator is defined as a con-
junctive query over the local (source) relations. We also consider the case of
conjunctive queries. We make this choice because conjunctive queries con-
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stitute the basic building block for further extensions. Indeed, this class of
queries represents a core class with respect to other classes of queries. We in-
vestigate this problem in the setting of conjunctive queries in order to design
a first and extensible approach for securing data integration systems.

3.6.2 Access control model

We use Attribute-based access control which could simulate the main tradi-
tional access control models (as discussed in Chapter 2). In order to avoid
terminological ambiguity we will refer to this model as Constraint-Based Ac-
cess Control (CBAC). To enforce this model we resort to view-based access
control. In particular, we consider the model of parameterized views. The
idea is to illustrate how to define an authorization policy at the mediator
level using the most flexible access control model. Indeed, other models could
be simulated using the constraint-based access control model. So, one only
needs to translate a policy expressed in a traditional model into CBAC to use
our approach.

Another key component of access control is the one of controlling access
to an association. Indeed, as we already discussed this issue in Chapter 2,
information of an association of attributes could be more sensitive than each
attribute considered separately. Since we consider a distributed system where
sources are autonomous and combination of information is frequent, we believe
that we need to pay particular attention to controlling access to associations

of attributes.

3.6.3 Policy combination

Policy combination is used to generate a preliminary policy for the mediator.
The idea is to preserve the local constraints in the mediator. To do so, we con-
sider the conjunction of constraints protecting the same information. In other
words, if the same information (e.g., an attribute) is provided by different
sources using different constraints to protect it, we consider the conjunction
of such constraints. The idea is to preserve all source constraints and thus
preserving the local (source) policies.
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3.6.4 Inference based attacks

We consider semantic attacks which happen at the mediator level. In partic-
ular, we study the problem of a malicious user issuing a set of well chosen
queries and taking advantage of functional dependencies to infer some prohib-

ited information.

3.7 Problem definition

By considering the previous definitions and the different highlighted dimen-
sions, we now can define our problem. To do so, we describe the different
inputs that are required. Namely, the local (source) policies, the global (medi-
ator) schema and the set of functional dependencies that hold at the mediator
level. Then, we describe the expected output which is the mediator policy
together with the properties that this policy should guarantee. We present
both inputs and output according to the notation used in the preliminaries

section.

To characterize inferences we introduce the notion of lossless join.

Definition 22 (Lossless join) [Aho 1979]

Let {Ry, Ry, ..., R} be a set of relation schemas and let R = |J R;. We
i=1
say that the set { Ry, Ry, ..., R, } has a lossless join property if for any instance

I:

Tr(I) =p<iy mr,(1).

This definition describes how a set of queries could be joined to reconstruct
another relation. When the reconstructed relation is forbidden, an inference
could occur. Indeed, each query, taken separately is not sensitive. Neverthe-
less, this set of queries could lead to reconstruct a prohibited information, and
hence violating the authorization policy.
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e Inputs

1. A set of sources Si,955,...,5,, where each source S; has a set of

local authorization views.

2. A set of virtual relations, each one built using the GAV approach
(i.e., by using a conjunctive query over the local relations).

3. A set of functional dependencies that hold at the mediator level.

e Output

A set of authorization views to be attached to the mediator, hence cor-

responding to its policy.

e Properties

When a malicious user issues a batch of queries Q)1,Qo, ..., Q,, to the
mediator, the following properties must hold:

1. Preserving sources’ policies: This property states that for each
(; that is denied at source level, the authorization views of the
mediator should ensure that (); is also denied at the mediator level.

2. Preventing from inference: This property states that if the
lossless join of {Q1, Qa, ..., @ } is denied at a source level, it should
also be denied at the mediator level.

3.8 Methodology

The proposed methodology, as shown in Figure 3.2, consists of a sequence
of phases and steps involving appropriate algorithms. It takes as input a
set of functional dependencies that hold in the mediator, the policies of the
sources and the schema of the mediator. The methodology applies the follow-

ing phases:

e Propagation phase: It aims at propagating the local (source) policies
to the mediator. This is achieved by combining the local constraints of
the mediator. This phase considers each virtual relation of the mediator
separately and computes the authorization views of the virtual relation
depending on how this relation has been constructed.
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e Detection phase: It aims at identifying all the violations that could
occur if functional dependencies are used. Each of the resulting transac-
tions represents a potential violation. Indeed, as shown previously, the
combination of all the queries of a single transaction leads to a violation
of an authorization. This phase includes the following steps:

— Construction of a transition graph (G): This is done for each autho-
rization rule by using the set of provided functional dependencies.

— Identification of the set Violating Transactions (VT): It consists in
identifying all the different paths between nodes in G to generate

the set violating transactions.

e Reconfiguration phase: It proposes an approach to forbid the com-
pletion of each violating transaction. By completion of a transaction
we mean issuing and evaluating all the queries of that transaction. A
rule is violated only if the entire transaction is completed. This phase
proposes two different solutions to achieve this goal.

— Design time solution: It modifies/repairs the authorization policy
in such a way that no violating transaction could be completed.
This solution aims at generating a minimal set of authorization
rules that forbid malicious users from accessing any violating trans-

action.

— Runtime solution: It keeps track of the user queries and make
sure that no violating transaction is completed. This solution is
history-based and allows users accessing part of violating transac-
tion. When a user query (combined with past queries) is about to
provide a user access to a whole violating transaction, then this
query is denied.

Next chapters elaborate on these phases. Chapter 4 discusses the propaga-
tion and the detection phase which are achieved at the design time. Chapter
5 discusses the proposed solutions: policy revision which is achieved at the
design time and query tracking which is achieved at runtime.
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4.1 Introduction

In this chapter we discuss how to detect inferences induced by semantic con-
straints in data integration systems. We first start by describing how policies
should be propagated from sources to the mediator. In other words, how to
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60 Chapter 4. Detection Phase

combine the policies of the sources in order to generate a mediator’s policy.
This phase is designed to ensure that constraints defined at source level will
be preserved at the mediator level. We then discuss that such policy combi-
nation could fail to protect data against inferences. To deal with inferences,
we shall first detect them. In this chapter, we propose an intuitive approach
that aims at detecting all inferences that could occur at the mediator level by

using functional dependencies.

We also introduce in this chapter a comprehensive scenario to illustrate
both of these phases. We finally describe some experiments that we have
conducted.

4.2 Propagating and combining the policies of

the sources

In this section we discuss how to combine the policies of the sources in order
to generate a representative policy at the mediator level. Please recall that
we consider sources enforcing constraint-based access control. As discussed
in Chapter 2, this model could simulate most classical access control models
[Wang 2004, Bonatti 2000]. We also consider view-based access control to
enforce constraint-based access control.

In order to generate a mediator’s policy from the sources’ policies, we can
identify two cases:

e Propagation: We refer to propagation in the case where one source pro-
vides a particular information to the mediator. In other words, a vir-
tual relation of the mediator is defined using only one relation from one
source. This case is pretty simple and one needs only to propagate the
source’s constraints to the mediator with no change. The mediator en-
forces the same constraints as the source that provides the information

and thus preserves the source policy.

e Combination: We refer to combination when the same information is
provided by different sources. In this case, each source enforces its own
constraints. The mediator needs to comply with all sources’ constraints.
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A mean to achieve this objective is to consider the conjunction of the
source polices. Indeed, attaching the conjunction of the constraints to
the mediator ensures that the mediator’s policy preserves each constraint
of the sources. The conjunction of constraints is always stronger than
each constraint taken separately. This means that if a user’s profile
complies with the conjunction of the constraints, it also complies with

each constraint taken separately.

We could observe that propagation is a particular case of combination
when there is only one source. So, we describe how combination of policies
should be performed in a data integration context.

In GAV data integration context, each virtual relation of the mediator
is defined using a conjunctive query over the sources’ relations. In order
to generate the mediator’s policy, we need to generate a set of appropriate
authorization rules for each virtual relation.

To achieve this goal, this phase considers each virtual relation of the me-
diator separately and computes the authorization views of the virtual relation
depending on how this relation has been constructed. Now, we discuss how to
build the set of authorization views of the mediator (algorithm 1). For a given
virtual relation it considers all the local relations used to build the virtual re-
lation. Every local relation could have a set of authorization views. For each
local authorization view, if all of its attributes appear in a virtual relation,
then a global authorization view with the same schema as the local view is
created. This allows the association between attributes that were forbidden
at the source level to remain forbidden at the mediator level. It also allows to
take into consideration only the local authorizations that are relevant to the
mediator. Now, we describe how the constraints to be attached to the global

authorization view are computed:

e If the schema of the local authorization view is unique with respect to
other local authorization views, then the global authorization view will
have the same constraint as the local authorization view.

e [f there are at least two local authorization views having the same
schema, then the authorization view constraint will be defined as the
conjunction of the local constraints.

Cette thése est accessible a I'adresse : http://theses.insa-lyon.fr/publication/2014ISAL0107/these.pdf
© [M. Haddad], [2014], INSA de Lyon, tous droits réservés



62 Chapter 4. Detection Phase

This way of computing the constraints of global views ensures that each local
authorization view is preserved at the mediator level. Indeed, each constraint

forbidding an access at source level also applies at mediator level.

Algorithm 1: Authorization views generation

input : R: a virtual relation of the mediator.

V ={V1,Vs,...,Vi}: the set of local authorization views of the
local relations used to construct R.
output: A set of authorization views for R.

1 foreach V, € V do
2 if VAttibute € V; : Attribute € R then

3 Create a global authorization view for R with the same schema
as Vj
4 Compute the constraint of the global authorization view

4.3 Scenario

To illustrate how source policies need to be propagated to the mediator, we
refer to our health care scenario where four sources are used to create a me-

diator.

e Source 1: S;(SSN, Diagnosis, Doctor). This source provides the social
security number (SSN) of a patient, the diagnosis that has been made
and the doctor who made it.

e Source 2: S5(SSN, AdmissionTime). This source provides SSN and
the admission time which is a timestamp. This timestamp corresponds

to the date of the admission including hours, minutes and seconds.

e Source 3: S3(SSN, Service). This source provides SSN together with
the service (department) where the patient had been admitted.

e Source 4: Sy(Diagnosis, Doctor, AdmissionTime, Service). This
source provides SSN, the Doctor in charge of the patient, Admission-
Time which is a timestamp and the Service where the patient has been
admitted.
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Now, we consider a data integration system built upon these sources.
This system is designed by defining a mediator over the sources. In
this scenario, we consider a mediator that includes three virtual re-
lations: M;(SSN, Diagnosis, Doctor), My(SSN, AdmissionTime, Service)
and M3(SSN, AdmissionTime, Service). My is defined by importing all the
information from S;. M; is defined by joining the information of Sy and Sj.
Mj is defined by taking all the information of Sy.

The mapping between the mediator’s virtual relations and the sources is
defined as follows:

e Mi(SSN, Diagnosis, Doctor) : —S1(SSN, Diagnosis, Doctor).

o My(SSN, AdmissionTime, Service) : —Sy(SSN, AmissionTime),
S3(SSN, Service).

e M;(Diagnosis, Doctor, AdmissionTime, Service) : —

Si(Diagnosis, Doctor, AdmissionTime, Service).

We further assume that the following functional dependencies hold at the
mediator level:
Fy : (AdmissionT, Service) — SSN
Fy : (AdmissionT, Doctor) — Diagnosis

F holds because at each service there is only one patient that is admitted
at a given time AdmissionT. Note that AdmissionT represents the admission
timestamp including hours, minutes and seconds. F; holds because at a given
timestamp, a doctor could make only one diagnosis.

We have described how the mediator is defined at data level. Next, we
discuss how to generate its authorization policy. But first we need to introduce
the local (source) policies.

4.3.1 Local (source) policies

Each source defines its own policy independently from the other sources. In
this section, we describe how each source protects its data. We recall that
we consider authorization views expressing prohibitions. The idea is thus to

Cette thése est accessible a I'adresse : http://theses.insa-lyon.fr/publication/2014ISAL0107/these.pdf
© [M. Haddad], [2014], INSA de Lyon, tous droits réservés



64 Chapter 4. Detection Phase

enumerate for each source a set of authorization rules expressing its policy. In
order to simplify such a scenario we assume there are only four roles considered
at each source, namely, doctors, nurses, administratives and receptionists. We
also assume that access control constraints used in the authorization views are
related to roles. Our reasoning applies also if there are more roles or when
constraints are related to other entities than roles. Such assumptions are made

to simplify the presentation.

4.3.1.1 Policy of source 1

The first authorization rule of source 1 states that the association between
SSN and Diagnosis is allowed to users having a role different from adminis-
trative, receptionist and nurse. In other words, this authorization rule allows

only doctors to access the association of SSN and Diagnostis.

Vis1(SSN, Diagnosis) : —S1(SSN, Diagnosis, Doctor),
$role # Administrative A $role # receptionist A $role # nurse.
The second authorization rule states that SSN and Doctor should not be
disclosed to administratives and receptionists. This rule allows only doctors
and nurses to have access to such an association.

Vas1(SSN, Doctor) : —S1(SSN, Diagnosis, Doctor),
$role # Administrative A\ $role # receptionist.

4.3.1.2 Policy of source 2

Source 2 has two authorization rules. The first one forbids administratives
and receptionists from accessing SSN and AdmissionTime. The second one

prohibits receptionists from accessing SSN.

Vis2(SSN, AmissionTime) : —Sa(SSN, AmissionTime),

$role # Administrative A $role # receptionist.

Vog2(SSN) : —=S5(SSN, AmissionTime),
$role # receptionist.
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4.3.1.3 Policy of source 3

The first authorization rule of source 3 forbids the access to SSN and Service

for administratives.

Viss(SSN, Service) : —S3(SSN, Service),
$role # Administrative.

The second authorization rule of source 3 forbids the access to SSN for
administratives and receptionists.

Vog3(SSN) : —=S5(SSN, Service),
$role # Administrative A $role # receptionist.

4.3.1.4 Policy of source 4

The authorization rule of source 4 states that administratives are not allowed
to access all attributes of source 4. This means that doctors and nurses are
allowed to access all attributes of source 4.
Visa(Diagnosis, Doctor, AdmissionTime, Service) : —

Sy(Diagnosis, Doctor, AdmissionTime, Service),

$role # Administrative A $role # receptionist.

4.3.2 Policy of the mediator

For each virtual relation of the mediator, we propagate the underlying autho-

rizations of the sources.

Vini (SSN, Diagnosis) : —M;(SSN, Diagnosis, Doctor),
$role # Administrative A $role # receptionist A\ $role # nurse.

This authorization rule is propagated from source 1 (Vig1).

Vorr1 (SSN, Doctor) : —M(SSN, Diagnosis, Doctor),
$role # Administrative A\ $role # receptionist.

This authorization rule results from propagating V551 to the mediator

Vimz(SSN, AmissionTime) : —My(SSN, AdmissionTime, Service),
$role # Administrative A\ $role # receptionist.
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This authorization rule is propagated from source 2 (Vig2).

Vom2(SSN, Service) : —Ms(SSN, AdmissionTime, Service),

$role # Administrative A $role # receptionist.
This authorization rule is propagated from source 3 (Vis3).

Vara(SSN) : —My(SSN, AdmissionTime, Service),
$role # Administrative A $role # receptionist.

This authorization rule results from the combination of V5g9 and Vigs.
Indeed both of these rules protect the same information but use different con-
straints. Source 2 denies the access to receptionists while source 3 denies it to
both administratives and receptionists. At the mediator level, the conjunction
of the two constraints is used to build V3. This leads to deny the access to

administratives and receptionists.

Vims(Diagnosis, Doctor, AdmissionTime, Service) : —
Ms(Diagnosis, Doctor, AdmissionTime, Service),

$role # Administrative A $role # receptionist.

This authorization rule is propagated from source 4 (Vigy4).

4.3.3 Example of inference

Although propagating policies of the sources to the mediator is needed to
preserve the sources’ constraints, this propagation could suffer from some
incompleteness. Indeed, each authorization rule generated for the mediator
is relevant. This is due to the fact that each mediator’s authorization rule

translates a requirement from one or many sources.

The aim of the previous scenario was to illustrate how local (source) poli-
cies are propagated to the mediator. It also serves the purpose of illustrating
inferences that could be made at the mediator level.

To highlight such inferences, we consider a nurse issuing a batch of queries
that will be combined to obtain sensitive information. In this scenario, we

consider a nurse issuing the following queries:

e Q1(SSN, AdmissionTime, Service) : —Ms(SSN, AdmissionTime, Service).
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e (Q2(Diagnosis, AdmissionTime, Service) : —

M;(Diagnosis, Doctor, AdmissionTime, Service).

We observe that both queries are allowed for a nurse. Indeed, Vj;s and
Vonre allow rewriting ()1 using authorization views. Thus, () is evaluated. On
the other hand Vi3 allows Q5. Thus, both queries are evaluated. We recall
that access control is enforced as follows: if a query could be rewritten (i.e.,
expressed) using authorization views then the query is evaluated. Otherwise,
it is denied.

Now, let us show that the policy generated to the mediator (the set of
authorization rules) in the propagation phase is not sufficient. Indeed, some
inferences could be made by malicious users in order to obtain sensitive infor-

mation.

The problem in such a scenario is that some functional dependencies
could hold and be used to infer sensitive information. In this case, Fj :
(AdmissionT, Service) — SSN holds at the mediator level.

Combining the results of the two queries and using the functional depen-
dency Fi, the nurse can obtain SSN and Diagnosis simultaneously, which
leads to the violation of the authorization rule Vi, of the mediator. To do
so, the nurse could proceed as follows:

e Join the result of (); with those of ()5 on the attributes AdmissionT
and Service.

e Take advantage of F; to obtain the association between SSN and

Diagnosis.

From now on, we refer to a query set like {Q1, Q2} as a violating transaction.
This scenario highlights the limitation of the naive propagation of the policies
of the sources to the mediator. In the next sections, we discuss why such an
inference could occur. We then propose an intuitive approach for solving this
problem.
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4.4 Why inference could occur?

In this section, we discuss why inference could occur in data integration con-

text. Indeed, understanding what caused the inferences is the first step in

order to deal with them. We have identified two main concepts that allow

malicious users inferring sensitive information:

e Issuing a batch of queries that seem non sensitive when taken sep-

arately. Indeed, a malicious user could issue a set of queries. Each

query taken separately does not violate the authorization policy. The

malicious user stores each query results and combine them in order to

obtain a prohibited information. We note that the malicious user has

to carefully choose an appropriate set of queries that are not sensitive

when considered individually and that could be combined afterwards.

In our previous scenario, ()1 and ()2 represent such a batch of queries

that we refer to as a violating transaction.

e Taking advantage of functional dependencies to combine the

queries aiming at synthesizing sensitive information. In particular this

becomes possible when new semantic constraints appear in the media-

tor. Indeed, combining attributes from different sources could lead to

new functional dependencies that do not exist in any source. For in-

stance, in the previous scenario, F} does not hold in any source. This is

due to the fact that this functional dependency uses attributes provided

by different sources. Thus, the semantic constraints expressed by such

functional dependencies could not be considered by any source while

defining its policy.

4.5 Detecting inferences

The first step towards detecting inferences is to be able to characterize such

inferences. Here, we use the concept of lossless join to characterize how func-

tional dependencies could lead to infer sensitive information. To this end, we

start by considering an authorization rule V' (X,Y") prohibiting the access to

the association of two attributes X and Y. The idea is to find, at design time,

how one could simulate V' without accessing X and Y in the same query.
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In order to simulate V' using a batch of queries, one could use functional
dependencies. This simulation is achieved by constructing a lossless join of
V. Next, we recall the definition of a lossless join that has been introduced in
chapter 3.

Definition 23 (Lossless join)[Aho 1979]

Let {Ry, Ry, ..., R,} be a set of relation schemas and let R = |J R;. We
i=1
say that {Ry, Ra, ..., R,} has a lossless join property if for any instance I :

Tr(I) =p<iy mr,(1).

This definition provides the intuition behind the lossless join property.
When this property holds, a relation (R) could be reconstructed using a set
of relations (here {Ry, Ry, ..., R,,}).

An interesting result on lossless join is the one of [Rissanen 1977].

Definition 24 (Lossless join and functional dependencies) [Rissanen 1977]

R > S 1is lossless join if and only if RNS —* R or RNS —* S.

This definition states that if T'= R < S, one could reconstruct 7" using R
and S only if:

RNS—*Ror RNS —=*S

where —* denotes the transitivity property of functional dependencies (see
Chapter 3).

This result is interesting for our investigation. Indeed, we are looking for
the different ways a malicious user could proceed to simulate (i.e., reconstruct)
an authorization view V(X,Y')s using a batch of queries. The idea is to
enumerate all the sets of queries that represent a lossless join of V.

In order to construct a lossless join of V', we start by constructing two
queries Q1(A, X ) and @2(A,Y). The intersection of ()1 and )5 is the attribute

A. So, @1 and Q)5 could simulate V only if A — X or A — Y. We could look
at this from another perspective. We look for functional dependencies that
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have as right hand side either X or Y. For each such a functional dependency,

we know that we could generate two queries to simulate V.

For example, if (A — X)) holds then one could simulate V (X, Y") using two
queries : Q1(X, A) and @Q2(A,Y). Note that neither 1 nor @) access both
attributes X and Y. So, both queries will be considered as legitimate queries.
An important issue to note is that () itself could be simulated by a batch of
queries, say (03 and (4. We note that this recursive process will simulate the

transitive functional dependency in the definition of [Rissanen 1977].

In this example there are two different ways to simulate V:

e using ()1 and ()s; or

e using (Y3, Q4 and s.

To deal with this problem we introduce an intuitive process that allows to
enumerate the alternatives that could lead to simulate all ways of simulating

a particular authorization rule. This process is divided into two steps.

1. Building the transition graph: In this step, we build a graph de-
parting from an authorization view. From this authorization we derive,
by using functional dependencies, the queries that could be used to sim-
ulate the authorization view. Each derived query will generate a new
node in the graph. The same process will be applied to this new node.

Once again this recursive process aims at deriving all possible queries.

2. Identifying violating transactions: This step aims at enumerating
all sets of queries that could simulate an authorization view. To this
end, it uses the previous constructed graph and considers the different
paths of this graph. This step shows that each path departing from the

authorization view node represents a violating transaction.

Next, we elaborate on both of these steps.

4.5.1 Building the Transition Graph

The aim of the transition graph is to list all the queries that could be de-
rived from an authorization rule by using functional dependencies. For each
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authorization rule we use the set of functional dependencies (FD) to derive a

transition graph (G). To build G we resort to Algorithm 2 as follows:

1. Consider the set of attributes of an authorization rule as the initial node.

2. For each FD in FD that has the RHS attribute inside the current node
(starting from the root):

(a) Create a new node by replacing the RHS attribute of the node by
the set of attributes of the LHS of FD.

(b) Create an edge between the initial node and the new node. Then,

label this edge with the corresponding FD that has been used.

3. Apply the same process for the new node.

Algorithm 2: BuildTransitionGraph (BuildG)
input : r; an authorization rule of the policy P.

FD, the set of functional dependencies.
output: G(V, E), the transition graph.

[y

V:={v(r;)}; // create the root v with the attributes of r;

2 W:={v(r;)}; // add v to a set W of vertices to visit

3 foreach w € W do

4 W =W —{w};

5 foreach FD(LHS — RHS) € FD do

6 if RHS € w then // RHS has one attribute

7 r:=w—{RHS}+ LHS; // create a new vertex

8 if x ¢ V then

9 Vi=V+{z}

10 L W =W+ {z};

11 e:= (w,z, LHS+{RHS}); // e is a new edge from w
to z //with as transition the attributes
LHS +{RHS}

12 if e ¢ E then // if not already in E add it

13 t E:=FE+{e};

14 return G(V, F) ;
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4.5.1.1 Bounding of the Order' of the Graph

Here we give an upper bound of the graph order. Consider a privacy rule
having n attributes Ay, ..., A,. Let FD be the set of functional dependencies
that hold. We denote by FD; the set of all functional dependencies that could
be derived from FD by using the pseudo-transitivity rule (see Definition 9).
Let m be the number of functional dependencies in FD; that have in their RHS
an attribute of the privacy rule. The number of nodes V' of the constructed
graph is at most (™ 4 1)".

Let m; be the number of functional dependencies having A; as the RHS.
We have ¥m; = m. For each functional dependency, we create a new node
by replacing the RHS by the LHS. Then, for each A; we have m; possible
replacements. Thus, the number of nodes obtained by replacing one or more
attributes is []", (m; + 1) which is bounded by (%2 4 1)".

4.5.2 Transition graph of the scenario

Now, we describe how this process could be applied to our scenario. We focus

on a single authorization view, namely, the authorization view Vjpq:

Vim1(SSN, Diagnosis) : —M,(SSN, Diagnosis, Doctor),
$role # Administrative A $role # nurse A $role # receptionist.

In particular we will focus on the nurse role. As we have discussed in
section 4.3.3 nurses could perform some inference that lead to disclose sensitive
information. Indeed, we showed that nurses could access the association of

SSN and Diagnosis. This access violates the authorization view Vjpq.
Figure 4.1 illustrates the generation of the transition graph. The process
of constructing this graph is the following:
e Construct the initial node (SSN, Diagnosis) that corresponds to the

schema of ;1. This schema represents the forbidden association.

e Select a functional dependency that has as right hand side either SSN
or Diagnosis. These two attributes are those of V7.

'The number of nodes that could be generated.
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Functional dependencies:
F: (AdmissionT, Service) —> SSN [ V] M ' (SSN, Diagnosis) ]
Fz: (AdmissionT, Service) —> Diagnosis

F, F,
[Q](AdmissionT, Service, Diagnosis) ] [ Q2(SSN, AdmissionT, Doctor) j
F,
2 F

[ Q3(AdmissionT, Service, Doctor) ]

Figure 4.1: Transition graph construction

e First case: F] is selected.

— Create a new node by replacing the right hand side of F}
by its left hand side. Replace SSN by AdmissionTime
and Service. This leads to the creation of the node
Q1(AdmissionTime, Service, Diagnosis).

— Create a link between the initial node (SSN, Diagnosis) and the
new node Q1(AdmissionTime, Service, Diagnosis).

— Label this link with the functional dependency that has been used.

In this case, it is F7.

— Apply the same process to the node
Q1(AdmissionTime, Service, Diagnosis) using Fy which will lead
to the creation of the node Q3(AdmissionTime, Service, Doctor).
For the node Q3(AdmissionTime, Service, Doctor) there are
no more functional dependencies that could be applied (i.e.,
a functional dependency having as right hand side either

AdmissionTime, Servive or Doctor).
e Second case: Fj is selected.

— Create a new node by replacing the right hand side of F;
by its left hand side. Replace Diagnosis by AdmissionTime
and Doctor. This leads to the creation of the node
Q2(SSN, AdmissionTime, Doctor).

— Create a link between the initial node (SSN, Diagnosis) and the
new node Q2(SSN, AdmissionTime, Doctor).
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— Label this link with the functional dependency that has been used.
In this case, it is F5.

— Apply the same process to the node
Q2(SSN, AdmissionTime, Doctor) using F; which leads to the
creation of the node Qs3(AdmissionTime, Service, Doctor). For
the node Q3(AdmissionTime, Service, Doctor) there are no more
functional dependencies that could be applied (i.e., a functional
dependency having as right hand side either AdmissionTime,

Servive or Doctor).

e There is no more node that could be created in either branch. Thus,

the process terminates and the graph is fully constructed.

4.5.3 Identifying Violating Transactions

In the previous step, we have generated a graph that stores all the derivations,

from an authorization view, that could be made using functional dependencies.

As introduced in definition 23 with the lossless join property, if (A —
X) then Q1(A, X) and Q2(A,Y) could simulate V(X,Y). This means that
{Q1,Q2} is a violating transaction (i.e., a set of queries that could lead to

infer a sensitive information).

The constructed transition graph has been designed to capture the notion
of violating transaction. Indeed, each violating transaction is represented by a
path of the graph. So, the violating transaction is a set of queries constructed
as follows:

e Each functional dependency on the path is translated into a query. This
query asks for all attributes appearing in the functional dependency
either in right or left hand side. In this case, (A — X) is translated into
Q1(A, X).

e The final node belongs to the violating transaction. In this case, the

final node is Q2(A,Y).

The set of minimal violating transactions (V7)) is constructed as follows.
First, a path between the initial node (the node representing the authorization

Cette thése est accessible a I'adresse : http://theses.insa-lyon.fr/publication/2014ISAL0107/these.pdf
© [M. Haddad], [2014], INSA de Lyon, tous droits réservés



4.5. Detecting inferences 75

Functional dependencies: - - A v1(;lat1ng ;ransaction:
F,: (AdmissionT, Service) —> SSN VI M1 (SSN, Diagnosis) { F1 ]_; . Q3 )

F2: (AdmissionT, Service) —> Diagnosis
DTN Q
F? Tl ~ FZ /

(Ql(AdmissionT, Service, Diagnosis) ] [ Q2(SSN, AdmissionT, Doctor) j

k e
2 .- F]Q

,,,,,,,,,,,,, 1::::, .
i Q3(AdmissionT, Service, Doctor)

Figure 4.2: Violating transactions identification

rule) and every other node is considered. As shown in Figure 4.2, from this
path a transaction (i.e., a set of queries) is constructed. Each query that is
used as a label on this path is added to the transaction. Finally, the query of
the final node of the path is also added to the transaction. This is done for
all nodes and paths in G. Before introducing the algorithm that generates the
set of violating transactions, let us introduce the following definitions.

Definition 25 (Building a query from a functional dependency) Let
F be a functional dependency. We define F9 as the query that projects
on all the attributes that appear in F', either in the RHS or in the LHS.
For example, let R(A1, Aa, A, Ay) be a relation and let F' be the functional
dependency Ay, Ay — As that holds on R. In this case F? is the query
that projects on all the attributes that appear in F. F® is the query
FQ(Ay, Ay, A3):i—R(Ay, Ay, As, Ay).

Definition 26 (Minimal Query) A query Q is minimal if all its attributes
are relevant, that is VQ' C Q : Q' cannot be used instead of QQ in a violating
transaction.

Definition 27 (Minimal Violating Transaction) A wiolating transaction
T (see Chapter 3) is minimal if: (a) all its queries are minimal, and (b) all
its queries are relevant i.e. ¥YQ € T : T\ {Q} is not a violating transaction.

To generate the minimal set of transactions (V7)) that is compliant with
the definition 27, we use the recursive Algorithm 3. The initial call to the
algorithm is:
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VT := FindVT(G,root, ), )

Algorithm 3: FindViolatingTransactions (FindVT)
input : G(V, E), the transition graph, v current vertex, ¢, current

path, VT current set of transactions.
output: V7T, the set of minimal violating transactions.

1 foreach e € outgoing edges of v do
2 t .= c; + etransition 4 e.to ;
// e.transition is the set of attributes of the transition

while e.to is the destination node

s | if ke VT |k Ctthen
4 VT =VT +{t};

5 foreach k£ € VT do
6 if ¢t C k then

7

VT =VT —{k};
// reducing further VT

8 return FindVT(G,e.to, c; + e.transition, VT);
// recursive call with the v reached by e (e.to) by

adding the e.transition to the current VT

The example in Figure 4.2 contains three nodes ()1, )2 and Q)3 in addition
to the initial node Viyp. If we apply Algorithm 3, it will generate, for each
node Q;, a transaction containing each F' on the path between V1 and Q;,
and Q); itself. For example, to generate T3 that represents the path between
Via and @3, we start by adding each F; on the path from Vi, to Q3. Here,
Fy and F; are translated into FlQ and FQQ respectively. Finally, we add @Qs.
Thus, we obtain T3 = {F® F? Q;}. In the example the returned VT is:

VT = {11 ={Q1, FP}. To = {Qa, F2}, Ts = {Qs, F* F}}.

At this stage we emphasized the fact that functional dependencies could
be combined with authorized queries to obtain sensitive information. In
our example, this issue is illustrated by the fact that if all the queries
of any transaction 7; are issued and evaluated then the authorization rule
Vimi(SSN, Diagnosis) is violated.
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4.5.4 Summary on the detection phase

In this phase we have shown how to enumerate sets of queries, called violating
transactions. When queries of a violating transaction are combined, they lead
to the violation of an authorization view. This phase aims at detecting the
flaws that could occur after the propagation phase is achieved. We have shown
that even for a fairly small scenario three different violating transactions could
occur.

The next section describes a set of experiments that we have conducted to

evaluate some parameters from a practical point of view.

4.6 Experiments

We have conducted a number of experiments on real and synthetic datasets
to validate the detection phase. With synthetic datasets we generated par-
ticular configurations (e.g., worst-case scenarios) while with the real datasets
(downloaded from the UCI ML Repository [Bache 2013|) we first extracted
FD by using a well-known algorithm called TANE [Huhtala 1999| and then
we run our algorithms with sets of rules having different numbers of attributes
(from 2 to 10). We also tested the algorithms on specific subsets of FD (e.g.,
100 and 200 extracted from the Bank dataset) that were not present in real
datasets (Sub 1 and 2 in Table 4.1). The source code of the algorithms is
released under GPL v3 free software license and is available at the following
address [Haddad 2013b].

4.6.1 The testing procedure

The characteristics of the real and synthetic datasets are shown in Table 4.1.
The whole sequence of steps needed to set up the environment and execute

the algorithms is the following:

1. Selection of datasets with different numbers of attributes. We assume
a single relation at the mediator level and we define S as the union of
attributes.
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2.

Extraction of the functional dependencies from real datasets by using
the TANE algorithm. In case of synthetic datasets we generated FDs
by considering a worst-case approach. We generated FDs by varying
the number of attributes of the LHS. Each FD in FD is generated in
such a way that the whole set FD will be considered during the graph
construction. To do so, each RHS of a new FD needs to be contained
in the policy or one of the LHS of the previously generated FDs. For
example, if the policy is (A;, Az) and if the number of attributes in
LHS is equal to 2, the sequence of generated FDs will be (As, Ay) — A,
(As, Ag) — Ay, (A7, Ag) — A3 and so on.

Generation of policy P while varying the number of attributes inside
rules. As we will show in the next section the number of attributes of
a rule affects the graph size and consequently the time to build G and
identify VT .

4.6.2 Results

Table 4.1 shows the results obtained by running the algorithm for each dataset.

The different parameters are:

F'D; is the average number of attributes that appear in FD.
|G (V)| is the number of nodes.

|G (E)| is the number of edges of the generated graph.
BuildG is the time, in ms, to build G.

|[VT| is the number of generated violating transactions.

FindV'T is the time, in ms, to construct the set of violating transactions.

For each of the tests reported in Table 4.1 we calculated the mean value for

100 different executions.

While Table 4.1 reports on the approach practicability on real datasets, the

graphs in Figures 4.3, 4.4 and 4.5 show tests performed on synthetic datasets.
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Also in this case we run multiple tests while varying parameters that are not
subject to the evaluation.

In particular, Figure 4.3 shows the relation between the number of nodes
and the cardinality of randomly generated FD. We reported different tests
while varying the number of attributes of the global (mediator) schema. The
tests show that by increasing the cardinality of FD, the number of nodes
increases very fast until, at a certain point, it starts slowing and approaching
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Figure 4.5: Graph construction and violating transactions identification

its upper bound as expected theoretically.

Figure 4.4 shows the relation between the number of nodes and the time
needed to build G with fixed attributes in the global (mediator) schema. As
we can see, the time to build G increases proportionally with respect to the
number of nodes. This is mainly because we use binary trees to manage the
nodes. The dots in figures represent single executions while the line has been
generated using the Spline algorithm [Hastie 1990].

Figure 4.5 reports the performances for identifying V7 from previously
built graphs. The time increases proportionally with respect to the number

of transactions.

The experiments show the practicability of our approach on different
datasets with different characteristics. The approach showed some limitation
only when the cardinality of D becomes very large (e.g., greater than 1500
for a single relation) and hence not able to discover transactions in an accept-
able period of time. We believe that this amount of FDs does not represent
a typical scenario. Nevertheless, this issue remains relevant and important to
be investigated.
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4.7 Discussion

In this chapter we have presented the first two phases of our methodology
that aims at defining a global policy of the mediator. This policy should both
preserve the sources’ policy and prevent from inferences at global level.

The propagation phase ensures that the sources’ constraints are preserved
at the mediator level. To achieve this goal, this phase considers conjunctions
of local constraints at the mediator level.

The detection phase has been designed to enumerate all violating trans-
actions. To this end a transition graph is constructed, then the paths on this
graph are used to construct the violating transactions. We have described a
set of experiments that we have performed to evaluate this phase. The results

of these experiments show the practicability of the proposed approach.

These two phases are mandatory in order to prevent against inferences.
How to deal with such inferences and prevent malicious from synthesizing a

prohibited information is the topic of the next chapter.
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5.1 Introduction

In this chapter, we discuss how to deal with violating transactions. We present
the reconfiguration phase of our methodology. This phase aims at preventing
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a user from issuing all the queries of a violating transaction. Please remember
that queries of a violating transaction can be issued and evaluated as long as
they do not lead to a violation of the transaction. If a user could not complete
the execution of all the queries of any violating transaction then no violation

could occur.

This chapter is organized as follows: we start by stating the problem of the
reconfiguration phase, we then describe both the design time and the runtime
approaches. Finally, we compare these two approaches and describe some
performed experiments over this phase.

5.2 Problem statement

In the reconfiguration phase we tackle the following problem: "Given a set
of violating transactions, each violating transaction being defined by a set of
queries, prevent a user from getting answers to all the queries of any single
transaction”.

5.3 Approaches

To tackle this problem, there are two different visions. These visions differ
on which time to tackle this problem. Indeed, this problem could be resolved
either at design time or at runtime. Nevertheless, these visions agree on the
need of preventing malicious users from inferring sensitive information. Thus,
preventing users from completing any violating transaction (i.e., accessing all
queries of a single transaction). We propose two solutions! to deal with the
problem of the reconfiguration phase. We then discuss and compare both
solutions. The two proposed solutions are summarized here:

e Policy revision: This solution is performed at design time and aims at
repairing the mediator policy. This is achieved by adding an appropriate
set of authorization rules to the mediator in such a way that no violating
transaction could be completed.

LOne solution for each vision.
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e Query tracking: This solution is performed at runtime. It is history-
based. This means that each user query that is evaluated is stored into
a log file. Then, the combination of past queries and the current query
is performed each time a new query is issued. If this combination leads
to the access to all queries of a given single transaction then the current
query is denied. Otherwise, the current query is evaluated and added to
the log file.

5.4 Policy revision

This solution revises the policy by adding new rules such that no violating
transaction could be completed. A naive approach could be to deny one query
for each transaction. This ensures that the malicious user could not access all
queries of any single transaction. To illustrate this principle, we consider the

following arbitrary set of violating transactions:

Tl = {QLQ%? 7Q71n1}
T2 - {Q%v@gv 7Q2n2}

Tn:{Q?a ga7 nmn}

Indeed, if VT, EIQ; such that Q; is denied then no transaction could be
completed.

Although this naive solution is safe from an access control point of view,
it is not desired from an availability point of view. Indeed, taking randomly
one query from each transaction could induce denying n different queries to
the user. This could be costly from an availability point of view. In particular
when a smaller set of m queries (m < n) shares at least one query with every

transaction.

To achieve a trade off between authorization enforcement and availability,
we investigate the problem of finding the minimal set of queries that denies
at least one query for each violating transaction. We refer to this problem as
query cancellation problem. We first recall some definitions related to com-
plexity theory. We then formalize and characterize the complezity of the query
cancellation problem for one rule. Finally, we discuss the case of a policy (i.e.,
a set of rules).
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5.4.1 Complexity: some relevant issues

Complexity theory aims at analyzing the difficulty of solving problems. This
difficulty could be measured by quantifying the different resources that are
needed to perform the required computations [Garey 2002|. The resources
that are usually of interest are the computation time and memory space needed
to solve the problem.

An important part of complexity theory deals with decision problems. A
decision problem is a problem which output is either "yes" or "no" for any
input that is provided. A decision problem could be modeled by a question
to which the answer is always either "yes" or "no".

A complexity class is a set of all problems that could be solved using the
same amount of resources. A complexity class could either refer to a time
complexity or a memory complexity. We focus on time complexity which
refers to the number of elementary operations that should be performed by an
algorithm in order to solve the problem. Two of the most studied complexity
classes are P and N P.

The complexity class P is the set of all decision problems that could be
solved in polynomial time by a deterministic machine. In this case, the prob-
lem has an efficient algorithmic solution.

The complexity class NP is the set of decision problems that could be

solved in polynomial time using a non deterministic machine.

A problem A is reducible to a problem B if there exists an algorithm that
translates each instance a € A into an instance b € B such that the answer to

!

b is "yes" if and only if the answer to a is "yes" as well. A decision problem

A is said to be N P-complete if:

e [t belongs to NP; and

e Any NP problem could be reduced to A

When a problem only satisfies the second condition it is said to be NP-
hard.

In order to proof that a problem A is NP-complete, we need to proof that
a well known problem which was previously proven to be NP-complete could

Cette thése est accessible a I'adresse : http://theses.insa-lyon.fr/publication/2014ISAL0107/these.pdf
© [M. Haddad], [2014], INSA de Lyon, tous droits réservés



5.4. Policy revision 87

be reduced to A. Historically, the first problem that have been proven to be
NP-complete is the satisfiability problem SAT [Cook 1971|. Since then, many
other problems have been proven to be NP-complete as well. Any of these
problems could be used to prove that a new problem is also NP-complete.

The concepts introduced in this section will be used to formalize and study
the query cancellation problem.

5.4.2 Problem formalization

Let VT ={T\,...,T,} be a set of minimal violating transactions and let Q =
{Q1,...,Qmn} be aset of queries such that Vi € {1,...,n} : T; € P(Q)~0. We
define the following Query Cancellation (QC) recognition (decision) problem
as follows:

e Instance: A set VT, a set Q and a positive integer k.

e Question: Is there a subset @ C Q with |Q| < k such that Vi €
{1,...,n} : T; N~ Q # T; 7 Here, |Q| denotes the cardinality of Q.

Algorithm 4: QueryCancellation
input : V7 is the set of minimal violating transactions.

Q is the set of all the queries that appear in VT
output: S is the set of all solutions

1 foreach ¢ € () do
2 if Vi e VT,tNq+# 0 then
tS::SUq;

3

4 return S ;

Thus, the optimization problem, which consists in finding the minimum

number of queries to be canceled is called Minimum Query Cancellation

(MQC).
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5.4.3 Problem complexity

In this section, we show the NP-completeness of QC. We propose a reduction
from the domination problem in split graphs [Bertossi 1984]. In an undirected
graph G = (V| E), where V is the node (vertex) set and F is the edge set, each
node dominates all nodes joined to it by an edge (neighbors). Let D C V
be a subset of nodes. D is a dominating set of G if D dominates all nodes
of V.. D. The usual Dominating Set (DS)|Bertossi 1984] decision problem is
stated as follows:

e Instance: A graph GG and a positive integer k.

e Question: Does G admit a dominating set of size at most k ?

This problem has been proven to be NP-complete even for split graphs
[Bertossi 1984]. Recall that a split graph is a graph whose set of nodes is
partitioned into a clique C' and an independent set I. In other words, all
nodes of C' are joined by an edge and there is no edge between nodes of I.
Edges between nodes of C' and nodes of I could be arbitrary.

Theorem 1 QC is NP-complete.

Proof 1 QC belongs to NP since checking if the deletion of a subset of queries
affects all transactions could be performed in polynomial time. Let G be a split
graph such that C' is the set of nodes forming the clique and I is the set of
nodes forming the independent set. We construct an instance QC' of query
cancellation problem from G as follows: Q = C, VT = I and each transaction
T; is the set of queries that are joined to it by an edge in G. We then prove
that G admits a dominating set of size at most k if and only if QC' admits a
subset Q@ C Q of size at most k such that Vi € {1,...,n} : T, N Q # T;.

Assume QC' admits a subset Q C Q of size at most k such that Vi €
{1,...,n} : T;NQ #T;. Q is also a dominating set of G. In fact, all nodes of
I are dominated since all the transactions are affected by QQ and all remaining

nodes in the clique C are also dominated since they all are connected with
nodes of Q).
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Assume G admits a dominating set D of size at most k. Observe that D
could be transformed into a dominating set D' of same size and having all its
nodes in C'. To ensure this transformation it is sufficient to replace all nodes
of D that are in I by any of their neighbors in C'. Note that the obtained set
D’ is also a dominating set of G. The subset of queries to be canceled is then

computed by setting Q) to D’.

Corollary 1 MQC is NP-hard.

To generate the set of queries that need to be canceled we use Algorithm 4.
It returns all the (candidate) sets of queries that have a non-empty intersection
with each violating transaction. We can use different metrics to determine
which set to choose. The first metric is the cardinality of the smallest set.
Other metrics could be defined by the administrator. Indeed, some queries
can be identified as more relevant to the application. In this case, the set of
queries to be chosen could be the one that does not contain any relevant query.
The minimal set of queries M () is defined using one of the previous metrics.
For each query @ in M@ a new authorization rule is added to prevent from

the evaluation of Q).

5.4.4 Generalization for a policy

We have considered the problem of query cancellation for a single authoriza-
tion rule. Now we summarize the process (Algorithm 5) for the whole policy.
We denote by P the policy (i.e., the set of rules). We denote by Ng the set of
new rules that has been generated. The new policy set (P) will be the union
of P (given as input) and Ng.

e For each authorization rule in the policy P

Construct the graph.

Generate the violating transactions.

— For each transaction find the minimum set of queries Min(@ using
the query cancellation algorithm.

— For each query in Min(@ add a new authorization rule into Ng.
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Algorithm 5: GenerelizationForPolicy

input : P the set of authorization rules.
output: P augmented with new rules.

foreach r; € P do

G := BwildG(r;);

VT := FindVT(G,root,(,0);

S = QueryCancellation(VT,Q); // ) is obtained listing
VT

5 Ng :=0; // Ni is the set of new rules

6 foreach ¢ € S do

7 L Ng = Np U {r(q)}; // Generate a new authorization rule

r from ¢

=

=W N

8 if Ny is not empty then
9 L Npg := Ng U GenerelizationFor Policy(Ng);

10 P :=PU Ng;

11 return P ;

e If Np is not empty, apply the same process to Ng (instead of P) as

input.

e Add the new generated authorization rules to the policy given as input.

5.4.5 Termination of the algorithm

Algorithm 5 deals with query cancellation for the whole policy. We denote by
P the policy (i.e., the set of rules). We denote by Ny the set of new rules
that have been generated. The new policy set (P) will be the union of P and
Ng (P ="PUNg). In such settings, we need to make sure that the algorithm

terminates.

A new rule could generate other new rules and so on until no rule is added.
Let Ng be the set of attributes of the mediator schema. Since Ng is finite,
the maximum number N, of rules that could be defined is also finite. Let Np
be the number of rules in P. Let n be the difference between N, and Np.
At each recursive call of the algorithm either no rule has been generated or n
decreases since N, increases. Thus, the algorithm terminates.
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5.5 Query tracking

This solution is history-based, namely, it uses the past queries and the ongoing
query to decide if the ongoing query can be evaluated. This solution takes
as input the set of violating transactions that have been generated in the
detection phase. The idea is to prevent a user from executing all the queries
of any single transaction. This is achieved by labeling each query of any
transaction that has been accessed by a user. Then, if the current query
makes all the queries of any transaction labeled then the query is denied.
Otherwise, the query is evaluated. This solution highlights the importance of
the labeling process. Indeed, an incorrect labeling could lead to violations.
The main issue is how to determine if a query of a violating transaction has

been accessed by the combination of a batch of user queries.

We start by considering a simple example that shows the importance of
the labeling method.

Let T = {Q1,Q2,Q3} be a violating transaction. If a user accesses all
the queries of T" then an authorization rule is violated. For each user query
Q", we check if any @); is accessed. In other words, if combining some user
queries leads to disclose information about the violating query @);. Let Q" =
{QY, Q%, Q4%, Q4 } be a sequence of user queries. To illustrate how the labeling
process is achieved we make the following assumptions:

e ()} discloses information about Q).
o ()4 together with % disclose information about Q)s.
e (0} discloses information about Q3.

The different steps of the query tracking approach on this example are the

following;:

e When QY is received, (); is labeled and )} is evaluated.

e When ()} is received, ()% does not disclose by its own information about
any (; and thus no labeling is performed and Q% is evaluated.

e When ¥ is received, (), is labeled and Q% is evaluated.
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e When @)} is received, )} discloses information about (3. Labeling ()3
makes all the queries of 7" labeled. Thus, @)} is rejected.

We have discussed how the labeling process should be carried out in order
to perform the query tracking approach. This description omitted how to
determine if a batch of queries induces disclosing information about a violating

query.

Now, we describe how to detect such an information disclosure. We pro-

pose two approaches to achieve this goal:

e Attribute-based approach: This approach is achieved at the at-
tribute level. In this case, a batch of queries disclose information about
a violating query when the join of the the set of user queries contains
all attributes of the violating query.

e Audit-based approach: This approach aims at refining the previous
approach by considering inclusion at both attribute and tuple levels.
This approach takes advantage of auditing approaches proposed in the
literature.

Next, we elaborate on both approaches. We then compare them by dis-

cussing their advantages and their drawbacks.

5.5.1 Attribute-based query tracking

This approach considers joining the user queries in order to determine if this
set of queries discloses information about the violating query. In this approach,
if all attributes of a violating query are included in the attributes of the join
(of the user queries), then the violating query is labeled.

We start by considering how user queries could be joined. Two queries
could be joined if they share some common attributes. To know how joining
a set of user queries could simulate a violating query, we introduce the A
operator defined as follows:
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Definition 28 (A operator) The A operator takes two queries as input and
returns the join of the two queries if they share common attributes, otherwise

it returns a set containing the two queries.

Q1 R Qs = {Q1 x Q2} if Q1 and Qo share attributes
Pher {Q1,Q2}  otherwise

The A operator could be generalized to a set of queries and a single violating
query as follows:

{Q1,Q2, ..., Qu} AQ = ({Q1,Q2,...Qi } U{Qit1,..Qn}) AQ

We assume, without loss of generality, that every query @Q; €
{Q1,Q2,...Q;} shares at least one common attribute with Q). We also as-
sume that no Q; € {Qit1,...Qn} shares any attribute with Q. We consider the
following cases:

o {Q1,Qq,...Q;} is empty:
{Ql?Q%"'aQn}KQ = {Q7Q17Q27“'7Qn}

o {()1,Qs,...Q;} 1s not empty:

{Q1,Q2, ., Qu} AQ ={Q1 X Q2 X ... X Q; X Q,Qiy1,...Qn}

The idea of this labeling method is that a set of user queries could simulate
a single query of some transaction. Thus, when a query is submitted we should
consider all the possible combinations with past queries. The A operator
organizes how past queries should be stored. Indeed, if two queries could be
combined (joined) then we just need to keep (i.e., we store) the joined query.
If two queries could not be joined then we keep both queries. This reasoning
is generalized to a set of queries. Then, we check if the new set of queries

induces the labeling of all the queries of a single transaction.

Algorithm 6 describes attribute-based query tracking approach. It takes as
input a set of violating transactions and a sequence of user queries. For each
user query it applies the labeling method described above (i.e., considering
combination of the current query with past queries).
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Algorithm 6: Attribute-Based Query Tracking
input : VT ={T,T...,T,,}, the set of violating transactions.
PastQueries = {Q%, QY..., Q% }, the set of already executed
queries. Q" the ongoing query.

output: Decision to accept or reject each ()

1 UserQueries := PastQueries A @ ;

2 foreach T; € VT do

3 foreach ; € T; do

4 if All attribute of Q; are included in any query of PastQuries
then

5 label @Q; ;

6 if all queries of T; are labeled then

7 cancel the labeling of Q); ;

8 reject Q" ;

9 else

10 PastQueries := UserQueries ;

11 evaluate Q" ;

12 else

13 PastQueries := UserQueries ;

14 evaluate Q" ;
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First, the ongoing user query is combined with past queries using the A
operator. If this combination leads to access all attributes of a violating query,
then the violating query is labeled. When this labeling makes any violating
transaction completely labeled the ongoing query is denied.

5.5.2 Audit-based query tracking

In this section, we describe a labeling method that is achieved at both attribute
and tuple levels. This labeling method takes advantage of auditing approaches
that have been proposed in the literature.

Next, we start by introducing the auditing context and relevant definitions
in this field. Then, we discuss how audit techniques could be considered in
order to perform query tracking solution.

5.5.2.1 Query auditing

Query auditing approaches aim at investigating unauthorized access a poste-
riori. This vision is dual to classical access control mechanisms where autho-
rization decision is made before the query is evaluated. Audit systems in the
other hand check if an access to a particular information has been performed
after query evaluation. This induces to record all user interactions with the
system in a so called audit trail. This audit trail could be exploited offline

and one is able to determine if a user accessed sensitive information.

Usually, query auditing is performed at tuple level. In particular, it aims
at detecting if a user query has accessed a particular tuple. When such a tuple
contains sensitive information, this concept allows modeling information that
need to be protected.

Definition 29 (Essential tuple) A tuplet is said to be essential for a query

Q if its omission makes a difference in the results of Q).

Another important definition is the one of audit expression.

Definition 30 (Audit expression) An audit expression is a query that em-
phasizes the part of data to be protected (audited).
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The intuition behind these definitions is that an essential tuple is a tuple
that belongs to the query results. In other words, the tuple satisfies the
schema and the constraints of the query. From an audit point of view, an
audit expression describes the part of data which is prohibited. If a user
accesses any essential tuple of an audit expression then a violation occurs.

Query auditing techniques fall into two categories: data dependent
and data independent. In data dependent techniques [Agrawal 2004,
Kaushik 2011] the audit checks if a sensitive information on the cur-
rent data instance has been accessed. The data independent techniques
[Machanavajjhala 2006, Miklau 2004] check if there exists an instance in which
the query accessed a prohibited information. This difference is characterized
by the way an essential tuple is defined. Next, we provide both definitions of
essential tuple.

Definition 31 (Essential tuple - data dependent) A tuple t is said to
be essential for a query Q if its omission from the current instance makes a
difference in the results of Q, i.e., Q(I) # Q(I) — {t} for the current instance
1.

This definition states that an essential tuple in data dependent settings is
a tuple that belongs to query results on the current database instance.

Definition 32 (Essential tuple - data independent) A tuple t is said to
be essential for a query Q) if there exists an instance for which its omission
makes a difference in the results of Q, i.e., 3 an instance I such that: Q(I) #

Q) —{t}

This definition states that an essential tuple in data independent settings
is a tuple for which there exists a database instance where this tuple belongs
to query results.

5.5.2.2 Auditing a set of queries

In [Motwani 2008|, the authors tackle the problem of auditing a batch of
queries. This problem aims at generalizing the classical auditing problem
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where a single query is considered. In this work the problem could be stated
as follows: "Given a set of queries Q = {Q1,Qa, ..., Qm}, an audit expression

A, and a defined notion of suspiciousness S, is () suspicious with respect to
A?//

The authors of [Motwani 2008] studied this problem for different defini-
tions of suspiciousness and different classes of queries. They assume in all
cases that A is a conjunctive query. The main definitions of suspiciousness
they consider are the following:

e Semantic suspiciousness: It is a data dependent approach that extends
previous data dependent solutions with the ability of considering a set
of queries. This approach could fail to identify a batch of queries as
being suspicious.

e Strong syntactic suspiciousness: It is a data independent approach that
considers a set of queries. This approach aims at detecting suspicious
batch of queries as well as limiting false positive detection. Unfortu-
nately, this approach has been proven to be NP-hard even for select-
project queries without inequalities.

e Weak syntactic suspiciousness: This approach is also data independent
and considers a set of queries. It is a relaxation of the previous ap-
proach. This relaxation induces more false positive than the strong
syntactic suspiciousness approach. This approach is NP-hard as well
but for conjunctive queries.

Next, we present the strong syntactic suspiciousness approach. Indeed,
we believe that strong syntactic approach is a good middle ground between
the semantic approach that fail in detecting some suspicious batch of queries
and the weak syntactic approach which could induce a large amount of false
positives.

Definition 33 (Strong syntactic suspiciousness) A batch of queries Q is
strongly syntactically suspicious with respect to an audit expression A, if for

any database instance I there is some subset () C ) such that:

o A tuplet € T ( the cross-product of tables common to every query in Q'
and A) is essential to every query in Q' and to A.
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e The queries ' together access all attributes of V.

The intuition behind this definition is that a batch of queries could access
parts of an essential tuple separately. When put together these parts allow to

reconstruct the essential tuple. Thus, leading to a violation.

Algorithm 7 describes the general process for achieving the strong syntactic
suspiciousness approach proposed by [Motwani 2008]. This process starts by
considering each query (); belonging to the batch of queries given as input.
Then, it considers if the selective constraints of (); and A are compatible.
The selective constraints are the constraints that a tuple ¢ needs to satisfy in
order to belong to query results. Note that the selection constraints are the

constraints used in the where clause in an SQL notation.

The selective constraints of (; and A are compatible if there exists, in
some instance I, a tuple t that belongs to both (); and A. In other words, the
formula built using the conjunction of the two constraints is satisfiable.

If the constraints of (); and A are compatible then all common attributes
of (); and A are labeled. At the end of this process, when all queries of () have
been considered, the idea is to check if all attributes of A have been labeled.
If it is the case, this means that the combination of queries in @) leads to a

suspicious situation with respect to A. Otherwise, they are not suspicious.

Algorithm 7: Strong Syntactic Auditor [Motwani 2008]
input : () a set of queries.

A an audit expression.

output: Decision about the suspiciousness of ) with respect to A

foreach Q; € ) do
if The constraints selecting the tuple of QQ; and A are compatible

then
2 L label all column of A as accessed by Q;;

=

if All column of A are labeled then
3 t return suspicious ;

4 else
5 L return unsuspicious ;
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5.5.2.3 Query tracking with auditing

In this section we describe how we could take advantage from auditing tech-
niques in order to achieve the query tracking solution. Recall that we have a

set of violating transactions. Each violating transaction is a set of queries.

Algorithm 8: QueryTrackingWithAudit
input : VT ={11,T5...,T,}, the set of violating transactions.
PastQueries = {QY, QY..., Q% }, the set of already executed
queries. Q" the ongoing query.

output: Decision to accept or reject each @)

1 foreach 7; € VT do

2 foreach @); € T; do
3 if StrongSyntacticAuditor (PastQueries U{Q}) = suspicious
then
4 label @Q; ;
5 if all queries of T; are labeled then
6 cancel the labeling of @)};
7 reject Q" ;
else
9 add Q" to PastQueries;
10 evaluate Q" ;
11 else
12 add Q" to PastQueries;
13 evaluate Q" ;

Algorithm 8 describes the general process of the query tracking approach
while using audit techniques. Here the audit algorithm that is used could be
any of those presented in the previous section. Depending on the guarantees
that are desired one could use either semantic or syntactic auditing.

The idea is to consider each query of any violating transaction as a view
that we would like to audit with respect to a set of queries. This set of
queries is constructed by considering all past queries and the current (ongoing)
query. This algorithm determines if the ongoing query should be evaluated or
rejected.
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To this end, we use the results of the auditing of the set of queries con-
taining past queries as well as the ongoing query to know if this set of queries
is suspicious with respect to each query of all violating transactions. If this
set induces the access to one of the queries of a violating transaction then
this query is labeled. If the set of past and ongoing queries makes a whole
transaction labeled then the ongoing query needs to be denied. Otherwise,

the current query is evaluated and added to the set of past queries.

5.5.3 Comparison of query tracking approaches

In this section, we describe the advantages and drawbacks of query tracking
approaches. The main difference between the attribute-based and the audit-
based approaches is how to detect if a batch of queries access a violating query.
Indeed, the rest of the reasoning remains the same which is labeling violating

queries and denied a user query that makes a whole transaction labeled.

The two approaches behave differently mainly on two metrics. The first
one is the complexity of the approach. The second one is the precision of the
detection.

e Complexity: the attribute-based approach is achieved in polynomial
time while the audit-based approach is NP-hard. This means that the
attribute-based approach is more efficient computationally wise, in par-
ticular, since the query tracking is achieved at runtime. Indeed, each
labeling is an extra processing before being able to evaluate the query.
So, the more the labeling is costly the more query evaluation is slowed

down.

e Precision: this metric measures the number of false positive that an
approach could generate. A false positive occurs when a legitimate query
is denied even though it could not lead to any violation. In this met-
ric, audit-based approach is better. Indeed, this approach considers
combination of queries at both column and tuple levels which makes it
more precise when considering combination. On the other hand, the
attribute-based approach restricts itself to column level. In this setting
some queries could be considered as a possible combination while ac-
tually they could not be combined. To illustrate this case we consider
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the following example: consider two queries Q1(A, B) and Qq(B,C).
According to the attribute-based approach these queries could be com-
bined (which is true for some case). Now, consider that @)y selects only
tuples for which B > 10 and ()5 selects only tuples for which B < 5. In
this case ()1 and ()5 could not be combined. This example illustrates
that the attribute-based could wrongfully consider that queries could be
combined. This induces rejecting some queries which could have been
safely evaluated.

5.6 Comparison of the two solutions

In this section we compare the two solutions described in the reconfigura-

tion phase. We consider an abstract query tracking solution regardless if it

is attribute-based or audit-based. Here, we discuss the advantages and draw-

backs of both policy revision and query tracking.

5.6.1 Policy revision

e Advantage: All the processing is completed at the design time. The
mediator policy is modified by adding a set of authorization rules. This
modification ensures that no violating transaction could be completed
and thus no violations could occur. This ensures that the system per-
formances will not be affected.

Drawback: This solution could be too restrictive since the decision about
denying queries is made at design time. For a particular transaction a
query could be denied even if the user did (and will) not perform any
other query of this transaction. For example, consider the following
transaction 7' = {Q1,Q2,Q3}. We assume that (); has been denied
because it belongs to the minimal set of queries that covers all transac-
tions. In this case a user could not evaluate @)1 even though she/he has
in mind to issue neither )5 nor ()s.
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Table 5.1: Experiments results for the reconfiguration phase

Name VT| |P| QTrack (ms)
Yeast 5 7 <1
Chess 20 21 <1
Breast W. 37 20

Abalone 17 23 1
Synthetic 1 130 o4 4
Synthetic 2 1737 263 8
Bank 9137 513 10

5.6.2 Query tracking

e Advantage: This solution maximizes the information available to the
user. Indeed, it denies a query only if it could lead to a violation. A
query leads to a violation if it could be combined with past queries and

semantic constraints to obtain sensitive information.

e Drawback: This solution requires keeping track of all the queries that a
user has issued. In an authorization sensitive context the history should
be kept forever. Also, an additional processing is needed before the
query execution. Even legitimate queries need to be checked with past
queries before being evaluated. The tracking therefore also affects the
performances by increasing CPU and memory utilization. Thus, slowing

down query evaluation.

To summarize, no solution is clearly better than the other. Depending on
the requirement of the targeted application one could either enforce policy
revision or query tracking. Indeed, applications where query answering time
is important could not afford using query tracking solution. In this case
policy revision is the better fit. On the other hand, applications aiming at
maximizing data availability will choose the query tracking solution. Indeed,
the policy revision could be too restrictive.

Cette thése est accessible a I'adresse : http://theses.insa-lyon.fr/publication/2014ISAL0107/these.pdf
© [M. Haddad], [2014], INSA de Lyon, tous droits réservés



5.7. Experiments 103

5.7 Experiments

Table 5.1 summarizes the experiments that we have conducted regarding the
reconfiguration phase. We used the same data sets as for the detection phase.

This information reported in table 5.1 are the following:

e |VT]| is number of minimal violating transactions that have been gener-
ated for the corresponding dataset. This result is the one of the detection

phase.

e For the policy revision approach we have measured | P’| representing the
number of rules that need to be added, at design time, to the policy in
order to avoid any violation. |P’| is generated using query cancellation

(algorithm 4) and generalization for a policy (algorithm 5).

e For the query tracking approach we have measured QT'rack the average
time, in ms, that is needed to check if a query induces the labeling of a

whole transaction.

Table 5.1 illustrates the relation between the set of violating transactions
and the solutions performed in the reconfiguration phase. For the query track-
ing we observe that query labeling induces some extra time that will be added

to query evaluation time.

For policy revision, figure 5.1 illustrates the relation between the number
of transactions and the number of additional rules that are extracted. It shows
that the more violating transactions are detected the more authorization rules
need to be added to the mediator’s policy.

5.8 Discussion

In this chapter we have presented how to deal with previously detected violat-
ing transactions. We have proposed two different solutions that are enforced
at either design time or runtime. Then, we have compared both solutions.
For the design time approach that we refer to as policy revision, we have
shown that the underlying problem is NP-complete. This result induces the
use of exponential algorithm. Nevertheless, the experiments performed on the
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Figure 5.1: Number of violating transactions and number of added rules

policy revision solution demonstrate its practicability, in particular, since all
processing of this solution are done offline. The second solution is achieved
at runtime. We refer to this solution as query tracking. For this solution the
idea is to keep all past queries and check if combination of past queries and
the current query induces a violation. To this end, we discussed two different
ways of how queries could be combined. The first one at attribute level. The
second at both attribute and tuple levels. The second solution is inspired by

auditing techniques but induces more processing time to be achieved.

We have discussed how both of these solutions solve the problem of violat-
ing transactions. The comparison of the two solutions showed that no solution
outperforms the other if one considers all the criteria. In other words, either
solution could be better depending on the targeted application.
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In this thesis, we considered the problem of controlling the access to me-
diators built using data integration approaches. We started by considering
different research fields relevant to our problem, namely, data integration, ac-
cess control, inference problem and policy composition. Based on this study,
we formally defined our problem. We selected the GAV approach to build
a mediator. Then, we considered access control policies defined by a set of
authorization views that specify prohibitions. Finally, we focused on the role
of functional dependencies in allowing malicious users to infer sensitive infor-
mation. In this context, our aim was to generate an appropriate policy to
be attached to the mediator. This policy is required to preserve the sources’
policies and prevent against inferences. Preserving the sources means that if
an access is forbidden in a source it should also be forbidden at the mediator.
Preventing against inferences means that users could not perform an indirect
access to sensitive data. An indirect access occurs when several non sensitive

pieces of information are combined to obtain sensitive information.

To achieve this goal we proposed an incremental methodology that allows
generating the policy of the mediator according to the previous requirements.
In our methodology we made the following contributions:

e We described how to combine sources’ policies in order to generate a
preliminary global policy. We considered constraint-based access control
enforced using authorization views. We provided a method that aims
at preserving all sources’ constraints and thus preserving the sources’
policies. We showed that a naive policy combination could be insufficient
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to protect sensitive information against inferences by means of indirect

aCCess.

We characterized how malicious users could build a transaction (i.e., a
set of queries) that could induce disclosing sensitive information. To this
end, we have considered the notion of lossless join to show how queries
could be combined to reconstruct some particular view using functional

dependencies.

We provided a graph-based approach able to enumerate all violating
transactions. A violating transaction is a set of queries that when com-
bined allow malicious users to synthesize prohibited information.

We proposed two solutions that are able to prevent users from com-
pleting any violating transaction (i.e., accessing all queries of any single
transaction). The first one, policy revision, could be implemented at
design time. The second one, query tracking, could be implemented at

runtime.

— The policy revision approach aims at generating a set of minimum
queries that covers every violating transaction. The idea is to forbid
users from accessing this set of queries. We showed that the corre-

sponding problem to the policy revision approach is NP-complete.

— The query tracking approach is a history-based approach that
records all past queries. This approach checks if the combination
of the current query and the past queries induces the completion
of a violating transaction. To this end, we proposed two methods:
the first is attribute-based and it considers the combination at the
attribute level. The second method is based on query auditing
techniques. This method is more accurate than the attribute-based

method but it is also more complex and thus more time consuming.

6.1 Future work

Our methodology achieves our objectives on a core setting of our problem.

Indeed, we made some assumptions on several concepts. For instance we

targeted conjunctive queries as a query language, functional dependencies as
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semantic constraints and the GAV approach for data integration. For each of

these assumptions we selected the core subset of the corresponding concept.

Some relevant extensions could be:

e Authorization language: We have focused on negative authorizations

and an open world assumption. This means that a policy is defined
using a set of rules expressing prohibitions. Also, an access is denied
when it is explicitly prohibited. This setting is as expressive as consid-
ering positive authorization and a closed world assumption. It could be
interesting to allow sources to specify both positive and negative au-
thorizations. The main impact of this would be on the first phase of
our methodology, namely, the propagation phase. In this context, prop-
agating the sources’ policies could induce conflicts among the global
policy. One will need to add a conflict resolution procedure to the prop-
agation phase. This procedure could be inspired by approaches specifi-
cally designed to deal with conflict resolution such as those described in
[Jajodia 1997, Cuppens 2007].

Query language: Aggregate queries could be useful in some access con-
trol scenarios when disclosing information about a set of individuals is
allowed whereas disclosing information about a single individual is for-
bidden. This extension calls for concepts and techniques from statistical
databases [Adam 1989|. Indeed, modifying the query language provides

malicious users with new methods to infer sensitive information.

Integration approach: We considered the case where GAV integration is
performed to construct the mediator. Other approaches for data inte-
gration could also be used (e.g., LAV and GLAV methods). The idea is
to investigate how the mappings between the mediator’s elements and

the sources relations could induce prohibited inferences.

Semantic constraints: The use of semantic constraints by malicious users
in order to obtain prohibited information was our main objective in this
thesis. We restricted our work to functional dependencies because they
represent natural semantic constraints in database systems. We could

extend our use of functional dependencies as follows:

— Extend the proposed approach to deal with partial functional de-
pendencies |[Kivinen 1995]. A partial functional dependency is a
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functional dependency that is not satisfied by all the tuples. In-
deed, if a partial functional dependency holds in a large amount
of tuples, it could be used to infer sensitive information. In order
to achieve this extension, one needs to extend the transition graph
by adding, for each functional dependency, the percentage of tu-
ples for which it holds. Then, apply the transitivity rule of partial
functional dependencies when generating new nodes. A technical
issue is to determine a threshold from which a partial functional
dependency is considered to be harmful. In other words, at which
percentage a partial functional dependency allows malicious users

to infer sensitive information.

— Taking into account of other kinds of semantic constraints such as
inclusion dependencies [Casanova 1982], multivalued dependencies
[Fagin 1977] and tuple-generating dependencies [Abiteboul 1995].
The idea is to investigate how these kinds of dependencies could
allow malicious users to derive sensitive information. This exten-
sion impacts the second phase of our methodology, namely, the de-
tection phase. Indeed, new opportunities to infer prohibited infor-
mation offered by these semantic constraints need to be considered
while constructing the violating transaction. The propagation and

reconfiguration phases should not be impacted by this extension.

e Existing policy at mediator level: This extension assumes that a policy
is already in place at the mediator level. The idea is to use our ap-
proach to check if the defined mediator’s policy preserves the sources’
policies. One way to consider this issue is to adapt compliance tech-
niques [Dougherty 2006, Becker 2009] to check whether the defined me-
diator policy complies with the inferred policy of our approach. In other
words, the defined mediator’s policy should not allow an access that is
prohibited by the inferred policy. This extension could ensure that a me-
diator policy defined by an administrator actually preserves the sources’

policies.
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