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Résumeé

Pour faire face aux enjeux d’une économie mondialisée, aux fluctuations du marché
et aux changements de la demande (personnalisation massive, qualité...), les
entreprises recourent de plus en plus aux stratégies de collaboration et
d’organisation en réseau et adoptent des stratégies orientées « produit/service ».
Cette tendance est renforcée par le développement des applications du Web 2.0
(voire 3.0?) et I’adoption d’architectures orientées services permettant d’augmenter
I’interopérabilité et 1’agilité des systemes d’information. En outre, les possibilités
offertes par le Cloud Computing permet de rendre le déploiement plus flexible. En
paralléle, le développement de stratégies industrielles comme le « lean
manufacturing » et le 6-Sigmas permet d’améliorer les procédés, 1’organisation
industrielle elle-méme et la qualité des produits.

L’objectif de ce travail de recherche est de coupler la vision « industrielle
» a la vision « systéme d’information » traditionnelle pour permettre de mettre en
place un modele de services industriels composables, orchestrables et «
gouvernables ». Pour cela, nous proposons de mettre en place une architecxture de
gouvernance globale « connectant » les différentes couches du systéme
(métier/industriel, service, plateforme et infrastructure), permettant d’améliorer la
gouvernance du systeme globale (en évitant les incohérences liées a une prise en
compte et une optimisation « isolée » des différents facteurs de performance) tant
au niveau organisationnel que technologique. Ceci pourrait permettre d’améliorer
les performances tant au niveau « métier » que « technologique », augmenter
I’agilité du systéeme et supporter plus efficacement les stratégies de collaboration en
développant une approche basée sur la sélection / composition / orchestration de
services métier industriels.

Mots-Clés: Service-Oriented Architecture — Cloud Computing — Business as a
Service — Gouvernance en Multi-Cloud — Non Fonctionnelle Propriété — S ervice
Oriented Organisation Industrielle - Systéme de Produit Service — Lean Thinking -
Qualité de service - Accord de Niveau de Service
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Abstract

Due to the renewed globalised economical environment and the market evolution
(mass customization, sustainability requirements...) the call for developing product-
service strategy becomes a major stake, leading industrial companies to set
collaborative business organizations and develop business services. This trend has
been favored by the large-scale IT environment provided by the web 2.0 and by the
development of interoperable and rather agile IT technologies based on services
leading to SOA-based information systems reorganization. At the same time, lean
and six sigma theories have also been used in industries to improve the industrial
process itself so that profitability, quality and reputation are increased. As a new
economical and technical model, Cloud Computing has generated a tremendous
amount of interest and excitement in recent years as it gives a new and useful way
to address IT challenges

To achieve the primary goals of these technologies, concepts and models,
an efficient industrial organization governance method is necessary. We propose a
flexible, efficient, low cost monitoring strategy, it can couple the different layers of
economic ecosystem (including business strategies, business/industrial/IT services,
execution platforms and infrastructure means) it can overcome existing industrial
governance architectures’ limits (most of them are rather “fixed” and lack agility,
overall perspective governance as they have unilateral perspective), and it could
drive the industry towards better practices, improve ability of enterprises to cope
with changes from both a technical and an organizational point of view, as well as
reinforce external and internal collaborative work of enterprises.

Key-Words: Service-Oriented Architecture — Cloud Computing — Business as a
Service — Governance in Multi-Cloud — Non Functional Property — Service Oriented
Industrial Organization — Product Service System — Lean Thinking — Quality of
Service — Service Level Agreement
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List of Acronyms

Terminology
1. | Defined Name
2. | Defined Components
3. | Defined Requirements
4. | Defined Resources
5. | Defined Patterns
6. | Defined Policy Rules
1. Defined Name
1) | BaaS Business as a Service (we extended XaaS to business as a
service level)
2) | BDM Business Decision Maker(BDMs raise BaaS management and
governance requirements and make business decisions )
3) | CSF Critical Success Factor
4) | Multi-layers of our governance architecture
BDL Business Decision Layer
BPL Business Process Layer
BSL Business Service Layer
BIL Business Infrastructure Layer
GEL Governance Execution Layer
5) | FP Functional Property
6) | IMGB Integrated Management Governance Bus (Proposed
communication and collaboration middleware)
7) | MLA Multi-level Agreement (we extended Service Level
Agreement to Multi-level Agreement)
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BPLA Business Service Level Agreement (the lower level agreement
of our extended multi-level Agreement)
BSLA Business Process Level Agreement (the upper level agreement
of our extended multi-level Agreement)
8) | NFP Non-functional Property
9) | NFR Non-functional Requirement
10)| Proposed Management Framework includes two models
BROM Business Resource Organization Model (select convenient
resources to build business scenario)
NGPM Negotiation and Governance Preparation Model (negotiate to
achieve multi-level agreements)
11)| QR Quality Range (define thresholds to distinguish and manage
different performance situations, it aims to reduce violations
of agreements)
SR Satisfied Range (performance is satisfied in this range)
TR Tolerable Range (performance is tolerable in this range)
AR Alert Range (performance is unexpected in this range)
TH .1 Threshold between satisfied range and tolerable range
TH 1.4 Threshold between tolerance range and alert range
12)| QoS Quality of Service
13)| R Resource (in our architecture, resource includes BP, Task,
service, operation and infrastructure)
14)| SP Service Provider
15)| SO-MGA Service-Oriented Management and Governance Architecture
(our multi-layer management and governance architecture)
16)| XaaS Everything as a Service
2. Defined Components
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1) | AE Action Engine (AE is a component of our governance
architecture, it is designed to correct and modify resources’
performance and to improve their quality)

2) | KPI Key Performance Indicator (it is defined in our monitoring
model, KPIs are used for implementing generated monitoring
policy rules to monitoring quality of resources’ execution)

3) | Aggregator | Aggregate Key Performance Indicator’s initial monitoring
results to comprehensive results

3. Defined Requirements

1) | BS-req Business Service Requirement (formalized BS-reqs are used
for selecting convenient services )

2) | Ser-req Service requirement (in our deconstruction process, a Task-
req should be deconstructed into series of Service
requirements)

3) | Task-req Task requirement (in our deconstruction process, a BP
requirement should be deconstructed to series of Task
requirements)

4) | MonReq Monitoring Requirement (it is defined in our Monitoring
model )

5) | CompReq Computing requirement (it is defined in our computing model.
Computing requirements request compose Key Performance
Indicator’s monitoring results to comprehensive reports)

4. Defined Resources

1) | BP Business Process (it is a type of resource which defined in our
multi-level agreement)

2) | Task It is a type de resource which is defined in our mutli-level
agreements

3) | Inf Infrastructure (it is a type of resource which defined in our
multi-level agreements)

4) | OP Operation (it is a type of resource which defined in our multi-
level agreements)
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5)

Service

We define service as a type of business resource, it is defined
in our multi-level agreements

5. Defined Patterns

1)

Pat

Transform Pattern (it is defined in our monitoring model, it is
used for transforming monitoring requirements to governance
policy rules)

2)

GPat

Governance pattern (it is defined in our monitoring model.
Governance patterns are invoked by generated monitoring
policy rules, they deploy convenient Key Performance
Indicators to execute monitoring policy rules )

3)

CompPat

Computing pattern (it is defined in our computing model,
CompPats are used for transforming computing requirements
to computing rules)

6. Defined Policy Rules

1)

PolR

Monitoring policy rule (it is defined in our monitoring model;
all the monitoring rules are generated from received
monitoring requirement)

2)

CompRule

Computing rule (it is defined in our computing model,
CompRules are used for implementing received computing
requirements)
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Part 1 Introduction and State-Of-The-
Art
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1 General introduction

1.1 Motivation and Challenges

In today’s highly collaborative business context, the global competition has been
forcing organizations to strengthen their core competitiveness. Business model
has being evolving from a pure product perspective towards an integrated
product-service orientation [Cavalieri et al. 2012]. This trend makes providing
products alone is insufficient in terms of remaining competitive for firms
developing. Servitisation allows to add competitive value to product. As Product
Service Systems may integrate product and support services, it leads to improve
satisfaction of customers [Beuren et al. 2013]. To be efficient, such Product
Service Systems require internal and external cooperation. This involves that
organizations have to produce customized integrated business solutions which
can increase business profitability, reduce the consumption of process, and then
ultimately enhance market share and comprehensive competitiveness. To fit
such a dynamic context, agile manufacturing has been concerned as a new
paradigm for successful manufacturing enterprises since 1990s. [Kidd, 1994]
defines agile manufacturing as “an organizational ability to thrive in a
competitive environment characterized by continuous and sometimes unforeseen
change”. Since then, nine major categories are defined to contribute the
development of agile manufacuturing including Information systems, supply
chain and other collaborative organisations, product and manufacturing systems
design, business practices and processes, facilities design and location. Due to
their organizational flexibility and adaptation abilities, collaborative
organisations play an important part in such vision. This requires a flexible
dynamic and integrated mechanism to manage information flow to support
efficiently the frequent and dynamic interactions among partners. As a
consequence, this impacts the entreprise Information Sysrem organization to
accommondate reconfigurability and composability to integrated information
flow between partners, to support specific business needs (such as production,
design, ordering, etc), to establish automated architecture, to facilitate
information exchange and communication technology [Luis M, 2001]. IT has
also to address new business challenges in a proactive way to facilitate the
application of services for integrated business solution. As a consequence IT is
considered as a critical success factor to add value and makes an enterprise’s
products competitive [Weill and Ross 2004]. With decades’ development, agility
is still attracting an increasing amount of attention in industrial areas. A number
of forces can be stated which are driving the evolution of agile manufacturing in
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business. Such as the increasing competition, fragmentation of mass market,
cooperative business relationships, changes in customer’s expectations, the
increasing societal pressures [KEKE, 2012].

Focusing on customer requirements also involves to pay more attention
on the production value chain, avoiding useless activities (i.e. any activity that
does not add value to the product / service delivered to the client), leading to
lean organisations. Whereas increasing continuously the production quality may
lead to Six-Sigmas adoption. Both of these organisations alsoi require an
efficient and reconfigurable Information System to support the industrial
production process organization. As a consequence the IS agility directly
impacts the agility of business organization. From a review of agile
manufacturing research [Luis M, 2001], we can see that since the beginning of
agile manufacture research, the Information Systems attracted the most attention,
it was attributed the largest number of citations.

This increasing IS importance while building high quality and agile
industrial organization, not only leads organizations to focus on product value
chain, but also involves paying more attention on information value chain and
adopting Lean six sigma thinking to information system organization. Fitting the
industrial agility while keeping IS profitability involves that the agility of
information value chain is a critical factor. The alignment of IT and business can
mutually promote ISs’ organization and business performance. To this end, one
can associate industrial resources to their IS artifacts. This leads to select,
compose and orchestrate these IT artifacts to fit the industrial ressources
oraganisation.

Service-Oriented Architecture (SOA) and Cloud Computing provide
new solutions to narrow the gap between IT and business, and to organize
business resources. However, these loosely coupled paradigms also bring
uncertainties in industrial organizations. How may we guarantee that enterprises
can gain expected benefits (required values can be increased) from their
applications without unexpected side effects (wastes, defects and violations);
and how can we make sure all associations could be maintained and operated in
a right way that is high-efficiency, reliable, auditable, customized and
trustworthy?

To fit this challenge, our research objective is to propose a Service-
Oriented industrial organization which aims at improving the agility of
information systems for product-service systems and then ultimately improving
the agility of business (including agility of information value chain and agility
of business process). In addition, this service-oriented industrial organization
also aims at governing and improving the quality of loosely coupled business
resources (from business to IT) and the entire business value chain.
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To achieve this primary objective, there are some related works that
should be discussed. Since a lot of similarities exist between Lean and Agile
manufacturing, the requirement of combing Lean, Agile and Sustainbale
paradigms has been proposed. When the aspects of Lean, Agile, and Sustainable
Manufacturing are considered as one system, Lean system emphasizes the
system stability, minimizes waste, requies a flexible production and a
continuous improvement strategy whereas Agile system should pay attention on
capability to unpredictable changes and increasing collaboration. [Mason-Jones,
2000] proposes the “Leagility” concept wich aims at maximizing profits by
combining the advantages of lean and agile manufacturing. This combined
concept brings ideas to extend the meaning of agility in traditional agile
manufacturing, it drives the propagation of agile manufacturing concept to build
agile enterprises, and eventually to realize an agile industry fitting noval
business paradigms [Koho, 2010].

Extending the Agile System to IS organization requires defining
precisely agility. This may be complex as there is no consensus yet. A variety of
views on business agility provide some common aspects with their own
differences. [Canter 2000] compares agility with flexibility and suggestes that
unlike flexibility which is responsiveness to anticipated contingencies, agility is
(in business vernacular) the ability of organization to thrive in competitive
marketplaces by continuous, accelerated and often unpredictable changes.
[Conboy and Fitzgerald 2004] compares agility with flexibility and leanness.
They define flexibility as the continual readiness of an entity to proactively or
reactively embrace changes and leanness as the maximization of simplicity,
quality and economy which requires eliminating all waste. In their work they
state that agility only requires waste to be eliminated where its ability to
response to change is not hindered. As such they conclude that agility is a
combination of flexibility, speed and leanness. [Van Oosterhout et al. 2007]
defines business agility as the ability to sense highly uncertain external and
internal changes and to respond to them reactively or proactively. This relies on
innovation of the internal operational processes, involving the customer in
exploration and exploitation activities, while leveraging the capabilities of
partners in the business network.

According to these definitions, in our research we take ‘Agility’ as a
combination of flexibility, speed, quality, leanness, customization and self-
improvement by making improvement in any performance objectives.

Improving and ensuring this promised agility of collaborative
organisations and its support information systems and business processes
motivate our research goal that aims at proposing a new Service-Oriented
Industrial Organization which can manage, govern and improve the quality and
agility of industrial / business resources as well as their IT artifacts. According
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to the lean vision, we focus on the value chain organization and governance. To
achieve this goal, we model the value chain as a process used to transform input
resources into “products” (real tangible products or services), fitting the
customer requirements. As a consequence, the associated IT artifact is defined
as the IT support process where each component implements the IT support
tasks associated to the industrial / business component involved in the value
chain. So to govern the target value chain, we propose to monitor and govern the
associated IT components chain depending on the business objectives to provide
a clear understanding of business and IS quality and performance. To this end,
we need to monitor the system and define some performance measurements.
Enterprise performance measurement interests both the customer and
competitors. Different kinds of performance indicators can be considered and
associated to the different flows (financial ones, delay, quality...). Moreover, as
lean and agile manufacturing systems often lead entreprises to focus on their
core business and develop collaborative strategies, the global performance must
also be monitored. Paying attention to these collaborative organisations,
performance measurement and metrics pertaining to Supply Chain Management
has received increasing attention from researchers or practitioners. Using the
literature and results form this field, [Gunasekaran, 2004] developed a
framework to promote a better understanding of the importance of SCM
performance measurement and metrics. [Berrah, 2012] proposes a systemic
approach combined with the SCOR model to define a performance evaluation
approach. Each sub-system is described in terms of its constituting business
processes, can be analyzed. Both works show the importance of coupling
process models to performance measures while organizing the global
governance / decision support system. To fit this goal, ECOGRAI is a method
based on GRAI models which aims at designing and implementing Performance
Indicator Systems for industrial organizations. It allows to identify relevant
Performance Indicator (PI). Thus, it reduces the number of PI with improving
efficiency and performance measurement system adoption. [Doumeingts, 1995].

Extending this (collaborative) industrial/business  governance
background, to loosely coupled IT and business resources governance in
integrated product-service industry, requires taking into account cross-
organizational cooperation, complex collaborative relationships between
business process and services as well as new challenges due to the IT
implementation context, namely SOA/Cloud environment, such as control of
out-of-house infrastructure elements that current IT governance approaches do
not fit [Niemann et al. 2009]. Beyond IT governance, Service-Oriented
Governance should also pay more attention on the impact of IT quality on
business quality and the impact of collaborative participants’ quality on the
quality of enterprise’s entire value chain.
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However, current works of service oriented governance or governance
in cloud do not fully cover challenges related to product-service requirements.
For example [Papazoglou, 2006] provides a formal model to express visibility
constraints, manage compliance and configure cloud resources on demand but
this model does not allow a dynamic reconfiguration at runtime depending on
the context which is an important requirement in a dynamic collaborative
organization. Focusing on the IT side, different governance means and methods
are developed. While optimizing the “real” resource utilization at runtime, a
particular attention must be paid on the way “elastic QoS” is defined in order to
avoid penalties due to the risk of deviation from the agreed QoS level
[Jayasinghe, et al., 2012].

This increases the call for a global governance system allowing an
efficient execution and support of collaborative business processes. This
involves monitoring both infrastructure and services, as well as monitoring both
information system and business performance, taking into account SLAs,
elasticity, QoS, etc. [Clayman, et al., 2010]. As trust, managerial capability and
technical capability have significant relationships with cloud-deployment
performance [Garrison, et al., 2012], SLAs should be understood by both cloud
expert and non- expert so that common performance indicators can be
recognized and associated to these different non functional properties.
Unfortunately, as stated in the SLA survey made by [Alhamad, et al., 2011],
SLA frameworks are focused on technical performance and do neither take into
account security nor other business related non-functional properties. Moreover,
resources measuring techniques need further refinement to be applied in the
cloud context in order

1) to ensure some level of trust between service providers and

customers,

2) to provide a flexible and agile way to tune performance metrics

parameters,

3) to support real costs evaluation means.

To this end, [Katsaros, et al., 2012] proposes a self-adaptive
hierarchical monitoring mechanism for clouds. This framework implemented at
the Platform as a Service layer, allows monitoring the QoS parameters based on
SLA for business benefits. Nevertheless it lacks of providing a flexible policy
enforcement mechanism and it does not indicate its scalability in web service
framework. While considering quality from a “customer” point of view, [Jureta,
2009] proposes a comprehensive quality model for service-oriented systems. It
allows specifying the quality level, determining the dependency value and
ranking the quality priority. However, the performance issues related to cloud
resources are not discussed and details are missing regarding the correlation of
the quality model with the service cost model. Lastly, the monitoring
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mechanisms should be non-intrusive and should let a minimum runtime footprint
over the execution environment [Heward, 2010]. It has also (1) to fit the cloud
elasticity to keep up when an application or infrastructure scales up or down
dynamically [Gogouvitis, et al., 2012] and (2) to provide a “simple” interface so
that the cloud complexity is as transparent as possible for end users. This
requires being able to “generate and deploy on the fly” contextual monitoring
means.

1.2 Research Issues and Contribution

Our background analysis shows the importance of extending the agile industrial
requirements to the associated IT support to be able to answer to the ever-
changing market requirements efficiently. This also requires to monitor and to
govern the industrial/business system and its IT artifact. Overcoming these
existing limits and fitting these challenges require a Service-Oriented
Governance Approach to build flexible, dynamic, customized, and cloud-ready
monitoring processes for both Information system agility and business agility.
This raises the general question of this thesis:

How do we achieve this required Service-Oriented Governance
Approach with dynamic, customized and cloud-ready monitoring
mechanisms?

To answer this general question, we propose a multi-layer governance

architecture supporting our business integrated governance loop (see Figure 1).
Q1: What should be governed?

Business Organization

{ A-1). Analyze ' " A-2). Extract |
I
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i system /l L objects \
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Figure 1 Overview of Our Proposed Governance Loop
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This governance loop includes three high-level phases: A) Preparation;
B) Execution and C) Adapting. To resolve this general research question more
precisely, we divide these three phases into more detailed ones:

- Preparation phase includes 3 detailed phases: 1) Analyze model of
systems, 2) Extract governance objects, 3) Define governance metrics and
measurement.

- Execution phase includes 3 detailed phases: 4) Execute real-time
monitoring, 5) Analyze & Compute initial monitoring results, 6) Present
comprehensive results using dashboard.

- Adapting phase includes 2 detailed phases: 7) Correct the performance
of governance objects, 8) Adapt governance elements to fit new requirements.

Analyzing the general research question and building a governance
approach, lead to clearly understand the monitoring objects. Different
monitoring objects drive the different monitoring mechanisms, thus to design an
appropriate and high-efficiency monitoring mechanism we have to identify
monitoring objects accurately. Consequently we have first to identify what
should be governed, i.e. to define and select the IT ressources associated to
real business/ industrial resource used in the value chain.

To answer this sub-question, we have to understand what is the most
importance factor that impacts business performance. In the current business
landscape, value chain is a key element of the lean strategy for enhancing the
enterprise’s performance, delivering superior total value to the customer in
terms of speed, cost, quality and flexibility [Ketchen, 2008]. Agile value chain
performs better business outcomes. With the development of SOA and Cloud
Computing, the Information System has been taken as the backbone of an
enterprise, thus besides traditional product value chain, the information value
chain becomes the key driver for entire enterprise’s performance. Therefore, the
value chain, especially the information value chain is the most concerned
monitoring object for this required Service-Oriented Governance Approach.

Porter [Porter 2008] described that a value chain is a chain of activities
that a firm operating in a specific industry performs in order to deliver a
valuable product or service for the market. In current business environment, an
organization can have one to few value chains. A value chain is usually de-
composed into several business processes. These business processes can be
divided into several sub-processes. Depending on the nature of the sub-process,
it may contain sub-sub-processes or even lower levels’ processes. Therefore, to
monitor enterprise’s value chain, we have to monitor the associated enterprise’s
business processes. Based on the definition of manufacturing performance
indicators that can be used to monitor the integrated product-service value chain,
we need a method to define and select convenient Key Performance Indicators to
pick some measures associated to the IT artifact/ business resources. Besides,
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specifying measurement, to evaluate integrated product-service value chain, we
also need a method to compose related Key Performance Indicators to provide
synthetic measurement results according business requirement. As far as the
“cloud consumer” vision is concerned, a business process is usually decomposed
into one or more business tasks. A business task usually requires one to a few
services and a service is implemented by operating infra-structures. For this
reason, monitoring business process requires monitoring all related business
tasks, services and infrastructure elements as they are essential objects.

To govern these objects we have to understand the way governance is
organized and how these objects’ performance impact on the performance
of enterprise’s value chain.

These governed objects are organized and deployed in business
processes depending on their Functional Properties (FPs). Understanding the
organization of these objects requires a multi-layer model to arrange these
objects into value chain fitting the SOA layered model. Functional
interdependencies of these objects express the process of enterprise’s value flow.
Besides the Functional Properties’ organization, managing value chain’s quality
requires paying more attention on these governed objects’ Non Functional
Properties (NFPs) which constrain Functional Properties achievement and deal
with quality of these governed objects. These different NFPs (that are related to
the different industrial performance indicators) are measured thanks to Key
Performance Indicators associated to required business resources and their
associated IT artifacts. However, the organization of Functional Properties
impacts the management of Non Functional Properties. Therefore, the
organization of these objects’ Functional Properties should be taking into
account to design governance of these objects’ Non Functional Properties.
Moreover, measuring Non Functional Properties precisely requires an efficient,
quantifiable and trackable Non Functional Property management approach.
However Non Functional Property’s management is facing open issues, such as
lack of appropriate solutions to refine Non Functional Properties within inter-
related Functional Properties. To overcome these challenges, we propose a Non
Functional Property classification which aims at classifying Non Functional
Property into detailed Critical Success Factors (CSFs). After refining Non
Functional Property to evaluate the value chain performance level, we design
composition algorithms which take into account the Non Functional Properties
and functional interdependencies to compose the relevant Non Functional
Properties’ monitoring results to comprehensive and meaningful results for
customers.

As Non Functional Properties have different priorities in different fields
of industry, the Non Functional Properties management and governance should
be customizable. This leads to the next research question: how can we make the
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governance approach be customized and self-adjusted to meet different
requirements? To answer this question, we propose a governance requirement
formalization and governance policy rule generation process, taking advantage
both of Model Driven Engineering and of Pattern-based Engineering. Formal
models are associated to requirements and used to generate contextualized
policies that will be used at runtime to select and orchestrate the governance
elements accordingly. A self-management strategy allows the governance
process to orchestrate governance elements automatically in the dynamic
environment. Furthermore, a customizable presentation provides clear view of
both real-time and periodic results from operational level to enterprise level.
Thanks to a customizable mashup dashboard.

Of course, providing the governance results allow Business Decision
Maker (BDM) to understand business status and to be able to make business
decision efficiently afterwards, but how governance approach can improve
the quality of Business Process automatically and to avoid unexpected
results before they occur?

Resolving this problem requires a non-invasive and autonomic
management. As we have discussed previously, we need to pay attention on the
essential governed objects including business tasks, services and infrastructure
elements. In SOA and Cloud environment, enterprises are collaborating with a
large number of partners. Business processes require diverse services. Therefore
the performance of service’s selection and management impacts the
organization’s value chain and business outcomes. An automatic business
resource selection, re-usage and management strategy is required to simplify
business management and to optimize value chain by orchestrating the most
appropriate resources.

Due to the large scale of collaboration, the increasing number of
Service Level Agreements (SLAs) makes the agreement management become an
onerous work, whereas the violations of SLAs impact business outcomes. This
requires an efficient agreement management approach which can manage and
mediate a large number of SLAs. This management should have a negotiation
and transparent reconfiguration strategy to reduce violations and the number of
reconfiguration on enterprise side, as well as agreement should cover Non
Functional Property management and QoS. To this end, we extend traditional
SLA to multi-level agreements which includes Business Process Level
Agreement (BPLA) and Business Service Level Agreement (BSLA) associated
to different quality ranges to narrow the gap between business and technology,
as well as, to reduce the violations of agreements.

Besides building multi-level agreements, in order to achieve automatic
governance, we propose an immunity inspired strategy to manage governance
elements automatically and to react on unexpected situation proactively.
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To sum up, the main objective of this PhD work is to set an industrial
service oriented organization governance loop to support large scale networked
and collaborative strategies overcoming technological and organizational limits,
focusing on networked value creation to fit the business requirement
dynamically.

To achieve this objective, we propose a dynamic Multi-layer Service
Oriented Management and Governance Architecture (SO-MGA). This
architecture includes:

1) a Business as a Service Management and Governance Preparation
Framework which includes a) a Business as a Service Resource Organization
Model and b) a Business as a Service Negotiation and Governance Preparation
Model;

2) a Business as a Service Governance Execution and Adapting
Framework which includes a) a Multi-layer Monitoring Model and b) a Multi-
layer Computing Model.

This architecture is designed thanks to five sub-contributions.

Sub-Contribution 1: To solve the sub question Q1 (what should be
governed and how to organize these governed objects), we consider and extend
the 3 traditional layers of cloud (Software as a Service; Platform as a Service;
Infrastructure as a Service, etc.) with a “Business as a Service (BaaS)” level to
meet business governance requirements. Managing BaaS, we pay attention on
quality of value chain, and build a multi-layer value chain management model to
manage governed objects in the value chain. Due to the feature of product
service industry, the governed objects include business processes, business task,
services, operations and infrastructure elements. All these governed objects are
defined according to their characteristics. They are deployed into the different
layers of our model to express the organization of value chain.

Sub-Contribution 2: To solve the sub question Q2 (how these objects’
performance impact on the performance of enterprise’s value chain?) we extend
the traditional Service Level Agreement (SLA) to Multi-Level Agreements
(MLAs) which include Business Process Level Agreement (BPLA) and Business
Service Level Agreement (BSLA). We design a MLAs negotiation model. This
negotiation model integrates the inter-related Functional Properties of cross-
layer’s governed objects. These dependency relationships show the interaction
between these resources and the impact of individual object’s quality on the
quality of entire value chain.

Sub-Contribution 3: After building the multi-layer governed objects
management model and the multi-level agreements negotiation model, sub
question Q3 (how can we make the governance approach be customized and
self-adjusted to meet different requirements?) is solved thanks to the definition
of the Governance as a Service paradigm, using a Non Functional Property
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governance policy rule generation and execution support. We define a
governance requirement formalization strategy and a generic policy rule
generation process, coupling Model Driven Engineering and Pattern-based
engineering strategy to transform customized governance requirements to
specific governance policy rules. These generated governance policy rules are
used to orchestrate governance elements to manage governed objects’ Non
Functional Properties and to govern the quality of these governed objects. At
runtime, the generated monitoring policy rules containing all the Non Functional
Property governance requirements, they are used to orchestrate Governance
Execution Elements. Computing rules containing all composition requirements
are used for computing initial runtime monitoring results to integrated
meaningful governance results.

Sub-Contribution 4: To resolve the sub question Q4 (how governance
approach can improve the quality of Business Process automatically and to
avoid unexpected results before they occur?) we design an automatic correction
strategy to adjust performance of governed objects accordingly. This correction
strategy thanks to Action Engines that act on governed objects according to the
defined multi-level agreements. Furthermore, to achieve agility and self-
management ability, we take advantage of autonomic management to strengthen
the ability of governance autonomic management, self-adaptability, self-
organization, as well as self-learning. We adapt artificial immunity theory to
define and control governance elements’ lifecycle and quantity.

Sub-Contribution 5: Lastly, to complete the proposed Multi-layer
Management and Governance Architecture we have to support flexibility and
non-intrusive transparency of the governance process. To this end, we define an
Integrated Management and Governance Bus (IMGB) with a unified data format.
This IMGB allows message exchange and collaboration between governance
components to achieve the governance framework flexibility. It also supports to
“plug in” and “pull off” dynamically the components of our governance
architecture.

1.3 Thesis Outline

This dissertation consists in two parts: Part one introduces General Introduction
and State of the Art and Part two presents our contribution.
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Chapter 1 General Introduction Analyze problems
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Figure 2 Thesis Outline

Chapter 2 (State of The Art) identifies existing limits according to our
challenges. It is organized in different sections:

- Section 2.1 introduces the global context, putting the stress on the
role of information system (IS) and information technology in today’s
organization. ISs agility is the key driver for business agility. ISs agility
approach 1is inspired by the successfully practice of Lean Six Sigma in
manufacture. However there are particular challenges that need to be addressed
to integrate ISs agility and business goals.

- Section 2.2 presents the way business process management can be
coupled with enterprise architecture. Business agility requires the people,
processes, strategy and technology of an organization to be able to respond
dynamically to changes, paying attention on the way business processes are
managed and how involved resources and orchestrated. Business Process
Management (BPM) is a key point for organizations managing all resources and
activities during business processes execution. To address system complexity
and narrow the gap between business and IT, Enterprise Architecture (EA) may
be used to provide a platform for BPM to orchestrate organization’s resources
accordingly and to implement organizational level strategies. Combining BPM
and EA for better identifying business value chain is an efficient way to achieve
business agility. However, there are still some limits such as EAs do not provide
a clear solution to govern the established enterprise architecture whether match
the global business goals or not. BPM lacks the architectural principles, policies,
and standards that emerge and develop during the link to strategy and business
model and then through the architecture lifecycle..

- Section 2.3 introduces the Service Oriented Architecture. To
achieve the alignment between business and IT, SOA as an architecture style is
well suited for modern EA. It is essential to align business and IT agility. Due to
the flexibility provided by the selection/composition, orchestration mechanisms
and the inter-operability provided by defacto standards for services, SOA can
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support collaborative IS organization and management for large scale
organizations, and reduce costs while organizing cooperations. SOA governance
and performance measurement is the essential requirement, but there are still
some challenges need to be addressed, such as changing management to
customer perspective and ensuring quality of service.

- Section 2.4 introduces agility implementation thanks to Cloud
Computing. Cloud computing can be seen as a natural evolution of the
widespread adoption of virtualization, SOA, autonomic, and utility computing.
Everything as a Service (XaaS or EaaS) is a critical concept for cloud computing
to implement its key enabling technologies (fast wide-area network; powerful,
inexpensive server and high-performance virtualization). Cloud environment
requires a cloud-ready performance measurement to assist organizations govern
their business performance in complex and large scale environment.

- Chapter 2.5 discusses traditional performance measurements.
They are not dynamic enough, cannot fit the cross-layer, cross-domain
requirements in the emerging Cloud environment. A Cloud-ready performance
measurement is required and it needs to be autonomy, scalability, adaptability.
To achieve an autonomic governance solution we analyze existing autonomic
management methods and the way immunity inspired methods can fit our multi-
layer governance challenge.

2) Part two details our Multi-layer Service-Oriented Management and
Governance Architecture (SO-MGA). Our contribution is continuously
illustrated with a Logistic Use Case.

Chapter 3 presents the global view of our multi-layer management and
governance architecture. It consists of Business as a Service (BaaS) management
framework and BaaS governance framework. We enrich the traditional XaaS
with Business as a Service (BaaS) layer and visualize all business resources to
organization’s business processes. To facilitate governance and simplify the
interaction between governance components, we design an Integrated
Management and Governance Bus and the general definition of governance
objects. To specify the governance, we also introduce the Non-functional
Properties classification.

Chapter 4 introduces the proposed Multi-layer BaaS management
framework. It consists of two models: Business Resource Organization Model
which manages and organizes business resources, and BaaS management
negotiation model which mediates and manages Multi-level Agreements. The
Logistic Use Case is used to demonstrate the implementation of these two
models.

Chapter 5 presents the proposed Multi-layer BaaS governance
framework which includes Multi-layer Monitoring Model and Multi-layer
Computing Model. We detail our customizable monitoring model which includes
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requirements formalization, automatic governance rule generation, and
autonomic management for governance elements’ lifecycle and algorithms for
governance composition. The consistent Logistic Use Case is used to
demonstrate the implementation of our monitoring and computing models.

The last chapter of this thesis (chapter 6) contains work summary and
an outlook of future works.
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2 State Of The Art

2.1 Global Context

2.1.1 Information System Agility is the Key for Business Agility

The ability to improve business performance is one of the most critical driving
forces for organizations. This ability has been introduced as 21% Century
Manufacturing Enterprise Strategy [Nagel and Dove, 1991]. Improving business
performance, enterprises continually strive to increase production. In recent
years, the effects of this effort have demonstrated that providing products alone
is insufficient in terms of remaining competitive [Beuren, et al. 2013]. The
Product-Service System (PSS) represents a competitive opportunity for many
companies as they seek to reduce consumption by altering how their products
are used by providing services. [Cavalieri et al. 2012] presents several claimed
benefits associated with integrated product-service business solution:

- An increase of revenues, as services tend to have higher profit
margins and can provide a stable and countercyclical source of revenues;

- A differentiating weapon for competing in mass-markets characterized
by commoditized technologies and products,

- A decreasing variability and volatility of cash flows throughout the
life of a product, allowing for a higher shareholder value.

However, although integrated business solutions are thought to deliver
higher margins, most organizations find it quite problematic to master the
integrated product-service business solution [Cavalieri et al. 2012]. The basic
idea behind the PSS is that it drives the business focus from the design and sales
of physical products to the design and sales of a system consisting of products,
services, supporting networks and infrastructure elements, which are jointly
capable to fulfill customized requirements. This may lead to new distributed and
collaborative organisations as focusing on core business may increase the
profitability whereas developing outsourcing / collaborative partnership is
necessary to provide a global Product-Service solution fitting the customers’
needs. Supply chain connects via vendor-customer relationships the ultimate
customer to the ultimate supplier, as a “system of systems” [Berrah 2012]. As a
consequence, supply chain performance drives the performance of global
business organization. Besides, strengthening competitiveness for enterprise and
enhancing organizational profitability require flexibility and reactivity to
response to changes efficiently.
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Since 1990s, the agile manufacturing paradigm was formulated in
response to the constantly changing and as a basis for returing to global
competitiveness. [Goldman, 1994] defines agility is an overall strategy focused
on thriving in an unpredictable environment. As reported in the agile
manufacturing research review provided by [Luis M, 2001], a large attention is
paid on the associated information system to support efficiently such
collaborative business organization. Nevertheless, by now there is by no
consensus on what exactly business agility is nor how one could assess and
achieve business agility. Some researches try to give a definition of business
agility, such as [Tallon, 2008] that suggests that an agile business is one as
“responsiveness to changes in demand, new product development, and change in
product mix, product pricing, market expansion, supplier selection, IT adoption
and diffusion”. [Wadhwa and Rao 2003] describes the differences between
agility and flexibility and how flexibility and agility overlap. They suggest that
flexibility is focused on a single system and is defined as a predetermined
response to a predictable change on the opposite. Whereas agility is focused on
groups of systems and entails an innovative response to an unpredictable change.
[van Oosterhout et al. 2007] suggests that “Business agility is the ability to
sense highly uncertain external and internal changes and respond to them
reactively or proactively, based on innovation of the Business Agility: Need,
Readiness and Alignment with IT Strategies internal operational processes,
involving the customer in exploration and exploitation activities, while
leveraging the capabilities of partners in the business network.” Even though a
consensus on a definition of business agility has not yet emerged, taking all of
existing definitions into account, we can see the concept of quickness and speed
is the main concern of business agility. Speed is one of the critical success
factors for business. It can be required in various areas, such as time to market
for new products, time to process a customer request, time to participate to
collaboration, time to reconfigure business process and time to recovery from
fault, and so on.

This agility requirement constrains enterprises to build customizable
support information systems that can be aligned on the dynamic industrial
process organization to achieve competitive product-service solutions.
Consequently improving the business performance not only requires improving
production processes, but also requires improving the quality of services and the
support information systems, integrating information flows between partners.
This requires to adapt the information system so that it can be aligned with the
supply chain organisationto improve the process execution. It has also to provide
information about parameters that assess specific goals of particular business
strategy [Qrunfleh, 2014].
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With the development of IT, the capabilities of information system have
become the key enabler for enterprises to achieve their quickness and speed,
enabling enterprises to anticipate, adapt and respond to whatever complexity the
global economy, competition and changing technologies present, and to develop
the flexibility to embrace change and thrive in this marketplace where rules
change every day.

To address these challenges, modeling plays a very important role to
organize and analyse the complex collaborative business networks built to
achieve a common goal. [Vernadat 2002] suggests that Enterprise Modeling (EM)
is the art of externalizing enterprise knowledge which adds value to the
enterprise or needs to be shared. Various EM methods like PERA, CIMOSA,
GRAI or GERAM have been proposed to deal with enterprise reengineering,
customer satisfaction, process management, integration and coordination (see

Table 1).
Table 1 Comparison of Enterprise Modelling Methods
Method Goal Views Models organisation
CIMOSA building an | functional Multi-dimensional
[CIMOSA, integrated information organization, paying
1993] production organization attention to the
-Open system. derivation axis (from
System generic to  particular
Architecture models)
for CIM
GRAI [Chen | Building a | Processus, Propose conceptual,
1997] decision system | decision, organizational and
- Integrated information  and | implementation models
Methodology physical resources
PERA Building Information 7 layers associated to the
[Williams, entreprise oriented view | engineering steps from
1994] functional and | (planificationn, the requirements capture
- Purdue | organisational scheduling and | to the operational
Enterprise models control) and | implementation.
Reference including operational views
Architecture | human (related to the

resources product/service

to production)

GERAM Building a | Modelling Generic and  partial
[TFIP 1999] | consistent Methods and | models, 7 steps
- Generic | framework entrepise  models | engineering method
Enterprise integrating depending on the
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Reference other methods different methods
Architecture
and
Methodology

Most of these methods are designed to improve the production system
organization, decreasing production time and improving collaboration between
different aspects such as function, decision, information, etc [Goepp, 2008].
However, there are still several issues that are not fully addressed:

- Flexibility and dynamicity: these methods are designed to model
entreprises according to a static perimeter, focusing on a “To be” vision. As a
consequence, they cannot handle continous changes in enterprise processes and
it is difficult to adjust their components to fit novel market requirement.

- Ensuring a global quality: these methods provide “prescriptive”
models and do not integrate any performance measurement nor governance
organisation. To overcome this limit, [Doumeingts, 1995] proposes to extend the
GRAI method to design ECOGRAI. ECOGRALI is a method to design and to
implement Performance Indicator Systems (PIS) for industrial organizations
related to the models built with GRAI, but it does not specify the metrics and the
implementation is complex and do not fit lossely-coupled rources organisations.

To overcome these limits, we need to consider the features of different
components, unify their global goals and pay attention on the importance
information systems. We can take advantage of the view from different levels
(strategy level, tactic level, operational level) to specify monitoring and
governance requirements. We also need to establish specifiy metrics and
measurement to enrich these views with specific quality monitoring. Moreover,
we have to define a clear connection of information value chain with real
business resources. Since information systems become an important support
system for business, the entreprise operational models should be related to
information technology provided that the business resources are related to IT
artifacts. This requires paying attention on IT and information value chain.

IT development increases the importance of IT support for the different
corporate processes, from accounting to manufacturing or shipping activities,
leading to set the IS as a key enabler to smooth and improve internal and
external of enterprises. The ability of an enterprise to adapt its IT capacities to
market changes is increasingly suggested as an important organizational
capability [Sengupta and Masini 2008]. This means organizations must focus on
building business capabilities to leverage IT to gain a competitive advantage.
Information systems have been replacing traditional communication media for
internal and external communications extending information value chains
beyond traditional enterprise boundaries. An organization’s information
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infrastructure is the key to business agility, Due to business executives cannot
detect and respond effectively to change without access to the right information,
at the right time, by the right people.

The quality of information value chain closely affects the quality of
business processes. For example, [Bailey and Francis 2008] presentes a case
study based research suggesting that information transparency and collaboration
have positive effects on enterprises value chain performance. However, building
a dynamic information flow management needs an inter-disciplinary approach,
combining the technical and relational aspects from the respective fields of
system dynamics and collaboration in order to deliver improved organizational
business performance. [Choe 2008] suggests that information flow management
has a positive impact on quality improvement, a high dependability of supply
and cost reduction. [Tsai, 2013] studies on the performance impacts of
information system technology on e-retail industry. This work suggests that the
focus on value chain activities enables us to examine the complementarities
between different parts of the value chain from a sourcing perspective in the e-
Retail context. The fast-paced change in the technology and service offerings of
various industries requires further understanding of the challenges to improve
the value of information flow, to add information value to business value chain
and to enhance business outcomes performance.

The business value is also dependent on the “support systems” and as a
consequence relies on IT organization. Improving IT organization is a way to
improve quality of information value flow, and then as a result business
performance can be boosted. [Seethamraju and Sundar 2013] suggests that as a
key component of current IT infrastructure in a majority of organizations today,
ERPs have delivered cost efficiencies, control and consistent execution, support
many changes that take place during firms’ business processes. [Raschke 2010]
suggests that IS derives value to the enterprise, the high quality of information
value can achieve business process agility. As business and its supporting IS are
aligned, understanding the component of business agility is important to select
and organize resources of IS to implement IS agility. [Sambamurthy et al., 2003]
suggests that business agility is composed of Operational agility, Partnership
agility and Customer agility. [Sambamurthy et al., 2003] defines Operational
agility as “the ability of firms’ business process to accomplish speed, accuracy
and cost economy in the exploitation of opportunities for innovation and
competitive action.” Partnering agility is the leveraging of collaboration
relationships. [Raschke and David, 2005] defines Operational agility as the
ability to add and /or reconfigure a business process by quickly adding new
capabilities to the set of business process capabilities to accommodate the
potential needs of the firm.
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[Raschke, R., 2010] suggests that business process agility is composed
of four components: re-configurability, responsiveness, employee adaptability
and a process-centric view. Re-configurability is defined as “ability to deploy
superior new configurations of functional competencies that better match the
environment” [Pavlou and EI Sawy, 2006]. Responsiveness is the ability to
identify and recover from change [Sharifi and Zhang 2001]. Employee
adaptability is the ability for people to adapt to fit different situations. Process-
centric view is the ability to consider the management perspective at business
process level, have a better understanding of the entire process crossing different
functional domains in an end to end vision [McCormack and Johnson, 2010].

In advanced economies, organizational performance depends on both
the technological innovation and the organizational changes enabled by
technological innovation [Brynjolfsson and Hitt 2003]. Quantitative empirical
studies reported that certain industries attain higher IT productivity impact and
greater cost reduction than others, providing further support for the inclusion of
industry characteristics as an important contingent factor influencing the
realization of IT business value [Melville et al., 2004] [ Elbashir et al., 2008].
[Raschke, R 2010] suggests that IT infrastructure flexibility is positively related
to business process agility. The performance of business process is closely
linked to the capabilities, applications, and the management objectives for
deploying IT and IT infrastructures. Business processes are the means to achieve
the overall goals of the organization, so business process level performance is
the essential factor to impact the organizational performance [Elbashir 2008].
Therefore, IT impacts the internal organization level performance, IT must be
able to change, to have ability of decision-intelligence and able to blend IT
requirements and capabilities fully into the business strategy and build agility
into the enterprises.

In a summary, high-efficiency information infrastructure is an
increasingly important element of business products and services and the
foundation of enterprise wide processes [Weill and Ross, 2004]. Especially with
the rising of e-commerce and e-business, Information System is definitely one of
the critical factors for business market. Hence, it is important for auditors to
assure that ISs are adequately controlled, secured, and functions as intended. To
meet these requirements in the modern business environment, it is necessary to
have a complete understanding of the way enterprises organize their IS and
business activities. To improve the performance and efficiency of business
processes, information infrastructure activities should be able to review
frequently to ensure that system activities parallel business activities. However,
enterprises are facing the increasing complexity and variety of IS along with
serious challenges [Huang 2010]. High efficiency IT infrastructure consists of
“the leadership and organizational structures and processes that ensure that the
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organization’s IT sustains and extends the organization’s strategies and
objectives” [W.”RP” Raghupathi, 2007]. Information System governance, hence,
is an instrument of strategic business-IT alignment [Hirschheim and Sabherwal,
2001]. Organizations with an instituted information governance process are
more effective at seeking, collecting, processing and applying information and
are getting more value from their and others’ information sources [Kooper,
2011].

As we have discussed, the value of information flow is increasing the
importance in organization’s production system. Implementation of IT agility
has a significant impact on the value creation process of business agility. IS
agility is a critical success factor for business agility. An agile IS should allow
business process to fit speed, accuracy and cost economy requirements, be able
to reorganize individual components, to combine individual tasks to respond to
environment changes. With the increasing internal and external collaboration
requirement, IS allows enterprises to manage their business resources more
efficiently. Besides the traditional physical product value chain, information
value chain plays a more and more important role for business outcomes. The
performance of information flow chain dominates the performance of entire
enterprise value chain and impacts the organizational performance. After
understanding IS agility leads to business agility, contemporary enterprises are
making significant investments in IT (such as web services, data management,
customer relationship management, supply chain management or enterprise
resource management) to leverage the functionalities of these technologies in
shaping their business strategies, customer relationships, and strengthen
business competitive.

However, the technology, business environment and market requests are
ever-changing. How enterprises can make their ISs are agile enough for fitting
those changes and how can they make sure these investments enhance business
performance as they want? We should pay attention on finding an approach to
implement and monitor IS agility to meet enterprises’ business requests.

A strategy to achieve IS agility consists in maximizing IT activities’
value for business requests and minimizing non-value activities in information
value chain. This strategy matches the core philosophy of lean thinking:
Maximize Value, Minimize Waste. Lean thinking has been successfully used in
various manufacturing, construction and other fields for decades. Besides using
Lean thinking to manage the traditional physical product flow, Lean thinking
has been more and more practiced in information flow to increase performance
of business process by improving quality of information flow with the
development of e-commercial and emerging business paradigms.
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2.1.2 Lean Thinking for Information System

As we have discussed previously, even enterprises have noticed the importance
of IS/IT for business, and we understand the agility of ISs is the key for business
agility. Achieving ISs agility, the management of ISs is still facing particular
challenges in the ever-increasing volume of information. With an efficient
management, a big volume of valueless information can do nothing but increase
cost, disturb business decisions, reduce business efficiency, and so on. Therefore,
to build a successful IS, we have to continually optimize ISs organization and
improve the performance of ISs. Lean think is a way to improve the performance
of ISs, as a consequence it can also improve the organization of business, thus
provide efficient and effective business processes. In this sub-section we
introduce the application of Lean approach to specify information value, analyze
and optimize ISs, the improve ISs management and the application of Six Sigma
approach to pursue perfection of ISs. The combination of Lean and Six Sigma
allows ISs drives a better business performance.

Lean Thinking has been introduced by James P. Womack firstly in the
book “Lean Thinking: Banish Waste and Create Wealth in Your Corporation”
[Womack and Jones 1996]. In this book, Womack and Jones address the
revolution in manufacture has made by Toyota Production System (TPS). They
suggest that a lean way of thinking allows companies to specify value, organize
value creating activities in the best sequence, and improve the efficiency and
performance of these activities. This book follows Womack’s previous highly
successful book “The Machine That Change the World” [Womack et al., 1990].
Both books address the TPS leads a Lean System and define, the five principles
of Lean Thinking: specify Value, identify the Value Stream, make the Value-
creating steps Flow, Pull, and pursue Perfection.

With the development of IT, Information Systems (ISs) such as ERP,
Customer Relation Management (CRM), Product Data Management (PDM) and
Inventory Management System (IMS), etc. can play a vital role in enabling an
enterprise to achieve Lean production. [Powell et al., 2013] suggests that
Enterprise Resource Planning (ERP) and Lean implementation process can be
combined to develop a single “best-practice” process. Improving information
management involves the integration of the IS infrastructure. The infrastructure
of an organization generally consists in a large number of ISs componests that
support various individuals, groups, departments and processes across the entire
organization, and even multiple sites. This complicated system of inter-related
elements ultimately needs to function as a whole in order to best support the
organization.

Despite some similarities, Lean ISs have particular characters compared
with Lean production processes. To identify ISs’ wastes involves considering
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the differences between ISs and production process. The following table shows
the principles of achieving Lean in ISs and Production processes:

Table 2 Comparison of Lean ISs and Lean Production systems

Lean ISs Lean Production

Value Defined by internal and external | Defined by ultimate customer
information consumers (business
requirements)

Value A set of activities to produce the | A set of activities to produce a

stream information for business needs product to customer

Flow Making activities along value | The progressive achievement of
stream smooth and information | activities along the value stream
synchronization. to avoid stoppages, scrap or
Avoiding conflicts and data | backflows during the production
inconsistencies

Pull A non-invasive system to avoid | A system to avoid unnecessary
redundant information, business | inventory, nothing is produced
requirements trigger the | by the upstream supplier until
activities during information | the downstream customer
value chain signals a need.

Pursue No end to the process of reduce | No end to the process of

perfection | waste, and continuously increase | reducing wastes
the value of information stream

The position of Lean development is that identification of and
concentration on value, reduction of waste, and continuously improvement of
processes, enables “business viability in a globally competitive and informed
environment” [Millard 2001].

Moreover, Lean is achieved through a set of mutually reinforcing
practices, including just-in-time (JIT), total quality management (TQM), total
productive (TPM), continuous improvement, design
manufacturing and assembly (DFMA), supplier management, and effective
human resource management. Additionally, Lean Thinking focuses on analyzing
and optimizing value streams, the core philosophy of Lean Thinking can be
summarized as Maximize Value, Minimize Waste. Use the least amount of effort,
energy, equipment, time, facility space, materials, and capital while giving
customers exactly what they want. Lean approach has been widely used beyond
manufacture field, now non-manufacturing sectors are jumping onto the Lean
bandwagon. Such as [Cusumano and Nobeoka 1998] in this book “Thinking
Beyond Lean” look at applying lean principles to product development
processes; [Myerson 2012] describes a Lean implementation methodology with

maintenance for
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critical success factors in supply chain and logistics management, in this book,
the author presents the Lean implement model “SCOR: Plan, Source, Make,
Deliver and Return” which is a way to identify lean opportunities in the supply
chain and applyLean thinking in construction domain by taking into account the
particular problems in construction domain then proposing a dynamic model of
performance improvement process.

Waste identification is the root for achieving lean, as well as the lean
information is the foundation for lean business. In general, the notion of waste
within the context of information management can be considered to include the
additional actions and any inactivity that arise as a consequence of not providing
the information consumer immediate access to an adequate amount of
appropriate, accurate and up-to-date
analogous to the principles of lean thinking in a manufacturing context. It
therefore follows that the philosophy of lean within the context of information
management, is to identify and enable focused improvements on the various
aspects of information management in order to eliminate waste and improve the
flow of value. Compare and contrasted with the seven traditional wastes (viz.
Overproduction, Waiting, Transport, Extra processing, Inventory, Motion and
Defects) [Womack and Jones 1996] associated with manufacturing systems,
regarding ISs have their particular characters, ISs’ waste and challenges of
building a lean IT and business collaboration from some case study [Scherrer-
Rathje and Boyle, 2009]can be concluded as shown Table 3:

information. This concept is again

Table 3 Challenges and Motivations of Achieving Lean ISs

Challenges of achieving Lean ISs

Motivations of our research

1 | Failure demand, failure
communication between IT and

Business [Hicks 2007]

It requires a communication and
collaboration processes to:

1) formalize business requirement into

precise  technical  understandable
demands;
2) Transform technical results to

business understandable results.

2 | Flawed  flow  includes  the
unnecessary  or  inappropriate

activities [Hicks 2007]

A IS governance approach is necessary
to implement Lean thinking to ISs,

3 | Lack of a precise understanding for
information quality [Millard 2001]
[Bauch 2004]

It requires defining quality of ISs
precisely and understanding the
business needs clearly

4 | Lack of a visible management

It requires formulating the agreements

commitment [Crandall and Coffey, | include precise and clear
2005] responsibilities, obligations and
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penalties, etc.

5 | Implementing Lean thinking in
enterprise, it requires to develop
formal mechanisms to encourage

Lean thinking culture needs to be
integrated in enterprise management. A
formal automatic mechanism should be

and enable autonomy | implemented to manage and govern the
[Schonberger, 2005] quality  of  business  outcomes,
performance of information and

business value chain, and other critical
factors.

It requires building long-term goals for
sustainability of lean ISs to fit dynamic
business requirements.

6 | Communicate lean wins from the
outset  [Alukal, 2003] and
continual evaluation during the
lean effort is critical [Liker 2004]
[Crute et al., 2003].

The success of Lean Thinking is based upon the reduction of wastes.
The first important step for lean improvements is thus the identification of
wastes, and then their removal, as well as a continuous performance
improvement strategy is a critical success factor for application of Lean thinking.
Six Sigma as a successful performance improvement approach has been widely
used into various business fields, and it involves the rigorous pursuit of learning,
problem-solving, process improvement, and ultimately, better business
performance. Therefore, combine Six Sigma quality with Lean efficacy is not
just a business improvement methodology that aims to maximize shareholder
value by improving quality, speed, customer satisfaction and costs, but it is also
an improvement strategy for IT and other aspect of enterprises. Lean Six Sigma
refers to a more intelligent management of an organization, which first takes
into account customers’ requirements and their satisfaction by using data and
facts for elaborating medium and long term strategies [Pamfilie 2012].

2.1.3 Six Sigma Approach for Information System

The Six Sigma methodology was created by Motorola in the mid-1980s. Six
Sigma has been defined by practitioners and academic articles in a variety of
ways. Key elements of the Six Sigma approach include a clear focus on the
customers’ needs, the use of performance metrics, a focus on improving
business processes often through the reduction of inherent variation in the
processes, clearly defined process improvement specialist roles, the use of data-
driven and highly structured problem solving methodologies, and ultimately the
generation of tangible business results [Schroeder et al., 2008]. [Kwak and
Anbari 2006] identified two sources for Six Sigma processes:
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1) Statistical field: the origin of Six Sigma comes from statistics and
statisticians [Hahn et al., 1999]. According to this vision the six sigma method is
a very rigorous quality control concept where many organizations still performs
at three sigma level which was applied only to manufacturing processes, and it
stipulated that a "capable" process was one that had a process standard deviation
of no more than one-sixth of the total allowable spread.

2) Business field: Six Sigma is defined as a business strategy used to
improve business profitability, operations’ effectiveness and efficiency, to
strengthen customers’ satisfaction. As such Six Sigma requires the process
standard deviation be no more than one-twelfth of the total allowable spread.

A traditional Six Sigma system is based on DMAIC (Define-Measure-
Analyze-Improve-Control) methodology. DMAIC is a closed-loop process that
eliminates unproductive steps, often focuses on new measurements, and applies
technology for continuous improvement. With the development improvement of
emerging technologies and business models, a new improvement methodology
DMADYV (Define-Measure-Analyze-Design-Verify) is generally used [Easton
2012]. The assumption of DMADYV is the outcome of the entire process will be
improved by reducing the variation of multiple elements. DMADV is a
structured problem-solving framework derived from DMAIC, but intended to
better align with design and development activities [Pyzdek and Keller, 2009].

Applying Six Sigma approach to IT and business collaborative
environment, may increase the overall performance of the enterprise will be
improved. Improving all of a department’s individual processes could actually
have a detrimental effect on the entire enterprise’s ability to satisfy the
customers’ needs and provide product and services at the right time at the lowest
cost.

Using the DMADYV methodology to implement Six Sigma improvement
approach in IT includes five steps:

- Define: Design the goals of information flow that are consistent with
business goals and organization strategy. We assume that the “end user” of
information flows are the Business Process. Therefore, the output of information
flows should always satisfy the business processes’ needs.

- Measure: Identify the Critical Success Factors which can indicate the
performance of information flow and outputs, as well as identify information
flow process’ capabilities and risks. Then based on these identifications the
quality of information flow can be measured precisely.

- Analyze: Analyze all improvement designs to select the best
information system improvement design.

- Design: Optimize the design by simulating business situations to
specify information system improvement design.
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- Verify: Verify information system improvement design into business
process.

Various literature reviews and discussions with six sigma leaders in
organizations that adopted the six sigma method, such as [Swink and Jacobs
2012] that addresses Six Sigma adoption on operating performance impacts and
contextual drivers of success. [Lee and Choi, 2006] makes a survey study about
Six Sigma management activities and their influence on corporate
competitiveness. [Johnson and Swisher, 2003] provided some implementation
tips on Six Sigma application for R&D field, to implement a successful Six
Sigma for IS. Based on these discussions we identify some key elements and
issues we should pay attention on:

- Sustainable and visible management: It should fit organizational
commitment: Six Sigma is not only a technique but also a philosophy business
strategy that improve quality of organizations. Applying of Six Sigma to the IS
field, involves that the strategy of IS should always fit the organizational
business strategy, that IS management should always participate organizational
management. Therefore, designing IS Six Sigma processes should support the
business objectives.

- IT and infrastructure selection, management and control skills: from
business perspective, implementing a successful Six Sigma requires continuing
education and training of managers and participants. Six Sigma for IS not only
requires continuing training IT specialists but also a continuous updating of IT
and IS infrastructures. For example, transferring IS infrastructure to Cloud
environment to take advantage of cloud computing promised low cost, more
convenient. However, if we cannot use the emerging business paradigms and
new technologies appropriately, business and IS cannot get benefit from them.
To this end, we should design IS monitoring strategy to grantee IS performance
and make sure the new technologies and paradigms are beneficial assets for
organization.

- Set clear expectations, audit performance and report: To set clear
objectives and expectations, customized performance metrics and coping
mechanism for unexpected results, we should monitor ISs’ state based on these
expectations and metrics, any unexpected state should be detected and ISs
should be able to response to the detected unexpected state according to
designed coping mechanism.

Six Sigma approach for information system aims at improving the
quality of information flow and at making information flow be able to produce
satisfied output for business processes’ needs. Clear customer-oriented metrics,
appropriate measurements, match organizational objectives and performance
monitoring processes are critical success factors to implement Six Sigma in IS.
The integration of Lean and Six Sigma means to produce information flow to fit
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business processes with maximum value and minimum cost, allowing business
processes to match enterprise-level’s agility strategy.

2.1.4 Conclusion

Enterprise modeling methods are designed to integrate different points of view
to support industrial organization and decision making. However, the different
modeling methodologies are static and lack of taking into account quality
assurance. To deal with the collaboration of internal and external enterprises and
to meet the continuous improvement requirements require to define a new
modeling approach which can allow to specify and monitor the industrial system
and its associated decision system. Furthermore, the increasing importance of
information systems involve to take into account the information value-chain
performance to enhance organizational profitability.

Applying Lean Six Sigma to information system environment is a way
to improve the performance of information value chain and optimize the
organization of ISs, so that quality of ISs drives business agility.

Moreover, applying Lean Thinking to ISs involves following the five
principles:

1. Identify ISs’ value, Due to IS focuses on supporting business
processes, regarding information, the value of information is if it increases the
customer’s value and if it is used to assure quality, speeds up the process, or
reduces cost;

2.Create value stream, specify value-added activities and spot the
activities cannot add value to business processes, any activity in information
value chain that leads to unused information for business process is waste;

3. Progress value-creating steps flow, smooth the information flow;

4. Comply with cascading production and delivery system, only
produce when business processes signal a need;

5. Apply Six Sigma approach to continually pursue perfection.

The main limit of applying Lean to ISs is that it lacks of integration of
Lean business view of information technical value flow. Adding information
technical value to business value flow according to business objectives is the
main challenge for applying Lean to ISs.

In a summary, the first important step for lean improvements is thus the
identification of waste, and the second its removal. In our IT collaborative
business environment, ultimate essential concern is the quality of information
has to fit the business requirements and add value to business process without
any non-value activity and extra cost during the information flow. Ideal IS
provides high quality and precise information resource for business processes,
however, to deliver tangible business value, business processes need to swiftly
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adapt its strategies to reflect IT changes. Business processes and IS should be
aligned to achieve enterprise-level business agility.

The following of State of the Art is organized in different sections. In
section 2.2 we introduce the combination of Business Process Management
(BPM) and Enterprise Architecture (EA) as an efficient way to achieve business
agility. After that, in section 2.3 we introduce SOA as an architectural style well
suited for modern EA. Its loosely coupled characteristics allow enterprises to
achieve business and IT alignment. It brings new solutions for improving agility
of ISs and business processes, thereby enabling delivering better business value.
After talking about the benefits from combination of BPM, EA and SOA, to
guarantee those promised benefits, we are still facing some challenges, such as
guarantee Quality of Service, elicitation and refinement of Non Functional
Requirements, Management of Service Level Agreement (SLA), security,
minimize costs, maximize utilization, correct mistakes, etc. To overcome these
challenges, in section 2.4 we introduce the performance measurement with
autonomic management strategy. It aims at monitoring business situation
without interrupting the ongoing business processes. However, existing
solutions are not dynamic. They cannot fit the emerging new business paradigms
nor fit implementation elasticity and scalability involved by large scale
collaborative business processes. In section 2.5, we discuss Cloud Computing’s
characteristics and cloud monitoring challenges. Cloud Computing dramatically
changes the way business is run. Lowering operation cost, highly scalable, easy
access, reducing business risk and maintenance expenses, make cloud computing
attractive to business participants. However, gaining these promised benefits
from cloud requires new performance measurement and monitoring solution for
organizations. There are still some open issues that need to be solved for
building cloud-ready monitoring and governance. Finally, State of The Art will
end up with a chapter conclusion (section 2.6) presenting existing limits.

2.2 Combining Business Process Management and Enterprise
Architecture

2.2.1 Introduction

Enteprise modeling mothodolgies provide ways to support integration and
decision making. However, they lack of flexibility and do not take into account
any governance / quality monitoring steps. Moreover, in order to add more value
picked from information systems to business process value chain requires to
align information systems with business and to improve business process quality.
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We define a business process as a complete, dynamically coordinated set of
activities or logically related tasks including required implementation elements
that must be performed to deliver value to customers or to fulfill other
organizational strategic goals. In our research work, all business process
implementation elements including Business Tasks, Services, Infrastructure
elements (such as hardware, equipement, database, software, etc.) are defined as
Business Resources.

From a business perspective, enterprise needs to design an agile
Business Process Management (BPM) to manage all resources and activities
during all the business processes to maximize the benefit of agile ISs. From a
technological perspective, the enterprise needs to establish a platform that
enables the appropriate collaboration by creating visibility, traceability, and
integrity between targets and solutions throughout all roles and tools [Jensen et
al., 2011]. Enterprise Architecture (EA) field initially began to address two
problems [Sessions 2007]:

- System complexity: realizing the importance of IT/IS, enterprises
were invest more and more money building ISs;

- Gap between IT and business: enterprises were finding it more and
more difficult to align those increasingly investment of IT aligned with business
need.

Enterprise Architecture (EA) gives a platform for BPM to implement
enterprise’s business strategy. BPM provides the business context,
understanding and metrics. EA provides the discipline for translating business
vision and strategy into architectural change. In this section we analyze and
compare four top EAs and summarize existing challenges for a success EA, then
talk about BPM, and finally introduce the convergence of BPM and EA is an
efficient way to achieve business agility.

2.2.2 Enterprise Architecture Framework

In order to manage the increasing complexity of information technology systems
and to deliver maximum real business value, Enterprise Architectures (EAs)
have been developed for decades. EA provides a clear vision of the
organization’s current IT assets and business processes. EA frameworks usually
provide a context in which all stakeholders in an organization can communicate
and collaborate to set their enterprise architecture. EA as a discipline provides
the foundation for an organization to align strategic objectives with
opportunities for change. This is achieved through portfolio gap analysis,
transition planning, and architectural governance. The resulting enterprise
architecture is used to identify impacts of changes on the enterprise and to drive
the gap analysis between current and future states.
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Definition for EA is presented by [Lankhorst M. et al., 2005] as
“enterprise architecture is a coherent whole of principles, methods and models
that are used in the design and realization of an enterprise’s organizational
structure, business processes, information systems, and infrastructure.”
Enterprise architecture explains how all the information technology elements in
an organization — systems, processes, organizations’, and people — work together
as a whole [Morganwalp and Sage, 2004]. [Himéldinen and Liimatainen, 2008]
presents that EA commonly has four viewpoints: business architecture,
information architecture, application architecture and technology architecture.
These viewpoints are promoted in many widely used frameworks. Enterprise
Architecture Framework (EAF) defines how to organize the structure and views
associated with an EA. There are three components of EAF: Views, Methods,
Training/Experience.

In 1987, [Zachman, 1987] introduces his Framework for Information
Systems Architecture which is commonly accepted as the first approach towards
the discipline of EA. EA is characterized by the use of frame-works that support
the analysis of the enterprise from the business-level down to the IT-level. Five
years later, in 1992, [Zachman and Sowa, 1992] enhances Zachman framework.
This framework introduces the basics of EA. In 1996, the Clinger-Cohen Act
[EAO 2004] (formerly known as the Information Technology Management
Reform Act) of the U.S. government directed federal agencies to implement a
holistic approach to align information technology to their business goals.
According to [Malveau, 2004], this led to the creation of the term enterprise
architecture. Since then, the amount of interest devoted to EA has increased.
Today EA is well-known as a hierarchical approach to align Business and IT.
One of the most popular frameworks, inspired by the Zachman framework, is
The Open Group Architecture Framework (TOGAF) defined by the Open Group
[TOGAF, 2003].

According to [Leganza, 2004], EA has developed two major approaches:
a top-down approach that assumes comprehensive scope and strictly follows a
formal process, and a bottom-up approach that starts with infrastructure
technology standardization and then moves up the target high-priority problem
areas and eventually influence business architecture. Most of the EA
methodologies consider four organizational levels (see Figure 3):

- Business layer: The business architecture represents the fundamental
organization of the corporate (or government agency) from a business strategy
view point. Design and evolution principles for business architecture can be
derived e.g. according to the market based approach or the resource based
approach to strategic management.
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- Data layer presents the collection, organization, and distribution of
data. The fundamental organization of information system is analyzing data
coupling.

- Application layer: The software architecture represents the
fundamental organization of software artifacts, e.g. software services and data
structures. A wide range of design and evolution principles from computer
science is available for this layer.

- Technology (or infrastructure) layer: The technology architecture
represents the fundamental organization of computing/ telecommunications
hardware and networks. A wide range of design and evolution principles from
computer science is available for this layer too.

Each level describes either what currently exists (as-is) or what should
exist (to-be). The study of Braun and Winter [Braun and Winter, 2007]
mentiones that EA as a hierarchical approach usually applies the ‘IT follows
business’ principle, starting with strategic positioning from the business
management point of view, then deriving appropriate organizational processes
and structures on this basis, and finally specifying the information system, i.e.
the interaction between human and technical information system components
that appropriately support business requirements.

Business
processes and
activities use...

Data
that must be collected,
organized, safeguarded, and
distributed using...

Applications
such as custom or off-the-shelf
software tools that run on...
Technology
such as computer system and telephone networks.

Figure 3 Multi-Layer of EA
(http://www.records.nsw.gov.au/recordkeeping/government-recordkeeping-
manual/guidance/recordkeeping-in-brief/images-1/layers.png/view)

2.2.3.2 Zachman Framework

Zachman pointed out the challenge to manage the complexity of
increasing distributed systems. [Zachman 1987] sets that business value and
agility could best be realized by a holistic approach of systems architecture that
explicitly looked at every important issue from every important perspectives.
Zachman originally described its work as an information system architectural
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framework. It was soon to be renamed as an enterprise architecture framework.
Zachman’s multi-perspective approach has profound impacts on subsequent
researches.

The Zachman’s Framework relies on the theory that there exists a set
representation (models) for describing, designing and building complex objects.
The Zachman “Framework™ is a taxonomy for organizing architectural artifacts.
It takes into account both the artifact targets and the particular issue which is
addressed. This framework draws two distinct classification systems to define
the set of representations that are needed to manage the complexity and change
of these objects. This set of representations forms the cells of the framework.

Row 1 - Scope
Extemal Requirements and Drivers
Business Function Modeling

Row 2 - Enterprise Model
Business Process Models

Row 3 - System Model
Logical Models
Requirements Definition
Row 4 - Technology Model
Physical Models
Solution Definition and Development
Row 5 - As Built
As Built
Deployment
Row 6 - Functioning Enterprise
Functioning Enterprise
Evaluation

Figure 4 Zachman Framework (from
zachmaniniternational.com/s/Zachman_Framework.asp)

The first classification consists in the six fundamental questions
(commonly used in journalism) associated to columns of the framework: who,
what, when, where, why, and how. This set of questions has been used for
millennia to describe situations or objects and forms the basis of human
communication.

The second classification is based on the stakeholders from traditional
architecture: owner, designer, builder. It has been extended to include: planner
and subcontractor. This set of perspectives has been used for centuries in the
architectural field to engineer in a way of independent of geography, culture,
language, politics or technology. These perspectives form the rows of the
framework [Zachman, 2003].

Since the 1990s, the Zachman Framework has been widely used as a
mean of providing structure for Information Engineering-style enterprise
modeling. The Zachman Framework can be applied both in commercial
companies and in government agencies. It can be applied to an entire
governance agency or corporate at an abstract level, or it can be applied to
various departments, offices, programs, subunits and even to basic operational
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entities. Enterprises should pay attention on different points when they are using
the Zachman framework:

- Each artifact should be in one and only one cell;

- Only when every cell in that architecture is complete, the Zachman
grid can be considered a complete architecture;

- Cells in columns should collaborate with each other related to each
other.

However, in many cases, Zachman framework by itself is not a
complete solution. In complex situation, it does not give a step-by-step process
for creating a new architecture. It does not even give an approach to show a need
for a future architecture. To this end, we need to look for other methodology
frameworks.

2.2.3.3 The Open Group Architecture Framework

TOGATF has been defined and is owned by The Open Group. TOGAF divides an
EA into four categories [TOGAF 2003]:

- Business architecture: describes the processes the business uses to
meet its goals;

- Application architecture: describes how specific applications are
designed and how they interact with each other;

- Data architecture: describes how the enterprise data storage is
organized and how these data can be access and organized;

- Technical architecture: describes the hardware and software
infrastructures that support and interact with applications.

TOGAF complements the work previously introduced by Zachman.
Whereas Zachman Grid describes how to categorize EA artifacts, TOGAF
describes the process to categorize EA artifacts. The most important part of
TOGAF is the Architecture Development Method (ADM) (see Figure 5). ADM
describes an architecture process to categorize EA artifacts. It is applied to
develop an enterprise architecture which will meet the business and in-formation
technology needs of an organization. It may be tailored to the organization's
needs and is then used to manage the execution of architecture planning
activities.

[Perks and Beveridge, 2003] suggests that TOGAF provides only
prescriptive document templates — merely for inputs and outputs, and does not
specify exactly the different documents.

TOGAF is more flexible than Zachman’s framework because it allows
phases to be done incompletely, skipped, combined, reordered, or reshaped to fit
the needs of the situation. However, TOGAF does not guarantee that the
generated EA is convenient as results are dependent on the experience of
TOGAF execution staff: it is a big risk for enterprises.
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Figure 5 ADM of TOGAF (from The Open Group:
http://pubs.opengroup.org/architecture/togafS8-doc/arch/)

2.2.3.4 Federal Enterprise Architecture

The Federal Enterprise Architecture (FEA) is a more complete methodology
compared to the previous two. FEA has both a comprehensive taxonomy, like
Zachman, and an architecture process, like TOGAF. FEA is latest attempt by the
US federal government to unify its myriad of agencies and functions under a
single common and ubiquitous enterprise architecture.

A full treatment of FEA needs to include all of the following:

1. A perspective on how enterprise architectures should be viewed;

ii. A set of reference models for describing different perspectives of the
enterprise architecture;

iii. A process for creating an enterprise architecture;

iv. A transitional process for migrating from a pre-EA to a post- EA
paradigm;

v. A taxonomy for cataloging assets that falls in the purview of the
enterprise architecture;

vi. An approach to measure the success of using the enterprise
architecture to drive business value.

In order to give standard terms and definitions for the domains of EA
and thereby facilitate collaboration and sharing across the federal government,
FEA proposes five reference models [FEA 2005]:

1. The Business Reference Model (BRM) is a standardized framework to
measure the performance of major IT investments and their contribution to the
program performance.
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ii. The Components Reference Model (CRM) is a business reference
model. This function-driven framework describes the business operations of the
Federal Government in an independent of the agencies that perform them. The
BRM is the first layer of the Federal Enterprise Architecture and it is the main
viewpoint for the analysis of data, service components and technology.

iii. The Technical Reference Model (TRM) is a business and
performance-driven, functional framework that classifies Service Components
with respect to how they support business and/or performance objectives.

iv. The Data Reference Model (DRM) describes the data and
information that support government program and business line operations. This
model enables agencies to describe the interaction and exchanges between
components.

v. The Performance Reference Model (PRM) is a component-driven,
technical framework categorizing the standards and technologies to support and
enable the delivery of Service Components and capabilities. It also unifies
existing agency TRMs and E-Government guidance by providing a foundation to
advance the reuse and standardization of technology and Service Components
from a government-wide perspective.

The framework uses assessment criteria to evaluate the performance
and effectiveness of agency enterprise architecture programs. Each criterion
consists in five performance levels, scored from 1-5. Related assessment criteria
are grouped into three capability areas [FEA 2009].

- Completion addresses the following Key Performance Indicators
(KPIs): Target Enterprise Architecture and Enterprise Transition Plan;
Architectural Prioritization; Scope of Completion; and Internet Protocol Version
6 adaption.

- Use addresses the following Key Performance Indicators:

1) Performance Improvement Integration: Measures how effectively the
agency has aligned its performance improvement plans with its enterprise
transition plan.

2) Capital Planning and Investment Control integration: Measures the
alignment between the enterprise transition plan and the agency;

3) FEA Reference Model and Exhibit 53 Part Mapping: Measures the
completeness and accuracy of the primary FEA reference model mapping and
specification of the IT investments in the agency IT portfolio.

4) Collaboration and Reuse: Measures agency progress in migrating
their target applications and shared services portfolio, and creating a services
environment within the agency.

5) EA Governance Program Management, Change Management and
Deployment: Measures the degree to which the agency governs and manages the
implementation and use of EA policies and processes.
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- Results address the following Key Performance Indicators: Mission
Performance, Cost Savings and Cost Avoidance, Measuring EA Program Value.

As the following figure shows (see Figure 6) the Federal Enterprise
Architecture Practice Guidance has defined three types of architecture [FEA
2007]:

1) Enterprise architecture,

2) Segment architecture,

3) Solution architecture.

These different architectures address different concerns from different
business perspectives. The process of FEA is composed of different steps:
Analyze architecture, Define architecture, Design investment and funding
strategy, manage and execute projects.

Level Scope Detail Impact Audience
{ Enterprise “1 Agency/ - “Low — Strategic e Al
'Archﬁeclum Organization | | Outcomes, Stakeholders
§ g | i

s i [ \ ‘

rSsoment | Line of | | Business Business

[ahifscure] Business [Modinm Qutcomes Owmaors
1 | | | [

N = | | “ | |

Sofution 1] ' \

| | Function/ | | Operational Users and

{_A":h"“'m"f_ | Process i) High Rt Odtcomes Developers
! | < ==

Figure 6 FEA: Architecture Level Attributes (from
en.wikipedia.org/wiki/Federal Enterprise_Architecture)

2.2.3.5 Gartner Framework

Gartner methodology 1is different from the previously presented EA
methodologies. Gartner is one of the best known IT research and consulting
organizations in the world and its Enterprise architecture is focused on strategy,
and not about engineering. The two things that are most important to Gartner are
where an organization is going and how it will get there [Sessions 2007].

- Business Strategy
Environmental Trends y Y

Architecting

Develop
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Figure 7 Structure of Gartner EAF (from iea.wikidot.com/gartner-ea-
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Gartner believes that EA is about bringing together three constituents:
the business owners, the information specialists and the technology
implementers. EA must start by identifying where an organization is going and
not with where it is.

The complexity and diversity of business processes are big challenges
for most organizations. Gartner recommends that an organization should have
clear and simple ideas about where its strategic direction is heading. This aims
at making sure that everybody understand and share a single vision. When an
organization has this single shared vision of the future, the organization can
efficiently orchestrate business resources and complement changes to keep
investments be beneficial for business value.

2.2.3 Challenges for a Successful EA

Rating

Criteria Zachman TOGAF FEA Gartner
Taxonomy Completeness seokofeofeole ook ke *
Process Completeness * sHeofeofotol ok seafeote
Reference Model Guidance ES sfevfeste sfesfestesteote ES
Practice Guidance * sk sk sfeakesteokesk
Business Focus * sk sfeoke sfesfesfeatesic
Success Measurement £ £ sfesfeste Sesfeste
Governance Guidance * sfelc steskesle stk
Note: 3 Means it does a very poorjob in this field;

Sfevfeofesteote Means It doesa very goodjob in this field;
The more * means a betterjob in the field

Figure 8 Comparison of Top Four EAFs

These EA frameworks are very different in their approaches. They focus on
different concerns and each of them has its own strengths and weaknesses. We
compare and score these four EAFs according to 7 criteria (see Figure 8):

These criteria cover the design, implementation and evaluation of

building EA for organizations.

1) Taxonomy Completeness refers to how well we can use the
methodology to classify the various architectural artifacts. This is
the entire focus of Zachman. None of the other EAs focus as much
on this aspect.

2) Process Completeness refers to how fully the methodology provides
a step-by-step process for creating an EA. This is almost the entire
focus of TOGAF. None of others focus as much on this aspect.
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3) Reference Model Guidance refers to how useful the methodology is
in building a relevant set of reference models. This is almost the
entire focus of FEA. Others pay less attention on this aspect.

4) Practice Guidance refers to how much the methodology helps
assimilate the mindset of EA into an organization and develop a
culture of agility. This is a primary focus of Gartner’s architecture
practice. Other EAs do not pay much attention on this aspect.

5) Business Focus refers to whether the methodology will focus on
using technology to reduce expenses and to increase business
income. This is another focus of Gartner, while others do not focus
on this aspect.

6) Success Measurement refers to how well the methodology will
ensure organizations build a successful EA. None of these EAs
provide a satisfied solution.

7) Governance Guidance refers to how well the methodology will help
organizations build an effective governance model for maintaining
the successful of EA. None of these methodologies focuses on this
aspect.

According to the comparison of these leading EA frameworks, we can
see that each of them focus on individual aspect, none of them covers all the
criteria. However, we lack of a good choice for Success Measurement and
Governance Guidance, as none of these methodologies provides a measurement
for organizations to check whether they build a successful EA or not.
Furthermore, none of them provides an effective governance guidance for
organizations to govern their EAs’ status. Consequently organizations may lack
of understanding their EAs’ development status and their organizations’ running
status. Therefore, this blindness might bring unexpected results to both
technology and business sides. This comparison motivates our research to
propose a new methodology to cover the existing limits and challenges and pay
attention on agility of IT and business.

For many organizations, the best choice is to understand the value of
each methodology and pick the most required strengths from these
methodologies and blended together to be beneficial for both business side and
technology sides. [Sessions 2007] suggests that building a successfully
enterprise architectural should include following objectives:

- Improve using IT to drive business adaptability;

- Support a closer partnership between business and IT groups;

- Improve focusing on organizational goals;

- Improve understanding a direct correlation between individuals work
and the organization’s success;
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- Reduce numbers of failed IT systems, reduce complexity of existing
IT systems and improved agility of new IT systems;

- Provide a closer alignment between IT deliverables and business
requirements.

Nevertheless, an EA methodology has no value unless it delivers real
business value as quickly as possible and federates both business side and IT
side to make them work effectively toward the same goals. Even EAs has been
evaluated so long, it also has to face two new major problems.

- Managing the increasing complexity of IT systems.

- Taking into account increasing difficulty in delivering real business
value with those IT systems.

An excellent EA governance framework is a critical tool to ensure that
EA matures in a competency enhancing fashion that enables both the business
and IT strategies. To this end, a well-functioning EA Governance is necessary to
support EA and to achieve a successful IT organization. Appropriate governance
methods enable IT to become a key differentiator in creating an agile, adoptable
enterprise, and to enable business process to be adapted continuously. These
requirements are necessary to support enterprises to get the high flexibility to
meet the new market conditions. The development of a proactive governance of
each architecture discipline is critical to impact the enterprise architecture
strategy, because only high flexible companies could survive in the long term.

[Weill and Ross 2004] have presented that even some organizations
have noticed the importance of EA Governance, most of the EA Governance
methods separate the IT governance from business-performance metrics. There
is still a big gap between business requirements and IT technology capacity. It is
difficult to make them understand each other [Becker, et al. 2004]. The
challenges for EA governance are:

- How are the business principles translated to IT principles?

- What are the desirable IT behaviors?

- How Technology choices will guide the enterprise’s approach to IT
initiatives?

- What is the plan for keeping underlying technologies up-to-date?

- Which infrastructure services are critical to achieving the enterprise’s
strategic objectives?

- What are the market and business process opportunities for new
business applications?

Enterprise Architectures (EA) have some similarities with Enterprise
Modelling (EM) methodologies. The main purpose of EA and EM is to compose
different components of enterprise and to support collaboration of different
enterprise aspects to achieve common organizational goals. EA and EM are also
sharing some limits such as lack of dynamicity and quality assurance. To
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overcome existing limits and challenges our research aims at proposing a new
methodology which will not only guide an organization build customized EA but
also provide governance model to evaluate the performance of EA and quality of
business outcomes. This methodology should pay attention on the critical
success factors for EA and to ensure IT investment benefit business goals. With
the three primary goals (portability, interoperability and reusability) Model
Driven Architecture (MDA) is a positive way to organize and manage enterprise
architectures, which supported by automated tools and services for both defining
the models and facilitating transformations between different model types [OMG
2003].

Improving business performance, we should fully understand the
challenges of Business Process Management (BPM). In the following section we
will introduce the challenges of BPM, and the combination of BPM and EA.

2.2.4 Business Process Management

Business Process (BP) has been defined in different ways according to various
researches. [Hammer and Champy 1993] defines Business Process as “a
collection of activities that takes one or more kinds of input and creates an
output that is of value to the customer. A business process has a goal and is
affected by events occurring in the external world or in other processes”.

In [Davenport 1993] book, a business process is defined as “a
structured, measured set of activities designed to produce a specified output for
a particular customer or market. It implies a strong emphasis on how work is
done within an organization, in contrast to a product focus’s emphasis on what.
A process is thus a specific ordering of work activities across time and place,
with a beginning, an end, and clearly identified inputs and outputs: a structure
for action.”

[Ko, 2009] concludes previous works by providing two main
dimensions of business processes: 1) The Level dimension includes three levels
of management activities (viz. operational control, management control and
strategic planning). 2) The Core competency dimension includes three groups
(viz. core business processes, management business processes and support
business processes). Then it defines a business process as “a series or network of
value-added activities, performed by their relevant roles or collaborators, to
purposefully achieve the common business goal.”

[Skrinjar and Trkman 2013] defines a business process as a complete,
dynamically coordinated set of activities or logically related tasks that must be
performed to deliver value to customers or to fulfill other strategic goals.

According to the BPM survey of [van der Aalst, et al. 2003], BPM is
defined as “Supporting business processes using methods, techniques, and
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software to design, enact, control, and analyze operational processes involving
humans, organizations, applications, documents and other sources of
information.” This survey suggests bringing together (computer) scientists and
practitioners in order to work on advanced BPM methods, techniques, and tools.

[Papazoglou and Heuvel, 2007] summaries that the term management of
business processes includes process analysis, process definition and redefinition,
resource allocation, scheduling, measurement of process quality and efficiency,
and process optimization. Process optimization includes collection and analysis
of both real-time measures (monitoring) and strategic measures (performance
management), and their correlation as the basis for process improvement and
innovation. BPM promises the ability to monitor both the state of any single
process instance and all instances in the aggregate, using present real-time
metrics that translate actual process activity into key performance indicators.

[J2CA 2003] suggests that BPM is a commitment to express, understand,
represent and manage a business in terms of a collection of business processes
that are responsive to a business environment of internal or external events.
[Bajwa, 2011] defines BPM as: A strategy for managing and improving the
performance of a business through continuous optimization of business
processes in a closed-loop cycle of modeling, execution, and measurement

Based on these definitions, in our research we adapt a definition from
[Trkman 2010]. A business process is a complete, dynamically coordinated set
of activities or logically related tasks including required implementation
elements that must be performed to deliver value to customers or to fulfill other
organizational strategic goals. All business process implementation elements
including Business Tasks, Services, Infrastructure elements (such as hardware,
equipement, database, software, etc.) are defined as Business Resources in our
research. We take BPM as a solution: 1) to synchronize the communication
among all activities and resources along business value chain and 2) to manage
these activities and resource to achieve business goals, 3) to continuously
improve business performance by applying appropriate tools. BPM should
translate a firm’s strategy into specific needs and enable the execution of the
strategy. BPM refers to aligning processes with the organization’s strategic
goals. BPM follows initiatives established throughout the 1980s and 1990s such
as Total Quality Management (TQM), Business Process Reengineering (BPR)
and Enterprise Resource Planning (ERP). These methodologies all strove to
improve the performance of businesses through measurement, restructuring,
automation, and supporting systems. BPM tools must be suitable for business
analysts and fit between the business environment and business processes, as
well as continuous improvement efforts to assure sustained benefits from BPM
is also a critical success factor for BPM.
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As information systems (as support systems for business) are playing
key role in business process. The beneficial of adopting ISs with BPM can be
summarized as follows: increased visibility and knowledge of enterprise’s
activities, increased ability to identify bottlenecks, increased identification of
potential optimization, reduced the time to market, easy definition of duties and
roles properly internal and external of enterprise. BPM is an efficient tool to
auditing as well as monitoring business performance and outcomes. The
measurement and evaluation of the efficiency of business processes is a very
important facet of Business Process Management Systems (BPMSs) as it
provides real-time feedback on the status of processes and measures the time
and cost of processes so that they can be optimized. Performance of BPM can
impact a service industry firm’s performance through increased revenue, cost
reduction, cycle-time improvement, increased customer satisfaction and
improvements in any other metric considered as important for creating value
[Vuksi¢ et al. 2013].

In the following we introduce how BPM and Enterprise Architecture
(EA) can be combined to gain additional benefits from BPM:

- Consume architectural considerations into BPM solution delivery;

- Enable reuse and IT governance;

- Provide corporate approved templates and blueprints to govern and
facilitate BPM business process design;

- Optimize and deploy process models for maximizing business
outcomes;

- Publish updated process for corporate and IT governance.

2.2.5 Combing of BPM and EA

Achieving business-IT alignment without an EA (e.g. business architecture)
approach is not easy [Harry, et al., 2011]. It also would be hard to achieve
process and activity alignment in an operational approach without BPM. [Rosing
et al. 2011] concludes that achieving success of BPM requires a business
focused EA, as well as building successful and business focused ISs requires a
clear and accurate understanding of business strategy. Therefore, the
combination of BPM and EA is the key to link business strategies and
information technologies.

Both of BPM and EA can gain additional benefits from each other. EA
can provide corporate approved templates and blueprints to govern and facilitate
BPM business process design. It can optimize and deploy process models for
maximized business outcome, as well as publish updated process for corporate
re-use and IT governance. BPM can gain additional benefits from EA. It can
reflect business processes for enterprise architecture analysis and blueprint
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design. It also can analyze business processes to verify optimal IT
implementation (data, applications, processes, systems, and technology). It can
examine the impact of using processes in a company or in an inter-companies
collaboration context. Lastly it can validate business objectives against other
corporate solution delivery approaches. All in all, from an EA perspective,
establishment of the proper business context is a prerequisite for effective
planning of architectural change. Additionally, BPM projects are governed and
guided by architectural considerations and targets, which can be provided
naturally by EA. From a BPM perspective, process change can lead to the need
for IT architecture change, which can be driven naturally by EA. EA can
reference business processes for architectural analysis and design business
processes which are naturally provided by BPM [Rosing et al. 2011].

2.2.6 Conclusion

In this section we introduced Enterprise Architectures (EA), Business Process
Management (BPM) and how combining business process management and
enterprise architecture frameworks can help organizations implementing
complex IT solutions and aligning the IT with the business model, business
process, application, information, and infrastructure domains that are all part of
the enterprise architecture.

From the comparison of top four EAs we can see that each of them has
its own strengths and weaknesses. None of them covers all the requirements,
especially they lack attention on the Success Measurement Guidance and
Governance Guidance. However, these two factors are critical to ensure
established EAs can support BPM. BPM can be constrained by EA, to achieve
agility of ISs and business. This situation motivates our research to propose a
new solution which can provide Measurement and Governance for organization
to govern and improve the performance of their EA and BPM, and then help
organizations to achieve ISs and business agility.

However, EAs do not provide a clear solution to govern the established
enterprise architecture, i.e. identify whether it matches the global business goals
or not. BPM lacks the architectural principles, policies, and standards that
emerge and develop during the link to strategy and business model and then
through the architecture lifecycle. The combination of BPM and EA still
requires strengthening interoperation, combining elements, and seamlessly
communicating multi-layers and opening information system.

The requirement of combing BPM with EA fits the ability of service
oriented computing brings new solution to combine BPM and EA. Service
Oriented solutions build an abstract layer as a middleware between business and
ISs. This aims at narrowing the gap between business and information system,
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reducing the cost and risk, then to ultimately improve business agility. Service
Oriented method provides an architectural solution which is well suited for
modern EA. Furthermore, the value proposition of service oriented solution is
centered on agile and aligned business and IT design and delivery, thereby
enabling business integrity and operational excellence [Rosing et al. 2011].
Service oriented solution does not increase the size of IT systems, but it does
increase their interoperability. With service oriented solution, the IT systems
perform services that defined and described in the context of the enterprise’s
business activities. The major benefit of service oriented solution is it improves
business agility and interoperability not only within enterprises, but also
between enterprises. Service Orientation is part of the EA mainstream.

To this end, in the next section we will introduce the Service Oriented
Architecture before paying attention on the way it can be governed.

2.3 Service Oriented Architecture

2.3.1 Introduction

Service-Oriented Architecture (SOA) shares the similar objectives goals to EA
in respects to different views to identify enterprise concerns and interests. SOA
addresses the requirements of loosely coupled, standards-based, and protocol
independent distributed computing. It allows enterprises to seize business
opportunities effectively and quickly. SOA is a style and/or component of EA
rather than an alternative or a competitor [Erl 2007]. It maps enterprise
information system appropriately to the overall business process flow
[Papazoglou 2007].

Over the past few years, BPM and SOA have been advocated as
evolutionary initiatives that will enable organizations become more agile
through better flexibility and better reusability that reduces costs and increases
efficiency. Coupling BPM and SOA facilitates the next phase of business
process evolution, from merely automating repeatable processes to flexible
automation of dynamic processes [Jasmine 2005]. When combined together,
BPM and SOA become synergetic and provide the most favored infrastructural
approach to counter the challenges imposed by changing business environment.
They will require enterprises to implement BPM processes as services and BPM
tools as service-oriented composition applications [Colleen 2006]. Processes
modeled by BPM tools can be implemented by SOA more efficiently [Hilty,
2009]. The use of BPM in concert with SOA is the fast path to ensuring true
business agility. BPM and SOA provide a perfect combination for enterprise
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computing. BPM provides the higher-level abstraction for defining businesses
processes, as well as other important capabilities of monitoring and managing
those processes [Imran 2008]. SOA provides the application platform to bridges
to the business processes and the operational resources [Bruce 2006].

In 2006, Forrester Research Inc. wrote that BPM and SOA markets are
becoming one and converging to the point that the "integration suite" market
category is obsolete and is being replaced by the emerging "Integration-Centric
Business Process Management Suite" (IC-BPMS) [Ken and Henry 2006]. The
adoption of a proper governance model should take into account the fact that a
BPM-SOA initiative has to endorse a new state of mind that brings business and
IT closer together than any previous time before. A successful implementation
requires a strong harmony between the Business-driven process design and IT-
driven architecture and applications design. It should also clearly articulate the
business entity who will own (and be accounted for) the BPM-SOA initiative
[Kamoun, 2007].

2.3.2 Essence of SOA

One of SOA’s greatest strengths is its enhanced flexibility due to the selection
composition and orchestration of services. It enables to set agile business
processes support, loosely coupled with a specific implementation technology.
SOA provides several significant benefits for distributed enterprise systems,
such as interoperability, efficiency, and standardization [Gonzalez and Ruggia,
2010]. SOA is designed to eliminate the barriers of distributed enterprises so
that application integrate and run seamlessly. It facilitates businesses’
collaboration and change. It allows developers to overcome many distributed
enterprise computing challenges including application integration, transaction
management, security policies, while allowing multiple platforms and protocols
as well as leveraging numerous access devices and legacy systems [Alonso, et
al., 2004].

[OASIS RM 2006] presents SOA as a paradigm for organizing and
utilizing distributed capabilities that may be under the control of different
ownership domains. Visibility, interaction and effect are key concepts for
describing the SOA paradigm. Visibility refers to the capacity of providing
descriptions for such aspects as functions and technical requirements, related
constraints and policies, and mechanisms for access or response. Interaction is
the activity of using a capability. It is typically mediated by the exchange of
messages, an interaction proceeds through exchanged information and invoked
actions.

Service is the key concept of SOA. A service is a mechanism used to
enable access to one or more capabilities. The access is provided thanks a
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prescribed interface and is exercised consistently with constraints and policies as
specified by the service description. A service is provided by a Service Provider
and used by a Service Consumer. Service description makes available critical
information that a consumer needs in order to decide whether or not to use a
service. A service description should include service reach-ability, functionality,
related policies, and service interface.

From a dynamic perspective, there are three fundamental concepts that
are important in understanding what is involved in interacting with services: (1)
the visibility between service providers, and consumers (2) the interaction
between consumers and/or providers, and (3) the real world effect of interacting
with a service.

Visibility is the relationship between service consumers and providers
that is satisfied when they are able to interact with each other. Preconditions to
visibility are awareness (service provider and consumer should know each other
existing), willingness (service participants are willing to engage in service
interaction) and reach ability (service participants are able to interact).

Interacting with a service involves performing actions with the service.
It includes an information model defining the information that may be
exchanged with the service and behavior model which is the knowledge of the
actions on, responses to, and temporal dependencies between actions on the
service.

Real world effect can be the response to a request for information or a
change in the state of some defined entities shared by the service participants

2.3.3 Multi-layer Organization

SOA has attracted attention for its promise of new ways to cope with IT
architecture challenges. The promised benefits are alignment of IT with the
business and maximal reuse of IT assets. It helps assuring that investment in
expensive IT will result in lasting value to the business. So, [Mos et al. 2008]
suggests that SOA can take a part of a Business Process Management (BPM)
platform. It can also be an enabler for business agility through better adaption of
IT resource to business needs. The authors defined 3 layers:

- Infrastructure layer which is related to the SOA infrastructure
architecture definition;

- IT SOA layer which contains technical connotation elements;

- Business layer which corresponds to the high-level business oriented
definition of the business process in design conceptual and runtime conceptual.
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Figure 9 Multi-layer perspective in SOA from [Mos et al. 2008]

[Arsanjani 2004] descripts SOA as a partially layered architecture of
composite services aligned with business processes. SOA provides a layer of
abstraction that enables an organization to continue leveraging its investment in
IT by wrapping existing assets as services that provides business functions. The
relationship between services and support systems is that enterprise-scale
support systems realize the services and are responsible for providing their
functionality and maintaining their quality of service. Business process flows
can be supported by a choreography of services that implement composite
applications. An integration architecture supports the routing, mediation, and
translation of these services, support systems, and flows using an Enterprise
Service Bus (ESB). The deployed services must be monitored and managed to
evaluate the quality of service and non-functional requirements.
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Figure 10 High-level View of SOA Layers (from Business-driven development
IBM: http://www.ibm.com/developerworks/webservices/library/ws-bdd/)

From IBM’s vision SOA integrates different layers:
Layer 1: Operational systems layer. This consists of existing
customized applications, including existing CRM and ERP packaged
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applications, and older object-oriented system implementations, as well as
business intelligence applications.

Layer 2: Enterprise components layer. These enterprise components are
responsible for realizing functionality and maintaining the QoS of the exposed
services. As enterprise-scale assets, they are responsible for ensuring
conformance to SLAs through the application of architectural best practices.

Layer 3: Services layer. It is a conceptual layer within a network
service provider architecture. It aims at providing middleware that serves third-
party value-added services and applications at a higher application layer. It also
provides an interface to core networks at a lower resource layer.

Layer 4: Business process composition or choreography layer.
Compositions and choreographies of services exposed in Layer 3 are defined in
this layer. Services are bundled into a flow through orchestration or
choreography, and thus act together as a single application.

Layer 5: Access or presentation layer. It is also important to note that
SOA decouples the user interface from the components, and it provides an end-
to-end solution from an access channel to a service or composition of services.

The ESB is not a layer but a transverse component. It enables the
integration of services through the introduction of a reliable set of capabilities,
such as intelligent routing, protocol mediation, and other transformation
mechanisms, often described as the ESB (see Resources). Web Services
Description Language (WSDL) specifies a binding, which implies a location
where the service is provided. On the other hand, an ESB provides a location
independent mechanism for integration.

QoS, Non Functional Requirements management and Non Functional
Property Monitoring provide the capabilities required to monitor, manage, and
maintain QoS such as security, performance, and availability. This is a
background process aims to implement quality of service for a SOA.

[Papazoglou et al., 2007] extends SOA as xSOA. The architectural
layers in the xSOA, embrace a multi-dimensional, separation of concerns in such
a way that each layer defines a set of constructs, roles, and responsibilities. Each
layer uses the lower layers- abilities to accomplish its mission.
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Figure 11 Extended SOA (from [Papazoglou et al., 2007])

As the extended SOA figure shows, the xSOA uses the basic SOA
constructs as its foundational layer and adds service composition and
management layer on the top.

- The Description & Basic Operation layer defines an interaction
between software agents as an exchange of messages between service requesters
(clients) and service providers.

- The service composition layer encompasses necessary roles and
functionality for the aggregation of multiple services into a single composite
service.

- The management layer defines service market management and
service operations management. [Papazoglou et al., 2007] defines the most
prominent functions of service management are Service Level Agreement
management, auditing, monitoring and troubleshooting, dynamic service
provisioning, service lifecycle/state management and scalability/extensibility.
Service operations management is a critical function that can be used to monitor
the correctness and overall functionality of aggregated/orchestrated services. It
also should provide global visibility of running processes, comparable to that
provided by BPM tools. Service market management’s purpose is s to create
opportunities for buyers and sellers to meet and conduct business electronically
or aggregate service supply/demand by offering added value services and
grouping buying power.

Enterprise Service Bus (ESB) is an infrastructure to facilitate SOA.
Enterprise Service Buses (ESBs) are widely recognized as a mainstream
middleware to support the service infrastructure layer of a SOA. The ESB is an
open, standards-based message bus designed to enable the implementation,
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deployment, and management of SOA-based solutions with a focus on
assembling, deploying, and managing distributed SOA. ESBs provide a middle
integration layer, with reusable integration and communication logic, which
helps to address mismatches between services regarding communication
protocols, message formats and QoS [Gonzélez and Ruggia, 2010]. It is a way to
integrate applications, coordinate resources, and manipulate information. The
bus functions as both transport and transformation facilitator to allow
distribution of these services over disparate systems and computing
environments.

[Gonzalez and Ruggia, 2010] characterizes ESB behavior through
different patterns:

- Connectivity patterns include Service virtualization patterns; Service
enablement patterns, Gateway patterns, Message-based integration patterns, File
process patterns, Event-driven integration patterns.

- Mediation patterns include Intermediate routing patterns,
Transformation patterns, and Management patterns which are designed to
provide monitoring solutions to ESB infrastructure.

These basic patterns can be combined to fit complex situations. To
successfully build and deploy a ESB, there are 11 functional requirements are
listed by [Papazoglou et al., 2007]: Leveraging existing assets; Service
communication capabilities; Dynamic connectivity capabilities; Topic/content-
based routing capabilities; Integration capabilities; Transformation capabilities;
Reliable messaging capabilities; Security capabilities; Long running process and
transaction capabilities; Management and monitoring capabilities; Scalability
capabilities.

Monitoring, service auditing and management are primary challenges to
successfully build a distributed SOA. Industry analysts assume that a lack of
SOA governance is the main reason why SOA projects fail. As an ESB connects
different layers of SOA and transports messages to synchronize SOA’s
operations, it is a suitable place to execute monitoring tasks. Therefore, SOA
Governance has evolved.

2.3.4 Non-Functional Properties and Service Level Agreement

Non-functional Properties (NFP) may refer either to the “business” vision
associated to the service or to the software vision of the Service. According to
[Aburub et al. 2007] Non Functional Properties might play an important role in
all service related tasks, especially in discovery, selection and substitution of
services. The requirements engineering community has classified requirements
as either functional or non-functional. In software engineering, Functional
Requirements (FRs) specify a system’s functionality and behavioral, “what the
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system should do, what the product must do”. Although the term ‘“Non-
functional Requirement (NFR)” has no consensus over the years, different
authors characterize the term NFR in different definitions, other authors use
different name, as “Quality Requirement (QR)”. Understand the performance
level associated to NFP requires using a Performance Indicator system which
should manage related indicators to measure the achievement of business
resource objectives. Several kinds of indcators are commonly used to measure
the performance of industrial organisations such as Supply chain (see for
example [Cho, et al., 2012] [Giannis, et al., 2008] [Vlachos, 2014] that review
the different indicators commonly wused for supply chain performance
evaluation). [Doumeingts, 1995] extends GRAI-GIM to design Performance
Indicator System and to connect it to the decision organisation. ECOGRAI
allows to specify measurement by splitting global objectives into detailed
objectives before identifying relevant performance indicators. To fit the new
requirement from integrated product-service value chain, beside industrial
performance indicatorS, associated IT performance indicators should be ingrated
into performance indicator system to achieve common organizational objectives.
On the other hand, there is a unanimous consensus that NFRs affect different
activities and roles related to the software development process, NFRs are
critical for qualities of the system to be developed in software engineering field
[Glinz, 2007], the functionality is not useful or usable when necessary NFRs do
not hold [Chung, 2009]. [Rahman and Ripon, 2013] suggests that NFRs are one
of the key criteria to derive a comparison among various software systems.
However, identifying NFR is not an easy task. Although there are well
developed techniques for eliciting functional requirement, there is a lack of
elicitation mechanism for NFR and there is no proper consensus regarding NFR
elicitation techniques. Eliciting NFRs are considered to be one of the
challenging jobs in requirement analysis.

In industry area, the concept of NFR is borrowed from software
engineering, and it is adapted and applied to business process modeling [Aburub
et al. 2007]. NFR is a key competitive advantage to increase the chance of
market success, it is important not only to develop a product that meets
customers’ requirements and expectation, but also to offer high value of
products and services to increase customers’ satisfaction. The importance of
developing effective, efficient, quantified and testable methods for NFRs has
attracted much attention in industry.

Although the term “NFR” has been in use for more than two decades,
and the importance of NFR has been increasingly concerned in software
engineering and industry practice. There are still open issues need to be resolved,
such as elicitation and specification of NFRs, interdependencies among NFRs,
impact of FRs and so on. This situation is particularly unsatisfying as today’s
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dynamic development of industrial product-service systems. There are several
challenges as reported by [Loucopoulos et al. 2013], [Svensson et al. 2013]:
difficult to elicit NFRs; often poorly understood; lack of consensus about NFR;
generally stated informally in a non-quantifiable manner; difficult to be
documented efficiently; difficulties to get attention for NFRs. Among these
challenges, elicitation of NFRs attracted more attention than others, as reported
by [Rahman and Ripon, 2013], [Zowghi and Coulin 2005] [Doerr et al. 2005]:
elicitation is one of the crucial issues for the system development and a major
part of the requirement engineering; lack of appropriate elicitation techniques
for discovering NFRs; lack of appropriate solutions to refine NFRs with
intertwined FRs and the architecture.

Due to the specific background and features of product service industry,
product service industry not only faces the common challenges of NFRs with
software engineering, but also requires a systematic support to deal with
industrial specific challenges (see Table 4). The NFR Framework [Chung, 2009]
provides a systematic treatment of NFRs in software engineering, but it does not
provide any modeling notation to address the specific background and features
of product service industry. Some of the referred features, which motivate our
work to manage product service industrial NFRs, are: dynamicity, adaptability
and customization; prioritization changes; context-awareness; service-oriented
strategy; various measurements; etc.

Table 4 Challenges of NFRs in software engineering and Industry

Criteria Software Engineering Industry

Standard | Several case study show that | There is a possible mismatch
a generic standard such as | between the established academic
ISO-IEC 9125 is likely to be | interpretation of quality
too general to be useful [Al- | characteristics of ISO/IEC 9126 and
Kilidar et al., 2005] [Jung et | the industrial interpretation of NFR

al., 2004]. [Svensson, et al. 2009]. It requires a
customized management for
industry needs.

NFR Specification  of  NFRs, | (I)Due to the complexity of real
Managem | interdependencies among | industrial context, it requires a
ent in | NFRs, and impact of FRs | wider survey to manage the
practice and so on, these are major | specification of NFRs,

challenges for NFR | independencies of NFRs, impact of
management in  practice | FRs [Vara, et al. 2011].

[Karlsson et al. 2007]. (2)Due to the dynamicity of
industry, the importance of NFRs is
various. It requires a dynamic
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management to fit business needs
[Svensson, et al. 2012].

(3)Due to the characteristics of
industry, such as prioritization
changes, context-awareness,
heterogeneity = of  technological
solutions, it requires some clustering
to  organize  collected NFRs
[Svensson et al. 2013].

As above mentioned, how to measure the NFR and how to deploy NFR
is still a major problem of NFR [Rahman and Ripon, 2013]. Representation and
elicitation are crucial challenges for NFR. With the development of emerging
technologies and novel business paradigms, for industry both providers and
consumers pay special attention on quality of products and services. This trend
demands an increased attention to NFRs which deal with quality factors and
satisfaction of customers. It requires an efficient way to manage NFRs, and this
management should not only specify and cluster NFRs but also validate and
guarantee the implementation of NFRs to bring benefits for industry practice.
To sum up, a quality and NFR based governance method is required, and the
objectives of this governance (such as, high quality, agile process, high
customer satisfaction, etc.) fit the lean strategy which we have mentioned
previously.

Non Functional Properties for business process can be identified into
two dimensions. First, direct-service qualities represent qualities introduced
directly to the customers. Second, indirect-service qualities represent general
qualities that enable staff members perform their responsibilities efficiently and
effectively. As such, it is relevant to integrate Non Functional Properties in tasks
as services discovery, selection and substitution so that services that fit the
functional requirements can be compared and ranked according to one or more
Non Functional Properties (as cost, performance...). However, [Eenoo, et al.
2005] presents that due to various factors, we lack methodologies to support
non-functional properties:

i. Non-functional properties are usually too abstract and most of the
time they are stated informally;

ii. In most of the cases there is no clear delimitation between the
functional and non-functional aspects of a service;

iii. Non-functional properties are often considered to be represented
after the functional and behavioral have been described;

iv. Non-functional properties may often conflict and compete with each
other (e.g. availability and performance);
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v. Modeling non-functional properties is complex and difficult to
formalize.

Despite the call for such a governance model involved by the recent
economic turmoil and the practical implementation of Lean 6 six sigma
principles into industrial organization. This lack of methodology could increase
the difficulty of defining Business quality and monitoring it efficiently.

The rapid evolution of the telecommunications market is leading to the
introduction of new services and new networking technologies in ever-shorter
time scales. SLAs are tools that help support and encourage customers to use
these new technologies and services as they provide a commitment from SPs
(Service Providers) for specified performance levels [TM Forum 2008]. Quality
attribute requirements play an important role in service selection in SOA
environments. A SLA is part of the contract between the service consumer and
service provider and formally defines the level of service. It defines the
availability, reliability and performance quality of delivered telecommunication
services and networks to ensure the right information gets to the right person in
the right location at the right time, safely and securely. OASIS SOA reference
model [OASIS 2008] suggests that Performance Metrics identify quantities that
characterize the speed and quality of realizing the real world effects produced
via the SOA service. In addition, policies and contracts may depend on
nonperformance metrics. Some of these metrics reflect the underlying capability;
some metrics reflect the implementation of the SOA service (see OASIS SOA
Reference Model figure Figure 12).

Policies & = i =
tracked in = ¢ Re: - provide operational values

Contracts — cords ?m L2 Metrics

"

Performance | Nonperformance

" Metrics Metrics

Service Level
Interaction Policies

reconciled in A

External Policies

- provide measurable quantities for

Figure 12 OASIS SOA Reference Model Relating Policies and
Contracts, Metrics and Compliance Records [OASIS 2008]

Service Level Agreements are mandatory performance standards for
given services. To honor the SLAs, services must be monitored with respect to
information. [Marks and Bell, 2006] states that Producers of services should
include these elements in their service contracts and SLAs:

- Consumption limits and ranges.

- Reusability and utilization parameters.
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- Guaranteed service performance.

- State management methods.

- Quality assurance, Quality guarantees.

- Interface descriptions.

- Service availability.

Service consumers are charged by their consumption mean-while
providers can be fined according to the violation according to elements in their
SLAs.

From a Business perspective, a Business Agreement is an agreement
entered into by two or more partners that constrains their future behaviors and
permitted states. A Business Agreement is typically associated with business
transactions. The transaction is guided by the agreement and an agreement can
be the result of a transaction [OASIS 2008]. The goal of the enterprise SLA
process is ultimately to improve the Quality of Experience (QoE) of the service
or product to the enterprise clients, whether they are internal or external to the
organization [SLA 2006]. A SLA is developed for these reasons [Bianco et al.,
2008]:

- New commercial services entering a competitive market can use SLAs
to establish themselves as reliable providers and hence attract customers.

- SLAs establish a commitment to quality levels required by service
users and providers to interact effectively. Moreover, SLA management helps
customers validate and supervise the quality of services through scheduled and
on-exception reports.

- Many organizations provide services that depend on services from
other organizations. In some situations, the unavailability or poor performance
of one of the services may compromise the whole customer experience. In a
multi-party composite service situation, SLAs can be used to identify the party
that is responsible in case of a problem.

Service providers have created SLAs that specify key performance
indicators (KPIs) associated with the communication infrastructure. More
recently, the service management focuses on service quality rather than on
network performance [TM Forum 2008]. SLA parameters are specified by a set
of metrics. These metrics determine the measures that need to be gathered in
order to verify whether the SLA parameters are being met or not.

However, SLAs do not pay much attention on the higher-level aspects
of interaction between business and service-based applications. In a situation
where a service-based application that has high availability and high
responsiveness, delivers a low quality business activity, the business value of
this service-based application will suffer. Therefore, the Business-Level
Agreement (BLA) becomes a critical concern for enterprises to maintain the
long-term business value of using these service-based applications. BLA is
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complementary to the technical SLAs. BLA aims at making agreements on the
quality of business activities realized through service-based applications. It
defines measurement and metrics to monitor the service-based applications for
conformance to BLA, allowing business value of service-based applications to
be guaranteed. BLAs require a business framework within which to work. They
additionally require an understanding of what impact business value can have in
the application of a service. By understanding the measures and the most
effective charging model, it is possible to free the enterprises from technical
concerns and allow them to focus on operating their business effectively. BLAs
for IT represent understanding the business service, the measures, the charging
model and finally constructing a contract that motivates the partner in line with
the business objectives.

Performing these agreements (SLAs /BLAs) requires SOA governance
to define the set of policies, rules, and enforcement mechanisms for developing,
using and adapting service-oriented systems, and analyzing their business value.
SOA governance according to what their tools and products can measure and
monitor. It requires these tools to define the measurement and definition of
quality in SLAs. Nevertheless they do not cover other aspects of SOA
governance, such as which services should be created, how they should be
created, who should have access to them, and how will they be provisioned
[Bianco 2008].

2.3.5 SOA Governance

SOA governance defines the organizational structures and processes that are
required to successfully adopt SOA. It helps minimize complications. It also
helps set the clear terminology and standards of communication crosses
traditional enterprise boundaries and operational contexts. SOA governance
increases the connection among business processes, functional capabilities,
organizational entities, end users, applications and data.

SOA governance is strongly related to IT governance. Numerous IT
governance frameworks have been specified, but each of them focuses on a
different aspects of a company’s IT, such as ITIL (IT Infrastructure Library),
which mainly deals with IT process definition (Office of Governance Commerce:
OCQG), VallIT, ISO 20000, ISO 17799, etc. which targets security management
(ISO) primarily. CObIT (Control Objectives for Information and related
Technologies) by the IT Governance Institute (ITGI) is a governance and control
framework, which is more closely aligned with the business objectives of the
organization than with operational issues (IT Governance Institute) [ITGI 2007].

SOA governance begins with mapping corporate, business, and IT
policies to identify specific SOA business services. Then it defines and enforces
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the compliance rules and policies for managing those services, dictates policies
for services reuse, IT compliance, and security. Strong organizational processes
are critical to SOA success. The executive team must see SOA initiatives
aligned with business goals, and strategies articulated with clearly defined
project charters, requirements, and performance metrics.

Successful SOA governance occurs in several ways. SOA is often
explored as a prototype at the business unit level to test the system internally
and limit the investment risk. This “think big, start small” approach allows
executives to measure results and prove value prior to implementation on a
broader scale. SOA can also be implemented through incremental acquisition,
where various business units are integrated in phases to manage the change.
Either approach requires an internal champion to define, develop, and deploy
SOA and demonstrate its benefits to the company months in any role before
being moved to another role or leaving the company.

At the core of governance is the ability to monitor, measure, and
analyze the organization’s SOA service network. Business units must be
managed at the micro-level, often using service level agreements (SLAs) to
determine the performance benchmark. Policy enforcement is vital to ensuring
that all business units work in tandem and use a standards-based process for
interoperability.

SOA governance aims at disciplining an effective SOA. The basic idea
is that SOA governance should support organizations to address any challenges
from SOA implementation [Joachim et al. 2013]. Numerous models for SOA
Governance have been proposed so far. All of them emphasize on different
aspects, e.g., service lifecycle management (BEA Systems), organizational
change, service integration testing [Bertolino and Polini, 2009]; describing
models and tools for supporting SOA governance activities at the technical level
[Derler and Weinreich, 2007], developing an SOA governance approach based
on the lifecycle of single services [Schepers et al., 2008], or proposing new
organizational structures for SOA [Bieberstein et al., 2005]. Some SOA
governance models have been proposed by IT providers (as IBM, HP) who have
defined SOA Governance within the context of business service lifecycles (SOA
governance, IBM’s SOA Foundation).

There are a lots of metric types used to complete the SOA Governance,
such as business, process, performance, Service Level Agreement (SLA), and
SOA conformance metrics [Marks and Bell, 2006]. Each of them corresponds to
a specific type of policies. CObIT provides a set of common metrics. At the core
of governance is the ability to monitor, measure, and analyze the organization’s
SOA service network. Business units must be managed at the micro-level, SLAs
are often used as the services performance benchmark. SLAs have been a
common product in support of services offered by telecommunications service
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providers for many years. SLAs are now being considered for non-
communications (network) services and are being adopted both internally and
externally to define the agreed performance and quality of the service or product
and as an important part of a Customer Relation-ship Management (CRM)
program. The goal of the enterprise SLA process is ultimately to improve the
Quality of Experience (QoE) of the service or product to the enterprise clients,
whether they are internal or external to the organization [SLA 2006].

[Niemann et al., 2008] presents an approach for a generalized SOA
Governance model. These authors identified six main components which form a
mechanism for the optimal support of governance activities for an SOA system
in a company. Most of the existing concepts, interaction schemes, and
approaches to SOA Governance frameworks fit into their generalized SOA
Governance model. One of the new key opportunities an SOA provides is the
ability to cooper-ate with other companies more easily at a technical level.
Nevertheless their SOA governance model, (as the most of SOA Governances)
lacks of ability to govern the IT infrastructure and ignore the infrastructure
performance which could impact the service performance.

[Bernhardt and Detlef, 2008] outline a reference model for SOA
governance that is based on the standardized SOA-RM and motivated from
aspects relevant to methodologies for SOA. Their model addresses governance
aspects for the complete SOA lifecycle, stipulated in a set of governance
policies, processes and organizational considerations, unlike previous
approaches to SOA governance that are often limited to either design time or
runtime aspects of SOA governance. However, their model is conceptual and
they did not propose any approach to connect their model to common
frameworks for IT governance and Enterprise Architecture. As a consequence
SOA Governance methods, cannot give a comprehensive perspective of
industrial governance to combine the IT infrastructure ability with the business
benefits. To face the challenge of improving competitiveness we need to
increase both enterprise and IT system agility and interoperability.

[Joachim et al., 2013] offers an evidence-based contribution to the
discussion of the role of SOA governance when bringing together managerial
and technical perspectives regarding service orientation. They conclude that
SOA governance is crucial to reap the fruits sown through service orientation.
Their analyses have shown the importance of SOA governance for SOA’s ability
to improve IT flexibility and services reusability. These findings complement
the predominantly technical literature on SOA and also specify which
governance mechanisms are needed to achieve increased integration, scalability,
modularity, and reuse.

At a business layer, governance aims at managing business process,
leading to Business Process Management (BPM) approaches. Business processes
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need to adapt to changes in the operating conditions and to meet the service-
level agreements (SLAs) with a minimum of resources. According to Toyota
case study picked from Lean literature, business processes hide inefficiencies.
One has to follow the flow of information as the design evolves into the finished
product [Hammer, 1990].

The co-existence of SOA and BPM is used to support modern business
needs [Jasmine 2005]. The joint venture of SOA and BPM is going to become a
reality by converging SOA and BPM. Convergence of SOA and BPM is possible
because the core functionality of the business processes in implemented through
IT services. As a consequence IT services must be embedded somewhere in
Business processes that are appropriate for both BPM and SOA. Colleen Frye
[Bajwa et al. 2008] says that “BPM is a small fish inside the belly of the SOA
whale...” In the same article, Colleen says also that “BPM and SOA are two
sides of the same coin; joined at the hip”.

To this end, we can see that SOA governance can ensure the
combination of BPM and SOA to improve their business performance and align
their business process with support system. In addition, it requires the SOA
governance extending SLA to Business level, and providing the specific
measurement and definition of quality.

2.3.6 Conclusion

The goal for a SOA is a worldwide mesh of collaborating loosely coupled
services, which are published and available for invocation on the Service Bus.
BPM and SOA are the counterparts in the modern business and information
system’s requirements. There can be many benefits of using the BPM and SOA
in combination. Following are some advantages that can be attained by
implementing both SOA and BPM in combination in a business enterprise
[WLM 2007]:

i. The combination of BPM and SOA can reduce the cost of a business
enterprise: operating cost, development and maintenance cost;

ii. Their combination can be helpful in speeding up the course of
process creation and modification;

iii. Their partnership can also be used to increase the overall efficiency
of a particular business enterprise;

iv. Complexity if the process model is decreased by enhancing the
reusability factor;

v. The cooperation of BPM and SOA may support enterprises while
they reorganize their Information System to set an agile and flexible system
which can fit the dynamic changes context.
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However, managing the interaction and independencies of loosely
coupled services in SOA environment to fit the business objectives is still one of
the main challenges to achieve benefits from combining BPM and SOA. These
factors become even more complicated in a collaborative environment. In a
collaborative environment services are delivered by different organizations
within the company or even different companies (partners, suppliers, etc.).
Delivering value to the stakeholders, auditing quality of service and
performance of ISs, it requires a management and governance solution to
manage these loosely coupled services, business processes and support ISs, and
to govern their performance and quality. SOA Governance comes into the
picture.

SOA Governance also meets some challenges:

(1). Change management: it requires consumer perspective governance,
because of changing a service often has unforeseen consequences as the service
consumers are unknown to the service providers. This makes an impact analysis
for changing a service more difficult than usual.

(2) Ensuring quality of services: The flexibility of SOA to add new
services requires extra attention for the quality of these services. This concerns
both the quality of design and the quality of service. As services often call upon
other services, one malfunctioning service can cause damage in many
applications.

ISs as the support systems for implement of agile business, then the
ultimate agility requirements come from the business layer. Business agility
requires a better alignment of processes with business goals, making processes
faster, more efficient, and more reliably compliant with policies and best
practices, making business performance more visible even when the process
crosses organizational or system boundaries, and more actionable in real time.

The benefits to be gained from combination of BPM, EA and SOA are
listed as:

- Improvements in using IT to drive business adaptability.

- Alignment between business requirements and IT deliverables.

- Improve focus on organization goals.

- Reduced complexity of existing IT systems.

- Improved agility of IT and business.

All of these benefits are attractive for business participants to improve
the performance of business value chain and business outcomes. Nevertheless in
order to guarantee business gains these promised benefits, the quality of
business processes and value chain should be closely monitored. A suitable
performance measurement is required to implement SOA Governance to monitor
the quality of business processes and business outcomes.

Juan LI/ Thése en Infomath / 2014 / Institut national des sciences appliquées de Lyon 76

Cette thése est accessible a I'adresse : http://theses.insa-lyon.fr/publication/2014ISAL0027/these.pdf
© [J. Li], [2014], INSA de Lyon, tous droits réservés



Business as a Service Multi-layer Governance Architecture

2.4 IT Agile Implementation Thanks to Cloud Computing

Aligning IT with business and achieving business agility are some of the most
important challenges for enterprises to maintain their core competitiveness. EA
framework and SOA are aiming at narrowing the gap between IT and business.
The emerging Cloud Computing brings a new paradigm which is dramatically
changing the way business support can be deployed. [Buyya et al. 2009]
describes Cloud computing and emerging IT platforms as means to deliver
computing as the 5th utility after water, electricity, gas, and telephony. In this
section we introduce Cloud Computing, associated features and challenges
related to our work. A number of computing researchers and practitioners have
tried to define Cloud computing, after comparing with other distributed
computing paradigms: such as cluster computing and grid computing. [Buyya et
al. 2009] suggests that “A cloud is a type of parallel and distributed system
consisting of a collection of inter-connected and virtualized computers that are
dynamically provisioned and presented as one or more unified computing
resource(s) based on service-level agreements established through negotiation
between the service provider and consumers.” The promise of cloud computing
is to deliver all the functionality of existing information technology services
(and in fact enable new functionalities that are hitherto infeasible) even as it
dramatically reduces the upfront costs of computing that deter many
organizations from deploying many cutting-edge IT services [Marston et al.
2011]. Cloud Computing and SOA have important overlapping concerns and
common considerations, such as such as the focus on agility and flexibility. Both
are based on services’ reuse and producer/consumer model. Cloud computing
and SOA are complementary and they work best together.

[Kim 2009] concluded four advantages offered by Cloud Computing:

- All computing resources and electricity needed for services are held
by 3rd party. Service consumers only need to demand services by plugging into
the cloud. There is no need of investment of computing resources, physical
spaces and electricity, and the cost of maintaining all these resources.

- It is flexible for service consumers to increase or decrease required
resources. It makes enterprises to scale their business flexibly.

- The pay per use economic model eases the cost control for consumers.
It dramatically lowers the cost of entry for smaller firms being beneficial from
cloud computing. So cloud computing represents a huge opportunity to business
market.

- Service consumers can access to a large number of services from
anywhere at any time. It increases the collaboration ability of business market,
al-lows business to obtain benefits from technical easily.

Cloud computing represents a convergence of two major trends in in-
formation technology [Marston et al. 2011]: IT efficiency and Business agility.
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The concept of IT efficiency does not only concern the computing resources
used more efficiently. Futher, the computers can be physically located in
geographical areas that have access to cheap electricity while their computing
power can be accessed long distances away over the Internet. The concept of
business agility does not just mean cheap computing, it also consider allow
businesses to be able to use computational tools that can be deployed and scaled
rapidly to meet ever-changing business needs.

2.4.1 Models of Cloud Computing

There are three core technologies will enable the evolution of Cloud Computing
[Marston et al.,, 2011]: virtualization, multi-tenancy and web service.
Virtualization is the technology that hides the physical characteristics of a
computing platform from the users, instead presenting an abstract, emulated
computing platform.

Everything as a Service (XaaS or EaaS) is a critical concept for cloud
computing to implement its key enabling technologies (fast wide-area network;
powerful, inexpensive server and high-performance virtualization). In the
following we introduce the major types of services. XaaS targets to make the
available resources consumable so that it could help businesses take advantage
of cloud computing. Cloud-oriented Service Solutions could play an important
part in transforming enterprise systems, contributing to cost reduction, agile
deployment of services, expanded flexibility and improved productivity [Xu X.
2012]. The model of cloud computing relies on the delivery of different types of
services.

- Software as a Service (SaaS): The software level is on the top of the
infrastructure layer, with the services on this level providing on-demand
applications over the Internet. Presently, there are many representative business
products, such as mobile services provided by RIM Blackberry, Apple AppStore,
Google Android Market and Location Based Services.;

- Platform as a Service (PaaS): The platform layer mainly refers to the
software or storage framework which aims to minimize the burden involved with
deploying applications directly into VM containers. Examples of PaaS include
the Google AppEngine, Microsoft Azure and Amazon S3. In addition, some
studies involving code migration also propose several code offloading
architectures aimed to reduce the burden on application programmers [Young et
al., 2001], [Cuervo et al., 2010];

- Infrastructure as a Service (IaaS): This layer creates a pool of storage
and computing resources by partitioning the available physical resources by
using virtualization technologies. The related commercial products of this layer
include Amazon EC2, GoGrid and Flexiscale.
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Other type of services can also be defined such as [Sultan 2013] defines
business-related service type (Business Process as a Service — BPaaS;
Management/Governance as Service — M/GaaS; Storage facilities related service
type. [Zhang et al., 2010] describes a layered model of cloud computing. These
authors divided a cloud computing environment into 4 layers: the
hardware/datacenter layer, the infrastructure layer, the platform layer and the
application layer:

End Users

2 Resources Managed at Each layer Examples:
P S Tt
\}ﬁ | — Business Applications, //] Google Apps,
I jiTg Web Services, Multimedia // y Facebook, YouTube
Software as a e y Saleforce.com
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as a service (laa$S) Z ]
CPU, Memory, Disk, Bandwidth

Hardware

Figure 13 Layered Cloud Computing [Zhang et al., 2010]

Cloud Deployment Models including [Mell and Grance 2011]:

1. Private Cloud: The cloud infrastructure is operated solely for an
organization. It may be managed by the organization or a third party and may
exist on premise or off premise. This type of model is suitable for organizations
focusing on privacy and data security, or to change or simplify the way people
work. The downside is that implementations can be complicated, time-
consuming or costly to complete.

2. Community Cloud: The cloud infrastructure is shared by several
organizations and supports a specific community that has shared concerns. It
may be managed by the organizations or a third party and may exist on premise
or off premise.

3. Public Cloud: The cloud infrastructure is made available to the
general public or a large industry group and is owned by an organization selling
cloud services. This includes Cloud services offered in public domains such as
Amazon EC2 and S3. This approach is for organizations wishing to save costs
and time without obligations of deployment and maintenance.

4. Hybrid Cloud: The cloud infrastructure is a composition of two or
more clouds (private, community, or public) that remain unique entities but are
bound together by standardized or proprietary technology that enables data and
application portability.
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2.4.2 Cloud Governance and Challenges

Even Cloud Computing has been changing the way we manage our
business and computing resources are managed, it has become a growing interest
for organizations looking to reduce their IT costs by offloading infrastructure
and software costs onto 3rd party organizations who offer Everything-as-a-
service. However, due to the relative infancy of this emerging cloud based
computing, there are existing uncertainties obstruct utilization of cloud
application. [Armbrust et al. 2010] identifies ten top obstacles for cloud
computing:

1). Availability of a service: the risk of failure by “a single point of
failure” and Distributed Denial of Service (DDoS).

2). Data Lock-In: the APIs for Cloud Computing itself are still
essentially proprietary, or at least have not been the subject of active
standardization. Thus, customers cannot easily extract their data and programs
from one site to run on another.

3). Data Confidentiality and Auditability: Current cloud offerings are
essentially public (rather than private) networks, exposing the system to more
attacks.

4). Data Transfer Bottlenecks: Applications continue to become more
data-intensive. Cloud wusers and cloud providers have to think about the
implications of placement and traffic at every level of the system if they want to
minimize costs.

5). Performance Unpredictability: sharing resources and the scheduling
of virtual machines are inclined to problematic.

6). Scalable storage: because of short-term usage, no up-front cost, and
infinite capacity on demand, it is difficult to apply persistent storage.

7). Bugs in Large-Scale Distributed Systems: it is difficult to remove
errors in large scale distributed systems.

8). Flexible Pricing Model: some pricing model cannot response
consumers’ scaling requirement quickly.

9). Reputation Fate Sharing: Reputations do not virtualized well. One
customer’s bad behavior can affect the reputation of the cloud as a whole and it
is difficult to transfer legal liability.

10). Software Licensing: it would increase its annual maintenance fee to
at least 22% of the purchase price of the software.

[Marston et al. 2011] analyzed several impediments to cloud computing
from business perspective. Many cloud applications do not yet have the
availability or quality-of-service guarantees. Many enterprises hesitate to move
to cloud because of the loss of physical control of the data that is put on the
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cloud or because they cannot choose a reasonable pricing strategy for service
provider and consumer to deliver economic value to business value chain.

Lack of governance in cloud computing is an obstacle for enterprises
take advantage of new IT and business paradigm. Building an “integrative” and
consistent cloud governance method could achieve cost transparency and
reduction, service agility and quality, adopt cloud without disrupt but reinforces
ongoing business processes. Such a flexible, efficient, low cost monitoring
strategy could be the significant competitiveness of multi-layer architecture
industrial organization, provided that performance related information could be
attached to the convenient component, composed and monitored accordingly.

This increases the call for a consistent governance framework. A survey
on Cloud monitoring [Aceto et al. 2013] suggests that Monitoring of Cloud is a
task of paramount importance for both Providers and Consumers. On one side, it
is a key tool for controlling and managing hardware and software infrastructures.
On the other side, it provides information and Key Performance Indicators (KPIs)
for both platforms and applications. [Aceto et al 2013] suggests that there are
eight aspects that should be considered in Cloud monitoring: capacity and
resource planning, capacity and resource management, data center management,
SLA management, billing, troubleshooting, performance management and
security management. Moreover, due to the complexity and scalability of Cloud
Computing, it involves more complex monitoring systems are needed. These
systems have to be robust, scalable and fast, to be able to manage and verify a
large number of resources. [Aceto et al. 2013] also listed some open issues and
future directions in Cloud Monitoring:

- Effectiveness: it requires custom algorithms and techniques; root
cause analysis techniques and accurate measures.

- Efficiency: it requires algorithms and techniques are able to manage
the large volume of monitoring data.

- New monitoring techniques and tools (cloud-ready);

- Cross-layer monitoring: it requires consider the comprehensive
performance of resources which are functional separated to several layers.

- Cross-domain monitoring: it requires monitoring strategy is able to
monitor multi-cloud (federated clouds, hybrid clouds, multi-tenancy services)

- Monitoring of novel network architectures based on Cloud.

- Workload generators for cloud scenarios: it requires workload balance
strategy.

- Energy and cost efficiency monitoring: it requires minimizing the
related energy consumption and cost.

- Standard and common test beds and practices: it requires the
collaborative use of research facilities provides ways to share tools, lessons
learned and best practices.
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Besides, from different perspectives the Cloud monitoring can also be
divided into two visions: Consumer-side monitoring vision and Provider-side
monitoring vision. From the consumer side, the monitoring should focus on
customer’s interests and help consumer to understand the situation of the used
services and optimize utility of services. From the provider side, the monitoring
can be used to optimize provider’s management system and give provider
knowledge about internal functioning of different elements’ performance and
help provider to guarantee promised SLA and other service restrictions.

2.4.3 Conclusion

The emerging paradigm of Cloud Computing is changing the culture we deal
with business and the way to invest IT. The XaaS is a critical concept in Cloud
Computing. This concept makes enterprises can reconfigure their business
resources and focus on their core competitiveness. The multi-deployment
models allow fit various business situations. Cloud computing brings a number
of advantages such as improvement of energy efficiency, optimization of
hardware and software resources utilization, elasticity, performance isolation,
flexibility and on-demand service schema. Cloud services are on-demand, elastic
and scalable. From the business perspective, some features such as no up-front
investment, lowering operating cost, highly scalable, easy access, reducing
business risks and maintenance expenses make Cloud Computing attractive to
business owners [Zhang et al., 2010],

However, building integrated ISs-business industrial organization in
Cloud context is still limited due to some challenges that need to be addressed
from business perspective, such as hiding complexity of information
infrastructure from business perspective, maximizing resource utilization while
minimizing energy consumption and consumer cost, guarantee the QoS and
business performance, monitor resources timely state, data and process security,
detect waste and risks along the cross-layer value chain and correct mistakes in
time.

To overcome these challenges, we believe that a Cloud-ready
Governance as a Service (GaaS) method could deliver flexible, high-efficiency,
cost-effective and comprehensive governance to various multi-layer industrial
architecture. GaaS aims to provide stable competitive power to industry
enterprises and helps cloud computing systems and practices that support
interoperability, portability and security requirements that are appropriate and
achievable for various usage scenarios. However, due to the complexity of cloud
infrastructure, it requires new performance measurements which can cross-layer
to monitor all involved elements, it allows the monitoring results not only
details but also should be comprehensive and understandable for consumers and
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providers, as well as monitoring activities should energy and cost efficient. In
the following we will introduce performance measurement and autonomic
management to identify locks while adapting them to the Cloud Computing
context.

2.5 Performance Measurement and Autonomic Management

2.5.1 Introduction

As stated in previous sections, building a SOA Governance strategy is a way to
address existing challenges, such as guarantee QoS, manage SLA, and ensuring
business performance, etc. The SOA governance requires adopting performance
measurement and managing different performance indicators to fit the service-
oriented environment. The role of these measures and metrics in the success of
an organization cannot be overstated because they affect strategic, tactical and
operational planning and control. Performance measurement and metrics have an
important role to play in setting objectives, evaluating performance, and
determining future courses of actions [Gunasekaran 2004]. Performance
measurement metrics are specified into three levels: (1) strategy level, measures
high-level organizational goals; (2) tactical level, deals with mid-level
management decisions; (3) operational level, focuses on low-level operational
objectives to implement tactical objectives. Integrating information system
performance measurement into business performance measurement requires
specifying and composing different performance metrics. Therefore, in this
section we analyze existing performance measurement solutions with their
advantages and existing challenges to adapt to SOA.

Firstly, we start with the brief introduction of the development of
performance measurement. Then, we introduce some typical performance
measurements’ strengths and weaknesses, and analyze how existing performance
measurement cannot fully fit the requirements in SOA. Lastly, we discuss how
to adopt performance measurement to new paradigms.

Decades ago, the Performance Measurement (PM) aimed at
representing processes thanks to measurements, analyses and responses. As time
has passed, more complex performance measurement frameworks and systems
have evolved [Folan and Browne, 2005]. In the 1980s the Japanese techniques
and practices such as Lean and Six Sigma gave a competitive edge in global
markets. These methods make extensive use of performance measurement to
manage and improve performance of processes and organizations. However, at
that time performance measurements only focused on financial information
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[Banuelas et al., 2006]. The 1990s was a revolution period for performance
measurement research. [Neely et al., 1995] defined performance measure as “the
set of metrics used to quantify both the efficiency and effectiveness of actions”.
Towards the 2000s there are several definitions for Performance Measurement
System (PMS) with no consensus [Franco-Santos et al., 2007]. With the
development of globalization, the increasing need for multi-culture collaboration
increases PMS’ emphasis on servitization and the trend towards service-
dominant logic [Chesbrough and Garman 2009].

As a result of globalization, collaborative environments are increasingly
required to be autonomous, scalable, adaptive (to fit dynamic changes in the net-
work), and to exhibit survivable capacity against partial system failures, waste
and cause of defect. In such environment, business decision-makers face a large-
scale network application such as data center applications and grid computing
applications have been increasing in complexity and scale. They are increasingly
required to address critical challenges such as autonomy (the ability to operate
with minimal human intervention), scalability (the ability to scale to a large
number of net-work hosts and users), adaptability (the ability to adapt to
dynamic changes in network conditions (e.g., network traffic and resource
availability)), and survivability (the ability to retain operation and performance
despite partial system failures (e.g., network host/link failures)) [Vasilakos et al.
2008].

Moreover, the integrating several heterogeneous environments into
corporate-wide computing systems and extending that beyond company
boundaries into the Internet, introduces new levels of complexity. Collaborative
environments [Fawcett S.E. et al. 2008] have to face efficiently changing to
meet the requirements of environment, being self-adaptive, self-organized,
robust and allowing distributed and parallel computation as well as self-
learning). As systems become more interconnected and diverse, architects are
less able to anticipate and design interactions among components, leaving such
issues to be dealt with at runtime. Soon systems will become too massive and
complex for even the most skilled system integrators to install, configure,
optimize, maintain, and merge. There will be no way to make timely, decisive
responses to the rapid stream of changing and conflicting demands.

This leads to new approaches to manage complexity to overcome these
monitoring challenges of monitoring and constraint for business in cloud
environment, autonomic computing propose a new approach for computing
systems that can manage themselves given high-level objectives from
administrators [IBM 2011].
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2.5.2 Performance Measurement Analysis

[Bourne et al. 2000] lists three stages for the lifecycle of Performance
Measurement system: 1) Designing PMS, 2) Implementing PMS, 3) Using and
updating PMS. Besides, design a PMS, the Implementation and Updating PMS
also need more attentions. Despite of that, most of related PMS focus on
financial performance. [Van Der Stede, et al., 2006] points out that integrating
non-financial measures will achieve higher performance. An integrated
comprehensive PMS can fully measure various aspects an enterprise
performance. However, performance measurement could fail due to complexity
of measurements. For Using and Updating PMS, in this ever-changing business
environment enterprises depend more and more on collaboration and have to
share performance information. However, performance behaviors depend on
different management strategies [Aedo et al. 2010]. As a consequence the
relevant performance indicators and measures should be reviewed to sustain
their relevance with business management strategies [Bourne et al 2000].

[Bourne et al 2000] and [Kennerly and Neely 2003] pointed out that
implementation PMS consists in four tasks: 1) data creation, 2) data collection, 3)
data analysis and 4) information distribution. Management Information System
(MIS) is playing an important role in today’s business environment. A number
of research has established links between PMS and MIS. IT development can
leads to enrich PMS with new functionalities whereas MIS is required to support
decision making by delivering data collection, analysis and storage [Haag et al.
2002]. This knowledge improves efficiencies of business operations [Marchand
et al. 2000] and communications. The combination of PMS and MIS research
model to set Performance Management Information Systems is suggested by
[Marchand and Raymond 2008]. Performance information practices are required
to convert data from internal and external sources into performance information
before communicating these performance information, in an appropriate form, to
managers at all levels in all functions to enable them to make timely and
effective decisions [Bourne et al. 2000]. [Tsakonas and Paptheodorou 2008]
suggests that open access to information will be beneficial to the business utility.
Performance information measurement is not only technical strategy also
involving people’s behavior, [Kraaijenbrink 2007] concluded that there is wide
gap in people identifying, acquiring and using the information. [Franco-Santos
et al. 2007] suggest that PMS should encompass rewarding or compensating
behavior, managing and control people’s performance measurement behaviors.
All in all, PMS is a prominent approach to benefit organizations by successfully
implementing PMS through success factors such as business management
commitment, people’s appropriate behavior and MIS support.
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In order to proactively respond to these challenges, management
requires up-to-date and accurate performance information on its business.
Performance information needs to be integrated, dynamic, accessible and visible
to aid fast decision-making to promote a proactive management style leading to
agility and responsiveness. Despite the amount of research and development in
PM, there are only few systems that are properly integrated, dynamic, accurate,
accessible and visible to facilitate responsive manufacturing and services. The
existing PMSs have some common problems [Nudurupati, et al., 2011]: most
PMSs are historical and static and only few PMSs have an integrated
Management Information Systems (MIS) infrastructure, these systems lack of
flexibility to fit ever-changing business requirements.

[Neely et al., 2000] has complained that much of the current research
on PM, and the related literature about PMSs and frameworks are too superficial.
There are very few PM systems in existence that have been academically
developed. We take these three academic PM systems as being representative of
the available PM systems’ literature (see Table 5).

Table 5 Comparison of three PMs

PM Solution Contribution Problem
1. [Kaplan and |- It consists of an |- No specific measures. Even
Norton, 2001] | extended PMS approach | in their additional procedural
proposed a balance | and PM framework | framework, performance
scorecard  based | focusing upon objectives, | measures are not explicitly
PM system: measures, targets and | pre-defined by the approach,
initiatives. which relies upon the system
- Dimensions of | design methodology to
measurement include: | formulate them during the
Financial, internal | system building process. It
business, customer | took a long time and
perspective,  innovation | consumed a lot of manpower

and learning.

to develop a  balanced

scorecard.

2. [Bradley 1996]

- It specifically addressed

- Lack of dynamic. It may

proposes a | Business Process | result in a certain loss of
performance Reengineering processes | flexibility of the
measurement and included items that | methodology. Also predefined
approach to the | were new to performance | lists are not adaptable for
reengineering  of | measurement at the time. | updating and are not easily
manufacturing - Pre-defined lists help to | meet other requirements.
enterprises reduce the amount of

subjectivity required of
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the PM system process

- Dimensions: business

processes, competitive

priority, manufacture

environment.
3. [Medori and - It embraces both the | - Lack of dynamic. There are
Steeple, 2000] design and auditing of PM | two problems identified with
proposes a systems. the system are: difficulties can
framework for - It also introduces a |be found in relating a
auditing and specially-designed company’s strategy to the
enhancing procedural framework for | performance measurement
performance PM system design; they | grid’s competitive priorities;
measurement are effectively detailing | and the separate pre-defined
systems the components of a |list of performance measures

system. may become dated.

- Dimensions: quality,

cost, flexibility, time,

delivery and future

growth.

The first significant extended enterprise PM framework is in the work
of [Brewer and Speh, 2001]. This framework moves beyond more traditional
supply chain PM frameworks by expanding the concept of the internal
perspective of the scorecard to include inter-functional and partnership
perspectives. [Lohman et al., 2004] have pointed out various barriers to
designing and implementing supply chain wide PM systems due to the allowing
limitation factors:

- Decentralized, operational reporting history;

- Deficient insight in cohesion between metrics;

- Uncertainty about what to measure;

- Poor communication between reporters and users;

- Dispersed information technology infrastructure.

Performance measurement focuses on results, it aims to discover
innovative ways to increase profits, reduce costs, predict trends and turn
information assets into true competitive advantage. Despite the amount of
research and development in performance measurement, the technical and
people issues concerning the dynamics of performance management systems are
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not completely understood [Folan and Browne, 2005]. To this end, it motivates
our research to propose a combination of PMSs and Management Information
Systems (MIS) with strategy maps, dashboards and financial statements.
Strengthening the value of PMSs, Dashboard provides an efficient way to
manage performance measurement results.

2.5.3 Dashboards Management

A dashboard is an easy to read way to present Performance Measurement results.
Such dashboards are often presented as a single page, real-time user interface. It
shows a graphical presentation of the current status (snapshot) and historical
trends of an organization’s Key Performance Indicators. This enables
instantaneous and informed decisions to be made at a glance in management
information systems [McFadden 2012]. [Negash and Gray 2008] considers
dashboards as one of the most useful analysis tools in Business Intelligent.
[Yigitbasioglu and Velcu 2012b] suggests that in more recent years, dashboards
have evolved from the intrinsic purpose of monitoring performance to more
advanced analytical purposes, incorporating new features such as (i) scenario
analysis, (ii) drill down capabilities, (iii) and presentation format flexibility (e.g.
tables or graphs). This claim is supported by the success stories reported in
[Yigitbasioglu and Velcu 2012a].

[Pauwels et al. 2009] suggests four possible purposes of using

dashboards:

(1) Monitoring refers to the day to day evaluation of metrics that
should result in corrective action.

(i1) Consistency relates to the alignment of measures and
measurement procedures used across departments and business
units.

(ii1))  Planning gives scenario analysis with present features.

(iv) Communication, a dashboard communicates both performance
and the values of an organization to its stakeholders through the
choice of the metrics

[Wiersma 2009] identifies three purposes regarding the use of the

balance scorecard, which may be applicable to the dashboards context: (i)
decision-making and decision-rationalizing; (ii) communication and consistency,
and (ii1) self-monitoring. [Eckerson 2005] identifies three purposes: (1)
Monitoring: convey performance status and trends at a glance; (ii) Analysis:
analyze exceptions and find root cause; (ii1) Collaboration: collaborate, plan and
act.

Dashboards and scorecards are both visual interfaces for monitoring

business performance. They present the status of Key Performance Indicators
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(KPIs) monitoring information. However, what’s the difference between a
dashboard and a scorecard? To consider this we compare dashboards with
scorecards from following aspects (see Table 6):

Table 6 Comparison between Dashboards and Scorecards

Dashboards Scorecards
Purpose Measure current activity | Summarize progress
Updates Run time Periodic snapshots
Display Loosely defined charts Defined symbols
Focus Monitor operations Execute strategy
Scope Operational Enterprise
Information Detailed Summary

In a summary, a scorecard measures performance against goals,
typically a scorecard is based on a collection of Key Performance Indicators
which provide a snapshot of organization performance in a periodic time point.
A dashboard is a container for various types of presentation. A typical
dashboard might contain a scorecard, an analytic report, and an analytic chart. It
provides a clear picture of current organization’s operational performance. As a
consequence, for a runtime detailed monitoring a Dashboard is more convenient
than a Scorecard. While for an enterprise level periodic summarize a Scorecard
is more convenient to present organizational strategy status.

Due to these requirements combining the advantages of dashboards and
scorecards and providing customizable presentation appear as a convincing way
to cope with our problems. Nevertheless, we identify few challenges to
overcome: (i) Selecting Key Performance Indicators to measure and indicate the
most important aspect of business performance. (ii) Well designed dashboard
will give a clear and customized presentation, chose right charts and convenient
category. (iii) Showing numerical information in an understandable way from
business perspective and analyze data for further business decisions.

Due to the complexity of organization’s collaboration, to monitor
business performance precisely, a large amount of Key Performance Indicators
is required. Therefore, it requires an effective and efficient management strategy
to manage Key Performance Indicators and monitoring processes. A strategic
view is necessary to manage the massive Key Performance Indicators in the
complicated context dynamically and allow IT focus on providing higher-value
outcomes which can improve business performance. IBM introduces the
Autonomic Computing is a solution to make IT smarter and fit business rules to
build a self-configuring, self-healing, self-optimizing and self-protecting system.
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2.5.4 Autonomic Management/ Autonomic Computing

Managing efficiently complex information systems requires efficient means to
deal with changes rapidly, to understand high-level objectives and to be able to
adjust detail operations to achieve global objectives. Autonomic Computing,
which is inspired by biological systems, provides a way to deal with these
challenges.

The essence of autonomic computing systems is self-management. Its
intent is to free system administrators from the details of system operation and
maintenance and to provide users consistent high performance. [Sterritt, 2005]
identifies eight elements of Autonomic Management: (1) Detailed knowledge of
system components. (2) Self-configure and reconfigure. (3) Optimise operations.
(4) Recover without harm system processes. (5) Self-protection. (6) Allow be
aware of environment and adapt. (7) Function in a heterogeneous context. (8)
Hide complexity. Like their biological namesakes, autonomic systems will
maintain and adjust their operation in the face of changing components,
workloads, demands, and external conditions and should face both innocent and
malicious of hardware or software failures. The autonomic system might
continually monitor its own use, and check for component upgrades. When it
detects errors, the system will revert to the older version while its automatic
problem determination algorithms will try to isolate the source of the error.

Due the problems found in a collaborative environment are quite similar
to those encountered in a biological system. Both systems have to keep stable in
a changing environment, should have efficient adaptability to face the ever-
changing situation, such as diversity, self-tolerance, distributed and parallel
computation, self-organization, self-learning, self-adaptation, and robustness.
Achieving autonomic management in ISs supported business context, fits the
loosely coupled Cloud context, key ideas for autonomic systems are inspired by
biological immunology.

The primary function of a biological immune system is to protect the
body from foreign molecules known as antigens. It has great pattern recognition
capability that may be used to distinguish between foreign cells entering the
body (non-self or antigen) and the body cells (self). Immune systems have many
characteristics such as uniqueness, autonomous, recognition of foreigners,
distributed detection, and noise tolerance [Castro and Zuben, 2002].

Our natural immune system protects our body from foreign cells called
antigens by recognizing and eliminating them. Our immune system constitutes a
self-defense mechanism of the body by means of innate and adaptive immune
responses. An adaptive immune response contains metaphors like pattern
recognition, memory, and novelty detection. The fundamental components of the
immune systems are lymphocytes or white blood cells, which are divided into
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two classes: B- and T-cells. B-cells have a more important function than T-cells
be-cause each B-cell has its distinct chemical structure and secretes many
antibodies from its surface to eliminate the antigens. A huge variety of
antibodies are generated to neutralize and eliminate antigens. Each antibody is
constituted by a specific B-cell whose aim is to recognize and bind to antigens.
In the immune system, an important function is clonal selection. Clonal
selection determines how an immune response is given when an antigen is
detected by a B-cell [Aydin et al., 2010].

Inspired by biological immune systems, Artificial Immune Systems
(AISs) have emerged during the last decade. They are incited by many
researchers to design and build immune-based models for a variety of
application domains. Such as in detecting anomaly network hosts [Gonzalez and
Dasgupta 2003], in peer-to-peer content discovery [Ganguly and Deutsch, 2004],
in product recommendation [Chen and Aickelin 2004], etc. The negative
selection process is applied in [Gonzalez and Dasgupta, 2003]. Immunologically
inspired strategies have been successfully used in network security [Saiz, et al.,
2005] to detect incursions. [Basu 2012] presents artificial immune system for
combined heat and power economic dispatch. [Chen 2010] presents an agent-
based artificial immune system approach for adaptive damage detection in
distributed monitoring networks. These approaches establish a new monitoring
paradigm by embodying desirable immune attributes, such as adaptation,
immune pattern recognition, and self-organization, into monitoring networks.
[Venkatesan et al., 2013] proposes a platform protection mechanism by
incorporating the artificial immune system. Apart from above we have
mentioned application, artificial immune system have been applied for many
models like anomaly detection including intrusion detection [Boukerche et al.,
2007][Tarakanov 2008], computer security [Harmer et al., 2002], and
misbehavior detection [Dasgupta et al., 2005] because of its efficiencies.

2.5.5 Conclusion

As existing Performance Measurement Systems are designed for fix context,
they cannot directly be applied to dynamic and loosely coupled Cloud context.
Implementing a Cloud-ready performance measurement leads to address some
challenges: customizing metrics, configuring measurement parameters
dynamically, analyzing measurement results for business needs pay attention on
business process organization, computing loosely coupled results to reflect
global business performance, triggering performance optimizing actions to
improve business performance.

In order to overcome the above challenges on performance
measurement in cloud environment, a standard approach combining techniques
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and people behaviors to strength business competitiveness is required.
Moreover, monitoring a massive number of virtual resources, managing a large
number of Key Performance Indicators efficiently and allowing ISs to deliver
maximum value for business with minimum cost, require also an autonomic
management for the performance measurement. Implementing autonomic
management, self-management is the main challenge.

As we have discussed immunologically inspired approaches have their
advantages to achieve autonomic management. They have been used in different
complex fields because of its efficiencies. We apply the artificial immunity
theory to build Dynamic Evolution of Self set Model, Dynamic Immune
Tolerance Model, Mature Key Performance Indicator Lifetime Model and
Dynamic Memory Key Performance Indicator Model to automatically control
governance detectors, to detect system failures, unexpected activities, waste and
cause of defects, as well as trigger action engines to resolve problems which
have been detected timely. Satisfying the ever-changing requirements the
dynamic self-adjustment is necessary for governing business performance. The
dynamic self-tolerance and clone selection algorithm could improve the agility
of self/non-self’s definition. We can add new self-elements into, or eliminate the
mutated ones from self-set, resulting in the dynamic evolution of self set, mature
and memory detectors, to reduce governance error rate.

Although AIS models have achieved great successes in various
application domains, there are still some theoretical issues that need to be
further explored such as the development of unified frameworks, convergence,
and scalability. The developments of the artificial immune systems would
benefit not only from the inspiration of biological immune principles and
mechanisms, but also hybridization with other soft computing paradigms, such
as neural net-works, fuzzy logic, and genetic algorithms. They could also be
further studied and applied to more challenging application areas and to solve
complex real world problems.

2.6 Conclusion

Developments in the global economy have amplified the need to consider not
only productivity but also how to address customer needs more astutely and how
to capture value from providing new products wish valuable services [Teece
2010]. Due to the collaboration and globalization, information plays more and
more important role in business context. Information value flow supports and
adds value to global business value chain. Achieving business agility, the quality
and agility of information value chain is a critical success factor. Applying Lean
thinking to information systems is a way to improve the quality and agility of
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information value chain. Due to the ultimate agility requirement from business
level, information value flow as a support factor should be organized match the
business goals. However, making information value flow fit the requirements of
business value flow is a main challenge to achieve Lean information value chain.

Combining Business Process Management (BPM) and Enterprise
Architecture (EA) is a way to implement complex IT solutions and align the IT
with business model. However, EAs do not provide a clear guidance to measure
and govern whether the established EAs fit the goal of BPM or not. On the other
hand BPM lacks the architectural principles, policies, and standards to integrate
with EA. Enhancing the interaction and communication between BPM and EA is
still a main challenge.

SOA provides a Service-Oriented way to organize enterprise
architecture and business resources. It aims at narrowing the gap between IT and
business. However, organizing a large number of loosely coupled services to
satisfy business needs and paying attention on Quality of Service (QoS) to
improve business performance are still critical challenges.

The emerging paradigm of Cloud Computing with its Everything as a
Service (XaaS) concept strengths the advantage of Service-Oriented solution.
However, due to the complexity of Cloud environment, there are still some
challenges that need to be addressed: such as availability, concurrency and
dynamic reconfiguration. From business perspective the most concerns include
maximizing resource utilization while minimizing energy consumption, ease
consumer cost, guarantee the QoS and service performance, monitor resources
timely state, data and process security, detect risks and correct mistakes in time.

This trend leads to a new Service-Oriented industrial organization
solution, which should adjust ISs to enrich business value, achieving business
objectives, maintain business competitiveness and allow self-adjustment to fit
new business environment. Achieving this Service-Oriented industrial
organization and ensuring enterprise’s IT investment fits business goals, it
requires performance measurement for information value flow and business
value flow.

Due to the changes of information technology and business models, the
fixed Performance Measurement Systems (PMSs) are not fit the distributed
loosed-couple environment. Difficulties of measuring massive resources, lack of
further actions to correct performance, lack of customized measurement settings
are main challenges for adapting PMS to Cloud environment. Managing a large
number of Key Performance Indicators (KPIs) and performance optimizing
actions requires autonomic management. Implementing Self-management is the
main challenges of achieving autonomic management.

To this end, it requires a novel performance measurement solution with
autonomic management strategy. This novel measurement should measure the
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performance of information value chain and business value chain cross layers,
cross domains. It should also custom algorithms with autonomic management
and it should cover the multi-level agreement management. The complexity of
governing massive resources and managing a large number of Key Performance
Indicators (KPIs) in Cloud context is still a challenge to achieve a dynamic
performance management solution.
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Part 2 A Multi-layer Service-Oriented
Management and Governance
Architecture
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3 A Multi-layer Service-Oriented
Management and Governance
Architecture

3.1 Introduction

Due to the market evolution (globalization, mass customization, sustainability
requirements...) and emerging business paradigms, enterprises not only focus on
productivity but also pay attention on improving customer satisfaction and
adding more value to business outcomes. Enterprise Modelling methodologies
and Enterprise Architectures are developed to organize and integrate different
components of enterprise to achieve global objectives. However, these
methodologies lack of quality assurance and flexibility. Moreover, with the
development of information technology, Information System (IS) becomes a
critical factor to achieve business objectives. Adding value picked from
information system to business value chain requires to integrate information
system with business organization, paying attention on IS artifact associated to
real industrial resources. Due to the importance of information systems, the
quality of information value chain is a critical success factor for implementing
business value chain agility. Applying Lean thinking to information systems is a
solution to improve the quality and agility of information flow. However,
integrated information technical value to business value flow, identifying
information value from business perspective, organizing information value
stream to fit business needs are main challenges for applying Lean thinking to
information value chain and ultimately achieving business agility. It requires a
new value flow management which should pay attention on both information
value chain and business value chain to realize the integration of these value
chains.

Integrating information value flow into global business value flow,
combing Business Process Management (BPM) and Enterprise Architecture (EA)
can help organizations implementing complex IT solutions and aligning IT with
business model. However, EAs lack a success measurement and a governance
guidance to build a clear and success integration between IT and business model.
On the other hand, BPM lacks the architecture principles, policies and standards
to link business strategies with IT. These barriers impede the integration of
information value flow into business value chain. It requires a new enterprise
architecture solution which can help organizations to measure the IT
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investigations benefit business outcomes and the success of EA can be tested
from business perspective.

SOA provides a loosely coupled distribute solution to narrow the gap
between IT and business. Its reused service-oriented concept aims at improving
the agility and flexibility thus making organizations change to new market needs
more cost effectively. However, managing the quality of a large number of
loosely coupled services efficiently and ensuring the orchestration of services fit
business goals are main challenges for organizations obtain the promised
benefits from SOA.

The emerging paradigm of Cloud Computing provides ease of access to
and usage of services with low cost which changes the way we are doing
business. However, due to the complexity of Cloud Computing, there are still
some challenges need to be addressed for making organizations success in Cloud
context. Such as the virtualization brings difficulties of identifying real
information value to support business value flow for cross-domain participants,
thus it is difficult to architecture all of distributed resources along organizations’
business value proposition. Due to the diversity of service and the changings of
consumers’ requirements, it is difficult to control the Quality of Service (QoS)
and to manage the performance of cross-layer business value chain to meet
organizations’ ultimate business goals.

To govern and manage services in SOA and Cloud context, a cloud-
ready Performance Measurement System (PMS) is required. It should also
couple information quality performance indicator with industrial business
performance indicator to get a global performance vision. However, existing
PMSs cannot fit the Service-Oriented requirements. They are rather fixed and
difficult to measure massive resources. Moreover, Non Functional Requirements
(NFRs) are important factors deal with quality of industrial business solution
and satisfaction of customers, the ultimate business agility requirements are
from business level’s NFRs. Transforming the business agility requirements to
IT level and specifying the requirement to information value stream are still
major challenges need to be addressed. The importance of developing effective,
efficient, quantified and testable product service system requires an efficient
way to manage Non Functional Properties. However, measurement,
representation, elicitation and quality improvement of Non Functional Properties
are still major problems for Non Functional Properties managements. In addition,
lack of further actions to improve quality and performance of measured objects
is still a limit to implement performance measurement in Cloud context.
Achieving performance measurement in Cloud context, it also requires
autonomic management to manage a large number of Key Performance
Indicators (KPIs) and to provide effective and efficient measurement with low
cost.
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To overcome these existing limits, we propose a Service Oriented
industrial organization that should narrow the gap between business and IT in
Cloud context and improve the business agility by paying attention on ISs agility.
To achieve this Industrial Service Oriented Organization, we build a multi-layer
governance architecture, which consists of a top Business Decision Layer, three
horizontal Business Resource management layers (BPL: Business Process Layer;
BSL: Business Service Layer, BIL: Business Implementation Layer) and a
vertical Governance Execution Layer. Business Resources are defined as all
business process implementation elements including Business Tasks, Services,
Infrastructure elements (such as hardware, equipement, database, software, etc.).
The horizontal layers (BPL, BSL and BIL) aim at deploying all Business
Resources and compositing business objects with IT objects.

To improve agility and quality of business, to improve ability of
enterprises to cope with changes from both a technical and a business point of
view, as well as to reinforce external and internal collaborative work of
enterprises, we should make sure all business related activities and resources are
organized efficiently and effectively, and evaluate business processes to
guarantee they do add value to end-users without waste and defect. Aligning
business with IT and narrowing the gap between different layers in Cloud
environment (platform as a service-PaaS, software as a service-SaaS, and
infrastructure as a service-laaS) is a key goal for an efficient deployment of a
lean strategy. We enrich the Everything as a Service (XaaS) traditional services
specification with an agile Business as a Service (BaaS) level. This level aims at
managing and integrating different components of enterprises to achieve a
global business objective. Furthermore, we pay attention to the performance
quality of essential elements “activities” and “resources” in this BaaS layer.

To this end, we propose a three-phase Governance Loop and two
frameworks to implement our Service Oriented Management and Governance
Architecture (SO-MGA). The Governance Loop includes a Governance
preparation Phase which has to identify the governance objects in a specific
context, a Governance Execution Phase which is in charge of deploying
governance elements to implement automatic governance processes, a
Governance Adaption Phase used to adjust governance elements’ parameters to
fit dynamic environment and improve quality of governance objects
automatically. To support this governance loop, we have defined two
frameworks. The Business as a Service Management and Governance
Preparation Framework (detailed in chapter 4) aims at managing and optimizing
resources of BaaS for business in multi-cloud environment. It also prepares
governance required information for the subsequent governance processes. Then
the Business as a Service Governance Execution and Adapting Framework aims
at taking customized requirement to monitor resources BaaS at runtime
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dynamically composes initial real-time results to comprehensive results, and
may improve performance of BaaS automatically according to these governance
results.

In this chapter we introduce the working principles and main elements
of these two frameworks generally. Besides, to simplify the complexity of
message exchange and internal cooperation in this multi-layer SO-MGA, and to
provide unified interaction format, we also introduce our proposed Integrated
Management and Governance Bus and a general definition of resources in BaaS
and the classification of Non Functional Properties.

The rest of this chapter is organized as following: we start with the
governance loop, structure and layers of this SO-MGA (section 3.2). We pay
attention on the general definition property of Resource (section 3.3) and
generally introduce the organization of Patterns and Governance Rules in our
multi-layer architecture (section 3.4). After that we present the major
components of this SO-MGA, the working principle of these components
(section 3.5). This chapter ends up with a chapter conclusion (section 3.6).

3.2 Service-Oriented Management and Governance Architecture

As we aim at integrating both industrial and IT vision, we propose to extend the
commonly adopted Cloud service model (SaaS: Software as a Service, PaaS:
Platform as a Service, laaS: Infrastructure as a Service), to a Business as a
Service level. This level aims at coordinating different Business Resources
(including business and IT objects that are IT artifacts associated to real
industrial resources) to achieve organization objectives. We define Business as a
Service (BaaS) as an integrated business solution including functional (tangible
product or a service) and non-functional properties. Functional properties (FPs)
define “what jobs have to do” and Non Functional Properties (NFPs) defines
“how these jobs are implemented”. These two families of properties are
complementary. Non Functional Properties not only increase value of the sold
product or service but also constrain performance of them. In a symmetric way
Non Functional Property own “quality” may depend on the “functional side”, i.e.
the sold product or service can impact the quality of Non Functional Properties.
Non Functional Properties are critical success factors for managing and
governing quality of BaaS. All of these properties are taken as governance
resources. Organizing quality governance should pay attention on Non
Functional Properties and consider the independencies of Functional Properties.
In addition, in Cloud context applying Lean thinking to improve quality of
information value flow the integration of cross-layer technical value and global
business value chain is required.
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To this end we propose a Service Oriented Management and
Governance Architecture (SO-MGA). This SO-MGA aims at:

1) Providing and managing BaaS in multi-cloud environment: This
includes an efficient organization of business resources to fit Business Decision
Maker (BDM)’s requirements, increasing the resources ability. It has also to
manage negotiation and agreement. Providing a dynamic BaaS organization and
paying attention on QoS and Non Functional Properties.

2) Narrowing the gap between business request and technology
implementation: In order to allow Business Decision Makers to efficiently
govern and improve the quality of business value chain from business level to
infrastructure level. This includes avoiding any monitoring blind spot in
Business Process and narrowing the gap between business, service and
infrastructure. It also aims at increasing both enterprise and information system
agility and interoperability; reducing wastes and errors in Business Process and
enhancing the robustness of business in multi-cloud environment; maximizing
the usage of resources and commercial value, etc. In complex business context it
requires to compose related individual monitoring results to comprehensive
result (see). To get a global view of governing Business as a Service in product
service industrial context see Figure 14.

In order to achieve such customized governance objectives, the
governance environment should be analyzed to extract the critical success
factors. These critical success factors are concluded as our governance objects.
Governance parameters must be adjusted according to business needs to fit
specific situations. To this end, we propose a governance loop which includes
following three main phases: Preparation, Execution and Adoption (See Figure
15).
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The preparation phase (named phase A) is used to prepare governance
required elements, paying attention on business organization. Business Decision
Makers raise QoS-based business process management requirement. Service
Oriented Management Governance Architecture has to accept and formalize
these requirements and organize available business resources to build
customized business scenario. Then all governance required documents, such as
resource organization, governance agreements, Non Functional Property
classification are prepared. In order to fit our multi-layer governance
organization, we extend the concept of Service Level Agreement (SLA) to
Multi-Level Agreements (MLAs). MLAs include Business Process Level
Agreement (BPLA) and Business Service Level Agreement (BSLA). These
MLAs specify the definition of business value and business needs. They also
define participants’ obligations, interests and punishment. This multi-level
agreement strategy aims to reduce the complexities of negotiation and the
number of re-configuration for Business Decision Maker. All these activities are
split into 3 steps:

A-1). Analyzing business and information system: it aims at
understanding the business context and the interdependencies of involved
resources,

A-2). Extracting governance objects: it aims at extracting the critical
success factors, and then define them as governance objects,

A-3). Defining governance metrics and measurement: it aims at
reaching multi-level Governance Agreements which cover all required
governance metrics and measurements.

In order to achieve an automatic management of these agreements, we
design a 6-phase lifecycle for them (see Figure 16):

(a). Agreement template development: it is used to develop customized
agreement template according to specific business requirements;

(b). Negotiation between business solution provider and consumer: it
aims to reach agreement about governance metrics, measurements and other
governance content;

(c). Achieving the governance agreements integrating elements from
previous phase (a) and (b);

(d). Execution governance actions to implement achieved agreements;

(e). Assessment of governance results picked from the governance
actions;

(f). Termination: ends of the agreement’s lifecycle. The governance
instance is completed, and them we can “terminate” the governance agreement
instance.
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Figure 16 Lifecycle of Multi-level Agreements

After preparation phase, the Governance Execution phase (named phase
B) aims at generating all formative Governance Policy Rules (include Real-time
Monitoring Policy Rules and Computing Rules) according to the accepted
governance requirement. To implement these Monitoring Policy Rules,
convenient Key Performance Indicators are deployed using Governance Patterns
(GPat). Computing Rules are implemented thanks to convenient Aggregators
that are invoked according to required Critical Success Factor and resources’
composition types. Governance Execution phase which generates governance
rules and orchestrates governance components to implement governance
requirements includes five steps:

B-1) Generating Real-time Monitoring Policy Rules: it consists in
eliciting Monitoring Requirements, generating automatically customized
Monitoring Policy Rules in order to implement these Monitoring Requirements;

B-2) Executing Real-time monitoring process: it aims at deploying
governance elements (Key Performance Indicators: KPIs) to implement
generated Monitoring Policy Rule,

B-3) Generating Computing Rules: it consists in eliciting Computing
Requirement before generating automatically Computing Rules to implement
these Computing Requirements,

B-4) Executing Computing Rules to analyze and compute monitoring
results: it aims at deploying governance elements (Aggregators) to implement
generated Computing Rules.

B-5) Presenting processed results: presenting computing results to
customizable mashup dashboard.

The last phase (called phase C) aims at adapting the organization, i.e.
optimize business performance according to governance results and adjust
governance parameters to fit business requirements. The unexpected
performance of business resources will be corrected and the performance and
quality of business process will be improved, according to the governance
results. This phase includes two steps:
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C-1) Correcting performance of objects: according to governance
agreements and processed governance results, a trigger launches adapting
elements (Action Engines: AE) to correct unexpected performance of
governance objects,

C-2) Adapting governance elements: it consists in adjusting parameters
of governance elements.

To achieve this three-phase governance loop, we propose a multi-layer
Service Oriented Management and Governance Architecture (SO-MGA) to
manage Business Process and Information System in multi-cloud cost-
effectively (see Figure 17). This proposed architecture is composed of three
layers containing all business, service and implementation resources, which are
used to support business activities from business organization to the IT
implemented components.
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Figure 17 Overview of Multi-Layer of Service-Oriented Management and
Governance Architecture

The Business Process Layer (BPL) is the top layer of these three
“horizontal” layers. It contains all the information related to the organization of
Business Processes (BPs). A Business Process can be implemented by a series of
business tasks, and each business task is defined as a sub-Business Process that
will be implemented using services. The Business Service Layer (BSL) contains
all business tasks’ required services. The Business Implementation Layer (BIL)
contains all implementation components and all necessary infrastructure
elements which support the implementation of services from the BSL.

Juan LI/ These en Infomath / 2014 / Institut national des sciences appliquées de Lyon 104

Cette thése est accessible a I'adresse : http://theses.insa-lyon.fr/publication/2014ISAL0027/these.pdf
© [J. Li], [2014], INSA de Lyon, tous droits réservés



Business as a Service Multi-layer Governance Architecture

Our governance loop in implemented as a “vertical” layer used to
govern resources from the Business, Service to Implementation layers. The
Governance Execution Layer (GEL) is used to monitor the “global quality” of
the business process which deployed all involved elements in the three
“horizontal” layers. As a consequence, this layer crosses all layers to deploy key
performance indicators and to combine the monitoring results to a
comprehensive result for the entire Business Process. The Governance
Execution Layer contains all governance execution components: Governance
Policy Rule Generator, Governance Action Patterns (GPats), Key Performance
Indicator manager and Key Performance Indicators, Aggregators, Action
Engines (AEs), and Presentation Widgets, etc.

A decision layer gathers all information from other layers to help
making business decision efficiently. This Business Decision Layer (BDL) is
used to keep the transparency and simplicity of governance for Business
Decision Maker. It is built on the top of all horizontal layers and our governance
layer. BDL contains all essential Business Decision Makers (such as financial,
technical and business) to support making decision by considering all situations
of others layers from both functional perspective and non-functional
perspectives.

This architecture is implemented thanks to different components to
support our governance loop (see Figure 18).

Business Decision Maker

(BDM)
Horizontal Layer \
Instance R I
Business Business Analyzer ‘ Governance Policy Governance
Request t Rule Generator Policy Rule
Extended Service Business Service
description Manager Governance KPI deployment
Execution and Aggregation
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( BPLA Y Manager
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Widgets Governance
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Figure 18 Major Components of Service Oriented Management
Governance Architecture
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The preparation phase is implemented thanks to 3 components shared
by 3 horizontal layers:

(a) BP-Analyzer: its primary role is to accept and formalize Business
Decision Maker’s requirements.

(b) Business Service Manager: it has to organize available business
resources and build customized business scenario.

(c) Pre-Governance Manager is used to manage governance preparation
processes.

Then the Governance Execution and Adapting phase are implemented
thanks to 5 components:

(a) Governance Policy Rule Generation: it has to generate governance
policy rules for accepted Business Decision Maker’s governance requirement,
and invoke subsequent governance execution processes.

(b) Governance Action Manager: it is used to manage deployment of
Key Performance Indicators and optimization processes.

(c) Aggregation Manager: it has to manage aggregation processes.

(d) Action Engine Manager: it has to manage Action Engines (AEs) to
optimize performance of governed objects.

(e) Widgets Manager: it has to manage governance results’ presentation
widgets and dashboard.

In order to simplify the communication and information exchange
between these components, we extend the traditional Enterprise Service Bus
(ESB) to an Integrated Management and Governance Bus (IMGB) (see Figure
19).
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Figure 19 Messages Exchanging in the Integrated Management Governance Bus

This Integrated Management Governance Bus (IMGB) allows
components to communicate and collaborate with each other by sharing their
required predefined XML files (files’ format will be detailed in chapter 4 and 5).
It allows components for plug-in-and-play by adapting their input and output
data format. In addition, this IMGB allows the complexity of information
transport to be transparent for end-users, allowing raising requirements and
checking results simply. In order to keep the processes’ consistency, activities’
traceability and resources’ reusability, we design an instance file’s image
storage and reusable strategy. All created files and message exchange logs are
stored as compact images which can be invoked and reused easily to avoid the
replication of same instance files.

A Management and Governance Preparation Framework is in charge of
management components: Business Analyzer, Business Resource Manager and
Pre-Governance Manager. The interaction and information exchange between
these components are shown in Figure 20. More details are presented in Chapter
4.
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Components Components

The Governance Execution and Adapting Framework is in charge of
governance components: Governance Rule Generator, Governance Execution &
Adapting Manager, Aggregator Manager and Widgets Manager. The interaction
and information exchange between these components are shown in Figure 21.
More details are presented in Chapter 5.
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Figure 21 Interaction of Governance Components

3.3 Governance Property

Managing and governing BaaS involves pay attention on “Activities” and
“Resources” in this service-oriented and multi-cloud business context.
“Resources” of a product / service system deployed in cloudy environment
include business tasks, services, operations and infrastructure components.
“Activities” are defined as the consequences of Resources’ actions. In addition,
each resource is associated to some Functional Properties (FPs) to achieve its
functional goals and to Non-functional Properties (NFPs) used to constrain the
way functional properties will be reached. In a product / service industrial
context, we define Governance Resource as an integration of “Tangible Product”
and “Intangible Service”. To maintain competency, manufactures are
transforming from provide “pure products” to provide integrated solutions
include products and services. Support services do not only complement and add
value to products /or services but also constrain quality of products or delivered
services and increase satisfaction of customers. Therefore, our governance
approach pays attention on integration of product and delivered services
Functional Properties and Non Functional Properties. Moreover, in nowadays
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extensive collaboration environment manufacture requires cooperative support
services from external partners. This trend requires the governance approach fit
the collaborative environment. Consequently, a governance node has to manage
its own resources Functional Properties and Non Functional Properties, it also
has to support collaborative services Non Functional Properties (see Figure 22).

Governance
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0 A P
Product Support Service . | Cooperative Service
<FP> <NFP> <H(.'o//abarat/|/e—>i <NEP>
N | B
Support;
‘—— Addvalues, —

Constrain Quality

Figure 22 Governance Orgnization for Integrated Product-Service systems

In our study we define Business Services as all internal and external
services, which are required to implement business process objectives. Business
services are associated to their IT artifacts that implement them such as Business
Tasks, Services, Infrastructure elements (such as hardware, equipement,
database, software, etc.). These artifacts are defined as Business Resources.
Business Processes aim at organizing all Business Resources and activities to
achieve a common organizational objective.

Our architecture has been designed to map or derive business processes
into a business service chain which is complemented by composing
infrastructures elements. More precisely in a top-down workflow
implementation perspective, a Business process is organized as a composition of
different Business Tasks. A Business Task can be either seen as a sub-Business
Process (sub-BP) or as an elementary task. Each elementary Business Task
(further named Task) requires one or more service’s collaboration to achieve its
functional requirements. Each service requires one or more operations to achieve
its functional goals. Then each operation requires a composition of infrastructure
components to be executed. Non Functional Properties are also associated to
each of these “functional” elements to constrain the way they may be
implemented or executed (see Figure 23).
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Figure 23 NFPs Constraint FPs and Resource Mapping Plan

As we focus on the IS value chain governance, we use the IS artifacts
associated to the different industrial resouces. As a consequence, our global
resource model is designed to focus on Business Process and its implementation,
taking into account five types of resources picked from the IT value flow:
Business Process (BP), Business Task (Task), Service, Operation and
Infrastructure. Formally speaking the resource set is defined as

Resource = BP U Task U Service U Operation U Infrastructure,
R=Resource. (Equation 1)
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Each resource R is identified and distinguished by its functional and
non-functional properties. Then the quality of Operations impacts the Quality of
Service (QoS). QoS can impact the quality of a Task, whereas the associated
Tasks’ quality impacts the Business Process quality. Integrating the links
between resources leads us to define a Resource in our governance architecture
as a tuple:

Resource = (ID, Type, Goal, Context, Endpoint, FP, NFP,
RequiredResources)

(Equation 2)

Where

- ID defines resource’s identity;

- Type defines resource’s type whether it is a white-box fully controlled
resource or it is a black-box resource that just need to pay attention on input and
output;

- Goal defines the objectives of this resource;

- Context defines the resource’s implementation context;

- Endpoint defines the resource endpoint, i.e., an entry for accessing
this resource;

- FP defines the functional properties of this resource which are
provided by the physical product or the delivered service;

- NFP defines the non-functional properties of this resource which
constrains the achievement of the Functional Property of this resource. In our
governance process we pay a particular attention on Product Support Service
and Collaborative External Service related Non Functional Property.

- RequiredResource defines required resources to implement this
resource. It expresses the dependency relationship of this resource with other
resources.

Depending on the layer a resource belongs to, some extra elements can
be added to precise this generic model (see chapter 4 and 5).

According to this definition, we can gather all the resources as:

Rs = {R_i} where 0<k<=Nk; (Equation 3)
Where “k” i1s the resource number and Nk is the total number of
resources.

The following figure shows the excerpt of the schema of resource’s
definition (see Figure 24):
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18 </x3:element>
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22 <xs:element name="ID" type="xs:string"/>
23 <xs:element name="Type" type="xs:string"/> .
24 <xs5:element name="Goal" type="xs:string"/> RESGUTCFS
25 <xs:element name="Context" type="xs:string"/> Properﬂes
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Figure 24 The Excerpt of Resource's Definition

To overcome challenge of non functional requirements elicitation,
specification, interdependencies and clustering, our governance solution takes
into account the business functional organization and we pay attention on Non
Functional Properties which constrain the quality of Functional Properties. We
organize our monitoring and computing processes according to business
resources’ organization. Therefore it allows governance elements to be
composed and orchestrated while running the business processes and allows
governance execution and adaption actions fit business goals.

In order to specify governance for integrated product-service systems,
we divided governance property into two directions: (1) Functional Property
focuses on quality of product, (2) Non Functional Property focuses on quality of
service and performance of support systems. Each group can be divided into
more detail sub-groups according to governing needs. Finally each Non
Functional Property is specified into Critical Success Factor sets associated to
metrics used to constrain and / or evaluate its accomplishment. All required Non
Functional Properties are defined in Governance Agreements to constrain
associated resources.

In our research we pay attention on both industrial performance
indicators and IT quality indicators to propose an integrated performance/quality
indicator management system. We pick up the most concerned Non Functional
Properties from performance, maintainability, cost and security aspects. These
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governed Non Functional Properties are classified into four groups based on
their features according to business needs. Performance group focuses on
availability rate, delay rate, response and execution time. More precisely, delay
rate consists in response delay rate and execution delay rate. Maintainability
group focuses on reputation, reliability, usability and accuracy. Cost group
focuses on price. Security group focused on non-reputation, confidentiality and
integrity.

Governance Property |

FP (Product) | NFP Classfication (Service) }0—

]

] ¢

state of Product| | Quality I | Performance
' ] | 1 i
{
Availability Rate

—
| Response Delay Rate |
I 1]

I | =~ Delay Rate

[ ]
- <>
| Execution Delay Rate|
[

I | Response Time

I ]

Figure 25 An example of Governance Property

In order to achieve an automatic management and governance systems
which can minimize human intervention, we design five phases Resource’s
lifecycle to organize and optimize the usage of resources (see Figure 26). This
lifecycle includes:

1) “Preparation”, in this phase resources are prepared to be selected and
composed;

2) “Activation”, in this phase required resources are composed and
orchestrated to complete required business scenario;

3) “Execution”, in this phase resources are run functionally to
implement the business scenario which has been built in the previous phase.

4) “Evaluation”, in this phase the quality and performance of resources’
non-functional properties are evaluated. The evaluated results are used to select
the resource’s next lifecycle phase.

5.1) If the resource can be reused or it meets the requirement of
business management “Modulation” phase is launched. After a modification
process, this resource can be reused and its lifecycle restarts from first phase
“Preparation”.
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5.2) If the resource’s assessment result shows the resource cannot meet
the business requirement or if it will not be used again, “Decommission” phase
is launched.

Lifecycle of Resource

|

1. Preparation

Reused:

51

4. Evaluation —Reusable=# Modulation

A\ 4

3. Execution

A 4

2. Activation

v

]
Non-reusable

5.2
Decommission

Figure 26 Lifecycle of Resource

3.4 Governance Elements’ Organization

Our Service Oriented Management and Governance Architecture (SO-MGA)
takes advantage of the MDE strategy and of the pattern-based engineering
strategy. It takes into account Non Functional Property to generate series of
customized Monitoring Policy Rules and Computing Rules. It also integrates a
“model at runtime” vision to satisfy governance requirements flexibility. In this
section we introduce the governance elements (Governance Rules, Key
Performance Indicators (KPI), Patterns, etc.). Details of these governance
elements organizations will be introduced in chapter 4 and 5.

The Model-Driven Engineer (MDE) strategy is used to generate two
types of Rule automatically.

- Monitoring Policy Rules (PolRs) are generated to implement
Monitoring requirements;

- Computing Rules (CompRules) are generated to compute initial
monitoring results in order to implement comprehensive governance requirement.

To generate these rules, we’ve designed two types of patterns are
designed to transform requirements into governance rules and then to deploy
governance elements used to implement the governance process. This
governance process includes a monitoring process and a computing process.
These two types of patterns are:

- Transformation Pattern (Pat) aims at transforming monitoring
requirement into monitoring rules.

- Governance Pattern (GPat): GPat aims at transforming Monitoring
Policy Rule’s information to convenient Key Performance Indicators (KPIs) and
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deploying convenient Key Performance Indicators to implement the generated
monitoring rules.

Our generated governance rules (PolRs and CompRules) uses two types
of essential governance elements: Key Performance Indicator and Aggregator.

- The Key Performance Indicator (KPI) aims at implementing the
generated real-time Monitoring Policy Rule by measuring and recording
monitoring object’s performance and quality.

- The Aggregator aims at producing comprehensive governance results
accordingly by applying the appropriate computation algorithm to the collected
monitoring results in a real time way.

Then, to achieve autonomic management, we design a 6-phase lifecycle
for these governance elements (see Figure 27):

Lifecycle of Pattern and Rules
Reused

A

Reusable

1 Development ——\ 2. Activation \—N 3. Execution \—l\/ 4. Assessment >- Inactivation

and Generating “‘/ T and Archiving
6.

Non-Reusable
Decommission

Figure 27 Lifecycle of Patterns and Governance Rules

1) “Development and Generating”, in this phase patterns are developed
and governance rules are generated;

2) “Activation”, in this phase, patterns and governance rules are
invoked;

3) “Execution”, in this third phase, patterns and rules are executed and
to implement governance requirements;

4) “Assessment”, in this phase, the implementation performance of
patterns and governance rules are evaluated to decide their next lifecycle phase.

5) “Inactivation and Archiving”, if the result evaluation proves that the
pattern or the governance rule can be reused. In such case the elements
inactivated and archived. Archived patterns and rules can be reused when they
are invoked by the activation step.

6) “Decommission”, when the pattern and/or rule cannot be reused, a
termination process is launched to end element’s lifecycle.
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3.5 Management and Governance Working Principle

As we have mentioned before, our Service Oriented Management
Governance Architecture has two main objectives: 1) providing and managing
Non Functional Property and QoS-based Business as a Service (BaaS), 2)
governing and evaluating the performance and quality of BaaS. In this section,
we globally introduce our governance architecture’s working principles (see

Figure 28).
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Governance Architecture
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3.5.1 Business Resource Management and Governance Preparation

The framework we design to support the Business as a Service management and
governance preparation phase is designed as a middleware and coordinates the
Business Decision Maker, service providers and infrastructure elements. It aims
at managing multi-level agreements to reduce wastes as well as the number of
agreements’ violation. It organizes business resources efficiently and effectively
to increase Business Decision Maker’s profit.

The BaaS management and governance preparation process includes
four steps:

1) Accepting Request: the Business Decision Maker can raise a Non-
functional Requirements (NFRs)-based Business Process management request to
our SO-MGA. After receiving NFR-based request from Business Decision
Maker, our framework creates an instance of requirement to implement this
request and invokes the Request Analyzer.

2) Analyzing Request: after receiving Business Decision Maker’s Non
Functional Property-based management requirement (Mgm-Req), the Request
Analyzer formalizes this Mgm-Req to specify Business Decision Maker required
Non Functional Properties. It reorganizes required Business Process as a series
of specified sub-Business Processes associated to the required Non Functional
Properties. Then the Request Analyzer creates the business request instance used
to invoke Business Service Manager to build the required business scenario.

3) Building Business Scenario: the Business Service Manager uses the
generated request instance to select the available services and other business
resources to build required business process. Meanwhile, it negotiates with the
involved service providers and establishes a multi-level agreement (which
includes Business Process Level Agreement and Business Service Level
Agreement) to constrain the quality of business process. Building the required
business scenario and the multi-level agreements include Resource Organization
and Non Functional Property classification. The pre-Governance Manager is
invoked to complete governance preparation process.

4) Preparing Governance: based on the generated multi-level
agreements, the documentations of governance elements (the Governance
Transformation Pattern, the Governance Pattern and the Aggregator-Algorithm)
are generated in this step.

To sum up, this management and governance preparation process will
generate the following files that will be used by further governance loop:

1. Multi-level Agreements: it includes Business Process Level
Agreement; Business Service Level Agreement;

2. Registered Non Functional Property classification;

3. Resource dependency organization;
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4. Transform Patten organization;

5. Governance Pattern organization;

6. Key Performance Indicator organization;

7. Aggregator organization.

The concrete processes of this management and governance preparation
model will be introduced in detail in chapter 4.

3.5.2 Governance Execution and Adapting

To support the Governance Execution phase and Adapting phase of our
governance loop, we propose a Governance Execution and Adapting Framework.
It aims at implementing dynamic runtime governance processes which can
narrow the gap between business and technology. It takes customized
governance requests to constrain the quality of specified Non Functional
Properties, and provides detailed and comprehensive governance results. It is
also used to improve the performance of business process using a pattern-based
transformation process. Received governance requirements are turned into
Platform Independent Policies and Platform Dependent policies used to
orchestrate the Non Functional Property management components at runtime.
Moreover, we take advantage of the functional specification of Resource Action
Composition to compose the Non Functional Property orchestration, governance
policies and monitoring results accordingly.

As in the preparation phase, the policy generation process takes
advantage of both Model Driven Engineering and of Pattern-based Engineering
approach. The transformation strategy relies on a global model that connects
business workflow analysis and governance requirements to governance patterns
and policy rules. Governance requirements are divided into Monitoring
Requirement and Computing requirement. Each monitoring requirement is
analyzed and transformed into monitoring policy rules thanks to ‘transformation
pattern’. Each computing requirement is analyzed and transformed into
computing rules thanks to ‘computing pattern’. Generated monitoring policy
rules select, orchestrate and invoke ‘Governance pattern’ to constrain
accomplishment of functional rules by assigning and computing ‘Key
Performance Indicators’. Generated computing rules select, orchestrate and
invoke convenient ‘Aggregator’ to compute Key Performance Indicator’s
monitoring result by algorithms. According to the governance results, an ‘Action
Engine (AE)’ can be invoked to correct and improve the resources performance
by doing actions on the related resources. All the results can be published as
mashup reports depending on users’ needs.

This governance execution and adapting process includes 7 main steps:
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1) Receiving and formalize monitoring requirement: in this step,
Business Decision Makers raise real-time monitoring requirement (MonReq) to
SO-MGA. SO-MGA formalizes Business Decision Maker’s monitoring
requirement and then invokes Governance Policy Rule Generator to generate
monitoring policy rules (PolR).

2) Generating Monitoring Policy Rule: in this step, the monitoring
policy rule generator parses the received MonReq to extract the required Root
Resources and Root Non Functional Properties. After that, the refinement
process is launched to call the convenient Transformation Patterns. This
refinement process is launched recursively until it gets all the required Critical
Success Factor (CSF) patterns from the Root Non Functional Properties.
Therefore Root Resource’s monitoring rules are generated. Using the business
organization knowledge, related resources are extracted thanks resource
dependency organization. Then the Root Resource’s basic policy rule is
propagated to all related resources.

3) Invoking Governance Elements: Key Performance Indicators (KPIs)
are invoked by the Governance Patterns (GPat) selected thanks to the generated
Monitoring Policy Rules (PolRs).

4) Formalizing and Parsing Computing Requirement: the similar way as
in step one, in this step, the Computing Requirements are formalized into
predefined templates. Then these requirements are parsed to extract required
Root Resource and Root Non Functional Property.

5) Generating Precise Computing Requirement: specifying computing
requirement thanks to resource refinement process and Non Functional Property
refinement process. A resource refinement process is launched to extract related
resources and a Non Functional Property refinement process is launched to
extract related Critical Success Factors. Therefore Precise Computing
Requirements are generated.

6) Generating Computing Rules are used to select convenient
Aggregators comparing Critical Success Factor type and Resource composition
type. Lastly Computing Rules (CompRules) are generated.

7) Implementing Computing Rules: the Aggregators are used to
compute in real-time the Critical Success Factors’ monitoring results. Action
Engines (AEs) can be invoked to act on target resources to correct or improve
the performance of that resource accordingly. After this computing step,
processed results are presented by different widgets. These widgets are
organized in customized way in a presentation dashboard.

Details of these steps will be introduced in chapter 5.
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3.5.3 Introduction of Use Case

For demonstrating continuously our governance solution, we take a Logistics
Company as a Use Case. This company’s functional objective is to distribute
goods from Factories to End Clients. It requires different delivery means (such
as by road, by air, by train, etc.), choses different distribution nodes (such as
depot, distribution centers, transmit points, etc.) to organize business process
instance to meet difference business needs. This Use Case is used gradually
through our contribution chapters (see Figure 29).
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Figure 29 Use Case Organization

3.6 Conclusion

This chapter gave a global view of our multi-layer Service Oriented
Management and Governance Architecture (SO-MGA) and introduced the
working principles of our SO-MGA and its major components. In a nutshell, to
get benefits and to overcome the limits of service-oriented multi-cloud context,
it requires a common cloud service reference architecture enabling cloud service
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management and governance to integrate QoS and Non Functional Property in a
transparent way at runtime. By now, the different works do not cover these
requirements. The gap between business layer and technical layer is still a
challenge that needs to be solved. To this end, we propose a governance loop
which includes following three main phases: Preparation, Execution and
Adoption. To implement this governance loop, we propose a multi-layer Service
Oriented Management and Governance Architecture (SO-MGA) which takes
advantage of the service-oriented multi-cloud deployment to support
collaborative business requirement integrating a unified approach to deploy Non
Functional Property-based Business as a Service management and integrated
QoS and Non Functional Property performances governance from business
perspective to infrastructure in a dynamic way.

The governance process also can be taken as a “Governance as a
Service”. All governance components are composed and orchestrated while
running the business process by the Integrated Management and Governance
Bus (IMGB) strategy. This IMGB-oriented strategy takes advantage of service-
oriented loosely coupled with minimum runtime footprint over the execution
environment, to fit the elasticity and transparency requirement.

To implement the governance loop and the Service Oriented
Management and Governance Architecture, we propose two frameworks: 1)
Business as a Service Management and Governance Preparation Framework; and
2) Business as a Service Governance Execution and Adapting Framework. In the
following chapters we will give more details about our Service Oriented
Management and Governance Architecture.
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4 Business as a Service Management
and Governance Preparation
Framework

4.1 Introduction

As introduced in Chapter 3, this chapter focuses on the implementation of the
first phase (Preparation Phase) of our Governance Loop and introduces our
Business as a Service (BaaS) Management and Governance Framework.

As stated in section 1.2 (Research Issues and Contribution), the
governance approach we develop to fit the product service agility and high
quality is based on twe questions:

- QI: what should be governed?

- Q2: how the governance objects are organized and what is the
interdependence of these objects? :

The first question means that we have to understand what are the most
important factors impact business performance. In product-service industry,
enterprises not only produce pure product for customer, they also provide
support services to increase customers’ satisfaction and improve their
competitiveness. In other words, enterprises produce integrated business
solutions instead of pure product. Therefore the quality of integrated business
solution (including product and support services) is the critical success factor for
business performance. We set the quality of integrated business solution as our
governance object and due to the business organization every related products
and service are considered as governance objects. In our approach Non-
functional Properties (NFPs) constrain the quality of governance objects. As a
consequence we pay attention on Non Functional Properties’ governance.
Furthermore, as we have discussed in State of the Art (section 2.3) elicitation of
Non-Functional Requirements requires consideration on Functional Properties
(FPs) and on business organization due to our industry context.

To answer the second question, i.e. identify how governed objects are
organized and their interdependencies, we have to take into account the business
organization. Understanding the interdependence among these governance
objects and interdependence between Non Functional Properties and Functional
Properties, requires a Non Functional Property clustering method. To this end
we propose a Non Functional Property classification method to specify Non
Functional Properties, and take into account the interdependence between Non
Functional Properties and Functional Properties by building resource
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dependency organization. Furthermore, in this service oriented multi-cloud
environment, Business Processes are complex and collaborative. A Business
Process often requires a variety of services. These services might be selected
from difference Service Providers (SPs) in different domains. As a consequence,
negotiation and management of Service Level Agreements (SLAs) become an
onerous work for Business Decision Makers. Any violation of these SLAs could
lower the quality of entire Business Process. To free Business Decision Makers
from those arduous works and take advantage of multi-cloud, we propose a
customized transparent SLAs violation management strategy to reduce the harm
from SLA violation.

To solve these research questions we propose a Business as a Service
(BaaS) Multi-layer Management and Governance Preparation Framework. This
framework aims at efficiently organizing business resources, managing business
resource and relevant Agreements, as well as preparing governance. It allows
Business Decision Maker to make decision efficiently, seize business
opportunities and maximize business’ profits.

This BaaS Management and Governance Preparation Framework is
composed of two models:

1) The Business Resource Organization Model (BROM) aims at
providing a QoS-based business solution to satisfy Business Decision Maker’s
specific request. To achieve this goal, we propose a two steps process:

- “Translation”, it aims at deconstructing and formalizing Business
Decision Maker’s requirement from Business Side Language into Technical Side
Language.

- “Organization”, it aims at selecting and organizing required business
resources.

Then our resource organization model compares the selected convenient
Services to generate a comparison report for Business Decision Makers to
choose the most appropriate Services. Once Business Decision Makers
confirmed the choice, connections between Business Decision Makers and
required Service Providers are created.

2) The Negotiation and Governance Preparation Model (NGPM) aims at
narrowing the gap between business requirement and technical specifications,
and simplifying the negotiations between Business Decision Makers and Service
Providers (SPs). Achieving cross-layer governance, we extend the traditional
Service Level Agreement (SLA) to Multi-level Agreements (MLAs). These
MLASs include two agreements: Business Process Level Agreement (BPLA) and
Business Service Level Agreement (BSLA). BPLA is the agreement signed
between Business Decision Makers and our Service Oriented Management and
Governance Architecture (SO-MGA) to define all promised Functional
Properties, Non Functional Properties, obligations and penalties. The BPLA is
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designed according to a business perspective. It allows Business Decision
Makers to understand and manage the collaboration easily. BSLA is the
technical perspective agreement signed between SO-MGA and Service Providers.
BSLA can be seen as a technical version of BPLA. In order to guarantee the
promised QoS, reducing the cost and number of reconfiguration caused by
Agreement violations, we defined a Quality Range (QR) model for BPLA and
BSLA. The Quality Range defines thresholds split the quality to a resource into
3 different situations: Satisfied, Tolerable and Alert situation. Quality Range
aims at managing precisely quality of resource. It gives chances to correct the
performance of BaaS and reduces the probability of paying penalties. All in all,
these MLAs allow Business Decision Makers to manage business resources
efficiently and simply. In the following subsections we first introduce the
specification of BPLA, Quality Range and BSLA. Then we introduce our
Governance Preparation Process defining and organizing the essential
governance elements. The logistic consistent Use Case introduced chapter 3 is
used for demonstrating the working processes of this proposed BaaS
Management and Governance Preparation Framework.

This chapter is organized as follow: in the section 4.2 presents the
Business Resource Organization Model, including the Deconstruction of
Management Requirement (section 4.2.1), the Formalization of Deconstructed
Requirement (section 4.2.2), the Selection Business Process (section 4.2.3) and
we present the Use Case structure and implementation (section 4.2.4 and section
4.2.5). Section 4.3 will detail the Negotiation and Governance Preparation
Model, including Business Process Level Agreement (section 4.3.1), Business
Service Level Agreement (section 4.3.2), Governance Preparation-Classification
Non Functional Property and Resource Dependency (section 4.3.3), Governance
Preparation-Definition of Transformation Pattern and Governance Pattern
(section 4.3.4), Governance Preparation-Defintion of Key Performance Indicator
and Aggregator (section 4.3.5) and Use Case-Definition and Dependencies
(section 4.3.6), Use Case-Governance Preparation (section 4.3.7 and section
4.3.8).

4.2 Business Resource Organization Model

The Business Resource Organization Model (BROM) is designed to build
customized Business as a Service (BaaS), which can optimize organization of
available business resources to fit Business Decision Makers’ customized
business process requirement.

In product-service systems, business resources are integrated business
solutions which include functional properties (product) and non-functional
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properties (support services). A Management Requirement (Mgm-REQ) is
deconstructed into several detailed Task Requirement (Task-req). Then, this
Task-req is also deconstructed into one or more Service Requirements (BS-reqs)
that are used to select convenient business resources. After selecting convenient
business resources, a Business Process Organization Report is generated.
Business Decision Makers (BDMs) will use it to support their decision. After
Business Decision Makers confirm the business process organization acceptance,
the customized business scenario is built. Figure 30 presents this process.
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As stated section 3.2, Business Analyzer and Business Resource
Manager are driven by this Resource Organization Model. Figure 31 shows the
interaction and information exchange between these components.

Business Resource Organization Model
Business
management Business Analyzer
Requirement

- Deconstruct Management
Requirement (Mgm-REQ)

- Formalize Task-req

Formalized Business
Service Requirement

Invoke
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.
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Figure 31 Interaction of Organization Components

Confirmed Business
Process Organization
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4.2.1 Deconstruction of Management Requirement

The starting point is the reception of a Management Requirement (Mgm-REQ).
This requirement is sent by the Business Decision Maker. It is deconstructed
into a series of Business Task Requirements (Task-reqs) to be implemented
precisely. A Task-req is defined as a tuple:

Task-req,, = (Task-reqN, Task-reqG, Task-reqS, Task-reqNFP, Task-
reqCxt), (Equation 4)

Where

- Task-reqN defines this Task name;

- Task-reqG defines this Task’s objective;

- Task-reqS defines which service requirement this Task-req requires.

- Task-reqNFP defines required Non Functional Properties to constrain
this task execution.

- Task-reqCxt defines this Task’s implementation context.

- ‘tr’ is the Task-req number.
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We can gather all Task-reqs associated to a same business process
requirement (BP-req) thanks to a selection function o. This selection function
matches the Task-reqG with BP-req:

Tasks (BP-req) = o (Task-req.Task-reqG == BP-req)(Task-reqs)

(Equation 5)

A BP-req is defined by gathering all deconstructed Task-reqs:

BP-req = U Task-req . (Equation 6)

As a Task requests one or more services to implement its functional
objectives, we have to select the most convenient services to implement these
Task-requirements. Each functional requirement is broken down into a series of
Service Requirement (Ser-req). These service requirements are formalized to
select convenient services. A Ser-req is defined as a tuple:

Ser-reqs=(Ser-reqN,Ser-reqG,Ser-reqO,Ser-reqNFP,Ser-reqCxt)

(Equation 7)

Where

- Ser-reqN defines Ser-req’s name;

- Ser-reqG defines this Ser-req’s objectives (it also defines which Task-
req requests this Ser-req);

- Ser-reqO defines which operations are contained by this Ser-req.

- Ser-reqNFP defines required Non Functional Properties.

- Ser-reqCxt defines this Ser-req’s implementation context.

- ‘sr’ is the Ser-req number.

According to this definition, all Ser-reqs associated to the same Task-
req can be gathered by the selection function ¢ that matches the Task-reqN with
Ser-reqG:

Ser-reqs(Task-reqtr)=c(Ser-req.Ser-reqG==Task-reqN)(Ser-reqs)

(Equation 8)

4.2.2 Formalization of Deconstructed Requirement

After deconstructing the management requirement, each service requirement is
formalized as a Business Service Requirement (BS-req) by specifying the
required Non Functional Property used to constrain service Functional Property
and composes additional context information. This formalized BS-req will be
used to select convenient services from a massive amount of options.

A BS-req is defined as a tuple:

BS-reqps: = (BS-reqN, BS-reqG, BS-reqFP (Ser FP, OP FP ), BS-
reqNFP (NFP_group (NFP_subgroup, (NFP_CSF, metrics))), BS-reqCxt)

(Equation 9)
Where
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- BS-reqN defines the BS-requirement’s name which can be used to
distinguish a BS-req from others.

- BS-reqG defines this BS-req’s goal i.e. which Task-req will be
implemented by this BS-req;

- BS-reqFP defines required service’s Functional Property (FP). This
required service Functional Property will be used to select the services
depending on the Functional Property.

- BS-reqNFP defines required Non Functional Property for constraining
required Functional Property. This BS-reqNFP contains specified Non
Functional Property group, sub-group and Critical Success Factor with metrics.
These Non Functional Properties are used to select services depending on the
Non Functional Property.

- BS-reqCxt defines this BS-requirement’s execution condition and
other additional information about this BS-requirement.

- ‘bsr’ is the BS-req’s number.

According to this definition we can gather all the BS-req associated to
the same Task req:

BS-reqs (Task-reqtr) = o (BS-req.BS-reqG == Task-req)(BS-reqS), BS-

REQ = U BS-req(Task-reqtr) (Equation 10)
This BS-req’s structure is associated to the BS-req’s Schema (see
Figure 32):

<xs:element name="BS5Requirement">
<x=:conmplexType>
<X3!SEequence>

<xz:element name="BS-regl" type="xs:string"/>
<x=z:element name="BS-reqgG" type="xs:string"/>
<x2:element ref="BS-reqFP"/> BS-req's properties
<xs:element ref="NFP-group"/>

<xs:element ref="BS-regWFP" minCccurs="0"/>
<xz:element name="BS-reqgCd" type="xs:string"/>»

</x=:sequence>
</xs:complexType>
</®z:element>

Figure 32 BS-req's Structure Schema: BS-req’s Properties

4.2.3 Business Resource Selection Process

The BS-reqs that have been generated are published to select the most suitable
services. The Service selection process is a two-direction selection:

1. Our SO-MGA is able to select published services according to their
provided specifications.

2. Service providers (SPs) are able to orchestrate their services and
infrastructures elements to match and apply for these published BS-reqs.
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We extract Functional Properties and Non Functional Properties from
the specification published by the service providers to formalize these services
in a similar format as the BS-reqgs.

We define a candidate service as a tuple:

CandidateService s = (Service ID, Service G, Service FP(OP), Ser-
vice_NFP, Service Cxt) (Equation 11)

Where

- Service ID defines service’s identity;

- Service G defines this Service’s objections;

- Service FP defines this Service’s Functional Properties and it also de-
fines what Operations this Service contains;

- Service NFP defines this Service’s Non-functional Properties and
their measurement metrics.

- Service Cxt defines this Service’s additional information.

- ‘cs’ is the number of the Candidate Service.

Candidate services are firstly selected according to their functional
properties using the selection function o which matches Service-FP with BS-
reqFP:

FP-satisfiedServices= o (BS-req.BS-reqfFP (Ser FP, OP FP) ==
CandidateService.Service FP (Ser FP, OP_FP))(CandidateServices).(Equation
12)

Then a second selection based on non functional properties is done
among the services that have matched the functional properties. To this end, we
divide each service’s Non Functional Properties into two groups: Required Non
Functional Property group which matches with BS-REQ required Non
Functional Properties and Additional Non Functional Property group:

FP-satisfied.Service. NFP = FP-satisfied.(Service reqNFP U Ser-
vice_addNFP). (Equation 13)

The selection function is also used to select that satisfy the Non
Functional Property by matching BS-reqNFP with Service reqNFP:

reqNFP-satisfiedServices= c (BS-req.BS-reqNFP == FP-
satisfiedService.Service_reqNFP )(FP-satisfiedServices). (Equation 14)

After these selections, we design a Comparison Report (COM_REP).
This report aims at providing more detailed reference data to support efficiently
the service selection from a large number of candidate Services.

The comparison report (COM-REP) includes four major comparison
aspects: comparison of functional properties (COM_FP), comparison of required
Non Functional Property (COM_ReqNFP), comparison of additional Non
Functional Property (COM_AddNFP) and comparison of context (COM_Cxt):

COM_REP = COM FP U COM RegqNFP uU COM_AddNFP U
COM_Cxt. (Equation 15)
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A COM_REP contains a set of comparison (Com_rep) between each
candidate service and business requirement and comparison between candidates:

Com_rep € COM_REP. (Equation 16)

Each comparison contains the four aspects:

Com_rep=Com_FPUCom_ReqNFPUCom_ AddNFPUCom_Cxt

(Equation 17)

Where

- Com_FP = Comp (Service.Service FP, BS-req.BS-reqFP): Compare
required Functional Property with Service provided Functional Property;

- Com_ReqNFP= Comp (Service.Service reqNFP, BS-req.BS-reqNFP):
Compare required NFP;

- Com_AddNFP = Comp (Services.Service_addNFP): besides required
Non Functional Property if Services provide other Non Functional Properties
then compare these additional Non Functional Properties between Services and
give detailed reference data to Business Decision Maker;

- Com_Cxt = Comp (Service.Service Cxt, BS-reqCxt): Compare Ser-
vice’s required context with BS-req’s required context.

After confirming Business Decision Maker’s selection, the connection
between Business Decision Maker and selected Service Providers is created.
<?xml versgion="1.0" encoding="UTF-B8"?>
£X2:3chema x¥mlns:xz="http://www.w3.org/2001/XMLSchema" elementFormDefault="¢malified">

<x3:element name="ComparisonReport">
<xs:complexType>

<X2!3eqUence>
<xs:element ref="COM FP"/>»
<xs:element ref="COM NFP-Req"/>
<xs:element ref="COM NFP-Add"/>
<x%s:element name="COM Cxt" type="xs:string"/>

Comparison
— Report's Properties

</%3:8equence
<x=z:attribute name="verzion" type="xs:string" use="required"/>
</%8:complexType>
</xa:element>
<xs:element name="COM FP">
<xs:complexType>
£¥3!3equence>
<xs:element name="COM BP-FP" type="xs:string"/>
<xs:element name="COM Ser-FP" type="xs:string"/>
<xs:element name="COM OP-FP" type="xs:string"/>
</x8:sequence>

Figure 33 Comparison Report's Schema
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4.2.4 Use Case

The deconstruction and formalization process of Business Decision Maker’s
management requirement will be illustrated thanks to our Logistics Company’s
Business Process Use Case. The functional property (FP) of this Logistics
process is to distribute the right item in the right quantity at the right time at the
right place in the right condition to the right customer. To achieve the non-
functional goal, the Logistics Company requires evaluating its business
processes by monitoring all involved resources.

This Use Case is achieved using 3 major steps. Each step is completed
by several operations and activities (see Figure 34):

- Step 1: formalize Business Decision Maker’s Non Functional
Property-based management requirement;

- Step 2: select convenient resources.

- Step 3: reach multi-level agreements, prepare governance processes.

BDM'’s Quality-based .
management ¥ FP: Quality of Product

requirement ¥ NFP: Quality of Service v FP: (Tangible Product)
v MUST-HAVE NFPs: (NFP Classification)

\ group > subgroup - CSF-metrics
Step 1b
Step 1a: formalize BDM's Req. (( ge;'g rate \
<Mgm-Req > A 3 )/BS—requirement\‘&
e
Step Za:/

To select convenient resources

v' FP: (Tangible Product)
Service - operation - Infrastructure

o & v MUST-HAVE NFPs:
WS@Z’S’EPZ"- v Additional NFPs:

Group > subgroup - CSF-metrics

Step 2b: Service/Infrastructure’s
Compare options specification
( / Step 2c: e v FP:
¢ —  Generate ¥ . MUST-HAVE NFPs:
- ) . = - e/ ey
P comparison report : Additional NFPs
c__._/
Comparison Report
Step 3a:
Confirm selection, Step 3b:
Reach Multi-level Agreements Governance

Pfﬂpa’af’b”\ _ Governance Preparation Elements

j ObleC“VEZ_ 2 g (Transform Pattern Organization;
3 g E,e:f;.)urces' Governance Pattern Organization;

v Penalt KPI Organization;
enalty: BSLA Etc.
BPLA v Obligations: )

Figure 34 Organization of BaaS Management and Governance Preparation
Use Case

The Logistics company’s business process aims at distributing right
goods from factory to right end clients. The entire distribution journey includes
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four stops (1. from Factory to Depot; 2. to Distribution Center; 3. to Transmit
point; 4. to clients). Depending on the distance and deadline time, there are
different transport means that can be used (by air, by train, by road) to distribute
goods to next stop. We take each stop as a distribution node. The sub-process
from one distribution node to the next node can be defined as a task (or a sub-
BP). Therefore, this entire distribution business process is composed of four
sub-Business Processes. These sub-Business Processes require different services.
Each service can be a black-box service (i.e. can only be controlled at high level,
just focus on input and output) or a composed white-box service (i.e. can be
fully controlled, from Business Process level to infrastructure level, the internal
processes and resources can be modified and configured).

We’re showing here how appropriate resources use selection process to
build required business scenario according business management requirement.
This process includes three steps: (1) Deconstructing abstract business scenario
management requirement (Mgm-REQ) to high-level business process
requirement (BP-req). (2) Transforming high-level BP-req to precise business
service selection requirements (BS-req). (3) Using generated precise BS-reqs to
select required services, paying attention on Non Functional Properties. After
the selection process, a comparison report is generated for Business Decision
Maker to confirm the final decision. Then the required business scenario is built.

Step 1 Deconstruction of Mgm-REQ to BP-req:

The management requirement is defined by:

Mgm-REQ = “build two types of Business Process delivery goods from
factory A to client X with minimum cost go through the four distribution nodes.
Type one is Express Delivery which means all delivery should be completed in 3
days; Type two is Standard Delivery which means all delivery should be
completed during 10 days.”

This Mgm-REQ is deconstructed into 2 BP-reqs:

- BP-req 1 = “Express Delivery Business Process with four distribution
nodes (Depot, Distribute Center, Transmit Point, Client), within 3 days”;

- BP-req 2 = “Standard Delivery Business Process with four same
distribution nodes within 10 days”.

Each BP-req is deconstructed into four Tasks:

- Task 1: Distribute goods from factory to Depot;

- Task 2: Distribute goods from Depot to Distribute Center;

- Task 3: Distribute goods from Distribute Center to Transmit Point;

- Task 4: Distribute goods from Transmit Point to end-clients.

Step 2 Formalized high-level BP-req to precise BS-req:

According to the deconstructed Task, for BP-req 1, four precise BS-reqs
are generated:
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BS-req 1-1= (“BS-req 1-1”, ‘“distribution: from factory to depot”,
“distribution service (FP: “inventory”, “shipping”)”, “cost (“price”, metrics);
delivery time (“Express”)”, “BS-Cxt”)

BS-req 1-2= (“BS-req 1-27, “distribution: from depot to distribution
center”, “distribution service (FP: “inventory”, “Express shipping”)”, “cost
(“price”, metrics), delivery time (“Express”)”, “BS-Cxt”)

BS-req 1-3= (“BS-req 1-3”, “distribution: from distribution center to
transmit point”, “distribution service (FP: “inventory”, “Express shipping”)”,
“cost (“price”, metrics); delivery time (“Express”)”, “BS-Cxt”)

BS-req 1-4= (“BS-req 1-4”, “distribution: from transmit point to
client”, “distribution service (FP: “inventory”, “Express shipping”)”, “cost
(“price”, metrics), delivery time (“Express”)”, “BS-Cxt”)

For BP-req 2, following four precise BS-reqs are also generated:

BS-req 2-1= (“BS-req 2-1”, ‘“distribution: from factory to depot”,
“distribution service (FP: “inventory”, “shipping”)”, “cost (“price”, metrics);
delivery time (“Standard”)”, “BS-Cxt”)

BS-req 2-2= (“BS-req 2-27, “distribution: from depot to distribution
center”, ‘“distribution service (FP: “inventory”, “Express shipping”)”, “cost
(“price”, metrics); delivery time (“Standard”)”, “BS-Cxt”)

BS-req 2-3= (“BS-req 2-37, “distribution: from distribution center to
transmit point”, “distribution service (FP: “inventory”, “Express shipping”)”,
“cost (“price”, metrics); delivery time (“Standard”)”, “BS-Cxt”)

BS-req 2-4= (“BS-req 2-4”, “distribution: from transmit point to
client”, “distribution service (FP: “inventory”, “Express shipping”)”, “cost
(“price”, metrics); delivery time (“Standard”)”, “BS-Cxt”)

Step 3 we use the formalized BS-reqs to select convenient services,
and to build required business scenario:

After selecting convenient services, a comparison report is generated
for Business Decision Maker to confirm the selection. Then after the
confirmation, the selected services are organized to build the required business
scenario. For example, there are two services (a. Express Delivery Service from
Depot to Distribution Center, b. Standard Delivery Service from Depot to
Distribution Center) that are selected according to our formalized BS-reqs (see
Figure 35):
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Express Service: Distribution from Depot to Distribution Center

Service Dashboard (ExpressDepotZDistribution)

Service Details
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Deployment request
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Time
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Client Operations
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Endpoints

https://192.168.139.1:9446/services/ExpressDepot2Distribution/

http://192 . 168.139.1:9766 /services /ExpressDepot2Distribution/

local:///services/ExpressDepot2Distribution/

Standard Distribution Service from Depot to Distribution Center

Service Dashboard (StandardDepot2Distribution)
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Service
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Service
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Service

StandardDepot2Distribution

StandardDepot2Distribution
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Deployment
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Figure 35 For Example: Selected Services

In this use case, the required business scenario is built thanks to two
types of Delivery Business Process with seven Services (See Figure 36): (1)
Express Delivery Business Process is implemented by Service 1, Service E2,
Service E3, and Service E4; whereas (2) Standard Delivery Business Process is
implemented by Service 1, Service S2, Service S3, and Service S4. Service 1 is
used for both Express Delivery and Standard Delivery.
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Figure 36 Use Case - Business Scenario

4.3 Negotiation and Governance Preparation Model

The Negotiation and Governance Preparation Model aims at simplifying the
multi-level agreements building process and preparing governance. As stated
section 3.2, this model drives Business Resource Manager and Pre-Governance
Manager. Figure 37 presents the interaction and information exchange. This
model’s elements are organized as follow (see Figure 38):

Juan LI/ These en Infomath / 2014 / Institut national des sciences appliquées de Lyon 137

Cette thése est accessible a I'adresse : http://theses.insa-lyon.fr/publication/2014ISAL0027/these.pdf
© [J. Li], [2014], INSA de Lyon, tous droits réservés



Business as a Service Multi-layer Governance Architecture

Conf

Business Process
Organization

Negotiation and Governance Preparation Model

irmed

N

Business Resource
Manager

4

- Negotiate with service
providers

- Negotiate with Business
Decision Makers

Invoke

k.

Multi-Level Agreement:

--NFP Classification;

- Business Process Level Agreement;
- Business Service Level Agreement

--Resource Interdependency Organization

Prepare governance

elements organization

Pre-Governance

Manager

Input

$ Component

Process

Output

&

- Transformation Pattern Organization;
- Governance Pattern Organization;

- Aggregator Organization;

- KPI Organization;
- Action Engine Organization

Figure 37 Interaction of Negotiation and Governance Preparation Components

Governance Execution

Transform Pattern

Organization

Governance Pattern

Basis of

Negotiation & Governance Preparation
Multi-level Agreements
i) Include I Include 1
BPLA Quality [ pga
Ranges
[
Resource Governance Property
Organization
| [ e ]
,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, | S ——
i Resource | Resource State of INFP classification |
{ Denpendency | Definition Product e
Metrics | | Measurement

Organization

l

KPI Organization

Figure 38 Negotiation and Governance Preparation Model

Juan LI/ Thése en Infomath / 2014 / Institut national des sciences appliquées de Lyon

Cette thése est accessible a I'adresse : http://theses.insa-lyon.fr/publication/2014ISAL0027/these.pdf
© [J. Li], [2014], INSA de Lyon, tous droits réservés



Business as a Service Multi-layer Governance Architecture

BPLA and BSLA have a similar structure. They define the obligations
and penalties of participants. They also define the Non Functional Property’s
organization and Quality Ranges. These Multi-level Agreements’ Schema and
resource definition’s schema are shown Figure 39.

<?xml version="1.0" encoding="UTF-8"7%>
Fl<xs:schema xmlns:xs="http://www.w3.org/2001/XMLSchema" elementFormDefault="gualified">
<xs:element name="ContracturalAgreement-Structure">
<xs:complexType>
<X3:3equUence>
<xs:element ref="Obligations"/> |g
<xs:element ref="Penalties"/>

Two essential parts of
Agreement

TRSTIEqUENCES
<xs:attribute name="version" type="xs:string” use="regquired"/>
10 [ </xs:complexType>

R R

] <xs:elemant name="RelatedNFPs">
] <xs:complexType>
] £Xs:sequence>
<xs:element ref="relatedParentNFPs"/> Definition of NFP's
<xs:element ref="relatedSiblingNFPBs"/> “- organization
<xs:element refs"relatedChildNFPs"/>
</%xs:sequence>
</x=:complexIype>
feaplamants

= <X2:segquence>
<xs:element name="satisfyrange" type="xs:string"/> Definition of
<¥xs:element name="tolerancerange" 'L';'I-“e-"xs:string“h-d—l Qua“ty Range
<Xs:element name="alertrange" type="xs:string"/>
</xs:sequence>
: </x=:complexType>
</x3:elementy>

Figure 39 Excerpts of Multi-level Agreements

4.3.1 Business Process Level Agreement

BPLA is the agreement set in this Business Process Layer. It pays attention to
four types of resources: Business Process, Task, Service and Operation. A BPLA
is composed of two parts: Obligations and Penalties. Obligations part defines
required resources’ Functional Properties, Non Functional Properties and other
properties; Penalties part defines punitive processes. Once Service Oriented
Management Governance Architecture provided BaaS cannot meet its promised
quality or if any BPLA violation occurs, these punitive processes will be
invoked.

In this section we focus on the definition of resources. Formally, a
Business Process is defined as a tuple, it is deployed in Business Process Layer:

BP,,= (BP_ID, BP_G, BP_FP (Tasks), BP_NFP (NFPs, Metrics),
BP_Cxt, BP_Ep), (Equation 18)

Where
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- BP_ID defines Business Process’ identity;

- BP_G defines the objectives of this Business Process;

- BP_FP (Tasks) defines the functional properties of this Business
Process, and it also defines which Tasks will be requested to implement this
Business Process.

- BP_NFP defines non-functional properties of this Business Process
and the metrics to measure these Non Functional Properties.

- BP_Cxt defines the necessary context of this Business Process’
implementation;

- BP_Ep defines this Business Process’ endpoint which is the entry of
this Business Process.

- ‘bp’ is the Business Process’ serial number.

All Business Processes can be gathered together: U BPy,,.

A Task is defined as a tuple, it is deployed in Business Process Layer:

Task = (Task ID, Task G, Task FP(Services), Task NFP(NFPs,
Metrics), Task Cxt, Task Ep),

(Equation 19)

Where

- Task ID defines the identity of task;

- Task G defines the goal of this task. It also defines which Business
Process re-quires this Task;

- Task FP (Services) defines the functional properties of this Task. It
also defines which services will be requested by this task;

- Task NFP (NFPs, Metrics) defines non-functional properties of this
Task and the metrics to measure these NFPs.

- Task _Cxt defines the necessary context of this Task’s implementation;

- Task Ep defines the endpoint of this task which is the entry to this
task and its description;

- ‘t’ is the Task’s serial number.

According to this definition, Tasks attached to any BPy, can be
identified by selecting (o) the Tasks while the Task G matches with BPy,’s
identity:

Tasks (BPy,) = o (Task.Task_G == BP_ID)(Tasks). (Equation 20)

Based on the definition of candidate Services, in BPLA a Service is also
defined as a tuple in the similar way:

Service ¢ = (Service ID, Service G, Service Type, Service FP(OPs),
Service NFP(NFPs, Metrics), Service Cxt, Service Ep), (Equation 21)

Where

- Service ID defines service’s identity;

- Service_G defines objectives of this service. It also defines which
Task requires this Service;

Juan LI/ These en Infomath / 2014 / Institut national des sciences appliquées de Lyon 140

Cette thése est accessible a I'adresse : http://theses.insa-lyon.fr/publication/2014ISAL0027/these.pdf
© [J. Li], [2014], INSA de Lyon, tous droits réservés



Business as a Service Multi-layer Governance Architecture

- Service Type defines service’s type: black-box or white-box. For a
black-box service we only need to pay attention on its inputs and outputs. For a
white-box service, its internal processes and required lower level resources can
be configured and fully controlled.

- Service FP(OPs) defines functional properties of this Service. It also
defines which Operations will be requested by this Service;

- Service NFP(NFPs, Metrics) defines specified Non Functional
Properties of this Service and metrics;

- Service Cxt defines the necessary context of this Service’s
implementation;

- Service Ep defines the endpoint of this Service.

-‘s’ is the serial number of the Service.

According to the definition, all the Services associated to the Task; can
be gathered using the selection function o. The selection function matches
Service’s objective (Service G) with Task’s identity (Task ID):

Sevices(Task ID)=c(Service.Service G==Task.Task ID)(Services)

(Equation 22)

An Operation is used to support the associated Service’s execution by
operating certain infrastructure elements. To keep the consistency, an Operation
is also defined as a tuple:

Oop, = (OP_ID, OP_G, OP Type, OP_FP (infrastructure),
OP_NFP(NFPs, Metrics), OP_Cxt, OP_Ep) (Equation 23)
Where

- OP_ID defines the identity of this operation;

- OP_G defines the goal of this operation. It also defines which Service
requires this Operation;

- OP_Type defines the type of this operation, whether it is a black-box
operation which only is focused on its input and output, or it is a white-box
operation which its internal process and required lower level resources are able
to be configured and fully controlled.

- OP_FP defines which infrastructure elements this operation requests;

- OP_NFP defines Operation’s Non Functional Properties and Metrics;

- OP _Cxt defines the necessary context of this Operation’s
implementation;

- OP_Ep defines the endpoint for this operation;

- “0” is the operation’s serial number.

In a similar way, we can gather a set of operations associated to the
same services thanks to the selection function by matching the Operation’s
objective (OP_G) with a Service’s name (Service ID):

OPs (Services) = 6 (OP.OP_G == Services.Service ID)(OPs).

(Equation 24)
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To manage and control quality of business activities Non Functional
Properties, we divided the Quality Range of Business Process (QoBP) into 3
sub-ranges:

QR(BPLA)=Satisfied Range U Tolerable Range U Alert Range.

(Equation 25)

- Satisfied Range (SR): means that the reached quality value highly fits
the Non Functional Property requirement;

- Tolerable Range (TR): means that the quality value barely meet the
Non Functional Property requirement. If this quality level cannot be improved, it
is likely to violate BPLA. Therefore, the governance system should launch
Action Processes to re-configure Business Service layer and Business
Implementation layer to improve this quality level.

- Alert Range (AR): means that the quality value cannot satisfy the Non
Functional Property requirement. Business Decision Maker is notified and
governance system is facing a penalty.

These sub-ranges are separated by two types of Threshold:

- Threshold (ThS-T) is used to divide Satisfied Range and Tolerable
Range;

- Threshold (ThT-A) is used to divide Tolerance Range and Alert Range;

The values of these thresholds can be negotiated between Business
Decision Maker and SO-MGA when the BPLA is created. Metrics include the
values of these two thresholds.

For example, in our Use Case the business scenario is built in section
4.2.4, Non Functional Property of Servicel can be defined as: Service NFP =
(NFP=“the response delay rate in an hour*; NFP.metrics: “Threshold(ThS-T) =
1%; Threshold (Th 1.4) = 5%”) this means if this Service NFP < 1%, it is in
satisfactory range; if (“1 %> Service NFP > “5%”) then the QoS on this Non
Functional Property is in the Tolerable Range, the Service Oriented Management
Governance Architecture should launch Action Processes to negotiate with this
Service’s Provider, try to improve the QoS on this Non Functional Property. If
the Action Processes achieved the improvement, made this Service NFP in the
Satisfied Range, for SO-MGA, the BPLA reconfiguration and penalties were
avoided, for Business Decision Makers their Non Functional Properties
requirements have been satisfied. Otherwise, once Service NFP > 5%, it is in
Alter Range, the defined punitive processes will be invoked.

4.3.2 Business Service Level Agreement

As we said previously, Business Service Level Agreement (BSLA) names the
agreement in Business Service Layer (BSL) and Business Implementation Layer
(BIL). It is a technical version of Business Process Level Agreement (BPLA).
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BSLA pays attention to three resources: Service, Operation and Infrastructure
elements. In the similar way with previously introduced BPLA, BSLA is also
composed of two parts: Obligations and Penalties. Obligations part defines
required resources’ Functional Properties, Non Functional Properties and other
properties. Penalties part defines punitive processes. Once any provided
Services cannot meet the promised quality or if there is any BSLA violation
occurred, these punitive processes will be invoked against the service provider.

BSLA’s Service and Operation are defined in a similar way as the
Service and Operation in BPLA. Nevertheless, this Business Service Level
Agreement uses a more technical language to describe elements in Service and
Operation definition tuples. In order to keep consistency we also define an
Infrastructure element as a tuple:

Infrastructurej,.= (Inf ID, Inf G, Inf FP, Inf NFP(NFPs, Metrics),
Inf Cxt), (Equation 26)

Where

- Inf ID defines infrastructure element identity,

- Inf G defines infrastructure element objectives,

- Inf FP defines infrastructure element Functional Property. It also
defines which Operation re-quires this Infrastructure,

- Inf NFP defines Non Functional Property and Metrics used to
constrain infrastructure’s Functional Property,

- Inf Cxt defines infrastructure element necessary context. It is used to
describe customized additional information.

- ‘inf’ is the serial number Infrastructures.

According to this definition, a set of Infrastructure element for any
Operation (OP,) can be gathered by invoking the selection function o:

Infrastructures (OPy) = o (Infrastructure.Inf FP ==
OPo.OP_N)(Infrastructures). (Equation 27)

In order to minimize the impact of Business Service Level Agreement
(BSLA)’s violation to quality of business process, we define the value of
Quality Range for BSLA. This Quality Ranges (QRs) are defined using the same
formulation as for the quality ranges in Business Process Level Agreement
(BPLA).

In order to hind the violation of Business Service Level Agreement
(BSLA) from business process perspective, BSLA should have lower tolerance
for quality of resource in business services layer and business implementatyion
layer. Thus, the lower tolerance can warn the governance system to react the
violation before the violation harms business process performance.

We continue to take the Servicel’s response delay rate as an example.
In Business Service Level Agreement, Servicel’s quality ranges are presented as
follow:
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Response BPLA BSLA
Delay Rate

Thgr 1% 0.7% (<1%)
Th 1.4 5% 3% (<5%)

4.3.3 Classification of Non Functional Property and Resource

Dependency

After setting Multi-level Agreements, the Governance Preparation process is
activated to define and organize the required governance elements. We define
six essential governance elements: 1) Classification of Non Functional Property,
2) Resource Dependency, 3) Transformation Pattern, 4) Governance Pattern, 5)
Key Performance Indicator and 6) Aggregator. The interactions between these
elements will be introduced in detail in the next chapter (chapter 5 Governance
Execution and Adapting).

Classification of Non Functional Properties is the primary element of
our governance process. As mentioned in section 3.3, Non Functional Property
is a critical property of a Resource. Non Functional Property constrains the way
Resource’s Functional Property is achieved. To govern performance of resources
we have to pay attention on the Non Functional Property quality. To support
tuned governance, we classify Non Functional Properties into different groups
and divide each group into precise sub-group accordingly. Each sub-group is
constrained by one or more Critical Success Factor. Classifying Non Functional
Properties aims at providing different abstraction levels on Non Functional
Properties, from a global vision (for the NFP groups) to precise Critical Success
Factor selection. By this way a precise governance operation process can be set
as this classification helps refining high-level requirements to identify
convenient KPI to deploy. This approach leads us to organize other essential
governance elements such as Transformation Pattern, Governance Pattern and
Key Performance Indicator according to this Non Functional Property
classification.

XML is used to transport and store data in our governance process. All
required Non Functional Properties in Multi-level Agreements are organized in a
file < NFP Classification Organization.xml > (see Figure 40). A Non Functional
Property is defined as a tuple. Its properties contain its value and the
relationships with other Non Functional Properties.

NFP um = (Name, Elements, Measurement, AggregationAlgorithm,
{ChildNFP}, {ParentNFP}) (Equation 28)

Where

- NFP-Name defines the Non Functional Property name;
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- NFP-Element defines this Non Functional Property’s data structure
elements;

- NFP-Measurement defines this Non Functional Property’s monitoring
measurement;

- NFP-Algorithm defines this Non Functional Property’s aggregating
algorithm;

- NFP-ParentNFP defines this Non Functional Property’s associated
upper level’s Non Functional Property (i.e. for Delay Rate, its parentNFP is the
Performance Group).

- NFP-ChildNFP defines this Non Functional Property associated lower
level’s Non Functional Property. This means that, this Non Functional
Property’s performance depends on all of the ChildNFPs’ performance (i.e. a
Group-NFP’s related CSF-NFPs are children-NFP for this Group-NFP and they
will be composed to reflect the performance of their ParentNFP).

- “num” is the number of this Non Functional Property.

<?xml verzion="1.0" encoding="UTF-8"72:>
<x5:3chema xmlns:xs="http://wew.w3.org/2001/¥MLSchema" elementFormDefault="gmalified">
<xs:element name="NFPclassification">
<¥x35:complexType>
—| <X3:3equencer
<xs:element ref="NFP" maxCccursz="unbounded"/>
B </xa3: Fequencex
<xz:attribute name="version" type="xs:string" usze="required"/>
r </xs:complexType>
r </xs:ielement>
% <xs:element name="NFP">

<xsicomplexType>
<HS!Sequence

<xs:element name="name" type="xs:string"/»
<xs:element ref="Elements"/>

<xs:element name="Measurement" type="xs:string"/> NFP’'s Properties
¢xs:element ref="Algorithm"/>

<xs:element ref="ParenetNFP" minOccurs="0"/>
<xs:element name="ChildNFP" type="xs:string"/>

[ i oL OEOOEnCcE

r </xs:complexType>

r </xz:element>

<x3:element name="Elements">

=1
[

=1
[

<xz:element name="Algorithm":>
<xs:element name="AggregationAlgorithem" >

=1
[

<xs:element name="ParenetNFP">

=1
1

</x=:=zchema>

Figure 40 The Schema of NFP's Classification

As explained previously, the information contained in this classification
file is exchanged to achieve Non Functional Property’s governance by extracting
all related children Non Functional Properties and their Critical Success Factors.
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After building this Non Functional Property Classification, Transformation
Pattern, Governance Pattern and Key Performance Indicator are organized
according to this Non Functional Property Classification.

In addition, our governance process takes into account the business
process organization. This allows taking advantage of the Resource organization
to organize governance process. Therefore, Resource’s dependence relationships
are organized and stored in a file < ResourceDependency.xml >. This file
contains all required Resources’ type, layer, and their relationship with other

Resources.
<?xml verzion="1.0" encoding="UTF-8"72>
[H<xs:schema xmlns:xs="http://www.w3.org/2001/¥Ml.5chema" elementFormDefault="gnalified">
<xs:element name="ResourceTypeRepoitory">
= <xs:element name=['resourceType'> | ResourceType;
=l <xs:complexType { BP/Task/Service/Operation/Infrastructure }

= <XS @ Sequence
<x5:elerr.e:1t'-\-1:e="xs:striug”;"> Layer:
- {BPL/BSL/BIL}
“xzielement ref="resources" minfccurs="0"/>
<xs:ielement ref="resource" maxlfcocurs="unbounded"/>
B </XS3!8equence
B </x5:complexType>
B < /m=relement>
= <xs:element name="resources">
% <xs:iconplexType
= <XS @ Sequence
<xsielement ref="resource" maxlfcours="unbounded"/>
B </x=s:sequence>
- </xs:complexType>
I </xs:element> Resource:
% <ms:element :arr.e= Resource ID
<x=!complexType>
= <HS ! Sequencel
<xz:element name="resonrcelD" type="x=:=tring"/>
<xs:element ref="regumire" minCccurs="0" maxfccurs="unbounded"/>
B </x=3isequence>
B </x5:complexType>
I </x=:element> Require :
= <xs:element :ar.’. required resource
<xs:conplexType:
E <XS @ Sequence
<xs:element name="requirelID" type="xs:string"/>
B </XS3!8equence
- </xs:complexType>
B </H=relement>

-</xs:schema>

Figure 41 Schema of Resource Dependency

This Resource Dependency file (generated after reaching Multi-level
Agreement) stores the dependency information of required Resources.
According to the Resource Dependency information, Resources can be extracted
by a simple parsing process while organizing the customized governance
according to a particular Business Service.

Juan LI/ These en Infomath / 2014 / Institut national des sciences appliquées de Lyon 146

Cette thése est accessible a I'adresse : http://theses.insa-lyon.fr/publication/2014ISAL0027/these.pdf
© [J. Li], [2014], INSA de Lyon, tous droits réservés



Business as a Service Multi-layer Governance Architecture

4.3 .4 Definition of Transformation Pattern and Governance Pattern

Transformation Pattern (Pat) is an important governance element. These patterns
are organized according to the Non Functional Property classification. They aim
at transforming Monitoring Requirements into Monitoring Policy Rules by
specifying governed Non Functional Property and resource. Transformation
Patterns are defined and organized in Governance Preparation Phase. All
registered Transformation Patterns are recorded in a file <Transformation
Pattern.xml > (see Figure 42). Monitoring Requirement can be transformed to
Monitoring Policy Rules by parsing this Transformation Pattern file and
considering Resource Dependency.

A transformation pattern is defined as a tuple:

Pat; = (PatN, PatG, {PatCxt},PatP,{PatCol}, {PatR},{PatCsq})

(Equation 29)

Where

- PatN identifies the pattern. This pattern name is related to the
requirement type, a Non Functional Property identification or a Critical Success
Factor for a group of Non Functional Property.

- PatG defines the pattern goal (or the reason for using it). This goal is
similar to the requirement goal and the associated value can be either
governance or any other functional requirement related to a Non Functional
Property or Critical Success Factor.

- PatCxt identifies the context under which this pattern can be used.

- PatP defines a list of “participants” and their roles in the pattern
definition. A participant can refer to a requirement which need to be transformed,
transformed policy rule, relevant sub-pattern, collaborative business process
organization, etc.

- PatCol describes the collaboration strategy used by the participants to
interact with each other.

- PatR a set of related patterns. For example, governance requirement
pattern requires a set of the Critical Success Factor pattern for a parent NFP
group pattern. )

- PatCsq describes the results or actions implemented by the pattern.

In a similar way, the set of patterns is defined by:

Pats= U Pat;, (Equation 30)

(1352

- %y 1s the pattern number.
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<?xml wversion="1.0" encoding="UTF-8"72>

<xs:element name="TransformPatterns">

<xs:schema xmlns:xs="http://www.w3.org/2001/3XMLSchema" elementFormDefault="gnalified">

<xs:element name="TransformFattern">

[THITHHHT

<xs:complexTyper
—] <X=2:=sequence>

<®z:element name="PatternMName" tyvpe="xs:string"/>
<xs:element name="PatternGoal" tyvpe="xs:string"/>
<xs:element name="PatternContext" type="Xs:string"/>

<xs:element ref="Relatedpatterns"/>
<xs:element ref="PatternConsegquences",/>

<®xs:element name="PatternPariticipants" tyvpe="xs:string"/ />
<®z:element name="PatternCollaboration" type="xs:string"/ />

Transform
Pattern’s
Properties

r </®xs:sequence>
- </x2:complexType>
r </xs:ielement
= <xs:element name="Relatedpatterns">
% <xs:complexType>
—] <xes:zequence minlccurs="0">
<¥Xs:element ref="relatedParentpatterns" mind

<x¥xs:element ref="relatedSibkblingpatterns"

r </x=s:sequencel>
</®xs:complexType>
r  </xs:element>

<xz3:element name="relatedSiblingpatterns">

<®s:element ref="relatedChildpatterns" minlccurs="0"/>

cours="0"/>
Wocurs="0"/>

<xs:element name="relatedChildpatterns">
<xs:complexTyper

wESISsequence

{THTHTH

<®z:element name="childpattern" tyvpe="xs:string"./>
B <[XS:sSequence

= </xs:complexType>

</xs:element>

<xz:element name="PatternConsequnences">

<xs:element name="relatedParentpatterns">
<xs:complexType>

XE:!sSequences>

<xXs:element name="parentpattern" tyvpe="xs:string"/>

[HTHTHH

s:seguence
r </xs:complexType>
r  </xs:element:

- </xs:schemax

Transform Pattern’s
Organization
— Child Pattern

Transform Pattern’s
Organization
— Parents Pattern

Figure 42 Excerpt of Transformation Pattern's Definition Schema

The Governance Patterns are designed to

to implement Monitoring Policy Rules.
A Governance Pattern gp is defined as a tuple:

Juan LI/ Thése en Infomath / 2014 / Institut national des sciences appliquées de Lyon

implement Real-time
Monitoring Policy Rules by invoking Key Performance Indicators and
transporting all necessary information from Monitoring Policy Rules to Key
Performance Indicators. Governance Patterns are also defined according to the
Non Functional Property Classification and to the Resource Dependency
Organization. Registered Governance Patterns are stored in a file <Governance
Pattern.xml> file (see Figure 43). Convenient Governance Patterns can be
extracted by parsing this file according to the required Governance Pattern name.
Extracted Governance Patterns can invoke related Key Performance Indicators
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GPaty,= (GPat-ID, GPat-Goal, {GPat-Cxt}, GPat-KPI, GPat-Trans
((PolR-resource, KPI-resource), (PolR-Gov, KPI-Gov)), {GPat-Csq})

(Equation 31)

Where

- GPat-ID defines Governance Pattern’s identity;

- GPat-Goal defines the objectives of this Governance Pattern;

- GPat-Cxt defines the context of this Governance Pattern’s
implementation;

- GPat-KPI defines the deployed Key Performance Indicator. A
Monitoring Policy Rule’s information will be transported to this Key
Performance Indicator to implement the monitoring policy rule.

- GPat-Trans ((PolR-resource, KPI-resource), (PolR-Gov, KPI-Gov))
take Policy Rule’s resource information and Non Functional Property’s Critical
Success Factor information as Key Performance Indicator’s input, transport to
invoked Key Performance Indicator.

- GPat-Csq defines the consequences of this Governance Pattern’s
implementation.

A set of Governance Pattern is defined by:

GPats= U GPat, (Equation 32)

<?xml wversion="1.0" encoding="UTF-8"7?>
<xs:schema xmlns:xs="http://www.w3.org/2001/¥MLSchema" elementFormDefault="gunalified">
<xs:element name="GovernanceFatterns">
<xs5:complexType>
= <XS!Sequence>
<xs:element ref="GovernancePattern" maxCccurs="unbounded"/>
r </xs:sequence>
<xs!attribute name="version" type="xs:string" use="required"/>
F </x=:complexType>
r  </xs:element>
<xs:element name="GovernancePattern">
<xs:complexType>

{THIHT

<ESISequence

<x=:element name="GPat-ID" type="xs:string"/>
<x=z:element name="GPat-Goal" type="xs:string"/> (3P ,
<Xs:element name="GPat-Context" type="xs:string"/> at?
<x=:element name="GPat-EPI" tyvpe="xs:string"/> Propertles
<xs:element ref="GPat-Trans"/>

<x=:element name="GPat-Csgq" type="xs:string"/>
r </®x=s:sequence>

F </®xs:complexType>

Fr </xs:element>

% <xs:element name="GPat-Trans">

<xs:complexType>

CHS I SeqUencs ’
- GPat's
<xs:element name="PolR-resource"” type="xs:string"/> .
transport info

<x=s:element name="PolR-Gov" type="xs:string"/>

B < TSEQUENCE

5 </xz:complexType>
r  </xs:element>

- </®xsischema>

Figure 43 Schema of Governance Pattern
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4.3.5 Definition of Key Performance Indicators and Aggregator

Key Performance Indicators (KPIs) are designed to monitor the
performance and quality of a Resource’s precise Critical Success Factor at run
time. Besides measurement and monitoring, the accuracy of governance can be
improved. Key Performance Indicator is orchestrated as an alert mean. Once an
unexpected situation is detected, the Key Performance Indicator management
component will send an alarm signal to the administrator immediately, to make
execution system be able to respond quickly to unexpected situations. Registered
Key Performance Indicators’ properties are stored in a file <KPI
Repository.xml > (see Figure 44). By parsing this file Key Performance
Indicators information can be exchanged during the governance process, and
convenient Key Performance Indicators can be invoked by selecting their
properties.

A Key Performance Indicator is defined as a tuple:

KPI,= (KPI-ID, KPI-Goal, KPI-Resource (name, type, layer), KPI-Gov
(CSF/ CSF-Pattern), KPI-Output (distance, data, Timestamp), KPI-Csq)

(Equation 33)

Where

- KPI_ID defines Key Performance Indicator’s identity to distinguish a
Key Performance Indicator from others;

- KPI-Goal defines Key Performance Indicator’s objectives;

- KPI-Resource (name, type, and layer) defines all essential information
of Key Performance Indicator’s target resource;

- KPI-Gov (CSF/CSF-Pattern) defines target Non Functional Property’s
Critical Success Factor information. It can track back to Critical Success
Factor’s metrics and measurement;

- KPI-Output (distance, data, Timestamp) defines Key Performance
Indicator’s monitoring results. The “distance” is defined as distance=DJ[0,1]. If
the timely recording matches the given metric of this monitoring execution, then
“distance=D[0]”. In such case, the execution of the policy rule is “normal”.
Otherwise, if the timely recording does not match the given metric, then the
distance=D[1] to the execution policy rule is defined as abnormal. The “data” is
associated the timely monitoring record which can be selected by convenient
aggregators according computing requirements. Timestamp defines the specific
time this data is recorded. It can be used to distinguish a records from others.

- KPI-Csq defines the consequences of this Key Performance
Indicator’s execution.

According to this definition, we can gather all the Key Performance
Indicators as:

KPIs= U KPI,, (Equation 34)
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(Y34

y” is the Key Performance Indicator’s number.

<?xml version="1.0" encoding="UTF-8"2>
<xs:schema xmlns:xs="http://www.w3.org/2001/3MLSchema" elementFormDefault="qualified">
<xs:element name="EKPIrepository">
<¥scomplexType>

= <®3!sequence

<xs:element ref="KPI" maxOccurs="unbounded"/>

B </Xs:sequence>

<xs:attribute name="version" type="xs:string" use="required"/>

B </xs:complexTypel

F </xs:element>

= <x¥3:element name="KPI">

% <xs:conplexType>

= <H3!sequencer
<ms:element name="KPI-ID" type="xs:string"/>
<xs:element name="KPI-Goal" type="xs:string",/>
<xs:element name="KPI-Resource" type="xs:string"/>
<xs:element name="KEPI-Gov" type="xs:string"/>
<xs:element name="EPI-Output" type="xs:string"/>
<xs:element name="KFI-Csq" tvpe="xs:string"/>

B </Xs:sequence>

B </xs:complexTypel

F </xs:element>

-</®3:schema>

Figure 44 Schema of KPI

Our Governance Process not only implements real-time monitoring. It
also pays attention on computing and aggregating real-time results to
comprehensive results. An Aggregator aims at using appropriate algorithms to
compute considered Critical Success Factor from the collected real-time results.
Aggregating Algorithms depend on Critical Success Factor and Resource’s
Composition Type. Therefore, each Aggregator has an Algorithm for particular
Critical Success Factor and Resource Composition. This computing and
aggregating process is implemented after implementing real-time monitoring
process.

Registered Aggregators are stored in a <Aggregator-Algorithms.xml>
file (see Figure 45). Convenient Aggregator can be invoked by the Governance
Pattern. An Aggregator is also defined as a tuple:

Aggregatory,, = (Agg-1D, CompositionType, CSF, Algorithm)

(Equation 35)

Where

- Agg-1D defines the aggregator identity;

- CompositionType defines which type of Resource Composition
suite this Aggregator Algorithm.

- CSF defines which Critical Success Factor can be computed by
this Aggregator;
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- Algorithm defines this required algorithm for this Aggregator
according to particular Critical Success Factor and CompositionType;

- “num” is the number of Aggregator.

The set of Aggregators is defined as:

Aggregators = U Aggregatorym (Equation 36)

<?xml version="1.0" encoding="UTF-8"?>
<xs:schema xmlns:xs="http://www.w3.org/2001/3MLSchema" elementFormDefault="gualified">
<xs:element name="Aggregators">
<®Xs:complexType>
— <HS:sequence>
<xz:element ref="Aggregator" maxOccurs="unbounded"/>
B </Xs8:sequence>
B </xz:complexTypes
F </xs:element>
= <xs:element name="Aggregator">
% <xs:complexType>
= <X=:sequence>
<xs:element name="Aggregator-ID" type="xs:string"/>
<x=z:element name="CompositionType" type="xs:string"/>
<®x=:element name="CSF" type="xs:string"/>
<x=:element name="Aglorithm" type="xs:string"/>
B </Xs8:sequence>
B </xz:complexTypes
F </xs:element>

-</xs:3chema>

Figure 45 Schema of Aggregator

The preparation phase aims at defining some essential governance
elements. All the associated files are created for preparing following governance
execution. The interaction between these elements and information exchange
between these files will be introduced in the next chapter.

4.3.6 Use Case - BaaS Management and Governance Preparation

Running our logistics Use Case will present the implementation of our
Negotation and Governance Preparation process. This process is composed of
three parts: (1) Resource Definition and Dependencies (2) Non Functional
Property Classification, Definition of Transformation Pattern and Governance
Pattern; (3) Definition of Key Performance Indicator and Aggregator-Algorithm.

4.3.6.1 Definition and Dependencies of Resources

Our governance solution aims at ensuring the information value chain
associated to a business processes fitting the business goals. According to our
BaaS Management and Governance Preparation Framework, the governance
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process should pay attention on the organization of business resources and
extend traditional technical governance to this business perspective. To this end,
the first step consists in understanding the organization and interdependencies of
business resources.

According to the business scenario which we have built in section 4.2.5,
there are two types of Delivery Business Process (a, Express Delivery Business
Process, b. Standard Delivery Business Process). We will further focus on the
Express Delivery Business Process’ business resources’ definition and
dependencies. Details for the Standard Delivery Business Process are given in
Appendix chapter 1.

The formalized definition of Express Delivery Business Process’
resources is as following:

BP cpress = (“Express Delivery BP”, “Express: Deliver goods from
factory to clients”, “Task 1, Task 2, Task 3, Task 47, “Delivery time: < 3 days,
Cost: Low”, “BP_Cxt”, “BP_Ep”)

This Business Process is divided into four Tasks accordingly:

- Task 1: Distribute goods from factory to Depot;

- Task 2: Distribute goods from Depot to Distribute Center;

- Task 3: Distribute goods from Distribute Center to Transmit Point;

- Task 4: Distribute goods from Transmit Point to end-clients.

The formalized definition of these Tasks are listed below:

Task 1 = (“Task 17, “distribution from factory to depot”, “Service 1”,
“Delivery time, Cost”, “Task _Cxt”, “Task Ep”);

Task 2 = (“Task 27, “distribution from depot to distribution center”,
“Express: Service E2; Standard: S27, “Delivery time, Cost”, “Task Cxt”,
“Task Ep”),

Task 3 = (“Task 37, “distribution from distribution center to transmit
point”, “Express: Service E3; Standard: S3”, “Delivery time, Cost”,
“Task Cxt”, “Task Ep”);

(Ep. 1)

Task 4 = (“Task 47, “distribution from transmit point to client”,
“Express: Service E4; Standard: S4”, “Delivery time, Cost”, “Task Cxt”,
“Task Ep”);

Each Task requires at least one Service. Here after are four required
Services:

Service 1 = (“Service 17, “distribution from factory to depot”, “black-
box”, “FP: shipping”, “NFP: delivery time; cost”, “”, “Servicel Ep”)

Service E2 = (“Service E2”, “distribution from depot to distribution
center”, “black-box”, “FP: shipping”, “NFP: delivery time; cost”, “”
“ServiceE2 Ep”)

’
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Service E3 = (“Service E3”, “distribution from distribution center to
transmit point”, “white-box”, “FP: shipping (OP E3-1; OP E3-2)”, “NFP:
delivery time; cost”, “”, “ServiceE3 _Ep”)

Service E4 = (“Service E4”, ‘“distribution from transmit point to
client”, “white-box”, “FP: shipping (OP E4-1; OP E4-2)”, “NFP: delivery time,
cost”, “”, “ServiceE4 Ep”)

Each Service is implemented by at least one Operation:

Operation E3-1 = (“OP E3-1", “manage inventory”, “black-box”, “FP:
inventory management”, “NFP”, “”, “OPE3-1 Ep”);

Operation E3-2 = (“OP E3-27, “manage shipment”, “black-box”, “FP:
shipment management”, “NFP”, “”, “OPE3-2 Ep”),;

Operation E4-1 = (“OP E4-1", “manage inventory”, “black-box”, “FP:
inventory management”, “NFP”, “”, “OPE4-1 Ep”),

Operation E4-2 = (“OP E4-2", “manage shipment”, “white-box”, “FP:
shipment management (Require: Inf E4-2)”, “NFP”, “”, “OPE4-2 Ep”);

For a white-box Operation, the required Infrastructure elements can be
managed. In this case for Operation E4-2 the required Infrastructure element E4-
2 can be managed.

Infrastructure E4-2 = (“Inf E4-2", “implement OP E4-2", “shipping”)

According to the formalization of these Resources, we map these
Resources into our Multi-Layer Management and Governance Architecture to
show their dependency relationships (see Figure 46)

& Task 3: Distribute fi i
: Ias : e e }  Task 4: Distribute from
Distribution center to Transmit o ;
v Transmit point to Clients
@ =
v
d BPL
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v
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Figure 46 Express Delivery BP's Resource Dependency
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4.3.6.2 Non Functional Property Classification, Transformation
Pattern and Governance Pattern

After identifying the resources we have to refine Non Functional
Properties to precise governance requirements. As introduced section 3.3, we
classify Non Functional Property into different groups. Each group can be
divided into detailed sub-groups. Each sub-group can be divided into Critical
Success Factors. These classified and registered Non Functional Properties are
critical factors which impact the organization of the proposed governance
solution. In our Use Case, there are 23 registered Non functional Properties. We
split them into four Groups (Group-Cost; Group-Performance; Group-
Maintainability; Group-Security) (see Figure 47). More details about the registry
are given in Appendix chapter 2:

m CSF-FrIce

CSF-Response Time +

CSF-Execution Time

subGroup-Delay Rate
CSF-Execution Delay Rate

CSF-Response Delay Rate

CSF-Reputation
Classification

CSF-Reliability
of NFP Group-Maintainability
CSF-Usability

CSF-Accuracy

subGroup-Integrity - CSF-Signature

subGroup-Confidentiality(AES) -~ CSF-Encryption(AES)
Group-Security
subGroup-Confidentiality(DES) -~ ©SF-Encryption(DES)

subGroup-Nonrepuliation CSF-Auditing log

Figure 47 Use Case - Classification of Non Functional Property

This Non Functional Property Classification is taken as a basis for
organizing our Use Case, Transformation Pattern, Governance Pattern, Key
Performance Indicator, etc. So after building Non Functional Property
Classification, 23 Transformation Patterns are created. The organization of
Transformation Pattern (Pat) is similar with the Non Functional Property
classification. A Group-NFP is corresponding to a Pattern. A subgroup-NFP is
corresponding to sub-Pattern. Critical Success Factor is corresponding to CSF-
Pattern.

Following figure shows the Use Case Transformation Patterns
organized in four Groups: Pattern-Cost, Pattern-Performance, Pattern-
Maintainability and Pattern-Security. These four Patterns are associated to Non
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Functional Property Groups (See Figure 48). More details are given in Appendix

chapter 2.
Pattern-Cost CSFPattern-Price
CSFPattern-Response Time +
CSFPattern-Execution Time
Pattern-Performance CSFPattern-Availability
CSFPattern-Response Delay Rate
subPattern-Delay Rate
CSFPattern-Execution Delay Rate
Organization CSFPattern-Reputation
of Transform CSFPattern-Reliability
Pattern Pattern-Maintainability

CSFPattern-Usability
CSFPattern-Accuracy

subPattern-Integrity CSFPattern-Signature
subPattern-Confidentiality(AES) ~ CSFPattern-Encryption(AES)
Pattern-Security

subPattern-Confidentiality(DES) - CSFPattern-Encryption(DES)

subPattern-Nonrepuliation ~ CSFPattern-Auditing log

Figure 48 Use Case - Organization of Transformation Pattern

Then according to the Non Functional Property classification we derive

the Critical Success Factor associated to our Use Case Governance (see Figure
49):
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GPat-Price

GPat-Response Time

GPat-Execution Time

GPat-Response Delay Rate

GPat-Execution Delay Rate

GPat-Accuracy
/ GPat-Reputation

Organization of
Governance Pattern GPat-Usability

\ GPat-Reliability

GPat-Availability

GPat-Signature

GPat-Encryption(AES)

GPat-Encryption(DES)

GPat-AuditingLog

Figure 49 Organization of Governance Pattern

After organizing the Governance Pattern, convenient Key Performance
Indicators can be invoked by Governance Patterns (GPat) to match these
patterns property GPat-KPI with Key Performance Indicator’s name.
Governance Patterns can be used to transform Monitoring Policy Rule’s
information to required Key Performance Indicators.

4.3.6.3 Key Performance Indicator, Aggregator-Algorithm

In our Use Case Key Performance Indicators registered in <KPI repository.xml>
can be invoked by Governance Pattern. To this end the Key Performance
Indicator file is parsed to find convenient Key Performance Indicator, the
selection is achieved according to the definition of Key Performance Indicators.
Then Resource information is exchanged with the Key Performance Indicator
component. For example, Key Performance Indicators for ResponseDelayRate
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and ExecutionDelayRate are organized as following figure shows (see Figure
50):

f—] <KPI>

<HPI-ID>KEPI-ResponseDelayRate</EPI-ID>
<HPI-Goal>monitoring response delay rate</HEPI-Goal>
<KPI-Resource>resonrce<,/KPI-Resource
<KPI-Gov>CSFPattern-ResponseDelayRate</KPI-Gov>
<KPI-Output>ontput</HPI-Cutput>

<HPI-Csgroconsequence<s/ KFI-Csg> KPI-
F| </KPI> ResponseDelayRate
B[ <KPI>

<HPI-ID>RPI-ExecutionDelayRate</KFI-ID>
<¥PI-Goal>monitoring execution delay rate</HFI-Goal
<KPI-Resourcerresource<,/KPI-Resource>
<HPI-Gov>CSFPattern-ExecutionDelayRate</EPI-Gov>
<HPI-Output>ontput</¥PI-Output>
<KPI-Csgrconsequence<,/KPI-Cso> KPI-

- | </EPI> ExecutionDelayRate

Figure 50 Excerpt of Use Case KPI

Each Aggregator is associated to an algorithm for a particular Critical
Success Factor and Resource Composition Type. For example, in our Use Case,
Aggregators for CSF-ResponseDelayRate are organized depending on different
Composition Types defined as: Sequence, Concurrency, Loop and Conditional
Branching), as following figure shows (see Figure 51):

é]<Aggxegator>
<hggregator-IDrAgg-ResponseDelayRate-Seguence</hggregator—ID>
<ConmpositionType>Segquence<,/CompositionType>
<C5F>CSF-ResponseDelayRate</C3F>

<hglorithm>ResponseDelayRate.value = [1- ( prodoct ( mnit.valoe i...n))]*100%</LAglorithms
</Rggregator> Aggregator-ResoponseDelayRate-Sequence
H<hggregator>

<hggregator-IDrAgg-ResponseDelayRate-Concurrency</Aggregator—-ID>
<CompositionType>Conourrency<,/CompositionType>

<C5F>CSF-ResponseDelayRate</C5E>

<hglorithm>ResponseDelayRate.value = [1- ( prodoct ( mnit.valoe i...n))]*100%</LAglorithms

Z
</Bogregarer> Aggregator-ResoponseDelayRate-Concurrency

H<hggregator>
<hggregator-ID>Agg-ResponseDelayRate-Loop«/hAggregator-ID>
<CompositionType>Loop</CompositionType>
<C5F>CSF-ResponseDelayRate</C3F>

<Aglorithm>ResponseDelayRate.value = [1- ( product ( unit.valoe i...n))]*100%</Aglorithm>|
</Aggregator> Aggregator-ResoponseDelayRate-Loop
Hl«<hAggregator:>

<hggregator-IDrAgg-ResponseDelayRate—-ConditionalBranching</Lggregator-ID>
<CompositionTyperConditionalBranching</CompositionTypes
<C5F>CSF-ResponseDelayRate</C3F>

<hglorithm>ResponseDelayRate.value = max ( onit.valoe i...n )< /RAglorithm>

</Aggregator> Aggregator-ResoponseDelayRate-Conditional Branching

Figure 51 Excertp of Use Case Aggregator-Algorithm
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4.4 Conclusion

This chapter aimed at answering two research questions:

Q1: what is the object of our governance?

Q2: how the governance objects are organized and what is the
interdependence of these objects?

To this end, we introduced our Multi-Layer BaaS Management
Framework which includes two key models:

1) Business Resource Organization Model

2) Negotiation and Governance Preparation Model.

The Business Resource Organization Model aims at narrowing the gap
between business request and business resources’ ability and maximizing the
utilization of business resources. This model includes deconstructing and
formalizing management requirement and select means to organize convenient
resources. The Negotiation and Preparation Model aims at simplifying the
negotiation between enterprise and service providers in order to reduce the
interruption of agreements’ violation, and guarantee the quality of provided
BaaS.

In order to achieve this cross-layers governance, we extend the Service
Level Agreement (SLA) to Multi-Level Agreements (MLAs) which includes
Business Process Level Agreement (BPLA) and Business Service Level
Agreement (BSLA). After confirming these Multi-level Agreements,
Governance Preparation Process is invoked to organize the essential elements,
required by the governance process. We identified six governance elements: (1)
Classification of Non Functional Property, 2) Resource Dependency, 3)
Transformation Pattern Organization, 4) Governance Pattern Organization, 5)
Key Performance Indicator, 6) Aggregator) and present the way they are
modelled. Moreover, a logistic Use Case business scenario is built to
demonstrate how Business Resource Organization and Governance Preparation
Process are implemented.

After defining this governance foundation, we will introduce the
proposed Business as a Service Governance Execution and Adapting Framework
to resolve our further research questions in the next chapter.
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5 Governance Execution and Adapting
Framework

5.1 Introduction

In the previous chapter we have introduced our BaaS Management and
Governance Preparation Framework. In this chapter will introduce the
implementation of the next phases in our Governance Loop: Governance
Execution Phase and Adapting Phases thanks to a Governance Execution and
Adapting Framework.

This Framework aims at resolving 2 challenges:

- Q3-How can we make the governance approach be customized and
self-adjusted to meet the different governance requirements?

- Q4: How governance and adapting processes can be automatic and
benefit business outcomes?

Answering these questions requires a customized and dynamic
governance process. To implement this governance process, we design an
autonomic governance requirement elicitation and governance rule generation
process. This elicitation and generation process aims at tuning Business
Decision Makers’ governance requirements into Platform Independent Policies
and Platform Dependent Policies. These generated governance policies and rules
are used to orchestrate the business resource Non Functional Property at runtime.
Moreover, we take advantage of the functional specification to compose the
quality of Non Functional Property and governance policies accordingly. The
policy generation process takes advantage of both Model Driven Engineering
and of Pattern-based Engineering approach. The transformation strategy relies
on a global model that connects business workflow analysis and governance
requirements to governance patterns and policy rules. Each resource has its own
properties and interfaces with others depending on the business workflow
analysis. Non Functional Property requirements are associated to resources.
Each requirement is analyzed and transformed into governance rules thanks to a
‘Transformation Pattern’. The generated policy rules select, orchestrate and
invoke governance execution elements to constrain execution of functional rules
by assigning and computing ‘Key Performance Indicators’. Governance
execution elements can also invoke ‘Action Engine (AE)’ to tune and improve
the resources performance by doing actions on related resources. This allows
business activities performance improvement at the runtime. Furthermore,
Aggregators can select and aggregate Key Performance Indicators’ results
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according to the Non Functional Property classification and customized
requirements. These aggregated results can be published as mashup reports
depending on users’ needs. To achieve the governance dynamicity and agility
and make governance processes fit the complexity of cloud environment, we
adapt immunity inspired autonomic management to control Key Performance
Indicators lifecycle evolution. We use our logistic Use Case to illustrate the real-
time Monitoring Policy Rule and Computing Rule Generation Process and the
implementation of Computing Algorithms.

This chapter is organized as follow: section 5.2 gives a high-level view
of our Multi-layer Governance Framework. Then in the section 5.3 we introduce
Multi-layer Monitoring Model: Formalization of Governance Monitoring
Requirement (section 5.3.1), Generation of Monitoring Policy Rule (section
5.3.2), Implementation of Monitoring Rules (section 5.3.3) and Use Case
Structure introduction (section 5.3.4), Use Case — Implementation of Monitoring
Policy Rule’s Generation (section 5.3.5). Section 5.4 introduces our Multi-layer
Computing Model: Formalization of High-level Computing Requirement
(section 5.4.1), Generation of Precise Computing Requirement and Computing
Rule (section 5.4.2), Implementation of Computing Rule (in section 5.4.3), Key
Performance Indicator Evolution and Lifecycle Management (section 5.4.4), Use
Case — Implementation of Computing Rule Generation (section 5.4.5) and Use
Case — Implementation of Computing Algorithm (section 5.4.6).

5.2 High level view of Multi-layer Governance Framework

As stated section 3.2, there are several steps during the Governance Execution
Phase and there are four governance components that are driven by our
governance framework. Figure 52 presents the interaction and information
exchange between governance components.
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Governance Framework
<Governance Execution and Adapting Phase>

Governance Requirement

- Transformation Patter Organization (2)
- Governance Pattern Organization
- Aggregator Organization

Governance Rule - Monitoring Policy Rule

Generator - Computing Rule

- Formalize Governance Req (MonReq;
CompReq)

- Parse recorded MonReqg/CompReq;

- Extract Root NFP, Root Resource

- Refine Root NFP, Root Resource;

- Extract CSF, interdependent Resources,

- Extract Governance Pattern

- Deploy KPI

- Real-time Monitoring

- Adapt Governance Parameters
- Orchestrate Action Engines

§ Real-time
Monitoring Results

Governance Execution
& Adapting Manager

- Select computing algorithm
- Compute monitoring results

Widgets Manager

Inpu

Output - Present results
/ - - Organize Mashup Dashboard

Customized
Governance Report

Figure 52 Interaction of Governance Components

We can sum up these governance steps into two jobs in the Governance
Execution Phase: 1) Real-time Monitoring and 2) Computing & Presentation.
This leads us to organize our Multi-layer Governance Framework in two models:
1) Real-time Monitoring Model and 2) Computing Model. In this subsection we
introduce the high level view of our governance framework with these two
models.

As in the BaaS management framework presented Chapter 4, Business
Decision Maker’s governance requirements are turned into Governance Rules
thanks to Generation Process. These Governance Rules are implemented by
orchestrating convenient Governance Elements. This similar approach used for
both frameworks allows us to unify data format and keep consistency in our
management and governance loop. As presented in chapter 3, we use 2 jobs in
our governance framework (namely Monitoring and Computing): Monitoring
aims at measuring the performance of governed object at run time, whereas
Computing aims at aggregating collected monitoring results to give a
comprehensive outcome. Two types of requirement are used:

1) Monitoring Requirements define the Non Functional Property of a
particular resource to monitor the quality of particular resource’s Non
Functional Property;
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2) Computing Requirements define the way the collected monitoring
results will be computed and composed to sum up the governance results.

Governance requirement (Gov-Req) = Monitoring requirement
(MonReq) U Computing requirement (CompReq)) (Equation 37)

Based on these requirements, 2 types of policy rules are generated:

(I) Monitoring rules invoke the convenient Key Performance
Indicators to monitor the quality and performance level of a resource’s Non
Functional Property;

(2) Computing Rules invoke convenient Aggregators to compute
comprehensive governance results associated to the collected monitoring

information.
Monitoring Policy Rule (PolR) and Computing Rule (CompRule)
(Governance Rule = PolR U CompRule). (Equation 38)

The aggregated results provide integrated and comprehensive
performance information on business processes. In addition, Action Engines can
be invoked to correct the performance level of resource’s Non Functional
Property and to improve the quality of business resources. Figure 53 shows the
high level view of our multi-layer governance model.
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Figure 53 High level view of Governance Model

While the monitoring part is managed in a top-down vision, the
governance part is achieved using a bottom-up strategy: the composed quality of
infrastructure impacts the quality of service, the composed quality of services
impacts the quality of related business task, and lastly the composed quality of
business task impacts the quality of related business process. Moreover, we
consider two types of service: black-box services which focus on monitoring
service instance’s performance and white box services which take into account
the performance of related infrastructure elements and service internal processes.
The following Figure 54 shows the overview of this multi-layer governance.
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Figure 54 High Level View of Multi-layer Governance

After presenting the global organization, we introduce our Multi-layer
Monitoring Model section 5.3 and our Multi-layer Computing Model section 5.4.

5.3 Multi-layer Monitoring Model

The essential elements and workflow of the monitoring model are shown Figure
55.
- Formalizing monitoring requirement (MonReq);
- Parsing formalized MonReq to extract Root Resource and Root Non
Functional Property;
- Refining Non Functional Property to select convenient specified
CSF(Critical Success Factor) Patterns;
- Generating Root Resource’s Monitoring Policy Rule (Root PolR);
- Refining Root Resource to extract required low-layer Resources;
- Propagating Root Monitoring Policy Rule to required Resource, and
then MonReq’s Monitoring Policy Rules (PolRs) are generated.
- Involving generated Monitoring Policy Rules invoke convenient
Key Performance Indicators to implement monitoring.
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5.3.1 Formalization of Governance Monitoring Requirement

Our Monitoring Policy Rule generation process is based on a formal model
integrating requirements and patterns. By this way policy rules can be designed
and transformed in a generic way. As mentioned section 5.2, governance
requirement consists of two types of requirements: Monitoring requirements
(MonReq) and Computing requirements (CompReq).

Formally, a Monitoring Requirement is defined as a tuple:

MonReq mq = (MonReq-ID, MonReq-Goal, MonReq-Resource (name/
layer/ type), MonReq-NFP (name/ metrics/ measurement), MonReq-Cxt)

(Equation 39)

Where

- MonReq-ID defines the identity of this monitoring requirement.

- MonReq-Goal defines the objectives of this MonReq;

- MonReq-Resource specifies the target resource’s name, layer and type.
The target resource can be a Task, a Service, an Operation, or a part of the
infrastructure depending on what has been specified in Agreements to be
reached in BaaS management process.

- MonReq-NFP (name/metrics/measurement) specifies the target Non
Functional Property’s name, metrics and measurement which defined in the
agreements;
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- MonReq-Cxt defines the necessary context for this MonReq.

- ‘mrq’ is the MonReq’s serial number.

We can also get the MonReqs associated to a Resource Ry (MonReq(Ry))
by selecting all the MonReqs which associated Resource (MonReq.R) matches
with Ry thanks to the selection function o:

MonReq (Rx) = o (MonReq.R == Ry)(MonReqs). (Equation 40)

5.3.2 Generation of Monitoring Policy Rule

Formalized Monitoring Requirement (MonReq) requires Non Functional
Property Refinement according to the Non Functional Property Classification.
As we have explained in the Governance Preparation Phase (in section 4.3.4),
Transformation Patterns (Pat) are designed to “transform” MonReqgs to Root
Monitoring Policy Rules by running the Non Functional Property refinement
process. After generating Root Monitoring Policy Rule (PolR), the Resource
Dependency Refinement Process is launched to extract precise dependent
Resources, to propagate Root Monitoring Policy Rule to all related Resources.
Lastly this MonReq’s Monitoring Policy Rules are generated.

A Policy Rule (either a Root PolR or a Propagated PolR) is also defined

as a tuple:
PolRs= (PoIR-ID, PoIR-G, PolR-R (Resource, Layer), {PolR-Cxt},
PoIR-GPat, PolR-S (NFP, Metric, Algorithm)) (Equation 41)
Where

- PolR-ID defines the Policy Rule’s identity;

- PolR-G defines the Policy Rule’s objectives;

- PolR-R defines which Resource is concerned by this Policy Rule and
the layer where this Resource is deployed in.

- PolR-Cxt defines the necessary context of this Policy Rule’s
implementation;

- PolR-GAPat defines which governance action pattern can be invoked
to implement this Policy Rule;

- PoIR-S defines the measurement of this Policy Rule. It includes the
specification of the Non Functional Property that will be governed, the metrics
that are used to measure the Non Functional Property and the algorithm used to
implement this Policy Rule.

According to this definition, we can gather all the policy rules of all
resources as:

PolRs= U PolR;, (Equation 42)

Where ‘x’ is the Policy Rule’s serial number.

Lastly, the set of policy rules attached to any resource Ry (PolRs(Ry))
can be defined by selecting the policy rules which Resource property
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(PolRs.PolR-R) matches theresources Ry from the set of the Monitoring Policy
Rules (PolRs). This selection process is achieved thanks to the selection
function o.
PolRs(Rk) = o(PolRs.PolR-R==Ry) (PolRs). (Equation 43)
The Schema of a Monitoring Policy Rule’s is presented Figure 56.

<?xml verszion="1.0" encoding="UTF-8"72>
[F<xs:schema xmlns:xs="http://www.w3.org/2001/3MLSchena" elementFormDefault="gualified">
] <xs:element name="ValidPolicyRmle">
] <xs:element name="PolicyRule">
=l <xz:complexType>
= <X3!sequencer
<xg:element name="PolicyRule-ID" type="xs:string"/>

<xs:element name="PolicyRule-Goal" tvpe="xs:string"/> MDpeﬂyofMonHoﬁng
<xs:element ref="PolicyRule-Rescurce"/> Policy Rule
<xs:element ref="PolicyRule-Governance"/>

<xs:element name="PolicyRule-GPat" tvpe="xs:string"/>
B </X3:5equence>

<¥s:attribute name="MonReq" tyvpe="xs:string" use="required"/>
I </x3:complexIype>

I </xs:element>

% <xs:element name="PolicyRule-Resource':>

<xs:conplexTypes>
<X3!Seguence>
<xs:element|name="Resource-ID"| type="xs:string"/> Object — Resource ID

r </x3:sequence

B </®z:complexTypes
I </xs:element>
% <xs:element name="PolicyRule-Governance'>

<xs:complexType>
<¥3!sequence>
<HS! elerr.ent. type="xs:string"/> Object — NFP-CSF
B </x3:sequence
B </%3:complexTypes
I </xs:element>

-</x3:schema>

Figure 56 The Schema of Monitoring Policy Rule

The generation process starts when users define their requirements
using a rather high abstraction level without any implementation technical
details. Basic policy rules are generated thanks to a pattern-based transformation
process. Our Non Functional Property classification is used to organize
transformation pat-terns depending on the Non Functional Property they are
related to. Patterns names (PatN) and patterns goals (PatG) are used to identify
each pattern.

For each resource, the requirements are turned one after the other in a
policy rule. To this end, for a given requirement i associated to a resource Ry,
the convenient pattern (Pat) is selected from the pattern set (Pats) thanks to the
selection function (o) that extracts the pattern which name (PatN) matches the
requirement associated to the Non Functional Property (MonReq-NFP):
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Pat= ¢ (Pats.PatN == MonRequq.MonReq-NFP)(Pats); (Equation 44)

Where “mrq” is the serial number of Monitoring Requirement
(MonReq).

Then this pattern is used to generate the corresponding policy rule
which refers to both the requirement and the resource. Let Ry be the resource
associated to the grq™ requirement MonReqgq, (i.e. Ry = MonReqg,.MonReq-
NFP-Resource), the policy rule which refers to this requirement and to the kth
resource is defined as:

PolRgq.k=  (MonReqgq.MonReq-Resource,  Pat.PatN,  Pat.PatG,
MonReq-Cxt, GAPat); (Equation 45)

After discovering the ‘basic policy rule’ thanks to this selection process,
we have to check the selected pattern’s related sub-patterns to get more precise
policy rules. If the selected pattern contains at least a related sub-pattern (i.e.
when Pat.PatR is not an empty set), a refinement algorithm (see Algorithm 1) is
recursively launched to precise and develop the policy rules associated to this
pattern. For example, a generic “confidentiality management” pattern can be
refined using authentication and authorization patterns as well as encryption
sub-patterns.

- Algorithm 1: Refinement algorithm — Transformation Pattern

Objective: select convenient Critical Success Factor patterns
Input: Pattern Pat;
Selection: Ref.PatR(Pat)

If Pat has childpattern;
Pat = Pat.childpattern;
Call Ref.PatR(Pat);

Else {Pat has no childpattern so Pat is a CSF pattern;}
Select Pat ;

End

Output: selected CSF pattern=Pat;

At the end of this step the different policy rules associated to the
requirements are generated. As for the governance composition, we use a policy
composition process, including the functional composition knowledge, to select,
extract and compose the different policy rules attached to a resource. Each task
identified in the Business Process Layer (BPL) is considered as a sub-Business
Process. This involves that they are used to compose / derive the policies
associated to the same or lower-layer resources that are used to implement this
sub-process. Based on the Resource Dependency Organization which has been
implemented in Preparation Phase of our Governance Loop (schema is
introduced refer to the Figure 41 in section4.3.3), we use this “Resource
dependency” knowledge to select the resources belonging to the lower-layers
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involved in the Business Process Layer resource deployment and to propagate
these requirements to these Business Service Layer and Business
Implementation Layer resources.

As stated in the Business Process Level Agreement (BPLA) and
Business Service Level Agreement (BSLA) (introduced in section 4.3.1 and
4.3.2), each requirement is defined by specifying the resource (MonReq-
Resource) to which this requirement is associated to the layer to which this
resource belongs as well as the goal (MonReq-Goal) and the associated Non
Functional Property and metrics (MonReq-NFP).

As a resource Ry (‘k’ is numbering the resource) can be associated to
many requirements, the Computer Independent Model is defined as the set of
requirements associated to the different resources:

MonReqs = U {MonReqs (Ry)}. (Equation 46)

After gathering and formatting the requirements in a single Computer
Independent Model, the policy generation process consists in turning each CIM
assertion in a Platform Independent policy rule. Then the Root Monitoring
Policy Rule is propagated to all required dependent Resources. By this way,
MonReq’s Monitoring Policy Rules are generated.

- Algorithm 2: Refinement algorithm — Resource Dependency

Objective: select required dependent Resource
Input: Root-Resource Root-res;
Selection: Dep.Res(Root-res)

If Root-res has required-res;
Then Root-res = Res.required-res;
Call Dep.Res(Root-res);
Else {Root-res has no required-res, Select Res=Root-res};
Select Res ;
End

Output: selected Res=required-res;

5.3.3 Implementation of Monitoring Rules

After generating Monitoring Policy Rules, the Governance Policy Rule
Generator will invoke the Governance Action Manager to deploy Key
Performance Indicators to implement each Monitoring Policy Rule. Firstly the
convenient Governance Pattern will be called to invoke convenient Key
Performance Indicators by transporting all necessary information from
Monitoring Policy Rules to these Key Performance Indicators. Then selected
Key Performance Indicators are invoked to monitor the quality of resource’s
Non Functional Property and record monitoring results. Governance Patterns
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(GPats) are organized according to the classification of Non Functional
Properties as we did for Transformation Patterns but Governance Patterns only
focus on Critical Success Factors.

The convenient Governance Pattern (GPat) is selected from the
governance patterns set (GPats) thanks to the selection function (o) that extracts
the governance pattern which ID (GPat-ID) matches the Policy Rule’s property
(PolR-GPat):

GPat= o (GPat.GPat-ID==PolR.PolR-GPat)(GPats); (Equation 47)

After selecting the convenient Governance Patterns, Key Performance
Indicators are deployed to monitor resource’s Non Functional Properties and to
implement generated monitoring policy rules.

A Key Performance Indicator can be assigned for two missions. The
basic one is to record and measure implementation of policy rule when the Key
Performance Indicator is invoked by governance action patterns. Furthermore, in
order to improve the accuracy of governance and allow efficient response to
unexpected situations, a Key Performance Indicator is orchestrated as an alert
mean. Once an unexpected situation is detected, the Key Performance Indicator
will send an alarm signal to the administrator immediately, to make execution
system be able to respond quickly.

The convenient Key Performance Indicator is invoked by the selection
function o that matches Key Performance Indicator’s ID (KPI _ID) with the
Governance Pattern’s property (GPat.GPat-KPI):

KPIs= o (KPIs.KPI ID==GPat.GPat-KPI)(KPIs). (Equation 48)

We gather all the KPIs’ results by appointing a specific resource (Rg)’s
Critical Success Factor monitoring result as:

KPI-Outputs(Rk) = o(KPIs.KPI-Resource==Rx && KPIs.KPI-Gov ==
‘CSF’) (KPIs) (Equation 49)

5.3.4 Use Case Presentation

In this section we introduce our Logistics Company’s Business Process Use
Case to demonstrate our Governance Process.
There are 3 steps to development BaaS governance processes as Figure

57.
- Step 1: Generate Monitoring Policy Rules
- Step 2: Implement Monitoring Policy Rules
- Step 3: Generate Computing Rules and implement aggregation.
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Figure 57 Organization of BaaS Management Case Study

After building the customized business scenario (in section 4.2.5)
associated to a Distribution Business Process and refining governance elements’
organization in Governance Preparation Phase (in section 4.3.6 — 4.3.8), we
present here the Monitoring Policy Rule’s Generation Process.

The governance requirement: “in a given time period (one week), the
Business Process’ delay rate.” is formalized as:

- Monitoring requirement 1= (“MonReq 1, “monitoring Express
Delivery BP’s delay rate”, “Express Delivery BP”, “Delay rate”,
“Cxt=express”);

- Monitoring requirement 2 = (“MonReq 2", ‘“monitoring Standard
Delivery BP’s delay rate”, “Standard Delivery BP”, “Delay rate”,
“Cxt=standard”);

These two Monitoring Requirements (MonReqs) are recorded in <
MonReq.xml >. To generate Monitoring Policy Rules for these two requirements,
this xml file is parsed to extract Root Resource and Root Non Functional
Property (see Figure 58).

Juan LI/ These en Infomath / 2014 / Institut national des sciences appliquées de Lyon 172

Cette thése est accessible a I'adresse : http://theses.insa-lyon.fr/publication/2014ISAL0027/these.pdf
© [J. Li], [2014], INSA de Lyon, tous droits réservés



Business as a Service Multi-layer Governance Architecture

———— Parsing Monitoring Heguirement...

otal MonReg number i=s

= MonReqg 1
= BP_ExpressDelivery
= DelavRate

= MonReqg 2
= BP_StandavydDelivery
DelayHRHate

Figure 58 Use Case - Parsing Monitoring Requirements

For each Monitoring Requirement the Non Functional Property
refinement process is launched to extract convenient Critical Success Factors for
the Root Non Functional Property. As a result, there are two Critical Success
Factors Patterns are refined: Response Delay Rate and Execution Delay Rate
(see Figure 59):

T T

Step Two ——[ MonReg 11: Refine WFF to get convenient CSF Pattern{s)
AL MonRed LA r s sl s s s

Start NFP Refinement...

At 1. Refining MonReq 1's required WFP-DelayRate

Sub—Pattern : subPattern—DelayRate is found???
searching related patterns request is accepted?

This MonReq’'s CSF Pattern searching is finished
(For Generating basic Policy Rules the following CSF Patterns need to he invoked

PEIR2REI222233232 > CEFPattern—ResponseDelayRate
PEFR2RP222222 2222 CSFPattern—ExecutionDelayHate

Figure 59 Use Case - NFP Refinement Process

Due to the extracted Critical Success Factors, the convenient
Governance Patterns are selected. Root Resource’s Monitoring Policy Rule
(Root-PolR) is generated in < Root-MonitoringPolicyRule.xml >. Two Root
PolRs are generated from MonReq 1 (see Figure 60 and Figure 61).

Step Three ——L[ MonReg 11: Generate Root PolRs

A rr st s 77 MonReg 1°s Root Resource is BP_ExpressDelivery

Generating Root PolR for BP_ExpressDelivery

Root—MonitoringPolicyRule_xml File created and saved?

Figure 60 Use Case -Root Monitoring Policy Rule's Generation
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Figure 61 Use Case - Generated Root-PolR

According to the definition, the generated Root Monitoring Policy Rule
(Root-PolR) from the monitoring requirement MonReql can be organized as:

- Root-PolR I = (“PolR 17, "count response delay time”,
“Resource(Express Delivery BP, BPL, white-box) ”, “r
“Gov(ResponseDelayRate, count delay time out of measured time)”, “GPat-
RespDelay”);

- Root-PolR 2 = (“PolR 27, “count execution delay time”,
“Resource(Express Delivery BP, BPL, white-box)”, “r
“Gov(ExecutionDelayRate, count delay time out of measured time)”, “GPat-
ExecDelay”).

More details for the generated Root-PolRs are presented in Appendix

chapter 3.

After generating Root-PolR, the next step is the Resource Dependency
Refinement Process is launched to extract dependent resources for Root
Resource. The following figure shows the refinement results (Figure 62).
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Figure 62 Use Case - Resource Refinement

The final step for generating MonReql’s Monitoring Policy Rule is to
propagate the Generated Root-PolR to Resources found after the refinement
process. 26  propagated rules are  generated in  <Propagate-
MonitoringPolicyRule.xml > file (See Figure 63).

T T i T T T T T T T T T T P P

ntep Five ——[ MonReg 11: Propagate Root PolR to Dependent Resources

Ernpagate—ﬂuniturinanlicyRule.xml File created *
one
Total [ 26 1 Propagated PolRs saved?

Figure 63 Use Case - Propagate PolR results

These generated Monitoring Policy Rules are given in Appendix
chapter 3. For example, the Root Monitoring Policy Rule (Root-PolR 1) is
propagated to the associated resource Task 4, Service E4, Operation E4-1,
Operation E4-2 and Infrastructure element E4-2. Then these rules are defined as:

1) Root-PolR 1 is propagated to Task 4:

- PolR 1 6 = (“PolR 1 67, “count response delay time”,
“Resource(Task _E4, BPL, white-box)”, “”, “Gov(response delay time, count
delay time out of measured time)”, “GPat-RespDelay”)

1-a) Root-PolR 1 is propagated to Service E4:
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- PolR 1 10 = (“PolR 1 10", “count response delay time”,
“Resource(Service_E4, BSL, white-box)”, “”, “Gov(response delay time, count
delay time out of measured time)”, “GPat-RespDelay”)

1-b) Root-PolR 1 is propagated to Operation_E4-1 and Operation E4-2

- PolR 1 13 = (“PolR 1 137, “count response delay time”,
“Resource(OP_E4-1, BSL, black-box)”, “”, “Gov(response delay time, count
delay time out of measured time)”, “GPat-RespDelay”)

- PolR 1 14 = (“PolR 1 14", “count response delay time”,
“Resource(OP_E4-2, BSL, white-box)”, “”, “Gov(response delay time, count
delay time out of measured time)”, “GPat-RespDelay”)

1-c) Root-PolR 1 is propagated to Infrastructure E4-2:

- PolR 1 15 = (“PolR 1 15", “count response delay time”,
“Resource(Inf E4-2, BSL, black-box)”, “”, “Gov(response delay time, count
delay time out of measured time)”, “GPat-RespDelay”)

After generating the policy rule set, the Governance Pattern (GPat) and
Key Performance Indicator organization file are parsed to invoke convenient
Governance Patterns and Key Performance Indicator s. Following figures show
the parsed information from registered Governance Patterns and Key
Performance Indicators in organization files (Key Performance Indicator
Repository.xml and GovernancePattern.xml). In our Use Case there are total 14
registered Governance Patterns and Key Performance Indicator s according to
the organization of Non Functional Property’s Critical Success Factors (See
Figure 64).

File : [ governance pattern—usecase.xml ]
Total registed Governance Pattern (GPat? number iz 14

File: [ KPI repository.xml 1
Total registed KPI number is 14

Figure 64 Use Case - GPat and KPI info

The generated Monitoring Policy Rules focus on Response Delay Rate
and Execution Delay Rate (see Figure 65 showing the definition of related
Governance Patterns and Key Performance Indicators).
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GPat-ResponseDelayRate
monitoring response delay rate

KPI-ResponseDelayRate

resource
C5FPattern-ResponseDelayHate

GPat-ExecutionDelayHate
monitoring execution-delay rate

KPI-ExecutionDelayRate

resource
CS5FPattern-ExecutionDelayRate

KPI-ResponseDelayHate
monitoring response delay rate
resource
CSFPattern-ResponseDelayRate
output
CONsSequence

KPI-ExecutionDelayRate
monitoring execution delay rate
resource
CSFPattern-ExecutionDelayRate
output
CONSEfquence

Figure 65 Use Case — Convenient Governance Pattern and KPI

After generating the Monitoring Policy Rules for the first requirement,
a same generation process is launched for the second requirement (more details
in Appendix chapter 3), until all registered MonReqs’ PolRs are generated. To
track this generation process a < PolR-Activation-Log.xml > file is generated to
record all generation information (see Figure 66).

Juan LI/ These en Infomath / 2014 / Institut national des sciences appliquées de Lyon 177

Cette thése est accessible a I'adresse : http://theses.insa-lyon.fr/publication/2014ISAL0027/these.pdf
© [J. Li], [2014], INSA de Lyon, tous droits réservés



Business as a Service Multi-layer Governance Architecture

rated Root Menitoring Policy Rule (RootPolR) File :

enerated Propagate Monitoring Policy Rule (PolR) File

Generated PolR Activation Log File : opagate-MonitoringPolicyRule.xml ]

PolR A

Total Registered PolR number is

icy Rule ID : PolR-Ta
itoring Requir

olicy Rule ID :
itoring Require

R GPat
GPat-KPI

Figure 66 Use Case - PolR-Activation-Log
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According to the resource organization, the Express Delivery Business
Process has been decomposed into 7 monitored nodes (see Figure 67): Service 1,
Service E2, Operation E3-1, Operation E3-2, Operation E4-1, Operation E4-2,
Infrastructure element E4-2. Monitoring Policy Rules have been generated and
deployed for each monitored node.

More details for the Standard Delivery Business Process’ monitored
nodes are given in Appendix chapter 3.

o . . = ] -
D jD PoIR111 PoR1-12 | ZjD-- D

PolR 2-7 PolR 2-8 . :
© PolRl 13 PolR1-14 PolR1-15

PolR2-11  PolR2-12 D D D

PolR2-13  PolR2-14 PolR2-15

Express Governance elements process

fé‘ﬁo . &N P
Monitored Generated Monitoring
Resource o cee )
node Policy Rule

Figure 67 Express Delivery BP's Monitoring Element (Process/Monitoring
Policy Rules/ KPI)

To implement these monitoring policy rules, convenient Governance
Patterns are required to deploy Key Performance Indicators on these monitoring
policy rules. Governance Patterns (GPats) are organized according to Non
Functional Properties’ Critical Success Factors organization, Governance
Patterns aim at orchestrating and assigning convenient Key Performance
Indicators to implement monitoring policy rules.

Each monitoring policy rule has to invoke a Key Performance Indicator
to monitor its implementation. Following Key Performance Indicators are
assigned to implement Monitoring Policy Rules for Express Delivery Business
Process’ required monitoring elements (see Figure 68):
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Figure 68 Organization of KPIs for Express Delivery BP

We list the definition of Key Performance Indicators for “Task 4”.
More details for the definition of Key Performance Indicators are given in
Appendix chapter 3.

a) Key Performance Indicators for Response Delay Rate for Task4’
related Resources:

- Key Performance Indicator 1-13 = (“KPI 1-13”, “monitor response
delay”, ‘“resource (OP E4-1/black-box/BSL)”, “CSF (Response delay rate,
count delay time out of measured time)”, “Output(distance, data, Timestamp)”,
“consequence{}”);

- KPI 1-14 = (“KPI 1-14", “monitor response delay”, “resource (OP
E4-2/black-box/BSL)”, “CSF (Response delay rate, count delay time out of
measured time)”, “QOutput(distance, data, Timestamp)”, “consequence{}”);

- KPI 1-15 = (“KPI 1-15", “monitor response delay”, “resource (Inf
E4-2/black-box/BIL)”, “CSF (Response delay rate, count delay time out of
measured time)”, “Output(distance, data, Timestamp)”, “consequence{}”);

b) KPIs for Execution Delay Rate for Task4’s related Resources:

- KPI 2-13 = (“KPI 2-13 7, “monitor execution delay”, “resource (OP
E4-1/black-box/BSL)”, “CSF (Execution delay rate, count delay time out of
measured time)”, “Output(distance, data, Timestamp)”, “consequence{}”);

- KPI 2-14 = (“KPI 2-14 7, “monitor execution delay”, “resource (OP
E4-2/black-box/BSL)”, “CSF (Execution delay rate, count delay time out of
measured time)”’, “Output(distance, data, Timestamp)”, “consequence{}”);
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- KPI 2-15 = (“KPI 2-15", “monitor execution delay”, “resource (Inf
E4-2/black-box/BIL)”, “CSF (Execution delay rate, count delay time out of
measured time)”, “Output(distance, data, Timestamp)”, “consequence{}”);

Then to fulfill Business Decision Maker’s Monitoring requirements
these defined Key Performance Indicators are deployed.

5.4 Multi-layer Computing Model

Our computing model aims at satisfying Business Decision Maker’s computing
requirements to compute related Key Performance Indicator results and then
present comprehensive governance reports. In this section we introduce elements
and working process of this computing model (see Figure 69).
- Parsing high-level Computing Requirement (CompReq) extracts
Root Resource and Root Non Functional Property;
- Refining Root Resource selects required Resources;
- Refining Root Non Functional Property selects convenient Critical
Success Factor;
- Generate Precise Computing Requirement (Precise-CompReq);
- Select convenient Computing Aggregator according to the Non
Functional Property feature and the Resource composition type;
- Generate Computing Rules (CompRules);
- Implement Computing Rules to present computed results in
customized mashup dashboard.

High-level CompReq
\
ﬁ Parsing ﬁ

Required Resource Required NFP-CSF
| \
Refinement Refinement
Resource dependency NFP classification
Reposition Type CSF
F‘; Refinement Qﬁ
Precise CompReq — selecting ® Computing Aggregator
\— Generating ‘
Computing Presentation of
Rules "] Computed results

Figure 69 The Main Elements of the Computing Model
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5.4.1 Formalization of High-level Computing Requirement

Business Decision Maker’s governance requirement (Gov-Req) is divided into
two types: Monitoring Requirement (MonReq) and Computing Requirement
(CompReq):
GovReqs = MonReqs U CompRegs. (Equation 50)
As we did with Monitoring Requirement (in section 5.3.1), a formalized
Computing Requirement is also defined as a tuple:

CompReq = (CompReq-ID, CompReq-Goal, CompReq-Resource
(name/type/layer), CompReq-CSF (name/metrics/Measurement), CompReq-
CompositionType) (Equation 51)

Where

- CompReq-ID defines computing requirement’s identity;

- CompReq-Goal defines the objectives of the computing requirement;

- CompReg-Resource (name/type/layer) defines the target resources’
essential information;

- CompReq-CSF (name/metrics/Measurement) defines the target
Critical Success Factor’s information;

- CompReq-CompositionType defines the resources’ composition type.
It allows aggregation process to call the convenient aggregation algorithm.

We wuse the traditional four composition types (viz. Sequence,
Concurrency, Conditional Branching, Loop) to describe all defined Resources’
composition type (see Figure 70 for the notation).

- Sequence: All Resources’ actions occurred in series. The Resource
former action invokes latter Resource’s action. The former result is needed by
later Resource. In other words, the failure of any service results in the failure of
the composite workflow.

- Concurrency: Two or more Resources’ actions occurred in parallel,
they are invoked concurrently. Usually these Resources are functionally
complementary. In this case there is a need for synchronization.

- Conditional Branching: Only one Resource out of several Resources is
invoked depending on the result of branching conditions.

- Loop: One or more Resources’ actions can be part of a “cycle” in the
composite workflow. We can take this loop composition as a special case of
Sequence. These Resources will be invoked as many times as needed until the
given loop condition is satisfied.

00— 30— Start -I End |
’ .I .I ( ) i Resource 3
> > — .’ Action |

Sequence Concurrency Conditional Loop Condition
Branching
Figure 70 Four Sorts of Resource Composition
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According to the different features of these four Resource Composition
types and to the Critical Success Factor feature, different Aggregating
Algorithms are required. Precise Aggregation Algorithms will be introduced in
section 5.4.3.

5.4.2 Generation of Precise Computing Requirement and Computing
Rule

Before generating Computing Rule, the formalized high-level Computing
Requirements (CompReq) need to be refined to define precise Computing
Requirement. The refinement process includes Resource Refinement and Non
Functional Property refinement. Root Resource and Root Non Functional
Property can be extracted by parsing formalized high-level computing
requirement CompReq. Root Resource’s refinement has been introduced in
section 5.3.2 (Algorithm 2). Non Functional Property refinement algorithm (see
Algorithm 3) is similar to the Transformation Pattern Refinement algorithm (see
section 5.3.2 Algorithm 1).

- Algorithm 3: Refinement algorithm — Non Functional Property

Objective: select convenient Critical Success Factor
Input: Root-NFP nfp;
Selection: Ref.CSF(nfp)

If Root-NFP has childNFP;

Then
nfp = nfp.childNFP;
Call Ref.CSF(nfp);

Else nfp has no childNFP so nfp is a CSF;
Select CSF ;

End

Output: selected CSF = nfp;

After running the refinement process and confirming Resource

Composition Type, precise Computing Requirements are generated (see Figure
71).
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<?xml version="1.0" encoding="UTF-8"72>
H«xs:achema xmlnsz:xs="http://www.w3.org/2001/XMLSchena" elementFormDefault="gualified">
[+ <xs:element name="PreciseComputingRequirements">

[ <xs:element name="PreciseCompReq">

= <xs8:complexType>

— <H3!3equence’

<x3:element name="PreciseCompReq-ID" type="xs:string"/>
<xg:element name="PreciseCompReq-Goal" type="xs:string"/>
<xg:element ref="PreciseCompReg-Resources"/>

<xg:element name="PFreciseCompReqg-CompositionType" type="xs:string"/>
<x3:element name="PreciseCompReq-CSF" type="xs:string"/>

B </x=1sequence>

<x3:attribute name="CompReq" tvpe="xs:string" use="required"/>
B </xz:complexTypes

o </xs:elementy

# <«xs:element name="PreciseCompReg-Resources">

-</¥3:3chema>

Figure 71 Schema of Precise Computing Requirement

Composition algorithms are designed according to Resource
Composition Type and Critical Success Factor feature. After generating Precise
Computing Requirement (PreciseCompReq), Aggregator-Algorithms can be
selected by  matching computing requirement’s  PreciseCompReq-
CompositionType with Aggregator’s CompositionType and matching computing
requirement’s PreciseCompReq-CSF with Aggregator’s Critical Success Factor.

Aggregator-Algorithm = c (PreciseCompReq.CompReq-
CompositionType == Aggregator.CompositionType & & PreciseCompReq.CSF
== Aggregator.CSF) Aggregators (Equation 52)

After selecting the appropriate Aggregator, Computing Rules are
generated. A Computing Rule is defined as a tuple in a similar way as
Monitoring Policy Rule:

CompRule = (CompRule-ID, CompRule-Data (resource, CSF, value,
timestamp), CompRule-CompositionType, CompRule-Algorithm, Aggregator)

(Equation 53)

Where

- CompRule-ID defines computing rule’s identity;

- CompRule-Data (resource, CSF, value, timestamp) defines all
computing required data information;

- CompRule-CompositionType defines this computing rule’s related
resource’s composition type;

- CompRule-Algorithm defines required computing algorithm;

- Aggregator defines this computing rule requires aggregator;

Figure 72 shows the Computing Rule’s definition schema.
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<?xml version="1.0" encoding="UTF-8"?2>
[Fl<x=:schema xmlnsz:xz="http://www.w3.org/2001/XMLESchema" elementFormDefault="gnalified">
<xs:element name="ComputingRules">

-] <=xs:ielement name="CompRule">
= <xs:conplexType>
= <XS8:!seguence>

<xg:element name="CompRule-ID" type="xs:string"/>
<xs:element name="CompRule-Goal" type="xs:string"/>
<xs:element ref="CompRule-Resources"/> Computing Rule’s
<xz:element name="CompRule-CompositionType" type="xs:string"/ Properties
<xg:element name="CompRule-CSF" type="xs:string"/>
<xs:element name="CompRule-Agg" type="xs:string"/>

<xs:element name="CompRule-Agl" type="xs:string"/>

[ <,-"x3:seq'.1ence>

<xs:attribute name="CompReq" F'-_\-'pe=“xs:string“ uze="required" />

i < reemplerTye

Attribute to mark each CompRule

v /&sielemer .
crmaisiementy generated from which CompReq

[F <«xzs:element name="CompRule-Resources">

-</xXs:schema>

Figure 72 Schema of Computing Rule

5.4.3 Implementation of Computing Rule

As mentioned section 5.4.1, Aggregation Algorithms depend on Resource
Composition Type and Critical Success Factor feature. We defined a generic
procedure for aggregating quality of Non Functional Property from selected Key
Performance Indicators’ results (see Algorithm 4).

- Algorithm 4 : Aggregation Procedure

Objective: Aggregate selected Key Performance Indicator Results
accordingly

Inputs: A set of selected KPI-Output;

Process: Aggregation Algorithm;

// choosing the appropriate algorithm depends on Resource
Composition type and feature of Non Functional Property

Outputs: Aggregated Result

Begin
Identify Non Functional Property;
Call convenient Aggregation Algorithm;
Aggregate Quality of Non Functional Property;
AggProcedure (KPI-Output, ActionCompositionType)
{

If (ActionCompostionType == sequence)

{ SeqAgg(KPI-Output)

agg.value= X KPI-Output;}
If (ActionCompositionType == concurrency)
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{ ConAgg(KPI-Output)
// (depends on specific Non Functional Property):
agg.value=X KPI-Output;
or
agg.value= max (atomoc.valuel...atomic.value n);}
If (ActionCompostionType == condition branching)
{ CBAgg(KPI-Output)
agg.value= max(atomoc.valuel...atomic.value n);}
If (ActionCompositionType == loop)
{ LoopAgg(KPI-Output)
agg.value= n* atomic.value;}

}
End

To aggregate Key Performance Indicators’ results to get a meaningful
comprehensive governance result, we need to consider the specific Aggregation
Algorithms that depend on the different Resource Composition Types.

Our Non Functional Property’s aggregation catalogue (see Figure 73)
uses the Non Functional Property taxonomy introduced section 3.3.

Base on this generic aggregation process, we define different
aggregation algorithms for the most required Non Functional Properties (viz.
Price, Response Time, Reputation, Delay Time, Availability, Reliability,
Usability, Accuracy, Security and Failure Rate). According to this definition, the
convenient aggregator can be invoked by using the selection function o to select
the Computing Rule’s Aggregator that matches the Aggregator’s Agg-ID:

Aggregator (Agg-ID) = o (CompRule.Aggregator == Aggregator.Agg-
ID) Aggregators. (Equation 54)

An example of Non Functional Property (Delay Rate) aggregation
algorithm is presented in following. More details of Non Functional Properties’
aggregation algorithms are given in Appendix chapter 4. The specifications
include a definition, a data structure and an algorithm.
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Price Response Time Execution Time
-unit; -unit; -unit;
_Mode -value -value
-Aggregation() -Aggregation() -Aggregation()
01 0..1 Ve W |
Accuracy Reputation
-Expected result -Confidence()
-Measured result - -Ranking()
-Comparison method| 0-.1 NFP aggregation | q, 01 :
-Aggregation()
-Aggregation() 3
Usability / 01 Security Relevant NFP
e 0..1 -Mechanism
-Utilization Eora
-Score = ton0
_ = regation
-Aggregation() oL 0.1 0..1 ggres
Reliability Delay Rate Availability Rate
-Successful time -Delay time -Downtime
-Execution time -Measured time -Measured time
-Aggregation() -Aggregation() -Aggregation()

Figure 73 NFP Aggregation Classification

Example of an Aggregation Algorithm-Delay Rate:

Description: It is the percentage of delayed service’s quantity out of
total invoked service’s quantity in a given time period.

Data Structure: it includes five elements: time unit, a given time period,
amount of delayed time, amount of measured time and value.

1

Delay Rate
time unit
a given time period -microsecond
-minute gocond
-etc.
amount of delayed timel lamount of measured time

[ 1 1
[ 1} [ 1]

Figure 74 Data Structure of Delay Rate

The Algorithm Delay Rate in a given time period is defined as:
DelayRate = (delayed time/ measured time)*100% (Equation 55)

Algorithm 1: [1- ([, DelayRate i)]*100% (Equation  56)
is used for Sequence, Concurrency and Loop composition types;
Algorithm 2: Max (DelayRate; ... DelayRate,) (Equation  57)

is used for Conditional Branching type. In order to guarantee the quality of BaaS,
we take the maximum delay rate of involved Resources as the Conditional
Branching type’s delay rate.

Juan LI/ These en Infomath / 2014 / Institut national des sciences appliquées de Lyon 187

Cette thése est accessible a I'adresse : http://theses.insa-lyon.fr/publication/2014ISAL0027/these.pdf
© [J. Li], [2014], INSA de Lyon, tous droits réservés



Business as a Service Multi-layer Governance Architecture

5.4.4 Key Performance Indicator Evolution and Lifecycle
Management

As section 3.3 discussed, our governed objects include Business Processes,
Tasks, Services, Operations and Infrastructure elements. Governing a high level
Business Process requires a composition of associated lower levels governance.
Due to the complexity of collaborative business context, Business Decision
Maker should manage a large size of governed object. Moreover, our
governance solution focuses on the Non Functional Properties of each governed
object. According to our Non functional property classification, each Non
Functional Property group includes sub-Group Non Functional Property and a
set of Critical Success Factor. To specify governance, we generate refined
Monitoring Policy Rule for each governed object’s each Critical Success Factor.
Each Monitoring Policy Rule invokes associated a Key Performance Indicator to
monitor performance level of the governed object. As a consequence, high level
governance requirements can be refined to generate lots of Monitoring Policy
Rules, and then lots of Key Performance Indicators need to be managed.
Furthermore, due to the changing of business requirements and quality ranges, it
requires to update Key Performance Indicator adjusting quality range and
eliminating useless Key Performance Indicators.

To simplify Key Performance Indicator management and to allow
Business Decision Makers to make decision efficiently without getting
interference from massive useless information, we take advantage of genetic
algorithm to design a Key Performance Indicator Evolution process. This
process aims at eliminating useless Key Performance Indicators and reducing
monitoring errors to allow governance management to focus on the most active
Key Performance Indicators and getting accurate monitoring results. Respecting
the biological immunity process, we divide a Key Performance Indicator’s
monitoring results into two types: self and non-self.

- A “self” result means it is a satisfied result according to governance
agreement. A “distance” is defined to measure the difference between a
monitoring result and the associated required result. If a “distance=D[0] means
this monitoring result matches the associated required result, this is a satisfied
result (self).

The “self” is defined as “self = KPI result [distance=D[0]]”.

(Equation 58)

- A “non-self” result means it is an unsatisfied result which should
trigger an alert to arise the attention of Business Decision Makers. The “distance”
between “non-self” and the associated required result is defined as
“distance=D[1]".
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The “non-self” is defined as “non-self = KPI result [distance=D[1]]”.
(Equation 59)

All monitoring performance results (AP) are composed by “self” and
“non-self”:

Self U Nonself = AP; Self N Nonself = ¢; (Equation 60)

Due to the complexity of collaborative business context, too many False
Positive Errors and False Negative Errors can make the monitoring meaningless.
We define a False Positive Error is that a Key Performance Indicator alarms a
satisfied result as an unsatisfied result. A False Negative Error is a Key
Performance Indicator detects an unsatisfied result as a satisfied result. These
errors usually occur when Business Decision Makers change their business
requirements and re-define quality ranges. In a dynamic business context, it
requires to avoid these monitoring errors. To address this problem and to
achieve flexible and autonomic Key Performance Indicators management, we
define the Key Performance Indicator’s evolution process includes three
strategies:

1) Define a four-stage Key Performance Indicator lifecycle,

2) Define a self-tolerance strategy,

3) Define a self-variation strategy.

The four-stage lifecycle aims at managing Key Performance Indicator
Evoluation automatically and eliminating those which make enough False
Negative Errors. These lifecycle stages include (Figure 75):

A) Immature KPI (Igpy): initialized Key Performance Indicator which is
invoked after required business scenario is built. If a Ixp; passed “self-tolerance”,
it can evolve to the Mature stage. Otherwise, if it alarms “self”, it goes to Dead
stage.

B) Mature KPI (Tkp;): Key Performance Indicator has passed self-
tolerance which has a fixed mature lifetime. A Mature Key Performance
Indicator detects and alarms enough “non-self” it can evolve to Memory stage.
Otherwise, if it is too old or it alarms “self”, it goes to Dead stage.

C) Memory KPI (Mkp): Key Performance Indicator has detected
enough unsatisfied results. Memory stage is a stable stage. A Memory Key
Performance Indicator has unlimited lifetime, but once it alarms “self”, it goes
to Dead stage.

D) Dead KPI: Key Performance Indicator has alarmed self or it is too
old. Dead KPI should be eliminated.

Viable Key Performance Indicators (Vgpis) are composed by Tgp; and
MKPI:

Vipr = Tkpr U Mkpri; Tker N Mgpr = @; (Equation 61)
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Figure 75 Lifecycle of KPI

Then, the Self-tolerance strategy aims at eliminating those Key
Performance Indicators which made enough False Positive Errors. If a Key
Performance Indicator alarms enough satisfied results as unsatisfied results, it
goes to Dead stage which means it is eliminated.

Self variation strategy aims at adapting the definition of “self” (satisfied
result) dynamically to fit the ever-changed business requirements.

In the following we introduce the definition for each Key Performance
Indicator’s lifecycle stage, evolution algorithm, immune tolerance algorithm,
mature Key Performance Indicator’s lifetime and dynamic memory Key
Performance Indicator model.

An Immature Key Performance Indicator is defined as:

Ixpr = {x | x € KPIs, [Self-tolerance] = non}. (Equation 61)

Ixpr has to experience a self-tolerance period. It will be eliminated if
Ixpr alarmed self. If it survives from the self-tolerance period, it will evolve to
mature Key Performance Indicator (Tkpr).

A Mature Key Performance Indicator is defined as:

Txpr = { x | XEVkpy, [Self-tolerance]=true A x.KPI result[distance=D[0]
A x.count < )} (Equation 62)

Where x.count is the sum number of Tgp; alarmed non-self; B is this
KPI’s evolution threshold (B > 0).

When a Tgp; evolves to a Mgpy, it should detect enough non-self.

A Memory Key Performance Indicator is defined as:

Mkpr = {X |XEVkpr, X.KPI_result[distance=D[0] A x.count>p)}

(Equation 63)

Multi-cloud provides a dynamic environment. It is transforming the

way computing resources are orchestrated. Definition of wastes and values
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should be adapted to fit this dynamic context and to satisfy users’ ever-changed
requirements. As a consequence, the definition of satisfied result should be
dynamically adapted to fit business requirements, the set of “self” should be
adapted accordingly. To this end we define self variation:

Self(t)= {xl,xz, ...,xn} t=20
Self(t - 1) - Selfvariation(t) U Selfnew(t): t=0

(Equation 64)

Selfvariation
= {x|x € Self(t - 1): dy € VKPI(t - 1)(fcheck(y' x) =2 /\fconfirm(x) = 0)}
(Equation 65)
Selfyariaion 18 the set of mutated self-elements representing current
abnormal activities.
Selfiew(t) = {y | y is the new self-element collected at time t}
(Equation 66)
Selfiew(t) is the newly defined self-elements at time t.
2 frn-user.x) =1 Ax €self(t — 1)
feneck %) =31 friise (0, ) =1 Ax ¢ self(t—1)
0 otherwise

(Equation 67)

feneek (V,X)(YEVkp1, XE AP) is used to classify monitored execution of
policy rule either identified as self or non-self. If x is matched with new self and
does not belong to self(t-1), then x is sure a non-self and 1 is returned. If x is
matched with new self and belongs to self(t-1), then x may be a non-self (needs
to be confirmed by administrator), and 2 is returned. If x is not matched with

new self, then x is identified as a self, then 0 is returned.
_ (1xisaself confirmaed by administrator
fconfirm(x) - {

0 otherwise
(Equation 68)
VKPI(t) = MKP[(t) V) TKP[(t) =0 (Equation 69)

This model is able to delete the mutated self (selfyariation) in time through
self-immune surveillance. Therefore, the false-negative error can be reduced. As
this model can extend the depiction scope of self through adding new self
(Self,ew) into self-set. Therefore, the false-positive error can also be reduced.

To sum up the working principle of this model can be described as
follow.

As this model simulates the lymphocytes growth in the marrow, an
initial immature Key Performance Indicator needs to go through this self-
tolerance process in a given time period evolve to a mature Key Performance
Indicator.
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[ {{xl,xz, ...,xf} t=20
KPI =
Itolerance(t) - Imaturation(t) U ITlEW(t) t 2 1
(Equation 70)
Lioterance(t)={y | y.distance=x.distance,y.age=x.age+1,x €(Ixpi(t-1)}-
{x | xElgpy (t-1), JyEself(t-1) fmiisy (X,y)=1 } ) (Equation 71)
Liolerance 18 the set of surviving Ixp; in Ixpi(t-1) after one step of tolerance
processes, Ixp; should go through a steps of tolerance processes and then evolve

to Tkpr-
Lnaturation (£)=1{x | XEljolerance (t),X.age>a} (Equation 72)
Imaturation have undergone a steps of tolerance processes at time t.
Liew (D={y1,¥2,-..,¥e} (Equation 73)

Lhew 1s the set of new immature Key Performance Indicators generated
randomly at time t.
Respecting the biological immune evolution process, we define Mature
Key Performance Indicators (Tkpis) associated to a fixed lifetime (A). A Mature
Key Performance Indicator (Tkp;) can evolve to a Memory Key Performance
Indicator (Mgp;) when it detects enough non-self (count>f). Otherwise, if it
cannot detect enough non-self or if it detects “self”, it is replaced by newly
generated Tkp;.
0] t=0
TKPI(t) {T’KPI U Tnew(t) - Tmemory(t) - Tdead(t) t=1

T’ kpi(t): Tkpr undergoes one step of evolution;

T kpi(t): Tkpr is getting older;

Taead 1S the set of Key Performance Indicators that haven’t matched
enough Non-self (count < B) in their lifetime()) or if they did false positive error
at time t.

Tcione the clone process of mature Key Performance Indicator.

During Tkpr’s lifetime, the inefficient Key Performance Indicator will
be killed through the clone selection processes. Efficient Key Performance
Indicators will evolve to Mgpr.

ap i € AP (AP is the set of all monitoring performance results including
self and non-self)

T"kpi={y | y.ap=x.ap,y.age=x.age+1,y.count=x.count,x ETxpy (t-1)}

(Equation 75)

Teione(t)={y}y.ap=x.ap, y.age, y.count = x.count + 1, x.count > }

(Equation 76)

Thew(t)={y|y.ap = x.ap, y.age=0, y.count=0, X €l naturation(t) }

(Equation 77)

Tmemory(t) = {X|XET kpi(t), X.count > B} U {X|XET ’kpi(t) A Iy EAP(t-1)
feneck(X,¥)= 2 A feonfirm(Y)=1} (Equation 78)

(Equation 74)
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Tmemory 1s the set of newly generated memory Key Performance
Indicators. A memory Key Performance Indicator will be deleted if it makes
false-positive error which means a Mgp; alarms a normal activity. This dynamic
model of immune memory, as well as other dynamic models discussed above
can reduce both false positive error and false negative error and they can
enhance the ability of self-adaptation for our governance execution system.

¢ t=0 :

MKPI(t) - {MKPI(t - 1) - Mdead(t) U Tmemory(t) t=1 (Equatlon 79)

In our Use Case, the Delay Rate management requirement has been
used to set lots of Monitoring Policy Rules attached to the Tasks (14 rules for
four Express Delivery Tasks and 20 rules for four Standard Delivery Tasks),
Services (8 rules for four Express Delivry Services and 8rules for four Standard
Delivery Service), Operations (8 rules for four Express Delivery Operations and
12 rules for 6 Standard Delivery Operations), Infrastructure Elements (2 rules
for one Express Delivery Infrastructure Elements and 6 rules for three Standard
Delivery Infrastructure Elements). Associated to these different rules, we have
set Key Performance Indicators. Ajusting quality range for each Key
Performance indicator is difficult and some may bring false positive/ false
negative behaviors. This is why we use our Key Performance Indicator
Evolution process to control the size of active Key Performance Indicator and to
fit the updated “self” set.

Business Decision Makers can set different parameter values to control
the KPI evolution and the size of the KPI set to fit different situations. For
example, based on our use case we select a group of essential Monitoring Rules
from all generated Monitoring Rules by ignoring the similar rules. We want to
control the size of KPI set to only focus on the selected 20 essential different
Monitoring Rules, to get a midsize governance report with precise governance
results but without too much similar details. To this end, we set initial “self” n =
20, the number of newly generated immature Key Performance Indicators & = 20,
and random performance records AP=60. These performance records include 10
types of Non Functional Property, such as response time, execution time,
reputation, availability, etc. The performance records update period 6 = 10.
Business Decision Makers can accelerate KPI evolution and scale up the size of
KPI set by setting a lower Mature lifetime value or a lower self-tolerance step
value if they focus on a global view of governance. On the other hand, they can
tune the Mature lifetime value or self-tolerance value to a higher value to
control the size of KPI set more strictly. As the first comparison shows in the
Figure 76, we compare two sets of KPI evolution with different Self-tolernance
values (o = 10 and a = 5), the same Mature Key Performance Indicator evolution
threshold f=10 and the Mature lifetime value A =20 for both KPI sets. We can
see that with the lower self-tolerance value (a = 5), the KPI evolution is quicker
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and the size of KPI is scaled up compare with the result from the set has higher
self-tolerance value (o = 10). In our example, we set two Mature lifetime values
to compare (A =20 and A =10) the sizes of two KPI sets, the other parameters
have the same value for both KPI sets (self-tolerance value a = 10 and Mature
Key Performance Indicator evolution threshold B=10). The results show that
with higher Mature lifetime value, the KPI evolution is slower and the size of
KPI set is smaller than the result from the KPI set with lower Mature lifetime
value.

Figure 76 illustrate the sizes of KPI are adjusted by setting different
Tolerance values and different Mature lifetime values, but even with different
parameter values our evolution process allows the size of active Key
Performance Indicator to be stable compare with the KPI set without self-
evolution. We can see that without self-evolution, the size of Key Performance
Indicator increases quickly and it is difficult to scale down when performance
records are updated.

60 ‘ | | 60 ‘ ‘ |
=
x —
2 a0 - < 40 .
8 g
kS et L]
5 . < | .
S S 20 -~ I
» 20 [
N
st
0 &
10 20 3040 50 60 70 80 90 10 20 30 40 50 60 70 80 90
Time Time
= KPI Self-evolution (tolerance step=10;Mature lifetime=20) B KPI Self-evolution (tolerance step=10; Mature lifetime=20)
® KPI Self-Evolution (tolerance step=>5; Mature lifetime=20) ®  KPI Self-Evolution (tolerance step=10; Mature lifetime=10)
Without self-evolution Without self-evolution

Figure 76 Comparison of Size of Active KPI

(Comparison 1: KPI sets have different Self-Tolerance values VS KPI set without
self-evolution,

Comparison 2: KPI sets have different Mature lifetime values VS KPI set without
self-evolution)

5.4.5 Use Case

We continue our Use Case demonstrating to (1) generate Computing Rules, (2)
compute aggregation process.

Firstly, we parse the formalized high-level Computing Requirements. In
our case, there are two registered Computing Requirements (CompReqs) in an
xml file to extract root resource and root Non Functional Property. The parsing
process results as following figure shows (see Figure 77).
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Recorded high-level Computing Requirements:

1 "UTF-8"?>

2 1.0

3

4 CompReq1 ! {

5 computing Express: DlstnbuuonBF"s Delay Rate ‘in-a-given week</
6 *BP. ExpressDellvery t !

7 *>Delay rate</C«

8 Express

9 5 I

10 S

11 i pf CompReq2 >

12 pHeg-Goal>computing- Standard DlstnbutmnBF"s Dela).ur Rate ‘in-a-given week</
13 Re wurce >BP StandardDellvery Rec I

14 ; mpReg-Ni Delayrate teq

15 i <CompRe t>Standard</

16 ] ; lequirement

Parsing High-level Computing Requirements results:

Step One: Parsing High-Level Computing Requirement {CompReq)>

: BP_ExpressDelivery
Root WFP : DelayRate

CompReq ID : CompReg2

——— Root Resource : BP_StandawrdDelivery
——— Root HFPF : DelayRate

Figure 77 Use Case - Parsing high-level CompReq

After getting the Root Resource and its Non Functional Property,
CompReq 1’s Resource and Non Functional Property refinement processes are
launched to get refined Critical Success Factor and all involved resources (see
Figure 78).
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Resource Refinement:

(SR SR SRS R R 00000 80 A
Step Two ——for [ CompRegl 1: Refine Root Resource to get Dependent resources...
GCompRegl

Start Root Resource Refinement...
total registed resource is 31

1. Refining CompReqgl’s reguired Root Resource-BP_ExpressDelivery
BP_ExpressDelivervhas been found.
Start Searching Dependencies ...
BP_ExpressDelivery Reguired Dependent Resource(s):
Rearching regiftered resource and dependency for BP_ExpressDelivery iz finished?

Print Refinement Results

xR EIIIFFRIY Task_Eld(distribute goods from factory to depot)
FEIREIIFIFIEIY Task_E2(distribute goods from depot to distribution center)

))))))));))))))))))) Task_E3{(distribute goods from distribution center to trans
it point

PRI RO R0 Task_Ed(distribute goods from transmit point to client
FIIBIIIDIIINIIIY Berwvice_ 1

PRI EIIIFEIIINIIIIY Service _E2

FEIRFFIIDFEIINNIS Service _E3

FEIRPRINLNNINLNIDS Operation_E3-1

FEIRPIIIIIRIINIY S Operation_E3-2

FEIRIRIIIIRINININY Bervvice E4

FIIBIIDIIINIIIY Operation_E4-1

FRIRFEIIIFEIIFEFII Operation_E4-2

FEIRFRRINIRRIINNFDS Inf_E4-2

NFP Refinement Result:
AT A A A S S S i i
Step Three ——for [ CompRegl 1: Refine Root MFP to get required CSFs. ..

total number of registed NFP is 23

Refine [ CompRegl 1's Root MFP —- DelayRate
Sub—Group : subGroup—DelayRate iz found*??
searching related NFP request is accepted?

The following CS5F<(s>» need to be invoked:

CSF searching is finished?
Print out required CSF

>3323>233 3 >C5F-ResponseDelayRate
>2>23233 3 >C8F-ExecutionDe layRate

Figure 78 Use Case - Resource and NFP Refinement

After completing the Resource Refinement Process, the Resource
Composition Type is identified to select Aggregator-Algorithm (see Figure 79):

Please Confirm the Composition Type of these dependency resources
Flease chooze Composition Type from following Four Types:

——— Sequence(8);
— Concurrency<G>;
— Loop{L>;
——— Conditional Branching(CB»;

confirm the Compositin Type iz [ Sequence 1.

Figure 79 Use Case - Confirm Resource Composition Type
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Then the Generation Process of Precise Computing Requirement
(PreciseCompReq) is launched. These generated PreciseCompReqs are recorded
in an xml file (see Figure 80):

R I O A R R

Ftep Four ——for [ CompRegl 1: Generate PreciseCompReg...

[ PreciseCompReg.xml 1 file is MNOT existed.“wnGo on to create a new PreciseCompRd
il

"UTF-g"

"CompReql"
“"CompReq1™
"CompReqg2"
"CompReq2"

"CompReql"
PreciseCompReq-13 - resources subGroup-DelayRate1383848668739
To-compose -monitoring results...-

Task_E1[distribute goods from factory to depot]
Task_E?2[distribute -goods from depot-to-distribution-center]
Task_E3[d bute goods from-distribution center to transmit-point)
Task_EA[distribute goods from transmit-point-to-client]
Service_1

Service_E2

Service_E3

Operation_E3-1

Operation_E3-2

Service_E4

Operation_E4-1

Operation_EA4-2

Inf_E4-2

Sequence
C5F-ResponseDelayRate

Figure 80 Use Case- Precise Computing Requirement Generation Result

Generating Computing Rules from Precise Computing Requirement
(Precise-CompReq) requires appropriate Aggregator-Algorithm. The convenient
Aggregator selection requires to match the Resource Composition Type and
Critical Success Factor with Aggregators’ attribute (CompositionType and
Critical Success Factor). Following figure shows the results of extracting
Precise-CompReq’s Resource Composition Type and Critical Success Factor by
parsing generated Precise-CompReq file (see Figure 81).
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LB R R R R R R R S B R

Step Five —— for [ CompRegl 1 Searching Convenient Aggregators for Each Generat]
ed Precise Computing Regquirement (PreciseCompReq? in file [PreciseCompReg.xmll>.

Parsing Precise Computing Reguirement

total number of registed Aggregator is 56
Calling Aggregators *

iConvenient Aggregator found???
Print out Reguired Aggregators ———————————————————

>r>22>322>> Agg—ResponselelayRate—-Sequence
Fr¥222222>> Agy—ExecutionDelayRate—Sequence

Figure 81 Use Case - Parsing Generated Precise-CompReq to select convenient
Aggregator

After selecting the appropriate Aggregator, the Computing Rules are
generated. These generated Computing Rules are recorded into an xml file for
further use (see Figure 82 and Figure 83):

Step Six —— for [ CompRegl 1 Generating Computing Rules(CompRules) in file [Com|
pRule . xmll>. ..

[ CompRule.xml 1 file is NOT existed.“nGo on to create a new CompRule file ...
CompRule.xm]l has heen Created and Saved?

Total [ 2 1 CompRule(s? saved in file [ CompRule.xml.xml 1

ComReg[ CompRegl 1's Computing Rulez are generated in file [ CompRule.xml 1t

Figure 82 Use Case - CompRule Generation Result
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"UTF-8" "no"?>

"CompReql""
"CompReq1""
"CompReq2""
"CompReqg2""

T UTE-8" TN
"CompReq1"

CompRule-13 resources subGroup-DelayRate1383848771300
To compose monitoring-results...-

Task_E1[distribute goods -from factory to-depot]
Task_E2[distribute goods -from depot-to-distribution -center]

Task_E3([distribute goods -from distribution-center to transmit-point]
Task_EA[distribute goods -from transmit-pointto-client]
Service_1

Service_E2

Service_E3

Operation_E3-1

Operation_E3-2

Service_E4

Operation_E4-1

Operation_E4-2

Inf_E4-2

Sequence
CSF-ResponseDelayRate
Agg-ResponseDelayRate-Sequence
ResponseDelayRate.value =-[1--[-product-[-unit.value-i...n)]]*100%5

Figure 83 Use Case - Generated CompRule

At the same time, the log file < CompRule Generation Log>
generated (see Figure 84).
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Print out Computing Rule Generating Log

CompReg file [PreciseCompReg.xml]
seCompRegs are Recorded in this file

Generated Computing Rule file [ CompRule.xml 1
Total [4 1 Computing RBules are Recorded in this file

Generated Computing Rule [ CompRule—13 resources subGroup—DelavR
tel3IR3IB4AR77176068 1

Computing Heguirement [ CompRegl 1

Computing CSF [ C8F-ResponseDelayRate 1

Composition Type [ Sequence 1

Reguired Aggregator [ Agg—RezponzeDlelayRate—Seguence 1

Generated Computing Rule [ CompRule—-13resources—subGroup—DelayRat]
1383848771988 1

Computing Reguirement [ GCompRegl 1

Computing CSF [ C8F-ExecutionDelayRate 1

Composition Type [ Segquence

Reguired Aggregator [ Agg—ExecutionDelayRate—Sequence 1

Generated Computing Rule [ CompRule—17resources—subGroup—DelavRat]
1383848843494 1

Computing Heguirement [ CompReg2 1

Computing CSF [ CEF-ResponseDelayRate 1

Composition Type [ Loop 1

Reguired Aggregator [ Agg—ReszponszeDelayRate—Loop 1

— Generated Computing Rule [ CompRule—17resources—subGroup—DelayRat
383848843588 1
— Computing Heguirement [ CompReg2 1

Computing CSF [ C8F-ExecutionDelayRate 1

Composition Type [ Loop 1

Reguired Aggregator [ Agg—ExecutionDelayRate—Loop 1

Figure 84 Use Case - CompRule Generation Log

At the end of this process, the following computing rules are generated:

- CompRule 1= (ID= “CompRule 1, Goal = “compute Distribution
Express Business Process’ Response Delay Rate”, CompRule-Data = “Express
Delivery Business Process required Resources’ Response Delay Rate
Monitoring Results (13 Resources)”, CompositionType ="Sequence”, Algorithm
=: “[1- ([lix,DelayRate i)]*100%", Aggregator="Agg-ResponseDelayRate-
Sequence”);

- CompRule 2= (ID= “CompRule 27, Goal="compute Distribution
Business Process’ Execution Delay Rate”, CompRule-Data = “Express Delivery
Business Process required Resources’ Response Delay Rate Monitoring Results

’

(13 Resources)”, CompositionType ="Sequence”, Algorithm =" [I-
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( * DelayRatei )]*100%", Aggregator="Agg-ExecutionDelayRate-
Sequence”),

- CompRule 3= (ID= “CompRule 37 ,Goal="computing Standard
Business Process’ Response Delay Rate”, CompRule-Data = “Standard

Delivery Business Process required Resources’ Response Delay Rate
Monitoring Results (17 Resources)”, CompositionType ="Loop”, Algorithm
="[1- (I, DelayRatei )]*100%, Delay Rate = (delayed time/measured
time) *100% ", Aggregator="Agg-ResponseDelayRate-Loop”);

- CompRule 4= (ID= “CompRule 4, Goal="computing Standard
Delivery Business Process’ FExecution Delay Rate”, CompRule-Data =
“Standard Delivery Business Process required Resources’ Response Delay Rate
Monitoring Results (17 Resources)”, CompositionType ="Loop”, Algorithm
="[1- ([lix,DelayRate i )]*100%, Delay Rate = (delayed time/measured
time) *100% ", Aggregator="Agg-ExecutionDelayRate-Loop”),

These computing rules can invoke the convenient aggregators to select
required Key Performance Indicators’ monitoring results according to the
aggregation algorithms to compute comprehensive governance results.

a) Aggregation of Service’s delay rate (Express Delivery Business
Process):

- Resources’ Composition (see Figure 85):

BP-Express Delivery

/Service\  /Service\  /Service| /Service\
1 e U R )

/ /

Figure 85 ServiceS;Composi}ion for Express Délivery BP

- Aggregation Algorithm: [1-([[j, DelayRate i)]*¥*100%
(Equation 80)
- Aggregated Result:
Express Delivery’s Response Delay Rate= 1-(0.988%0.989*0.99*0.98)

=0.052 (Equation 81)
Express Delivery’s Execution Delay Rate= 1-
(0.987*0.982*0.978*0.979) = 0.072 (Equation 82)

b) Aggregation of Operations’ Delay for Business Process Express
Delivery:
- Resources’ Composition (see Figure 86):
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BP-Express Delivery

-—;_S";"ce j»ﬁj‘.seg‘;'ce_j—-—(bp E31) JOP E4-1}-»—|

R B §

(oPE32/ (oPE42)
Figure 86 Operations' Composition for Task 1

- Aggregation Algorithms for governance details:
Completed the Business Process Express Delivery with maximum

operations;
Algorithm: [1- ([T, DelayRate i)]*100% (Equation 83)
Aggregated results:
Response Delay Rate: 1-(0.991%0.992%0.99*0.997*%0.993*0.988) =
0.048; (Equation 84)

Execution Delay Rate: 1-(0.989*0,987*0.989*0.989*1*0.985) = 0.060.
(Equation 85)

All of these aggregation results can be presented into a mashup

dashboard (which presents these results to WSO2 BAM’s dashboard) (see Figure

P —— ) [l E—— FATE | speation sgepation m et stction: EEO
service aggregation for task 1 response defay raie in different situations operation aggregabon in different situations
Show 10 [ enies. Saarch Show| 10 [ enlries Search
task1_execution_delayrate  taski_response_delayrate situation_No  execution_delayrate  response_delayrate
oorz 0082 1 006 0048
Shawing 1121 of1 enlrizs Previous Nedt 2 0.047 0n
3 0045 003
4 0033 0022
Showing 1to 4 of 4 enfries Previous Next

Figure 87 Use Case - Aggregation Results Presentation

5.5 Conclusion

In this chapter we present our contribution to resolve the two remainingresearch
questions:

Q3: How can we make the governance approach be customized and
self-adjusted to meet different governance requirements?

Q4: How governance and adapting processes can be automatic and
benefit business outcomes?
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To this end, we propose a Governance Execution and Adapting
Framework. This framework aims at governing the performance of business
processes and quality of all resources according to customized governance
requirements. It allows all activities in business process workflow to create
values for Business Decision Maker and to minimize wastes in Business
Decision Maker required business process. Continuing the previously introduced
Preparation Phase of our Governance Loop (in chapter 4), the processes of this
Governance Execution and Adapting Framework implement the last two phases
of our Governance Loop: Governance Execution Phase and Adapting Phase.

This Multi-layer Governance Framework includes two main models:

1) Multi-layer Monitoring Model which aims at implementing
customized governance requirements at runtime and monitoring quality of
resources the performance of business processes. In this model, we proposed a
monitoring requirement formalization process to set a generic monitoring
process fitting various requirements. Then we proposed a monitoring policy rule
generation process which takes advantage of both Model-Driven Engineering
and of Pattern-based Engineering approach to generate customized monitoring
policy rules. These generated monitoring policy rules invoke Key Performance
Indicators (KPIs) to implement each monitoring policy rule.

2) Multi-layer Computing Model. This model aims at collecting and
computing initial runtime monitoring results, giving comprehensive governance
results and making monitoring to be beneficial to business. To implement the
computing process, we propose an automatic computing rule generation process
according to customized computing requirements. Generated Computing Rules
can invoke convenient composition algorithms to aggregate related resources/
Non Functional Properties real-time monitoring results into required
comprehensive results and present on dashboards. These aggregation algorithms
are designed according to the composition of involved resources and the
characteristics of Non Functional Properties.

In addition, we design an Immunity Inspired autonomic management
strategy for Key Performance Indicator’s evolution and lifecycle management to
make governance process be dynamic and autonomic. To make self-driven
correction mechanism, Action Engines (AEs) can be invoked by Key
Performance Indicators automatically according to Key Performance Indicators’
monitoring result. Furthermore, a Use Case has been used to demonstrate the
application of this governance framework.
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6 Conclusion

Maintaining business competitiveness and achieving agility of Business and IT
is an important motivation for organizations to adapt their businesses into the
ever-changing environment. The rapid rise of Cloud Computing is enabling a
wide array of new business models and these new models have greatly changed
the way we organize and provide business resources. However, even cloud
computing has emerged as an important solution offering enterprises a
potentially cost effective model to ease their computing needs and accomplish
business objectives. This loosely coupled paradigm also brings many
uncertainties and open challenges, such as controlling quality of service,
managing performance of business process, optimizing resources’ utilization and
managing violation of agreements, etc. These challenges are hindering the
development of Cloud Computing and making businesses are under increasing
pressure to sharpen their business practices. It is also impacting the use of
emerging IT. To solve these problems, a comprehensive resource governance
and management approach is required to understand the real-time status of
organizations from business to infrastructure elements, thus guarantee
organizations gain promised benefits from emerging business paradigms and
technology.

In this research work, we proposed a Service-Oriented Multi-layer
Management and Governance architecture (SO-MGA).

After raising and analyzing our main research question, we divide this
main question into sub-questions, and searched for existing solutions for these
sub-questions. To overcome the limits of existing solutions, SO-MGA aims at
narrowing the gap between business and IT, at providing a customized multi-
layer governance solution to simplify the management and governance from
business perspective. This will also guarantee that involved resources’ activities
add value on business side, as well as make sure that the technical adjustments
always meet the business needs. Our solution pays attention on monitoring
business performance and quality of resources’ Non Functional Properties at
runtime. We also design monitoring composition algorithms to provide
comprehensive governance results. Besides, we design autonomic management
strategy to implement our management and governance without interfering with
organizations’ business processes. A Use Case is introduced to demonstrate and
evaluate our solution gradually.
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6.1 Work Summary

In chapter 1, we analyzed the research background. The new business paradigms
and information technologies have dramatically changed the way business is run.
These emerging business paradigms and technologies bring new opportunities
but also new challenges. According to our research a lack of a comprehensive
and customizable governance and monitoring solution considering business
requirements in cloud environment is one the biggest obstacles for organizations
to get benefits from service-oriented computing and cloud computing. Therefore,
how can we achieve a customizable governance solution to monitor and control
quality of services, performance of business, and guarantee organizations obtain
promised benefits from cloud? We divided this generic question into 4 sub-
questions: 1) Understand clearly what should be governed? 2) Define
governance objects. This needs to analyze how these objects impact on
organizations’ performance and their business outcomes. 3) Design a customized
governance solution to fit the requirements dynamically at runtime without
interfere organizations’ ongoing business processes. 4) Make organizations
obtain benefits from our governance solution to achieve organizations’ business
and IT agility.

In chapter 2 (the State of The Art), we firstly introduced the global
context. The development of IT/IS, Information Systems (ISs) play a vital role
for organizations. Besides traditional product value chain, organizations pay
more and more attention on information value chain. IS agility is the key factor
for business agility, more and more organizations adapt Lean Think to their
management to achieve IS and business agility. The most important step for lean
implementation is identification of waste before removing them. In our IT
collaborate business environment, ultimate essential concern is quality of
information which has to fit the business requirements and add value to business
processes. Delivering tangible business value, business processes need to swiftly
adapt its strategies to reflect IT changes, business processes and ISs should be
aligned to achieve organization’s agility.

According to this analysis, we can answer our first sub-question: the
elements of information value chain are the most important governance objects
for our research. Then for answering the second sub-question, we need to
understand the interplay between governance objects and how these information
value chain’s elements impact organizations’ business performance. We
introduced Business Process Management (BPM) which provides understanding
and metrics for business context. Enterprise Architecture (EA) gives a platform
for BPM to implement enterprise’s business strategy. Combining EA and BPM
makes EA gain additional benefits from BPM, such as optimize and deploy
process models for maximized business outcomes, consider BPM into IT reuse
and governance, etc. After understanding the close connection between IT and
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BPM, we analyze the top four EA frameworks: Zachman, TOGAF, FEA and
Gartner, each of them have their own strengths and weakness. However, none of
them provide a clear Success Measurement and Governance Guidance.
Therefore, it requires a new solution which can develop the disciplines of EA.
The requirement of combing BPM with EA fits the ability of SOA. Furthermore,
the value proposition of SOA is centered on agile and aligned business and IT
design and delivery. Layers of SOA simplify the complexity from business
perspective the way Non-functional properties (Non Functional Properties) and
Service Level Agreement (SLA) constrain the way services’ functional
properties are achieved. However, SLAs do not pay much attention on the
higher-level aspects of interaction between business and service-based
applications. Therefore, the Business-Level Agreement (BLA) becomes a
critical concern for enterprises to maintain the long-term business value of using
these service-based applications. BLA is complementary to the technical SLAs.
Performing these agreements (SLAs /BLAs), requires SOA governance to define
the set of policies, rules, and enforcement mechanisms for developing, using,
and evolving service-oriented systems and for analyzing their business value.
After analyzing several existing SOA governance solutions, we list some
challenges for SOA governance, such as delivery value to stakeholders,
compliance to standards, and dynamicity from consumer perspective.

The third and fourth sub-questions (i.e. building a customized and
dynamic governance solution) lead to a new requirement, namely performance
measurement to fit the service-oriented environment. We analyze existing
performance measurement solutions and their limits. As they consumed a lot of
manpower to develop measurement system, they are not adaptable for updating.
They do not easily meet other requirements, such as fitting the service-oriented
environment. In addition, we compared the traditional dashboards and
scorecards. They have their own features (dashboards show runtime detailed
status, while scorecards show periodic snapshots summary status). In order to
make the governance customizable and fit the service-oriented environment, we
list some challenges to provide customizable presentation (chose right indicators
to show the most important aspects of business performance, consider showing
results good for further business decisions). Due to the complexity of
organizations, organizing required Key Performance Indicators (KPIs)
automatically requires an autonomic management solution. We adapt the
immunologically inspired theory to our governance solution to management our
governance elements automatically. Considering the layers (Software as a
Service: SaaS, Platform as a Service: PaaS, Infrastructure as a Service: IaaS)
and deploying models (Private Cloud, Community Cloud, Public Cloud and
Hybrid Cloud) of Cloud Computing, it involves more complex monitoring
systems, which have to be robust, scalable and fast, to be able to manage and
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verify a large number of resources. We analyzed some open issues for Cloud
Computing Governance, such cross-layer, cross-domain governance, monitoring
novel network architecture, etc.,

To overcome the existing solutions’ limits, we introduce our solution:
Service-Oriented Multi-layer Management and Governance Architecture (SO-
MGA). In the chapter 3, we globally introduce our multi-layer management and
governance architecture. Considering the layers of Cloud and combining
business process with information value chain, we extend the traditional XaaS to
Business as a Service (BaaS) layer and defined 3 “horizontal” layers (viz.
Business Process Layer, Business Service Layer and Business Implementation
Layer) according to the functional features of resources, a “vertical” governance
layer and a top Business decision layer. Achieving the simplicity and dynamicity,
we designed an Integrated Management and Governance Bus as a middleware to
exchange messages and implement interactions between components. In order to
give a global view of our governance solution, we also introduce our governance
architecture’s working principle and a general definition of resource and
classification of Non Functional Properties.

In chapter 4 we detail our Multi-Layer BaaS Management and
Governance Preparation Framework which includes BaaS Resource
Organization Model and BaaS Management Negotiation and Governance
Preparation Model. In the Resource Organization Model section, we explain the
deconstruction and formalization of Business Decision Maker’s management
requirement, selection and organization of required resources. The Negotiation
and Governance Preparation Model includes the definition of our Multi-level
Agreements. The Multi-level Agreements (MLAs) include Business Process
Level Agreement (BPLA) and Business Service Level Agreement (BSLA). This
MLA aims at working as a mediator between Business Decision Maker and
Service Providers to reduce the violation and number of reconfiguration for
Business Decision Maker, as well as making technical adjustments always meet
business requirements. A Logistics Company Use Case is used to show Multi-
layer BaaS Management Framework can be used.

In chapter 5, we introduce our Multi-Layer BaaS Governance
Framework which includes a Multi-layer Monitoring Model (runtime monitoring)
and a Multi-layer Computing Model (composing initial monitoring results to
comprehensive governance results). To achieve this customizable governance,
we designed a requirement formalization process and a governance rule
generation process. Furthermore, achieving the autonomic management, we
designed an immunity inspired solution to manage governance elements
automatically. Improving organization’s performance according to governance
results, we designed a composition algorithms considering Non Functional
Properties’ feature and governance objects’ interaction relationships. The
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Logistics Company Use Case is used to demonstrate how Multi-layer BaaS
Governance Framework can be used.

In a summary, our Service-Oriented Multi-layer Governance
Architecture aims at providing a solution to implement the agility of business
and IS. This policy-based governance solution focuses on the performance of
both business value chain and information value chain, and uses a formal model.
It can formalize governance requirements, generate customized governance rules,
and deploy governance eclements such as Key Performance Indicators and
Aggregators. Monitoring implementation allows composing initial results as
comprehensive results on dashboards. These governance results aim not only at
providing real-time status of business resources’ performance but also at
providing periodic analysis for both information and business value chain.
According monitoring results we can adjust the performance of resource.
Moreover, we design an autonomic management to manage Key Performance
Indicator’s evolution and lifecycle to improve the dynamicity of our governance
without any interference.

6.2 Future Work

Based on our work, following research topics could extend it in the future.

- Optimize Selection of Resources

In this work we have proposed an approach to select and manage Non
Functional Property-based resources for business requirement. However, in
today’s cloudy environment, how to select the most appropriate resources from
the massive resource pool efficiently is still a challenge for business decision
makers. It would be interesting to explore universal approaches that support
extracting features of resources and sort resources according to specific needs,
to accelerate resources’ update and to improve the efficiency of resource
management and selection.

- Enhance the Efficiency of Agreements’ Management

The collaboration of internal and external enterprises is increasing in
cloud computing environment. With the XaaS concept, an enterprise or an
organization could cooperate with difference Service Providers. To constrain
mutual obligation and responsibility there could have different contracts and
agreements between with these various Service Providers. A standard approach
to manage all of these contracts and agreements and minimize the harm from
violations is important for achieving business agility.

- Catalogue Non Functional Properties and Standardize Non
Functional Property’s Aggregation Algorithm
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It would be interesting to explore an efficient approach to catalogue
Non Functional Properties in various domains and give specific definition to
Non Functional Property for particular usages. As we have introduced in this
dissertation, some Non Functional Properties cannot be calculated but we still
need to aggregate difference resources’ Non Functional Properties to have a
comprehensive view. This is why a standard approach to aggregate Non
Functional Properties in various domains is important for managing and
governing resources.

- Analyze and Predict Governance Results

Governance system will provide massive data. It is important to explore
an approach to analyze this big data to extract meaningful information according
to particular business requirement. Furthermore, it would be interesting to
explore an approach to predict the future situation by analyzing recorded history
data. The prediction could assist enterprises to orchestrate their resource more
reasonably.
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Appendix

1 Use Case - BaaS Management: Definition and Dependencies of
Resources for Standard Delivery BP

The formalized definition of Standard Delivery BP’s resources as following:

BP standard = (“Standard Delivery BP”, “Standard: Deliver goods from
factory to clients”, “Task 1, Task 2, Task 3, Task 4”, “Delivery time: Standard,
Cost: Low”, “BP_Cxt”, “BP_Ep”)

This BP is divided into four Tasks accordingly:

Task 1 = (“Task 17, “distribution from factory to depot”, “Service 17,
“Delivery time, Cost”, “Task Cxt”, “Task Ep”);

Task 2 = (“Task 27, “distribution from depot to distribution center”,
“Express: Service E2; Standard: S2”, “Delivery time, Cost”, “Task Cxt”,
“Task Ep”);

Task 3 = (“Task 37, “distribution from distribution center to transmit
point”, “Express: Service E3; Standard: S3”, “Delivery time, Cost”, “Task Cxt”,
“Task Ep”);

Task 4 = (“Task 47, “distribution from transmit point to client”,
“Express: Service E4; Standard: S4”, “Delivery time, Cost”, “Task Cxt”,
“Task Ep”);

Each Task requires at least one Service, in this case there are four
Services are required:

Service 1 = (“Service 17, “distribution from factory to depot”, “black-
box”, “FP: shipping”, “NFP: delivery time; cost”, 7, “Servicel Ep”)

Service S2 = (“Service S2”, “distribution from depot to distribution
center”, “white-box”, “FP: shipping; Require: OP S2-1; OP S2-2”, “NFP:
delivery time; cost”, “”, “ServiceS2 Ep”)

Service S3 = (“Service S3”, “distribution from distribution center to
transmit point”, “white-box”, “FP: shipping; Require: OP S3-1; OP S3-2”, “NFP:
delivery time; cost”, *”, “ServiceS3_Ep”)

Service S4 = (“Service S4”, “distribution from transmit point to client”,
“white-box”, “FP: shipping; Require: OP S4-1; OP S4-2”, “NFP: delivery time;
cost”, “”, “ServiceE4 Ep”)

Each Service is implemented by at least on Operation, in this case there
are four Operations are required:

Operation S2-1 = (“OP S2-17, “manage inventory”, “FP: inventory
management”, “NFP”, “’/ “OP S3-1 Ep”);
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Operation S2-2 = (“OP S2-2”, “manage shipment”, “FP: shipment

management”, “NFP”, “” “OP S3-2 Ep”);

Operation S3-1 = (“OP S3-17, “manage inventory”, “FP: inventory

management”, “NFP”, “”’/ “OP S3-1 Ep”);

Operation S3-2 = (“OP S3-2”, “manage shipment”, “FP: shipment

management”, “NFP”, “” “OP S3-2 Ep”);

Operation S4-1 = (“OP S4-17, “manage inventory”, “FP: inventory

management”, “NFP”, “” “OP S4-1 Ep”);

Operation S4-2 = (“OP S4-2”, “manage shippment”, “FP: shippment

management (Require: Inf S4-2)”, “NFP”, “”, “OPS4-2 Ep”);

For white-box Operation, the required Infrastructure can be managed.

In this case there are three Infrastructures can be managed.

Infrastructure S2-2 = (“Inf S2-2”, “implement OP S2-2”, “shipping”)
Infrastructure S3-2 = (“Inf S3-2”, “implement OP S3-2”, “shipping”)
Infrastructure S4-2 = (“Inf S4-2”, “implement OP S4-2”, “shipping”)
From above, the dependencies of these Standard Delivery BP’s

resources are shown in following figure (see Figure 88):

Standard Delivery Business Process

= Task 2: Distribute from
Depot to Distribution center

EITask 1: Distribute from
Factory to Depot

ot

iV

“2Service 1
(black-box)

Task 3: Distribute f ol
E[I)istrial:nsution Icserr:tel: teo Trroar:smit = Taska:Distibute from .
. Transmit point to Clients
point =
! 1
7 Y
%‘Sewice s3 @3‘Sewice S4
(white-box) (white-box)

|
Vi

T
;;«.QJ‘SEWKE S2

(white-box)

Standard Standard

Delivery

Standard
Delivery

Inf S2-2 Inf §3-2 Inf 54-2

Figure 88 Standard Delivery BP's Resource Dependency

2 Use Case (Governance Preparation) — Classification of NFP,

Transform Pattern and Governance Pattern

In our Use Case Non Functional Properties are classified into four

groups, each groups has at least one Critical Success Factors (see Figure 89):
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= | <MFP>
<name>Group-Cost<,/name> Group—Cost
= <Elements>

<Element>unit.valne</Element>
<Element>mode . value</Element>

</Elements
<Measurement>nonit.valne*mode . valne< /Measurement>
[+ <hlgorichm>
<ChildNFP>CSF-Price</ChildNFP>
</MFP>
<HEE> Group-
<name>Group-Performance<,/name> Performance
= <Elements>
<Element>unit.valune</Element>
<Element>mode.valne</Element>
I </Elements>
<Measurement>onit.valone</Measurement>
H <Blgorithms

<ChildNFE>CSF-ResponseTime<,/ChildHNFE>
<ChildNFP>CSF-ExecutionTime</ChildNFP>
<ChildNFP>CSF-Availability</ChildNFE>
<ChildNFE>»subGroup-DelayRate<,/ChildNFE>

r| </HFE>
<HFP>
. . o Group-
<name>Group-Maintainability</name> Mai . bili
— <Elements> aintainability

<Elementr>nnit.valne</Element>
<Elementrmode.valne</Element>

= </Elements:>
<Measurement>unit.valune</Measurement>
[ <hlgorithm>
<ChildNFP>CSF-Reputation</ChildNFP>
<ChildNFP>CSF-Reliability</ChildNFP>
<ChildNFP>CSF-Usability</ChildNFE>
<ChildNFP>CSF-Acouracy<,/ChildNFP>

| </WNFP>

<MFE> G S .
<name>Group-Security</name> roup- ecurny
= <Elements>
<Element>mechanism</Element>
<Elementr»score<,/Element>
<Element>time period</Element>
B </Elements>
<Measurement>security.valune= mechanism*score</Measurement>

H <Algorithms>

<ChildNFP>subGroup-Integrity</ChildNFE>
<ChildNFE>=subGroup-Confidentiality (AES)</ChildNFE>
<ChildNFPr»subGroup-Confidentiality (DES)</ChildNFP>
<ChildNFP>subGroup-Nonrepuliation<,/ChildNFF>

| </HFE>

Figure 89 Excerpt of NFP's Classification xml file

Details of sub-group Delay Rate (see Figure 90):
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<NFE
<namersubGroup-DelayRate</name> Sub Group - Delay Rate
-l LLIEIETIC
<Element>number of delayed time</Element>
<Element>number of measured time</Elements
r </Elementsy

H <hlgorithm>

<Measurement>delayrate.value=( number of delayed time/ number of measured time )*100%</Measurement>

= <ParenetNFE>
<name>Group-Performance<,/name>
r </ParenetNFP>
<ChildNFP>CSF-ResponseDelayRate</ChildNFE>
<ChildNFE>CSF-ExecutionDelayRate</ChildNFE>
r  </MFB>

<HEE

name>CSF-ResponseDelayRate</name> |CSF - Response De|ay Rate
-l LTI

<Element>number of delayed time</Element>

<Element>number of measured time</Element>

r </Elementsy

[+ <hlgorithm>

<Measurement>delayrate.value=( number of delayed time/ number of measured time ) *100%</Measurement>

<ParenetNFP>subGroup-DelayRate</ParenstNFE>
r </NFP>

| <NFE
name>CSF-ExecutionDelayRate</name> | CSF - Execution Delay Rate

= Etement

<Element>number of delayed time</Element>

<Elementynumber of measured time</Element

Figure 90 Details of sub-group Delay Rate

r </Elementss

<Measurement>delayrate.value=( number of delayed time/ number of measured time ) *100%</Measurement>
H <Algorithm>

<ParenetNFP>subGroup-DelayRate</ParenstNEE>
 </NFP>

Transformation patterns are organized based on the Non Functional
Property classification (see Figure 91, Figure 92, Figure 93, Figure 94):

? <TransformPattern>
<PatternName>Pattern-Cost</Patternlame>
<PatternGoal>Govern-cost</FatternGoal>
¢PatternContextcrpattern context--</PatternContext>

<PatternCollaborationroollaboration of participants</PatternCollaborationy

H <Relatedpatterns>

% <relatedSiblingpatternsy>
<ziblingpatternrPattern-Performance</siblingpattern>
<sgiblingpactern:Pattern-Maintainability</siblingpattern>
<siblingpattern»Pattern-Security</siblingpattern>

b </relatedSiblingpatterns>

H <relatedChildpatterns>

<childpattern>CSFPattern-Price</childpattern>

b </relatedChildpatterns>

r </Relatedpatterns>

H <PatternConsequencess

<PatternPariticipants>paticipants:Req i: subpatterns; collaborated BP: etc.</PatternPariticipants>

Pattern-Cost

<PatternStep>transform steps</PatternStep>

I </TransformPattern>

Figure 91 Transform Pattern - Cost
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«TransformPattern>
<Patternlame>Pattern-Performance</PatternName> Pattern-Performance
<PatternGoal>Govern-performance</PatternGoalr
<PatternContext>pattern context--</PatternContexts>
<PatternPariticipants>paticipants:Req i; subpatterns; collaborated BP; etc.</PatternPariticipants>
<PatternCollaborationroollaboration of participants</PatternCollaboration>
<Relatedpatterns>
<relatedSiblingpatterns>
<ziblingpattern>Pattern-Cost</=siblingpattern>
<siblingpattern>Pattern-Maintainability</siblingpatterns>
<siblingpattern>Pattern-Security</siblingpattern>
</relatedSiblingpatterns>
<relatedChildpatterns>
<childpattern>CSFPattern-ResponseTime</childpatterny>
<childpattern>CSFPattern-Availability</childpattern>
<childpatternr»snbPattern-DelayRate</childpatterny
<childpattern>CSFPattern-ExecutionTime</childpatterny
</relatedChildpatterns>
</Relatedpatterns>
<PatternConsequences>

</TransformPattern>

Figure 92 Transform Pattern - Performance

<TransformPattern> . .
<PatternName>Pattern-Maintainability</Patternflame> Pattern'hﬂalntalnablhty
<PatternGoal>Govern-maitainability</PatternGoal>
<PatternContext>pattern context--</PatternContext>

<PatternPariticipants>paticipants:Req i; subpatterns; collaborated BP; etc.</PatternPariticipantsx»

<PatternCollaborationrcollaboration of participants</PatternCollakborations
<Relatedpatterns>
<relatedSiblingpatterns>
<ziblingpattern>Pattern-Cost</siblingpattern>
<ziblingpattern>Pattern-Performance</sikblingpatterns
<ziblingpattern>Pattern-Security</siblingpattern>
</relatedSiblingpatterns>
<relatedChildpatterns>
<childpattern>CSFPattern-Reputation</childpattern>
<childpattern>CSFPattern-Usability</childpattern>
<childpattern>CSFPattern-Reliability</childpatterny>
<childpattern>CSFPattern-Accuracy</childpattern>
</relatedChildpatterns>
</Relatedpatterns>
<PatternConsequences>

</TransformPattern>

Figure 93 Transform Pattern - Maintainability
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H <TransformPattern
<Patterntame>Pattern-Security</PatternName>
<PatternGoal>Govern-security</Patterntoal>

Pattern-Security

<PatternContext>pattern context--</FatternContextc>
<PatternPariticipanta»paticipants:Req i:; subpatterns; collaborated BP; etc.</PatternPariticipants>
<PatternCollazboration»collaboration of participants</PatternCollaborations
= <Relatedpatterns>
E <relatedSiblingpatternss>
<3iblingpattern>Pattern-Cost</siblingpatterns>
<siblingpattern>Pattern-Performance</siblingpattern>
<siblingpattern>Pattern-Maintainability</=ziblingpatcern>
r </related3iblingpatterns>
= <relatedChildpatterns>
<childpatternrsubPattern-Integrity</childpattern>
<childpatternrsubPattern-Confidentiality (AES)</childpattern>
<childpatternrsubPattern-Confidentiality (DES)</childpattern>
<childpatternrsubPattern-Nonrepuliation</childpattern>
r </relatedChildpatterns>
r </Relatedpatterns>
[+ <PatternConsequences>

r  </TransformPattern>

Figure 94 Transform Pattern - Security

For subgroup DelayRate, the corresponding subPattern-DelayRate and
its CSF-Patterns are organized as following shows (see Figure 95):
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[5 <TransformPattern>
<PatternName>subPattern-DelayRate</Patterniame> SUbPattern-DelayRate
<PatternGoal>Govern-delay-rate</FatternGoaly
<PatternContext>pattern context--</FatternContext>
<PatternPariticipants>paticipants:Req i; subpatterns: collaborated BP: etc.</PatternPariticipanta»
<PatternCollaboration»collaboration of participants</PatternCollaboration>
H <Relatedpatternss>
g <relatedPFarentpatterns>

<parentpattern> pattern-performance</parentpatterns
i </relatedParentpatterna’>
H <related5iblingpatterns>
<giblingpattern>CSFPattern-ResponseTime</3iblingpattern>
<siblingpattern>CSFPattern-ExecutionTime</siblingpattern>
<siblingpattern>CSFPattern-Availability</siblingpattern>
- </relatedSiblingpatterns:
H <relatedChildpatterns>
<childpattern>CSFPattern-ResponseDelayRate</childpatterny
<childpattern>C3FPattern-ExecutionDelayRate</childpattern>
r </relatedChildpatterns>
B </Relatedpatterns>
H <PatternConsequences>
r  «/TransformPattern:

[ﬁ <TransformFatcern>
<Patterniame>CSFPattern-ResponseDelayRate</Patterniame> CSFPattern-
<PatternGoal>Govern-delay-rate</PatternGoal> ResponseDelayRate
<PatternContext>pattern context--</FPatternContextr
<PatternPariticipants>paticipants:Req i; subpatterns; collaborated BP; ete.</PatternPariticipantss
<PatternCollaboration»collaboration of participants</PatternCollaboration>
H <Relatedpatternsy>
g <relatedParentpatterns>
<parentpattern> Pattern-Performance</parentpatterns
r </relatedParentpatterns>
H <relatedSiblingpatterns>
<siblingpattern>CSFPattern-ExecutionDelayRate</siblingpatterny
- </relatedSiblingpatterns:
r </Relatedpatterns>
[ <PatternConsequencess>

r </TransformPattern> CSEPattern-
ExecutionDelayRate
[H <TransformPattern>
<PatternName>CSFPattern-ExecutionDelayRate</Patternilames>
<PatternGoal>Govern-delay-rate</PatternGoal>
<PatternContext>pattern context--</FatternContext>
<PatternPariticipants»paticipants:Req i; subpatterns; collaborated BP; etec.</PatternPariticipants>
<PatternCollaboration»collaboration of participants</PatternCollaboration>
H <Relatedpatternss>
g <relatedPFarentpatterns>

<parentpattern> Pattern-Performance</parentpatterns
i </relatedParentpatterna’>
H <related5iblingpatterns>
<siblingpattern>CSFPattern-ResponseDelayRate</siblingpatterny
B </relatedSikblingpatterns>
r </Relatedpatterns>
[ <PatternConsequencess>
- </TransformPattern>

Figure 95 Excerpt of Use Case Transform Pattern (subPattern-DelayRate)
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In our Use Case the organization of Governance Patterns pays attention
on monitoring quality of Critical Success Factors. Due to in our Use Case Non
Functional Property Classification registered 14 Critical Success Factors, there
are 14 corresponding Goverannce Patterns (GPats) are registered in
<GovernancePattern-UseCase.xml>. For example, Governance Patterns for CSF-
ResponseDelayRate and CSF-ExecutionDelayRate are organized as following
figure shows (see Figure 96):

H <GovernancePattern>
<EPat-ID>GPat-ResponseDelayRate</GPac—-ID>
<EPat—-Goalrmonitoring response delay rate</GPat—Goal>
<GPat-Context/>
<EPat-KPI>KPI-ResponseDelayRate</GPac—-HEI>

= <GEPat-Trans>

«PolR-resourcerresource</PolR-resource>
<PFolR-Gov>CSFPattern-ResponseDelayRate</PolR—Gov>

- </GPac-Trans>
<GFPat-Csqg/>

B «/GovernancePattern>

Gpat-
ResponseDelayRate

= <GovernancePattern>
<EPat-ID>GPat-ExecutionDelayRate</GFat—-ID>
<GPat-Goalrmonitoring execution delay rate</GPat—-Goal>
<GPat-Context/>
<GPat-HKPI>KPI-ExecutionDelayRate< /GPat—-HKFI>

= <GEPat-Trans>

«PolR-resourcerresource</PolR-resource>
<FolR-Gov>CSFPattern-ExecnutionDelayRate</FolR-Gov>

- </GPac-Trans>
<GFPat-Csqg/>

r </GovernancePattern>

Gpat-
ExecutionDelayRate

Figure 96 Excerpt of Use Case - Transform Pattern (Four Group Pattern)

3. Use Case — Implementation of Monitoring Policy Rule’s
Generation

Generated Root-PolRs for MonReq 2 are organized as:

- PolR 3 = (“PolR 3”,”count response delay time”, “Resource(Standard
Delivery BP, BPL, white-box)”, “”, “Gov(ResponseDelayRate, count delay time
out of measured time)”, “GPat-RespDelay”);

- PolR 4 = (“PolR 47, “count execution delay time”, “Resource(Standard
Delivery BP, BPL, white-box)”, 7, “Gov(ExecutionDelayRate, count delay time
out of measured time)”, “GPat-ExecDelay”)

All propagated monitoring policy rules for MonReql a organized as
following:

- PolR 1.3 = (“PolR 1 37, “count response delay time”,
“Resource(Task E1, BPL, white-box)”, “”, “Gov(response delay time, count
delay time out of measured time)”, “GPat-RespDelay”)
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- PolR 14 = (“PolR 1 47, “count response delay time”,
“Resource(Task E2, BPL, white-box)”, “”, “Gov(response delay time, count
delay time out of measured time)”, “GPat-RespDelay”)

- PolR 1.5 = (“PolR 15”7, “count response delay time”,
“Resource(Task E3, BPL, white-box)”, “”, “Gov(response delay time, count
delay time out of measured time)”, “GPat-RespDelay”)

- PolR 1.6 = (“PolR 1 67, “count response delay time”,
“Resource(Task E4, BPL, white-box)”, “”, “Gov(response delay time, count
delay time out of measured time)”, “GPat-RespDelay”)

- PolR 1.7 = (“PolR 1 77, “count response delay time”,
“Resource(Service 1, BSL, black-box)”, “”, “Gov(response delay time, count
delay time out of measured time)”, “GPat-RespDelay”)

- PolR 1.8 = (“PolR 1 87, “count response delay time”,
“Resource(Service_E2, BSL, black-box)”, “”, “Gov(response delay time, count
delay time out of measured time)”, “GPat-RespDelay”)

- PolR 1.9 = (“PolR 19”7, “count response delay time”,
“Resource(Service_E3, BSL, black-box)”, “”, “Gov(response delay time, count
delay time out of measured time)”, “GPat-RespDelay”)

- PolR 1 10 = (“PolR 1 107, “count response delay time”,
“Resource(Service_E4, BSL, white-box)”, “”, “Gov(response delay time, count
delay time out of measured time)”, “GPat-RespDelay”)

- PolR 1 11 = (“PolR 1 117, “count response delay time”,
“Resource(OP_E3-1, BSL, black-box)”, “”, “Gov(response delay time, count
delay time out of measured time)”, “GPat-RespDelay”)

- PolR 1 12 = (“PolR 1 12”7, “count response delay time”,
“Resource(OP_E3-2, BSL, black-box)”, “”, “Gov(response delay time, count
delay time out of measured time)”, “GPat-RespDelay”)

- PolR 1 13 = (“PolR 1 137, “count response delay time”,
“Resource(OP_E4-1, BSL, black-box)”, “”, “Gov(response delay time, count
delay time out of measured time)”, “GPat-RespDelay”)

- PolR 1 14 = (“PolR 1 14”7, “count response delay time”,
“Resource(OP_E4-2, BSL, white-box)”, “”, “Gov(response delay time, count
delay time out of measured time)”, “GPat-RespDelay”)

- PolR 1 15 = (“PolR 1 157, “count response delay time”,
“Resource(Inf E4-2, BSL, black-box)”, “”, “Gov(response delay time, count
delay time out of measured time)”, “GPat-RespDelay”)

- PolR 23 = (“PolR 2 37, “count execution delay time”,
“Resource(Task E1, BPL, white-box)”, “”, “Gov(execution delay time, count
delay time out of measured time)”, “GPat-ExecDelay”)
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- PolR 24 = (“PolR 2 4”7, “count execution delay time”,
“Resource(Task E2, BPL, white-box)”, “”, “Gov(execution delay time, count
delay time out of measured time)”, “GPat-ExecDelay”)

- PolR 25 = (“PolR 2 57, “count execution delay time”,
“Resource(Task E3, BPL, white-box)”, “”, “Gov(execution delay time, count
delay time out of measured time)”, “GPat-ExecDelay”)

- PolR 26 = (“PolR 2 67, “count execution delay time”,
“Resource(Task E4, BPL, white-box)”, “”, “Gov(execution delay time, count
delay time out of measured time)”, “GPat-ExecDelay”)

- PolR 27 = (“PolR 2 77, “count execution delay time”,
“Resource(Service 1, BSL, black-box)”, “”, “Gov(execution delay time, count
delay time out of measured time)”, “GPat-ExecDelay”)

- PolR 28 = (“PolR 2 87, “count execution delay time”,
“Resource(Service_E2, BSL, black-box)”, “”, “Gov(execution delay time, count
delay time out of measured time)”, “GPat-ExecDelay”)

- PolR 29 = (“PolR 2 97, “count execution delay time”,
“Resource(Service_E3, BSL, black-box)”, “”, “Gov(execution delay time, count
delay time out of measured time)”, “GPat-ExecDelay”)

- PolR 2 10 = (“PolR 2 107, “count execution delay time”,
“Resource(Service_E4, BSL, white-box)”, “”, “Gov(execution delay time, count
delay time out of measured time)”, “GPat-ExecDelay”)

- PolR 2 11 = (“PolR 2 117, “count execution delay time”,
“Resource(OP_E3-1, BSL, black-box)”, “”, “Gov(execution delay time, count
delay time out of measured time)”, “GPat-ExecDelay”)

- PolR 2 12 = (“PolR 2 12”7, “count execution delay time”,
“Resource(OP_E3-2, BSL, black-box)”, “”, “Gov(execution delay time, count
delay time out of measured time)”, “GPat-ExecDelay”)

- PolR 2 13 = (“PolR 2 137, “count execution delay time”,
“Resource(OP_E4-1, BSL, black-box)”, “”, “Gov(execution delay time, count
delay time out of measured time)”, “GPat-ExecDelay”)

- PolR 2 14 = (“PolR 2 147, “count execution delay time”,
“Resource(OP_E4-2, BSL, white-box)”, “”, “Gov(execution delay time, count
delay time out of measured time)”, “GPat-ExecDelay”)

- PolR 2 15 = (“PolR 2 157, “count execution delay time”,
“Resource(Inf E4-2, BIL, black-box)”, “”, “Gov(execution delay time, count
delay time out of measured time)”, “GPat-ExecDelay”)

In the similar way for MonReq2 propagated PolRs can be organized as
following.

- PolR 33 = (“PolR 3 37, “count response delay time”,
“Resource(Task 1, BPL, white-box)”, “”, “Gov(response delay time, count delay
time out of measured time)”, “GPat-RespDelay”)
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- PolR 34 = (“PolR 3 47, “count response delay time”,
“Resource(Task 2, BPL, white-box)”, “”, “Gov(response delay time, count delay
time out of measured time)”, “GPat-RespDelay”)

- PolR 35 = (“PolR 3 57, “count response delay time”,
“Resource(Task 3, BPL, white-box)”, “”, “Gov(response delay time, count delay
time out of measured time)”, “GPat-RespDelay”)

- PolR 36 = (“PolR 3 6”, “count response delay time”,
“Resource(Task 4, BPL, white-box)”, “”, “Gov(response delay time, count delay
time out of measured time)”, “GPat-RespDelay”)

- PolR 37 = (“PolR 3 77, “count response delay time”,
“Resource(Service 1, BSL, black-box)”, “”, “Gov(response delay time, count
delay time out of measured time)”, “GPat-RespDelay”)

- PolR 3 8 = (“PolR 3 8", “count response delay time”,
“Resource(Service_S2, BSL, white-box)”, “”, “Gov(response delay time, count
delay time out of measured time)”, “GPat-RespDelay”)

- PolR 39 = (“PolR 3 97, “count response delay time”,
“Resource(Service S3, BSL, white-box)”, “”, “Gov(response delay time, count
delay time out of measured time)”, “GPat-RespDelay”)

- PolR 3 10 = (“PolR 3 107, “count response delay time”,
“Resource(Service_S4, BSL, white-box)”, “”, “Gov(response delay time, count
delay time out of measured time)”, “GPat-RespDelay”)

- PolR 3 11 = (“PolR 3 117, “count response delay time”,
“Resource(OP S2-1, BSL, black-box)”, “”, “Gov(response delay time, count
delay time out of measured time)”, “GPat-RespDelay”)

- PolR 3 12 = (“PolR 3 12”7, “count response delay time”,
“Resource(OP_S2-2, BSL, white-box)”, 7, “Gov(response delay time, count
delay time out of measured time)”, “GPat-RespDelay”)

- PolR 3 13 = (“PolR 3 137, “count response delay time”,
“Resource(OP_S3-1, BSL, black-box)”, “”, “Gov(response delay time, count
delay time out of measured time)”, “GPat-RespDelay”)

- PolR 3 14 = (“PolR 3 14”7, “count response delay time”,
“Resource(OP_S3-2, BSL, white-box)”, 7, “Gov(response delay time, count
delay time out of measured time)”, “GPat-RespDelay”)

- PolR 3 15 = (“PolR 3 157, “count response delay time”,
“Resource(OP_S4-1, BSL, black-box)”, “”, “Gov(response delay time, count
delay time out of measured time)”, “GPat-RespDelay”)

- PolR 3 16 = (“PolR 3 167, “count response delay time”,
“Resource(OP_S4-2, BSL, white-box)”, “”, “Gov(response delay time, count
delay time out of measured time)”, “GPat-RespDelay”)
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- PolR 3 17 = (“PolR 3 177, “count response delay time”,
“Resource(Inf S2-2, BIL, black-box)”, “”, “Gov(response delay time, count
delay time out of measured time)”, “GPat-RespDelay”)

- PolR 3 18 = (“PolR 3 187, “count response delay time”,
“Resource(Inf _S3-2, BIL, black-box)”, “”, “Gov(response delay time, count
delay time out of measured time)”, “GPat-RespDelay”)

- PolR 3 19 = (“PolR 3 197, “count response delay time”,
“Resource(Inf S4-2, BIL, black-box)”, “”, “Gov(response delay time, count
delay time out of measured time)”, “GPat-RespDelay”)

- PolR 43 = (“PolR 4 37, “count execution delay time”,
“Resource(Task 1, BPL, white-box)”, “”, “Gov(execution delay time, count
delay time out of measured time)”, “GPat-ExecDelay”)

- PolR 44 = (“PolR 4 47, “count execution delay time”,
“Resource(Task 2, BPL, white-box)”, “”, “Gov(execution delay time, count
delay time out of measured time)”, “GPat-ExecDelay”)

- PolR 45 = (“PolR 4 57, “count execution delay time”,
“Resource(Task 3, BPL, white-box)”, “”, “Gov(execution delay time, count
delay time out of measured time)”, “GPat-ExecDelay”)

- PolR 46 = (“PolR 4 67, “count execution delay time”,
“Resource(Task 4, BPL, white-box)”, “”, “Gov(execution delay time, count
delay time out of measured time)”, “GPat-ExecDelay”)

- PolR 47 = (“PolR 4 77, “count execution delay time”,
“Resource(Service 1, BSL, black-box)”, “”, “Gov(execution delay time, count
delay time out of measured time)”, “GPat-ExecDelay”)

- PolR 48 = (“PolR 4 8”, “count execution delay time”,

“Resource(Service_S2, BSL, white-box)”, “”, “Gov(execution delay time, count
delay time out of measured time)”, “GPat-ExecDelay”)

- PolR 49 = (“PolR 4 97, “count execution delay time”,
“Resource(Service S3, BSL, white-box)”, “”, “Gov(execution delay time, count
delay time out of measured time)”, “GPat-ExecDelay”)

- PolR 4 10 = (“PolR 4 107, “count execution delay time”,
“Resource(Service_S4, BSL, white-box)”, “”, “Gov(execution delay time, count
delay time out of measured time)”, “GPat-ExecDelay”)

- PolR 4 11 = (“PolR 4 117, “count execution delay time”,
“Resource(OP_S2-1, BSL, black-box)”, “”, “Gov(execution delay time, count
delay time out of measured time)”, “GPat-ExecDelay”)

- PolR 4 12 = (“PolR 4 127, “count execution delay time”,
“Resource(OP_S2-2, BSL, white-box)”, 7, “Gov(execution delay time, count
delay time out of measured time)”, “GPat-ExecDelay”)
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- PolR 4 13 = (“PolR 4 137, “count execution delay time”,
“Resource(OP_S3-1, BSL, black-box)”, “”, “Gov(execution delay time, count
delay time out of measured time)”, “GPat-ExecDelay”)

- PolR 4 14 = (“PolR 4 147, “count execution delay time”,
“Resource(OP_S3-2, BSL, white-box)”, “”, “Gov(execution delay time, count
delay time out of measured time)”, “GPat-ExecDelay”)

- PolR 4 15 = (“PolR 4 157, “count execution delay time”,
“Resource(OP_S4-1, BSL, black-box)”, “”, “Gov(execution delay time, count
delay time out of measured time)”, “GPat-ExecDelay”)

- PolR 4 16 = (“PolR 4 167, “count execution delay time”,
“Resource(OP_S4-2, BSL, white-box)”, 7, “Gov(execution delay time, count
delay time out of measured time)”, “GPat-ExecDelay”)

- PolR 4 17 = (“PolR 4 177, “count execution delay time”,
“Resource(Inf_S2-2, BIL, black-box)”, “”, “Gov(execution delay time, count
delay time out of measured time)”, “GPat-ExecDelay”)

- PolR 4 18 = (“PolR 4 187, “count execution delay time”,
“Resource(Inf S3-2, BIL, black-box)”, “”, “Gov(execution delay time, count
delay time out of measured time)”, “GPat-ExecDelay”)

- PolR 4 19 = (“PolR 4 19”, “count execution delay time”,
“Resource(Inf _S4-2, BIL, black-box)”, “”, “Gov(execution delay time, count
delay time out of measured time)”, “GPat-ExecDelay”)

Standard Delivery BP has been decomposed into 10 monitored nodes

(see Figure 97): Service 1, Operation S2-1, Operation S2-2, Operation S3-1,
Operation S3-2, Operation S4-1, Operation S4-2, Inf S2-2, Inf S3-2, Inf S4-2.
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Standard Delivery BP's Monitoring Element Process

BDDQ@BDIQD
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PolR 2 7 PolR4.11 PolR4.12 PolR4 17 PolR4 13 polr4 14 PolR4_18 PolR4_15 PolR4_16 PolR 4_19

esource Monitored Monitoring
Node Policy Rule

Figure 97 Standard Delivery BP's Governance Elements (Process/Monitoring
Policy Rules)

Standard Delivery BP’s Key Performance Indicators are defined as

following (see Figure 98):
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Figure 98 Standard Delivery BP's Monitoring KPI Organization

Required Key Performance Indicators are listed below:
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- KPI 1-7 = (“KPI 1-7”, “monitor response delay”, “resource (Service
1/black-box/BSL)”, “CSF (Response delay rate, count delay time out of
measured time)”, “Output(distance, data, Timestamp)”, “consequence{}”);

- KPI 1-8 = (“KPI 1-8”, “monitor response delay”, “resource (Service
E2/black-box/BSL)”, “CSF (Response delay rate, count delay time out of
measured time)”, “Output(distance, data, Timestamp)”, “consequence{}”);

- KPI 1-11 = (“KPI1-11", “monitor response delay”, “resource (OP E3-
1/black-box/BSL)”, “CSF (Response delay rate, count delay time out of
measured time)”, “Output(distance, data, Timestamp)”, “consequence{}”);

- KPI 1-12= (“KPI 1-12”, “monitor response delay”, “resource (OP E3-
2/black-box/BSL)”, “CSF (Response delay rate, count delay time out of
measured time)”, “Output(distance, data, Timestamp)”, “consequence{}”);

- KPI 1-13 = (“KPI 1-13”, “monitor response delay”, “resource (OP E4-
1/black-box/BSL)”, “CSF (Response delay rate, count delay time out of
measured time)”, “Output(distance, data, Timestamp)”, “consequence{}”);

- KPI 1-14 = (“KPI 1-14”, “monitor response delay”, “resource (OP E4-
2/black-box/BSL)”, “CSF (Response delay rate, count delay time out of
measured time)”, “Output(distance, data, Timestamp)”, “consequence{}”);

- KPI 1-15 = (“KPI 1-15”, “monitor response delay”, “resource (Inf E4-
2/black-box/BIL)”, “CSF (Response delay rate, count delay time out of
measured time)”, “Output(distance, data, Timestamp)”, “consequence{}”);

- KPI 2-7 = (“KPI 2-7”, “monitor execution delay”, “resource (Service
1/black-box/BSL)”, “CSF (Execution delay rate, count delay time out of
measured time)”, “Output(distance, data, Timestamp)”, “consequence{}”);

- KPI 2-8 = (“KPI 2-8”, “monitor execution delay”, “resource (Service
E2/black-box/BSL)”, “CSF (Execution delay rate, count delay time out of
measured time)”, “Output(distance, data, Timestamp)”, “consequence{}”);

- KPI 2-11 = (“KPI 2-11”, “monitor execution delay”, “resource (OP
E3-1/black-box/BSL)”, “CSF (Execution delay rate, count delay time out of
measured time)”, “Output(distance, data, Timestamp)”, “consequence{}”);

- KPI 2-12 = (“KPI 2-12 ”, “monitor execution delay”, “resource (OP
E3-2/black-box/BSL)”, “CSF (Executlon delay rate, count delay time out of
measured time)”, “Output(distance, data, Timestamp)”, “consequence{}”);

- KPI 2-13 = (“KPI 2-13 7, “monitor execution delay”, “resource (OP
E4-1/black-box/BSL)”, “CSF (Execution delay rate, count delay time out of
measured time)”, “Output(distance, data, Timestamp)”, “consequence{}”);

- KPI 2-14 = (“KPI 2-14 ”, “monitor execution delay”, “resource (OP
E4-2/black-box/BSL)”, “CSF (Executlon delay rate, count delay time out of
measured time)”, “Output(distance, data, Timestamp)”, “consequence{}”);
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- KPI 2-15 = (“KPI 2-15”, “monitor execution delay”, “resource (Inf
E4-2/black-box/BIL)”, “CSF (Execution delay rate, count delay time out of
measured time)”, “Output(distance, data, Timestamp)”, “consequence{}”);

- KPI 1-7 = (“KPI 1-7”, “monitor response delay”, “resource (Service
1/black-box/BSL)”, “CSF (Response delay rate, count delay time out of
measured time)”, “Output(distance, data, Timestamp)”, “consequence{}”);

- KPI 3-11 = (“KPI 3-11”, “monitor response delay”, “resource (OP S2-
1/black-box/BSL)”, “CSF (Response delay rate, count delay time out of
measured time)”, “Output(distance, data, Timestamp)”, “consequence{}”);

- KPI 3-12 = (“KPI 3-12”, “monitor response delay”, “resource (OP S2-
2/black-box/BSL)”, “CSF (Response delay rate, count delay time out of
measured time)”, “Output(distance, data, Timestamp)”, “consequence{}”);

- KPI 3-13= (“KPI 3-13”, “monitor response delay”, “resource (OP S3-
1/black-box/BSL)”, “CSF (Response delay rate, count delay time out of
measured time)”, “Output(distance, data, Timestamp)”, “consequence{}”);

- KPI 3-14 = (“KPI 3-14”, “monitor response delay”, “resource (OP S3-
2/black-box/BSL)”, “CSF (Response delay rate, count delay time out of
measured time)”, “Output(distance, data, Timestamp)”, “consequence{}”);

- KPI 3-15 = (“KPI 3-15”, “monitor response delay”, “resource (OP S4-
1/black-box/BSL)”, “CSF (Response delay rate, count delay time out of
measured time)”, “Output(distance, data, Timestamp)”, “consequence{}”);

- KPI 3-16 = (“KPI 3-16”, “monitor response delay”, “resource (OP S4-
2/black-box/BSL)”, “CSF (Response delay rate, count delay time out of
measured time)”, “Output(distance, data, Timestamp)”, “consequence{}”);

- KPI 3-17 = (“KPI 3-17”, “monitor response delay”, “resource (Inf S2-
2/black-box/BIL)”, “CSF (Response delay rate, count delay time out of
measured time)”, “Output(distance, data, Timestamp)”, “consequence{ }”);

- KPI 3-18 = (“KPI 3-18”, “monitor response delay”, “resource (Inf S3-
2/black-box/BIL)”, “CSF (Response delay rate, count delay time out of
measured time)”, “Output(distance, data, Timestamp)”, “consequence{}”);

- KPI 3-19 = (“KPI 3-19”, “monitor response delay”, “resource (Inf S4-
2/black-box/BIL)”, “CSF (Response delay rate, count delay time out of
measured time)”, “Output(distance, data, Timestamp)”, “consequence{}”);

- KPI 2-7 = (“KPI 2-7”, “monitor execution delay”, “resource (Service
1/black-box/BSL)”, “CSF (Execution delay rate, count delay time out of
measured time)”, “Output(distance, data, Timestamp)”, “consequence{}”);

- KPI 4-11 = (“KPI 4-11”, “monitor execution delay”, “resource (OP
S2-1/black-box/BSL)”, “CSF (Execution delay rate, count delay time out of
measured time)”, “Output(distance, data, Timestamp)”, “consequence{}”);
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- KPI 4-12 = (“KPI 4-12”, “monitor execution delay”, “resource (OP
S2-2/black-box/BSL)”, “CSF (Execution delay rate, count delay time out of
measured time)”, “Output(distance, data, Timestamp)”, “consequence{}”);

- KPI 4-13 = (“KPI 4-13”, “monitor execution delay”, “resource (OP
S3-1/black-box/BSL)”, “CSF (Execution delay rate, count delay time out of
measured time)”, “Output(distance, data, Timestamp)”, “consequence{}”);

- KPI 4-14 = (“KPI 4-14 ”, “monitor execution delay”, “resource (OP
S3-2/black-box/BSL)”, “CSF (Execution delay rate, count delay time out of
measured time)”, “Output(distance, data, Timestamp)”, “consequence{}”);

- KPI 4-15 = (“KPI 4-15 ”, “monitor execution delay”, “resource (OP
S4-1/black-box/BSL)”, “CSF (Execution delay rate, count delay time out of
measured time)”, “Output(distance, data, Timestamp)”, “consequence{}”);

- KPI 4-16 = (“KPI 4-16 ”, “monitor execution delay”, “resource (OP
S4-2/black-box/BSL)”, “CSF (Execution delay rate, count delay time out of
measured time)”, “Output(distance, data, Timestamp)”, “consequence{}”);

- KPI 4-17 = (“KPI 4-17”, “monitor execution delay”, “resource (Inf
S2-2/black-box/BIL)”, “CSF (Execution delay rate, count delay time out of
measured time)”, “Output(distance, data, Timestamp)”, “consequence{}”);

- KPI 4-18 = (“KPI 4-18”, “monitor execution delay”, “resource (Inf
S3-2/black-box/BIL)”, “CSF (Execution delay rate, count delay time out of
measured time)”, “Output(distance, data, Timestamp)”, “consequence{}”);

- KPI 4-19 = (“KPI 4-19”, “monitor execution delay”, “resource (Inf
S4-2/black-box/BIL)”, “CSF (Execution delay rate, count delay time out of

29 ¢

measured time)”, “Output(distance, data, Timestamp)”, “consequence{ }”);

4. Composition Algorithms

I. Price:

Description: price is the fee that the service consumer is expected to
pay for using a given service.

Data Structure: It includes two major parameters: Mode and Unit.
Mode defines the way the customer is charged, such as per bill or a certain time
period or a certain quantity. Unit defines how much the customer will pay and in
which currency for each mode.
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e
Price-datastructure

Mode Unit
-per bill b

- . y Euro
-a certain time period E
-a certain quantity byiUs dollar

Figure 99 NFP: Price's data structure

Algorithms are defined as (see Figure 100):

Algorithm 1: Price.Value= Y7, price; (Equation  86)
is used for three composition types (viz. Sequence, Concurrency, Loop);

Algorithm 2: Price.Value= max (price ; ... price ) (Equation  87)
is used for the Conditional Branching composition type.

& <NFP>

<name>Cost<,/ nams> I COSTGFOUP
= <Elements>
<Measurement>uonit.value*mode.value</Measurement>
= <Algorithm>

<ParenectNFP>none</ParenectNFP>
<ChildNFP>Price<,/ChildNFP>
- </NFP> Definition of Price

= <HFP>
<name>Price</name>

<Element s>
<Element>uonit.valne</Element>

<Elementr>payment . .mode</Element>
<Element>mode . valune</Element>
= </Elements>
<Measurement>unit.value*paymentmode . value</Measurement>
<Algorithm>

<AggregationfAlgorithems>

IHT

<Type>Sequence</Type>

<Algorithm>»price.value = ¥ price i</Algorithm>
</AggregationhAlgorithem>
= <AggregationAlgorithem>
<Type>Concurrency</Type>
<Blgorithm>price.valuoe = ¥ price i</Algorithm>
[ </Aggregationilgorithem:>
= <hggregationilgoritchem>
<Type>Loop<,/Type>
<ARlgorithm»price.valne = ¥ price i</Algorithm>
[ </Aggregationflgorithem:>
= <hAggregationilgorithem>
<Type>Conditional Branching</Type>
<hBlgorithm>price.valoe = max ( price i )</Algorithm>
= </Aggregationilgorithem>
B </Algorithm>
<ParenetNFP>Cost</ParenetNFP>
<ChildNFP>»none<,/ChildNFE>
r </NFP>

Figure 100 Definition of NFP-Price
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II. Time Relevant Non Functional Properties: Response Time and
Execution Time

Description: Time is a common measure of performance and quality of
Non Functional Property. This Time Relevant aggregation algorithm is used to
aggregate Response time, Delay time or any time relevant Non Functional
Properties.

Data structure: It includes two elements: unit and value. Unit defines
the unit time interval for aggregate the time relevant Non Functional Property,
value is the result of this particular Non Functional Property’s quality in a given

time interval unit (see Figure 101).

|
NFP-Time relevant

Unit

-microsecond
-second
-minute
-hour

l=| Value

Figure 101 NFP: Time Related NFP's data structure

Algorithms are defined as follow (see Figure 102):

Algorithm 1: seq.Value= Y[, unit. value; (Equation  88)
is used for Sequence and Loop composition types;
Algorithm 2: max (unit.Value; ... unit.Value ,) (Equation  89)

is used for Concurren-cy composition type;

Algorithm 3: max (worst (unit.value)) + min (best (unit.value)) +
avg(avg(unit.value)) (Equation  90)
is used for Conditional Branching composition type.
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91 [ _<NFP>

92 <name>Performance</name> NFP Performance
33 H <Elemsnts> Group

a7 <Measurement>unit.value</Measurement>

98 [H <Algorithm>

116 <ParenetNFP>none</ParenstNEP>

117 <ChildNFP>Response Time</ChildNFP>

118 <ChildNFP>Execution Time</ChildNEE>
119 <ChildNFP»Availability Rate</ChildNFE>
120 <ChildNFP>Delay Rate</ChildNFP»

121  r  </NFP> Definition of Response Time

122 [ <NFP>
123 E <name>Response Time</name>
= <Elements>
<Element>unit.value</Element>
e </Elements>
12 <Measurement>unit.value</Measurement>
128 [ <Algorithm>
g <AggregationAlgorithem>
130 <Type>Sequence</Type>
131 <Algorithm>responsetime.value = ¥ unit.value i</Algorithm>
132 r </AggregationAlgorithem>
133 [H <AggregationAlgorithem>
134 <Type>Concurrency</Type>
155 <hlgorithm>max ( unit.value i )</Algorithm>
136 r </AggregationAlgorithem>
15 =] <AggregationAlgorithem>
138 <Type>Loop</Type>
139 <Algorithmrresponsetime.value = ¥ unit.value i</Algorithm>
140 r </AggregationAlgorithem>
141 [H <AggregationAlgorithem>
142 <Type>Conditional Branching</Type>
143 <Algorithme>max ( worst ( unit.value ) + min ( unit.value ) + avg ( avg ( unit.value ) ) )</Rlgorithm>
144 r </AggregationAlgorithem>
145 r </Algorithm>
146 <ParenetNFP>Performance</ParenetNFP>
147 <ChildNFP>none</ChildNFP>

148 [ </NFP>

Figure 102 Definition of Response time

II1. Reputation:

Description: reputation is an overall quality of a given service judged
by previous service consumers.

Data structure: It has two elements: Ranking level and Comment
Confidence. Ranking level defines a given service’s reputation (from level 0 to
level 5, the higher number being the better reputation). Comment Confidence
defines how confident the consumer is about the given ranking level.
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E—
NFP-Reputation-Datastructure
Ij)ankmg Confidence
-4 . -0%

) -20%
3 -50%
4 -80%
s -100%

Figure 103 NFP: Reputation's data structure

The Algorithm implements: Reputation.Value = Ranking.Value *
Confidence.Value (Equation 91)

Reputation can be expressed as Best (Reputation.Value), Worst
(Reputation.Value) and Avg (Reputation.Value) used for all four composition
types (see Figure 104).

120 J <name>Maintainability</name>
121 ] <Elemancs>
122 <Element>unit.valuoe</Element> NFP Group:
123 <Element>mode.value</Element> Maintainability
124 </Elemants>
125 <Measurement>unit.value</Measurementc>
126 B <Algorichm>
144 <ParenectNFP>none</ParenecNFP>
145 <ChildNFF>Reputation</ChildNFPF>
146 <ChildNFPF>Reliability</ChildNFF>
147 <ChildNFP>Usability</ChildNFP>
148 <ChildNFP>Accuracy</ChildNFF>
-] 7HEDS
Definition of Reputation
<HFP>
<name>Reputation</name>
<Elements>

<Element>ranking</Element>
<Element>confidence</Element>
</Elements>
<Measurement>reputation.value=ranking*confidence</Measuremsnt>
<Algorithm>
<AggregationAlgorithem>
<Type>Seqgquence</Type>

<Algorithm>best = max ( repuntation.wvalume )</Algoricthm>
<hAlgorithm>worst = min ( reputation.value )</Algorithm>
<Blgorithm>avg — avg (reputation.value)</Algorithm>

</AggregationfAlgorithem>
<AggregationAlgorithem>
<Type>Concuarrency</Type>

<Algorithm>best = max ( reputation.wvalume )</Algorithm>
<Algorithm>worst — min ( reputation.value )</Algorithm>
<hlgorithm>avg = avg (reputation.wvalue)</Algorithm>

</AggregationfAlgorithem>
<AggregationAlgorithem>
<Type>Loop</Type>
<Algorithm>best = max ( reputation.wvalme )</Algoricthm>
<Algorithm>worst = min ( reputation.value )</Algorithm>
<Algorithm>avg = avg (reputation.value)</Algorithm>
</Aggregationflgorithem>
<AggregationAlgorithem>
17 <Type>Conditional Branching</Type>
<Algorithm>best = max ( repuntation.wvalme )</Algorichm>
<Algorithm>worst = min ( reputation.value )</Algorithm>
<Algorithm>avyg = avyg (reputation.value)</Algorithm>
B </Aggregationfilgorithem>
I </Algorithm>
<ParenetNFPF>Performance</ParenetNFP>
<ChildNFP>none</ChildNFP>
I </NFP>

Figure 104 Definition of NFP-Reputation
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IV. Security Relevant Non Functional Properties:

Description: Protective measures that ensure the Service’s inviolability
state. Security relevant Non Functional Properties include Data Privacy,
Certification, Encryption, Authentication, Non-Repudiation, Protection, etc. (see
Figure 106)

Data structure: It has two elements: Security Measurement and
Security Mark. Security Measurement defines the specific Security mechanism.
The Security Mark indicates whether this service has to run security mechanism
or not. The value of Security Mark can be 0 or 1, 0 means this service does not
execute the required Security mechanism. We take this is an abnormal state. 1
means this service executed the required security mechanism which is a normal
state for our governance architecture.

e
Security Relevant NFPs

Security M ement =
-Security Mechanism %
! 2

<<enumeration>> Security Mark

Security Mech
-0 abnormal

-Certification -1 normal
-Data Privacy
-Encryption i til iod
-Authentication = 9“’"“ bl S
-Non-Reputation -minute
-Protection -hour

Figure 105 NFP: Security Relevant NFP's Data Structure

The aggregation algorithm of Resources security is complex. It cannot
be calculate as other Non Functional Properties. To aggregate the security of all
involved Resources, we grade the comprehensive security situation in a given
time period by taking all context into account. Then we pay attention on the
quality of business process. We give the score to security value, Security.score=
[1 to 10] the highest score means the most satisfied security result.
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<HFP>
E <name>security<,/nams>
= <Elements>

<Elementrmechanism< /Elements>
<Element>score<,/Element>
<Element>time period</Element>

r </Elements>
<Measurementr»secnurity.valne= mechanism.score</Measurement>

= <l gorithm>

% <Aggregationfilgorithem>
<Tyvpe>Secmence<,/ Type>
<hlgorithm>best = max ( security.valne )</Llgoritchm>
<hlgorithm>worst = min ( security.valne )</Llgorichm>
<Algorithm>awvyg = avg ( security.wvalne) </ /Algorithm>

= < /Bggregation®lgorithems

= <hggregationilgoritchem>
<TvperConourrency<,/ TvDe>
<Algorithm>best = max ( security.valune )</ Algorichm>
chlgorithm>»worst = min ( security.valne )</Llgoritchm>
<hAlgorithmrawvg = avg ( Security.valne)</Algorichm>

r </ Aggregationflgorithems>

=l <Aggregationflgorithem>
<Type>Loop</Type>
<hlgorithmrhest = max ( security.valne )</ /Algorichm>
<Algorithm>worst = min ( security.valne )< /Algorithm>
<Blgorithm»avwyg = avg ( security.valne)</Rlgorithm>

P </Bggregationfilgorithem>

=l <hggregationfilgorithem>
<Type>Conditional Branching</Twvpe>
<hlgorithm>best = max ( security.valne )</Llgoritchm>
<hAlgorithm>worst = min ( security.valne )</ /Algorichm>
<Algorithm>awvyg = avg ( security.wvalne) </ /Algorithm>

= < /Bggregation®lgorithems

P </Blgorithm>
<ParenetNFP>non<,/ParenetlFP>
<ChildNFPr>none<,/ChildNFP>

r </NFE>

Figure 106 Definition of NFP-Security

V. Rate Relevant Non Functional Properties:

Description: It can be expressed as a percentage of the expected results
out of the total number of measured results in a given time period. It is a
common method to show the quality of Non Functional Properties, such as
Delay Rate in a given time period, Availability Rate in a given time period, etc.

5.1 Availability Rate:

Description: It is associate to the probability that a required resource
can be accessed by Business Decision Maker in a given time period. The
opposite Non Functional Property is Downtime Rate. It is impact the business
performance directly. A poor availability result can cause bad reputation and a
loss of business opportunity.

Data structure: It includes three elements: Downtime, measured time
and a given time period.
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1
Availability Rate

} Downtime H Measured Time!

L
a given time period

Figure 107 NFP: Availability's Data Structure

]

The Algorithm is built according to the following equation:

Availability Rate in a given time period: Availability = [1-(Down
Time/Measured Time)]*100% (Equation 92);

Algorithm 1: [[iL, Availability; (Equation  93)
is used for Sequence, Concurrency and Loop composition types;

Algorithm 2: Min (Availability ; ... Availability ) (Equation  94)
is used for Conditional Branching. In order to guarantee the quality of business
process, we take the minimum availability of involved Resources as the
Conditional Branching type’s availability.

<NFP>
E <name>Availability Rate</name>
= <Elements>
<Element>number of down time</Element>
<Element>number of measured time</Element>
r </Elements>
<Measurementravailbility.value=[ 1-( number of down time/ number of measured time )]*100%</Measurement>

= <Algorithm>
g <Aggregationfdlgorithem>

<Type>Sequence</Type>

<klgorithm»availbility.value = product ( unit.valme i...n)</Rlgorithm>
i </hggregationAlgorithems>
=] <hggregationklgorithems

<Type>Concurrency</Type>

<Llgorithm>availbility.value = product ( unit.value i...n)</Llgorithm>
E </BggregationAlgorithem>
=] <Aggregationilgorithem>
<Type>Loop</Type>
<klgorithm»availbility.value = product ( unit.valme i...n)</Algorithm>
r </Bbggregationklgorithem>
= <hggregationAlgorithem>
<Type>Conditional Branching</Type>
<klgorithm>min ( unit.valuwe i...n )</ARlgorithm>
F </BggregationAlgorithem>
F </Llgorithm>
<ParenetNFP>Performance</ParenstNFP>
<ChildNFP>none</ChildNFE>
I </NFP»

Figure 108 Definition of NFP-Availability

5.2 Delay Rate:
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Description: It is the percentage of delayed service’s quantity out of
total invoked service’s quantity in a given time period.
Data Structure: it includes five elements: time unit, a given time

period, amount of delayed time, amount of measured time and value.
= o

Delay Rate

time unit

a given time period -microsecond
-second
-etc.

-minute

amount of delayed time! [amount of measured time

[ 1i |
[ Je Tl 1

value

Figure 109 NFP: Delay Rate Data Structure

The Algorithm defined Figure 110 presents the Delay Rate in a given

time period: DelayRate = (delayed time/ measured time)*100%
(Equation 95)

Algorithm 1: [1- ([, DelayRate i)]*100% (Equation  96)
is used for Sequence, Concurrency and Loop composition types;
Algorithm 2: Max (DelayRate; ... DelayRate,) (Equation 97)

is used for Conditional Branching type. In order to guarantee the quality of BaaS,
we take the maximum delay rate of involved Resources as the Conditional
Branching type’s delay rate.
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<NFP>
<name>Delay Rate</name>
] <Elements>

B </Elements>

M <Algorithm>

<Element>number of delayed time</Element>
<Element>number of measured time</Element>

<Measurement>delayrate.value=( number of delayed time/ number of measured time )*100%</Measurementc>

=] <ParenetNFP>
<name>Performance</name>
- </ParenetNFE>

=] <ChildNFP>
<name>Response Delay Rate</name>
<name>Bxecution Delay Rate</name>
i </ChildNFP>

- </NFE>
<NFP>

<name>Response Delay Rate</name>

= <Elements>

r </Elements>

<AggregationAlgorithem>

<Type>Sequence</Type>
<Algorithm>delayrate.valoe = [1-

r </AggregaticnAlgorithem>

El <Aggregationflgorithem>
<Type>Concurrency</Type>
<Algorithm>delayrate.value = [1-

B </AggregationAlgorithem>

El <AggregationAlgorithem>
<Type>Loop</Type>
<Algorithm>delayrate.value = [1-

= </AggregationAlgorithem>

= <Aggregationflgorithem>

S <Algorithm>

s </AggregationAlgorithem>
r </Algorichm>

= <ParenetNFPF>

<name>Delay Rate</name>

| </ParenetNFE>
<ChildNFP>none</ChildNFP>
r </NFP>

<Element>number of delayed time</Element>
<Element>number of measured time</Element>

<Measurement>delayrate.value=( number of delayed

( product (

( product (

( product (

<Type>Conditional Branching</Type>
<Algorithm>max ( anit.value i...n )</Algorithm>

Delay Rate has two child NFPs

time/ number of measured time )#*100%</Measurement>

unit.valne i...n))]*100%8</Algorithm>

unit.value i...n))]*100%</Algorithm>

unit.valoe i...n))]1*1008</Algorithm>

Figure 110 Definition of NFP-Response Delay Rate
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H <uEP
i <name>Execution Delay Rate</name>
E <Elemsnts>
|
|
|
|

<Element>number of delayed time</Element>
<Element>number of measured time</Element>
</Elements>

| <Measurement>delayrate.value=( number of delayed time/ number of measured time )*100%</Measurementc>
Ié] <Algorithm>
=] <AggregationAlgorithem>

<Type>Sequence</Type>

<Algorithm>delayrate.value = [1- ( product ( unit.value i...n))]*100%</RAlgorithm>
</AggregationAlgorichem>
= <AggregationAlgorithem>
<Type>Concurrency</Type>
<Algorithm>delayrate.value = [1- ( product ( unit.value i...n))]*100%</Algorithm>
I </AggregaticnAlgorithem>
=) <AggregationAlgorithem>

<Type>Loop</Type>

<Algorithm>delayrate.value = [1- ( product ( unit.value i...n))]*100%</Rlgorithm>
</Aggregationflgorichem>
= <hggregationAlgorithem>
<Type>Conditional Branching</Type>
<Algorithm>max ( wnit.value i...n )</Algorithm>
Ir </AggregationAlgorithem>
I </Algorithm>
= <ParenetNFE>
<name>Delay Rate</name>
</ParenscNFP>
<ChildNFP>none</ChildNFP>
I </NFP>

Figure 111 Definition of NFP-Execution Delay Rate

5.3 Reliability:

Description: It is the consistency of a resource’s execution under given
conditions for a given interval of time. A high reliability means a resource
requires less debugging and maintenance.

Data structure: It includes three elements: number of successful

execution, total number of execution and a given time period.

—_—
Reliability
successful execution time execution time
_number *|-number

a given time period

Figure 112 NFP: Reliability's Data Structure

The Algorithm given Figure 113 computes reliability is Reliability =
(number of successful executions / Total number of execution) (Equation 98)
in a given time period.
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Algorithm 1: [, Reliability; (Equation  99)
is used for Sequence, Concurrency and Loop composition types.

Algorithm 2: Min (Reliability; ... Reliability,) (Equation 100) is used
for Conditional Branching type. In order to guarantee the quality of BaaS, we
take the worst reliability of involved services as the Conditional Branching
composition’s reliability.

<HFP>»
E <name>Reliability</name>
= <Elements>
<Element>number of successful time</Element>
<Element>number of executed time</Element>
P </Elements>
<Measurement>reliability=( number of successful time/ number of executed time ) *100%</Measurements

= <Algorithms>
g <Bggregationflgorithem>

<TyperSequence</Type>

<hRlgorithmrreliability = product ( unit.value i...n)*100%</Elgorichms>
£ </hggregationAlgorithem>
=] <Aggregationflgorithem>
<Type>Concurrency<,/Type>
<hlgorithm>reliability = product ( unit.value i...n)*100%</Rlgorithm>
£ </hggregationAlgorithem>
=] <Aggregationflgorithem>
<TyperLoop</Type>
<hlgorithm>reliability = product ( unit.value i...n)*100%</Rlgorithm>
r </hggregationhlgorithem>
=] <Aggregationflgorithems>
<TyperConditional Branching</Type>
<Algorithm>reliability = min { wnit.valwe i...n })</BRlgorithm>
r </Lhgoregationklgorithem>
e </Blgorithm>
=] <ParenetNFP>
<name>Performance</name>
P </ParenetNFP>
<ChildNFP>none</ChildNFP>
r  </NFP>

Figure 113 Definition of NFP-Reliability

V1. Usability:

Description: It is the capability of the resource to be understood,
learned, used in a given time period by a certain number of consumers.

Data structure: It includes three elements: Score, Utilization and Time
period. Score indicates the feedback from consumers from 0 to 5, the higher
scores means higher usability. Utilization defines how many consumers graded
this service’s usability. Time Period defines a given interval time.

[DE—
Usability

Score Utilization

Time Period

Figure 114 NFP: Usability's data structure
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In the Algorithm (Figure 115): usability can be expressed as
Usability.Best = Max (Usability ; ... Usability ,); Usability.Avg = Avg
(Usability ; ... Usability ,); Usability.Worst = (Usability ; ... Usability ;).

(Equation 101)

Algorithm 1: Agg.usability = [, Usability; (Equation 102)
is used for Se-quence, Concurrency and Loop composition types.
Algorithm 2: Agg.usability = Usability. Worst (Equation 103)

is used for Conditional Branching type.

<HNFP>
E <name>U=sability</name>
= <Elements>
<Element>utilization</Elemenc>
<Element>score</Element>
- </Elements>
<Measurement>nsability.value—utilization.score</Measurement>

[—] <Algorithm>
E <hggregationfAlgorithem>

<Type>Seguence</Type>

<Blgorithm>usability = prodoct ( wnit.valwe i...n)*100%</Rlgorichm>
r </AggregationfAlgorithem>
= <hggregationflgorithem>
<Type>Concurrency<,/Type>
<Blgorithm>usability = prodoct ( nunit.valoe i...n)*100%</ARlgorithm>
r </Aggregationflgorithem>
= <hggregationflgorithems>
<TvperLoop<,/Tvoe>
<Blgorithm>usability = prodoct ( mnit.valoe i...n)*100%</ARlgorithm>
r </Aggregationflgorithem>
= <hggregationflgorithems>
<Tvpe>Conditional Branching</Tvpe>
<Algorithmrusability = worst ( mnit.valne i...n )</ARlgorithm>
r </RBggregationflgorithems>
- </Algorithm>
= <ParenetNFP>
<namexPerformance</name>
r </ParencetNFP>
<ChildNFP>none<,/ChildNFE>
r  </NFP>

Figure 115 Definition of NFP- Usability

VII. Accuracy:

Description: It is the ability for a resource to get results that meets the
expected result precisely. Accuracy can be measured as a percentage of accuracy
results out of the total measured results in a given time period.

Data structure: It includes five elements: Expected Results, Measured
Results, Comparison Method, Value and Time Period. Expected Results defines
the resource’s expected outputs which are the accurate results. Measured Results
defines the actual outputs of resource. Comparison Method defines the different
ways to compare the actual results with expected results. Value defines the
percentage of accurate results out of measured results. Time Period defines a
given interval time to measure a resource’s results.
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—

Accuracy

Comparison Method

Time Period

Figure 116 NFP: Accuracy's Data structure

The Algorithm computes: Accuracy = (1- unexpected results/measured
results)*100%. It can be expressed as Accuracy. Best = Max (Accuracy ;
Accuracy ,); Accuracy.Avg = Avg (Accuracy ; ... Accuracy ,); Accuracy.Worst

= Min (Accuracy ; ... Accuracy ;). (Equation 104)
Algorithm 1: [[iL,; Accuracy; (Equation 105)
is used for Sequence, Concurrency and Loop composition types.
Algorithm 2: Min (Accuracy ; ... Accuracy ;) (Equation 106)

is used for Conditional Branching type. In order to guarantee the quality of
business process, we take the worst accuracy of involved services as the
Conditional Branching composition’s reliability.

<NFE>
<namerAccuracy</name>
= <Elements>
<Elementrexpected result</Element>
<Elementrmeasured result</Element>
<Element>comparison method</Element>
<Element>time period</Element>
r </Elements>
<Measurement>accuracy=( 1- unexpected result / measured result ) *100%</Measurement>
= <Algorithm>
E <hggregationfilgorithem>
<TyperSequence</Type>
<Llgorithm>accuracy = prodouct ( onit.valoe i...n)*100%</Llgorithm>
r </AggregationAlgorithem>
= <hggregationfilgorithem>
<Type>Concurrency</Type>
<Algorithmraccuracy = product ( unit.valme i...n)*100%</Algorithm>
r </AggregationAlgorithem>
= <hggregationfilgorithem>
<Type>Loop</Type>
<Llgorithm>accuracy = product ( onit.valoe i...n)*100%</Llgorithm>
r </AggregationAlgorithem>
= <hggregationfilgorithem>
<Type>Conditional Branching</Type>
<Algorithm>accuracy = min ( onit.value i...n )</Algoritchm>
r </AggregationAlgorithem>
" </Blgorithm>
= <ParensetNFE>
<name>Performance<,/name>
r </ParenetNFE>
<ChildNFE>none<,/ChildNFE>
r </NFP>

Figure 117 Definition of NFP-Accuracy
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