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Résumé

Cette thése vise a contribuer a I'amélioration méshodes d’évaluation des systemes de détection
d’intrusions (en anglaigntrusion Detection Systenwsl IDS). Ce travail est motivé par deux problemes
actuels : tout d’abord, 'augmentation du nombreletla complexité des attaques que I'on observe
aujourd’hui nécessite de faire évoluer les IDS peur permettre de les détecter. Deuxiemement, les
IDS actuels générent de trop fréquentes fausseesglee qui les rend inefficaces, voir inutilegesD
moyens de test et d’évaluation sont donc nécesspirer déterminer la qualité de détection des IDS e
de leurs algorithmes de détection. Malheureusenagwtyne méthode d’évaluation satisfaisante n'existe
de nos jours. En effet, les méthodes employéesijasgrésentent trois défauts majeurs : 1) uneeabs
de méthodologie rigoureuse d'évaluation, 2) I'séifion de données de test non représentativeg, et 3
I'utilisation de métriques incorrectes.

Partant de ce constat, nous proposons une démagcheeuse couvrant I'ensemble des étapes de
'évaluation des IDS. Premierement, nous proposaone méthodologie d'évaluation qui permet
d’organiser I'ensemble du processus d’évaluatioew®Emement, afin d’obtenir des données de test
représentatives, nous avons défini une classificaties types d’attaques en fonction des moyens de
détection utilisés par les IDS. Cela permet norleseent de choisir les attaques a inclure dans les
données de test, mais aussi d’analyser les résudlatévaluation selon les types d'attaques plogté
pour chaque attaque individuellement. Troisiémementis avons analysé un grand nombre d’attaques
réelles et de programmes malveillants (communémygpelés maliciels) connus, tels que les virusst le
vers. Grace a cette analyse, nous avons pu caoestmimodéle générique de processus d’attaques qui
met en évidence la dynamique des activités d’attaGe modele permet de générer un nombre important
de scénarios d’attaques, qui soient le plus passiprésentatifs et variés.

Pour montrer la faisabilité de notre approche, reoens appliqué expérimentalement les étapes de
notre démarche a deux systemes différents de bb#tedtintrusions. Les résultats montrent que
I'approche proposée permet de surmonter les deiaxitdéprincipaux des évaluations existantes, aisavo
I'absence de méthodologie et I'utilisation de das@on représentatives. En particulier, elle peneet
mieux gérer le processus d’évaluation et de chlasicas de test les plus adaptés a I'IDS sousttées
plus pertinents vis-a-vis des objectifs de I'éviibra en cours, tout en couvrant une large partie de
I'espace d’attaques.

Ce manuscrit de thése est divisé en deux partigées respectivement en francais et en anglais.
Les deux parties suivent la méme structure ; lenjgnee étant un résumé étendu de la deuxieme.

Mots clés: Sécurité, Systéme de détection d'intrusions (IESgluation, Test, Attaque, Maliciel.

11



Evaluation of Intrusion Detection Systems Mohamr8e®adelrab

12



Evaluation of Intrusion Detection Systems Mohamr8e®adelrab

Abstract

This thesis contributes to the improvement of isibn detection system (IDS) evaluation. The work
is motivated by two problems. First, the observettéase in the number and the complexity of attacks
requires that IDSes evolve to stay capable of tatemew attack variations efficiently. Second, the
large number of false alarms that are generateduosent IDSes renders them ineffective or even
useless. Test and evaluation mechanisms are ngcéssietermine the quality of detection of IDSe&s o
of their detection algorithms. Unfortunately, thésecurrently no IDS evaluation method that woudd b
unbiased and scientifically rigorous. During oundst, we have noticed that current IDS evaluations
suffer from three major weaknesses: 1) the lackaofigorous methodology; 2) the use of non-
representative test datasets; and 3) the use afréut metrics.

From this perspective, we have introduced a rigerapproach covering most aspects of IDS
evaluation. In the first place, we propose an etstn methodology that allows carrying out the
evaluation process in a systematic way. Secondllgrder to create representative test datasetbawe
characterized attacks by classifying attack ad@disitwith respect to IDS-relevant manifestations or
features. This allows not only to select attacle thill be included in the evaluation dataset dabdo
analyze the evaluation result with respect to kttdasses rather than individual attack instantasd,
we have analyzed a large number of attack incidemtsmalware samples, such as viruses and worms.
Thanks to this analysis, we built a model for thieck process that exhibits the dynamics of attack
activities. This model allows us to generate adargmber of realistic and diverse attack scenarios.

The proposed methods have been experimented owemydifferent IDSes to show how general is
our approach. The results show that the propospbaph allows overcoming the two main weaknesses
of existing evaluations, i.e., the lack of a rigsomethodology and the use of non-representative
datasets. Moreover, it allows to better manageetiauation process and to select representatigekatt
test cases in a flexible manner while providingettdy coverage of the attack space.

This dissertation is divided into two parts: in ek and in English respectively. Both parts follow
the same structure where the first is an extendedrary of the second.

Keywords Security, Intrusion detection system (IDS), Evélug Test, Attack, Malware.
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Evaluation des Systémes de
Détection d’Intrusion

Introduction

Les systémes de détection d'intrusion (IDS)nt parmi les outils de sécurité les plus récedts
peut les classer en différents types selon leuactéxistiques, par exemple selon leurs technigiges
détection, leur architecture ou la portée de déedDebar00}, {Debar05}. Malheureusement, malgré
leur utilité, en pratique la plupart des IDS soefftr plus ou moins de deux problémes : le nombre
important de faux positifs et de faux négatifs. lfagx positifs (c’est-a-dire les fausses alertes)jt s
générés lorsque I'IDS identifie des activités ndesaomme des intrusions, alors que les faux rfégati
correspondent aux attaques ou intrusions qui nepsandétectées (aucune alerte n'est générée).

Les concepteurs des IDS essayent de surmonteriroéatibns en développant de nouveaux
algorithmes et architectures. Il est donc imporganir eux d’évaluer les améliorations apportéespar
nouveaux dispositifs. De méme, pour les administiratréseau et systémes, il serait intéressara aérv
les IDS pour pouvoir choisir celui qui répond leemt & leurs besoins avant de l'installer sur leurs
réseaux ou systemes, mais aussi de continuer @eéwan efficacité en mode opérationnel.

Malheureusement, un nombre élevé de faux posttiftedaux négatifs persiste dans les nouvelles
versions des IDS, ce qui laisse a penser que |ésicaations apportées ne sont pas a la mesure des
efforts continus de recherche et développement tlagkwmaine de la détection d'intrusion. Ceci est
essentiellement di a I'absence de méthodes effich&ealuation des outils de sécurité en générdbs
IDS en particulier.

Il est vrai que ces derniéres années, de nombréersiedives d'évaluation ont eu lieu {Puketza96},
{Puketza97}, {Lippmann00a}, {Lippmann00b}, {Debar®8{Debar02}, {Alessandri04}. Cependant,
elles souffrent pour la plupart de limitations eages {Mell03}, {McHughQOa}. En patrticulier, le
comportement de I'IDS pendant la phase de I'évaluaist souvent trés différent de son comportement
en environnement réel. Les conclusions qui peugaet tirées sont donc incorrectes ou tout au moins
biaisées.

Il n'est donc pas étonnant de constater que phssétudes menées dans le domaine de la détection
d'intrusion ont clairement identifié I'évaluatioesdIDS comme une thématique de recherche prieritair
{Mukherjee94}, {Axelsson98a}, {Jones00}, {Allen00¥Lundin02}.

Malheureusement, I'évaluation des systemes detibgtatintrusion s'avére une tache difficile, qui
exige notamment une connaissance profonde de tpa®irelevant de disciplines différentes, en
particulier la détection d'intrusion, les méthodbattaques, les maliciéldes réseaux et systémes, les
techniques de test et d'évaluation, etc.

La tache est d'autant plus difficile que les IDSvent non seulement étre évalués en conditions
normales, mais aussi et surtout en environnemehtertiant, en tenant compte notamment de modes
d'utilisation inattendus et parfois méme inconneeci est également vrai pour pratiquement tous les
outils dédiés a la sécurité comme les pare-feus RS et les antivirus). Toutes ces considérations
rendent difficile la tAche de construction de d@s¥eprésentatives pour I'évaluation.

Dans ce contexte, I'objectif ultime de ce travall @améliorer la qualité des systémes de détection
d'intrusions en fournissant des procédures riga@®d'évaluation, mais aussi des outils de géoardé
données représentatives de test. Notons que lés didvaluation que nous proposons seront non
seulement au service des développeurs d’'IDS, ngaieent des utilisateurs d'IDS pour leur permettre

1  Pourlintrusion Detection Systenas anglais.
2  Programmes malveillants, malwareen anglais.
3 Pourlntrusion Prevention Systeras anglais.
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par exemple, de comparer différents IDS et de ahleiplus adapté a leur réseau ou systeme. Nouss no
concentrons essentiellement sur I'améliorationaderdcédure d'évaluation elle-méme et sur la cnéati
de données représentatives. Ceci aidera notammeduéae le temps nécessaire a la construction des
données d'évaluation tout en privilégiant leur éspntativité, et permettra a I'évaluateur d’accoples
d'attention a la conception et la mise en placesgpgérimentations.

En suivant la méme structure que la partie en @deareste de ce résumeé en francgais est organisé
comme suit : la section | discute I'état de I'ara section Il présente notre méthodologie d’évadumat
Les sections Il et IV sont dédiées a la caraciéda et la modélisation des données réelles amip@r
les IDS. Dans notre contexte, ces données sorgwerthtures : des données de fond qui correspoadent
des activités normales d’opération (ex. trafic a#3eet des données d’attaques qui correspondess a d
actions exécutées par les attaquants. Nous cooosntrotre étude sur la génération des données
d’attaques, méme si nous avons également abo®idéeme de la génération de trafic de fond. Nous
introduisons une nouvelle classification des attaquet nous développons des approches
complémentaires destinées a la sélection des attgzpur évaluer les IDS. Ensuite, nous présentons u
nouveau modeéle de processus d’attaques. La Sécta#crit notre approche pour générer des données
représentatives d'évaluation en nous appuyantesumnddele présenté dans la section IV. Enfin, nous
présentons la conclusion ainsi que les perspediees travail.

I. Etatde l'art: Techniques d’évaluation des IDS

On peut distinguer deux grandes classes d’évaluaties IDS: I'évaluation analytique et
I'évaluation par test. Généralement, la premiedhn@ue se base sur une modélisation du systéme
étudié, et peut étre appliquée a toute étape de dgcdéveloppement, tandis que la deuxieme inpiadte
données réelles a une implémentation (ex. un ymedtdu systéme sous test. Ces deux techniques sont
détaillées dans le reste de cette section.

I.1. Evaluation par test

Nombreux sont les travaux antérieurs qui se sdatéasé a I'évaluation par test des IDS. Citons, a
titre d’exemple, I'un des plus anciens, celui d&kdReaet al {Puketza96}, {Puketza97}. Ce travail
utilise un ensemble de scripts pour simuler desledsst (pour des sessions normales et intrusavesg
basant sur la politique de sécurité de I'organisatil met en ceuvre, non seulement des intrusions
séquentielles provenant d’une seule session distagais aussi des intrusions simultanées provel@ant
plusieurs sessions. La procédure de test suiveetuiss objectifs majeurs : identification des usions,
utilisation des ressources et test aux limitestoess testing

Un autre travail important a été réalisé par IBMrign en vue d’'une évaluation comparative de
plusieurs IDS. Pour cela, une plateforme de testggue a été créée en utilisant plusieurs cliebts
serveurs contr6lés par une station unique. Lectddifond (trafic normal sur le réseau et événesneory
intrusifs du systéme) est généré en utilisant diéessde tests construits par les développeurysierse
d’exploitation, tandis que les attaques sont si@lecées dans une base de données propre a IBM. Le
rapport publié indique seulement que quatre ID&gréis sur héteHost-based Intrusion Detection
Systemsont été testés contre des attaques FTP, maist merd sur les métriques utilisées ni sur les
détails des résultats obtenus.

L'un des projets les plus ambitieux a été celuinspoisé par la DARPA (en 98 et 99), en
collaboration avec le laboratoire Lincoln du MIT ifipmann00a}, {LippmannO0b}. Le but était de
fournir un ensemble significatif de données de, testnprenant trafic de fond et activités intrusives
(c’est-a-dire du trafic intrusif ou des événemesytstemes causés par des attaques). Le trafic die fon
était déduit des données statistiques collectéedesteseau des bases daifl’ Force alors que les
attaques étaient générées par des scripts crédalep@®nt, mais aussi par des scripts collectéavars
des sites spécialisés et des listes de diffusiea.données collectées concernaient a la fois deS kar
exemple données d’audit de stations Soldig dumpde machines UNIX et BSM SunBasic Security
Module ») et des IDS dédiés réseau, communémepté&pNIDS, pouNetwork IDS

Le jeu de test DARPA’98 utilisait environ 300 attag (classées en 38 types d'attaques), tandis que
DARPA’99 utilisait environ 50 types d’attaques.

26



Evaluation of Intrusion Detection Systems Mohamr8e®adelrab

John McHugh a fortement critiqué les évaluationslaldDARPA. Il a surtout insisté sur trois
problemes essentiels respectivement liés a la géogérdes données de test, aux métriques utiliséas
la présentation des résultats {McHughOOa}.

I.2. Evaluation analytique

Contrairement a I'évaluation par test, I'évaluatiamalytique porte sur la définition de méthodes
permettant de maitriser le modéle. Le travail lespmportant dans ce domaine est celui d’Alessandri
qui a proposé un modele descriptif de I'IDS {Ales$a04} visant a pallier les probléemes cités
précédemment et & fournir une documentation augegiaurs. L’évaluation consiste a :

- classifier les attagues selon leurs caractéristigpbservables par I'IDS ;

- décrire le comportement de I'IDS, et notamment lanigre de collecter et d’analyser les
informations ;

- déterminer si un certain type d'attaques sera thiikcpar I'IDS ou pas.

Notons que globalement, chaque catégorie d'évatuates IDS, qu'elle soit analytique ou par test,
posséde des avantages mais aussi des inconvéhiertghleau suivant dresse une comparaison globale
des principales caractéristiques des deux techsidiégaluation des IDS.

Table 1 : Caractéristiques principales des technigued’'évaluation des IDS

Evaluation par test Evaluation analytique
Phase du cycle de vie Apres l'implémentation Spécification et conception
Cible Prototype, implémentation Modele de I'IDS
Entrées Données réelles ou synthétisées Modéle et classttaqlies
Activités normales de fond Peuvent étre considérées Ne sont pas considérées

Performances, capacités de

Caractéristiques évaluées Capacités de détection

détection
Effets de I'environnement Peuvent étre considérés Ne sont pas considérés
Connaissance sur I''DS non Bonne connaissance sur la structure et
Niveau de connaissance requig obligatoire, compatible avec ung la conception de I'IDS, correspond a
évaluation bofte noire une évaluation bofte blanche

[.3. Discussion

Globalement, nous identifions plusieurs faiblesdass les méthodes classiques d’évaluation. Le
premier point a noter estulilisation d’approches non systematiqués effet, la plupart des méthodes
de test des IDS sont des approches plddhoc: la sélection des paramétres du systeme, desufact
des métriques et des données de test est soubérdies et non justifiée.

Le deuxiéme point est lzon représentativitdes données de test. Ni le trafic de fond, ni mées
d’attaques ne correspondent a la réalité d’InteddédS évalué se comporte ainsi differemment sous
test et quand il est déployé dans un environnendetht Si on prend, par exemple, les données del¢est
la DARPA, le trafic généré (de quelques Kbits/s) @msidérablement plus faible que celui attendu
(plusieurs Mbits/s). De plus, les données de tesfi€ de fond) ont été basées sur des statistiprisss
dans différents réseaux, mais leurs caractérigtiogre particulier celles liées a la générationalesges
alertes, n'ont pas été validées.

Le troisiéme point est lasensibilité des données de test aux variations 'elevironnement
Malheureusement, le comportement des algorithmedétiction d’anomalies (basés sur des méthodes
probabilistes, des réseaux de neurones, des aibmécision, etc.) est étroitement lié a I'envirement.

Par conséquent, la nature, la régularité et laatian des données collectées lors de la phase
d’apprentissage (ou des données de test) aurantpatt important sur les performances de I'IDS.

La derniére faiblesse que nous soulevons astitapertinence des métriquédn a souvent tendance
a sélectionner des métriques faciles a mesures, \&ain I'étendue réelle de leur efficacité. Pares |
métriques qui sont souvent utilisées dans I'évanatles IDS, on peut citer le taux de détection, le
rapport de détectiordétection ratid, le taux de fausses alertes, le rapport de falasetesfalse alarm
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ratio), etc. Clairement, ces métriques ne sont pas tmljadéquates. Si on prend le taux de fausses
alertes par exemple, il peut avoir plusieurs défing selon la nature du dénominateur. Selon les
différentes études, ce taux peut étre défini conem®mbre de fausses alertes divisé par le norokek t
d’'alertes, ou par le nombre de sessions, ou paoiebre de paquets. Néanmoins, méme si le taux de
fausses alertes par paquet peut avoir un sensymolDS qui appligue une simple analyse de chaque
paquet, il n’en a pas de méme pour un IDS qui @eales sessions et contrble I'état de connexion.

Dans les sections suivantes nous proposons desosslypour pallier ces limitations. Dans cette
optique, la section suivante commence par propase nouvelle méthodologie systématique
d’évaluation des IDS.

II. Nouvelle méthodologie pour I'évaluation des IDS

II.1. Vue globale

La figure 1 présente, de maniére globale, notrehau&tiogie, dont I'objectif principal est le
développement d’'une évaluation systématique suigastétapes bien structurées. Deux grandes phases
peuvent étre identifiées : une phasediparationet une phase expérimentation

La procédure commence par identifier les besoin&tksateur final (crédibilité, taux de détectip
réactivité, facilité de mise en ceuvre, adaptabiltérformances, diversité des canaux d'alerte). etc.
Ensuite il conviendrait d'identifier les caractéidsies de I'environnement et du contexte de teahgd
lequel I'IDS sera déployé) ainsi que celles deSIible de I'évaluation.

A

Besoin des utilisateurs Environnement Caractéristiques de
But d’Evaluation I'DS
dTgchlnlqtge Parameétres sensibles
Phase 1 évaluation
A Facteurs
A 4 A4 + + A
Sélection des Sélection de cas
M étriques de test
[ I
_"_A _________________ *_ ..................... —_
‘ Expérimentation ‘
; Analyse et interprétation
Phase 2 des données
| v

Présentation des
résultats

Figure 1 : Notre méthodologie pour I'évaluation dedDS

Aprés ces étapes, I'évaluateur sera en mesure ldetis@ner la technique d’évaluation la plus
appropriée : évaluation analytique ou par test. flaeseurs (parametres contrélables et ajustables pa
I'évaluateur) du systéme et des données de tesEgalement spécifiés. Par exemple, la bande passan
et les tailles de paquet de trafic de fond sontfdeteurs liés aux données de test des NIB&n
évidemment, les facteurs ainsi que la techniqueadi’é&tion ont un impact sur la sélection des mé&¥q
et des données de test.

Il est important de noter que, souvent, il suffit quelques modifications mineures pour pouvoir
réutiliser dans plusieurs évaluations les mémesihesles utilisateurs ainsi que les caractéristigqies
I'environnement et/ou de I'IDS. Une partie des émprécédentes peut donc étre factorisée et séatili
moyennant quelques paramétrages mineurs.

4 PourNetwork-based Intrusion Detection Systemanglais.
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Ensuite, vient la deuxiéme phase, la phase d’exyétiation, qui consiste a :
préparer et exécuter les expériences ;
- prendre les mesures et calculer les résultats ;
analyser et interpréter les résultats obtenudinatement
- présenter les résultats.
Les étapes de la figure 1 seront détaillées dasgite de cette section.

I1.2. Besoins des utilisateurs et objectifs de I'évaluation

Les IDS s'integrent dans un contexte et une acthite qui impose des contraintes pouvant étre tres
diverses. C'est pourquoi il n'existe pas de gdllévaluation unique pour ce type d'outils. Pourtant
I'utilisateur peut dégager un certain nombre dées, qui devront nécessairement étre pondérés en
fonction du contexte de I'étude. On peut distinguer

- les besoins fonctionnels, qui concernent essestielht la qualité de la détection ;

- les besoins de performances, qui traitent des &sliés a la vitesse, I'utilisation de la mémoiee,
charge CPU ;

- les besoins d'utilisation, qui concernent les peats liés a la facilité de configuration, la mise a
jour et utilisation, I'ergonomie, etc.

Les besoins des utilisateurs doivent étre tradent@xigences pour les IDS. Une exigence pourrait
étre par exemple :

- avoir une bonne détection (détecter toutes leg@gconnues, mais aussi certaines attaques non
encore connues) ;

- générer peu de fausses alertes ;

- résister aux attaques visant I'IDS lui-méme, notamihes attaques par déni de service ;

- nécessiter peu de ressources ;

- tolérer les fautes (avec redondance de certainpassnts de maniére a continuer a fonctionner
méme en cas d’intrusions).

On peut également approfondir I'analyse en spétifimbjectif de I'évaluation : s’agit-il d'une
évaluation pour des administrateurs de systemegpau des développeurs d'IDS. En effet, un
administrateur pourrait tout simplement viser unglé comparative afin de sélectionner un IDS ou pou
comparer les IDS déployés dans son propre systamdis que le développeur pourrait exiger plus de
détails et chercher a comprendre et interpréteoeportement de I'IDS. Ainsi, si une évaluationtgoe
« boite noire » peut suffire a une évaluation aéerutilisateur, elle ne peut pas satisfaire lewins du
développeur.

[.3. Environnement

a

Bien évidemment, I'environnement peut différer dduévaluation a une autre. Par exemple, les
caractéristiques d’'un réseau académique sont eliffés de celle d’'un réseau militaire, elles-mémes
difféerentes d’'un environnement commercial. Des eigsances sur le systeme d’exploitation, les
serveurs, les plateformes, les fichiers ainsi @gébhses de données spécifiques a chaque enviremtem
peuvent étre pertinentes pour la procédure d'étialugpar exemple, pour aider a choisir le typerdfic
de fond, les attaques a considérer ou a injedt®& sous test.

I1.4. Caractéristiques de I'IDS

Les caractéristiques architecturales, algorithmsque les caractéristiques d'implémentation peuvent
influencer la méthode d’évaluation.

Au niveau architectural, la plupart des IDS obéissel modéle CIDFGommon Intrusion Detection
FrameworR de 'lETF {Chen98}. En effet, un IDS peut étre programme monolithique installé sur une
seule machine ou distribué sur plusieurs hétegygrent plusieurs processus : captures et prétraitem
d’événements, analyse et génération des aleriesieBts sondes peuvent étre déployées sur le régseau
dans différents hétes.

Concernant les algorithmes et l'implémentation, distingue plusieurs implémentations des
algorithmes de détection, par exemple les algodthrstatistiques, les réseaux de neurones, les
algorithmes génétiques. Si I'IDS étudié est baseé drs agents, d’autres caractéristiques comme
I'intelligence, I'autonomie et la mobilité peuvegtre prises en considération.
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I.5. Parametres du systeme et des données de test

Etant donné qu'il est pratiquement impossible deuber tous les aspects liés a I'environnement, les
évaluateurs ne peuvent ajuster et modifier qugpdeametres contrdlables, nommésfaaiteurs Parmi
'ensemble des facteurs, il faut en identifier ceuk vont nous aider a comprendre le systeme évalué
Par exemple, pour les NIDS, ces facteurs peuveat & composition du trafic (type de trafic, loegir
des paquets, contenu de la charge utile, utilisatie la bande passante). Pour les HJD# peut
identifier des facteurs comme le systeme (platedorwersion, ...) ou I'IDS est déployé, les appliaatio
et services qui tournent sur la machine, les valiiétés non encore corrigées, etc.

On peut également considérer des facteurs spée#figu’IDS lui-méme, notamment les régles de
signature, l'algorithme de détection, etc. Le tgjagorithme d’apprentissage ainsi que le seuipohfil
sont deux exemples de facteurs associés aux 105 kas la détection d’'anomalie.

[.6. Techniques d’évaluation

Le choix de la technique d’évaluation (analytiquepar test) dépend de 'objectif de I'évaluation
ainsi que de l'étape dans laquelle on l'applique. éfet, comme indiqué dans Table 1, alors que
I'évaluation analytique peut étre appliquée désplesses avancées de conception, le test n'estjmssi
que sur des IDS déja implémentés. Par ailleurgali&tion analytique nécessite une bonne connaissan
de la structure et du fonctionnement de I'IDS, targque le test peut se contenter de considéreSI'ID
comme une bofite noire.

[1.7. Sélection des données de test

Le choix et la construction des données de tesivifggs normales et intrusives) peuvent prendre en
considération plusieurs points notamment :

- le type des fonctions et services qui seront teptiisexemple, la capacité du NIDS a détecter les
attaques par fragmentation ;

- le niveau de détail : en effet, certains algoriterde détection sont plus sensibles au contenu de la
charge des paquets {Antonatos04} ;

- Ilimpact des composants externes : par exempleinspare-feu est installé derriére I'IDS, il
blogue une partie du trafic et I'IDS ne recoit dghas ce trafic pour I'analyser (puisqu’il est déja
bloqué par le pare-feu) ;

- lareproductibilité : les résultats doivent étreiliament reproductibles.

Notons, qu’en plus des données de la DARPA, d'augénérateurs plus performants (de trafic de
fond et d’'attaques) sont actuellement disponibl8srimers04}, {Marty02}. Néanmoins, ces outils
doivent étre bien choisis, configurés, ajustéslaptes au systeme étudié.

I1.8. Sélection des métriques

La définition des métriques est la pierre anguldineprocessus d’évaluation. En effet, si elles sont
mal définies, les résultats de I'évaluation peuvérg faux ou biaisés. Dans la table 2, nous papmst
nous décrivons un ensemble de métriques pouvanuglisé dans ce domaine.

Ce tableau propose et classifie les métriques sgloelles sont reli€es aux ressources ou a la
détection. Cette derniere classe est divisée eniqués microscopiques (reliées aux composants) et
macroscopiques (au niveau systéme). La premieredasse donne une idée globale sur les fonctions
de I'IDS ; tandis que la deuxiéme vise a mesurerchpacités de I'IDS selon les types d'attaqudsset
fonctionnalités des composants de I'IDS, par exempbur mesurer les capacités des sondes a capturer
les événements, nous suggérons la métriqueuysive event drop ratie.

Bien entendu, certaines hypothéses générales ddwenprises en compte dans cette étape de la
procédure, en l'occurrence :

- il n'y a pas de métriques absolues, mais seuled@nmeétriques relatives a I'ensemble des cas de
test ; I'importance des métriqgues dépend de I'dlfjetde la cible de I'évaluation ;

5 Pour Host based Intrusion Detection System etang
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- pour plus d’expressivité, les résultats de I'évatadoivent étre spécifiés a travers plusieurs
métriques ;

- on ne considére que les métriqgues mesurables et ayaens contribuant a la compression, nous
évitons donc les métriques dénuées de sens (ex.d& détection) ou génériques et ambigués
(ex., résistance aux attaques de déni de service) ;

- pour les métriques microscopiques, il est importittracer les événements intrusifs dans les
données de test.

Table 2 : Proposition et caractérisation de métrique

Métriques macroscopiqueseliées a ladétection Définition

Ratio de détection nombre d'attaques détectées / nombre total d'agaqu
nombre de fausses alertes générées / nombre alitels
générées

Métriques microscopiqueseliées a ladétection Définition

nombre d'attaques détectées d’'un certain type /bnem
total d’attaques de ce type

nombre de fausses alertes générées pour un ceyfmn
Ratio de fausse alarme par type d'attaque d’'attaques / nombre total de fausses alertes gésédréur
ce type

| nombre d’attaques non détectées dont les événeroenis
" été capturés / nombre total d’attaques non détectée

. nombre d’attaques dont les événements n'ont pas été
" capturés / nombre total d’attaques non détectées

nombre d’événements intrusifs non capturés / nortdies
des événements intrusifs

Ratio de fausse alarme

Ratio de détection par type d'attaque

Evénements capturés / attaques non détectée

Evénements non capturés / attaques détectée

Ratio d’événements intrusifs non capturés

Métriques reliées a l'utilisation des ressources Diaition
Utilisation CPU Pourcentage du CPU utilisé par IDS
Utilisation de la mémoire Pourcentage de la mémoire utilisée par IDS

La méthodologie ainsi développée sera recentrés tharsection suivante sur les besoins des
développeurs. En effet, dans ce cas, la premi@pgeétie notre méthodologie — Il'identification des
besoins de I'utilisateur et du but de I'évaluatierfournira la possibilité d’identifier et d’élimindes
erreurs introduites dans la phase d'expérimentatieci, en vue de I'amélioration de la capacité de
détection, des performances, etc.).

11.9. Evaluation diagnostique

Afin d’aider le développeur a évaluer son IDS, telipréter son comportement, & découvrir les
causes de défaillance et a les localiser au nidealcomposants, nous proposons dans cette senoton u
évaluation diagnostique. En effet, cette tdche nmargit importante, d’autant plus qu'actuellement,
excepté quelques travaux s'intéressant aux algoeghde détection, tres peu de travaux se sont
intéressés a relier le comportement de I'IDS aupmmsant défaillant.

L'idée principale est de combiner les techniquealuations (par test et par analyse du modéle) et
les méthodes de slreté de fonctionnement, en glgaticles arbres de défaillance, appelés aussearb
de fautes (AdF ou AdD).

Un AdF n’est rien dautre qu'un diagramme logiquelisant une structure arborescente pour
représenter les causes de défaillances et leurbigaisons conduisant & un événement redouté (racine
de l'arbre). La réduction des arbres de faute #@r plr calcul des coupes minimales, permet d'idienti
les chemins critiqgues. On en déduit les élément®nets et logiciels du systeme dont la défaillance
contribue le plus a la réalisation de I'événemendbuté. Les arbres de faute peuvent étre quantifiés
permettant ainsi de calculer la disponibilité efiddilité du systeme modélisé.

Ci-dessous, nous construisons un AdF génériqud@syui pourrait aider & mieux interpréter le
comportement de I'IDS et de localiser la sourceddtaillance ; les fautes d’'implémentation peuvent
ainsi étre découvertes et corrigées. Par aillddF pourrait guider la sélection des cas de &isle
processus d’expérimentation.
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[1.9.1. Modele de défaillance de I'IDS

De maniere globale, quelque soit la technique diectién ou I'architecture de I'IDS, les composants
sont similaires et donc le processus de détectaon tre décrit comme suit :

- une ou plusieurs sondes (du méme type ou pas)capturer les événements douteux ;

- un ou plusieurs préprocesseurs pour prétraitextediee les informations pertinentes a partir des
données collectées par les sondes ;

- un ou plusieurs détecteurs pour analyser les irdtbams fournies par le préprocesseur et
éventuellement générer des alertes ;

- une base de données contenant les signatures|golDS a base de signatures) ou les profils
(pour les IDS a détection d’anomalies).

Dans cette section, nous allons analyser cettetstaigénérique afin de chercher les causes des
défaillances. La figure 2 montre le modele de défase de I'IDS, ou nous considérons la faute comme
étant :

- Tlintroduction d’'une action intentionnelle (ex. dafe service, fragmentation) afin de contourner
I'IDS ou le désactiver ; ou

- loccurrence d'une activit¢ bénigne non-malveilantqui affecte [I'IDS, ex. une
surcharge/saturation ; ou

- une faute d'implémentation ou de configuration éate® d’'une signature, par exemple).

Activité Défaillance

malveillante Systtme | Fausses alertess
(Faux positifs )
Défaillance
— Erreur
Activité composant

bénigne Faux négatifs

significative
e / \ Attaque
d'implémentation ou v v v détectée mal

de configuration identifiée

\ 4

Figure 2 : Modéle de défaillance des IDS

L’IDS est donc défaillant si un de ses composaetst bu s'il y a une rupture de communication
entre les composants de I'IDS. Ceci pourrait sgutra par une fausse alerte, la non-détection d'une
attaque (faux négatif) ou une mauvaise identificate 'attaque détectée.

Une analyse qualitative des défaillances de I'léstpétre effectuée par 'Analyse des Modes de
Défaillances et de leurs Effets (AMDE). L'AMDE eshe méthode d’élimination et de prévision de
faute. Elle vise principalement a faire I'analyselifative de la fiabilité d’'un systéme par la défon,
en termes de gravité, des effets de chaque modéfditlance (leur criticité) sur d’autres élémeetou
fonctions du systeme {Avizienis04}, {Bouti94}.

Ainsi, dans notre étude, 'TAMDE permettrait d'idéier les défaillances potentielles de chaque
composant de I'IDS et de donner une idée sur laesaalors qu’'une analyse par arbre de fautes (AdF)
facilite I'identification des combinaisons de défaices des composants qui pourrait conduire & une
défaillance totale de I'IDS.

La table 3 fournit une structure générique de I'AEIPour les IDS ou les défaillances, les causes, les
effets ainsi que les actions correctives posstileshaque composant sont identifiées.

Par ailleurs, étant donné que la construction debile de défaillance repose sur I'étude des
événements entrainants un événement redouté, nouns @alisé les étapes suivantes :

- dans un premier temps, il faut définir I'événemeatdouté et I'analyser en spécifiant ce qu'il
représente et dans quel contexte il peut apparaitre

- puis dans un deuxieme temps, il faut représentghiuement les relations de cause a effet par
des portes logiques (ET, OU) qui permettent de iipéde type de combinaison entre les
événements intermédiaires qui conduisent a I'évémémnalysé.

Le résultat de ces deux étapes est présenté gayute 3, qui montre que I'événement redouté
(défaillance de I'IDS) survient quand I'IDS ne détepas I'attague ou s'il génere de fausses algtées
détection de lattaque sans lidentifier correctamgeut également étre considérée comme une
défaillance.
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Figure 3 : Arbre de faute générique pour les IDS bsés signature.

33

Mauvais ID
d’attaque

Faute
d’identification

Défaillance
rapporteur

Défaillance
générateur
d’alerte

El12

Ell

Mauvaise
signature

Mauvais 1D

de
vulnérabilité

Défaillance
générateur
de rapport




Evaluation of Intrusion Detection Systems Mohamr8e®adelrab

La défaillance de I'IDS peut étre due a une défadke de la sonde, du préprocesseur, du détecteur ou
du générateur d’alertes.

Comme indiqué dans la table 3, la sonde défailkdlsine capture pas I'événement, c’est-a-dire si
I'événement est hors de la portée de la sonde battsiquant arrive & masquer le caractére mabill
de l'attaque et faire en sorte qu’elle passe iramerNéanmoins, l'invisibilité de I'événement n'@sts
la seule chose qui peut conduire a la défaillaredadsonde, elle peut également défaillir si elie e
saturée, suite a une attaque par déni de servias, anissi suite a une surcharge du réseau par des
activités normales.

La défaillance du préprocesseur survient si lesrinations pertinentes (pour le traitement et la
détection) sur les événements sont suppriméesesmis mangquantes.

Le détecteur peut défaillir s'il ne détecte pasifegisions dont les événements ont été captuiks, s
identifie une activité normale comme intrusive durgidentifie pas correctement l'attaque détectée

Bien évidemment, I'arbre de fautes de I'annexe Atpire développé davantage, par exemple, le
déni de service dans la branche de la sonde peuéténdu pour inclure les attaques par déni decser
distribué ou non, etc. Par manque d'espace, nous nestreignons dans ce manuscrit & ce niveau
d’abstraction.

Table 3 : AMDE générique des IDS

Composant Mode de défaillance Cause Effet
+ Evénements malicieux hors
N q de la portée de la sonde Intrusion non vue
Sonde/Capteur on capture des + Evénements masqués

événements intrusifs

Intrusion non vue ou vue

Suppression d’événements .
partiellement

Suppression d’informations * Format non approprie

Préprocesseur | | vioq « Information insuffisante de lg Défaillance du détecteur
part de la sonde
Non-détection des » Défaillance du préprocesseur
événements intrusifs + Défaillance de l'algorithme | Faux negatif
capturés de détection
Détecteur

Evénements non intrusifs e , _ iy
considérés comme intrusife Défaillance de l'algorithme de Faux positif
détection

Mauvaise identification Rapport incorrect

Générateur

, Alerte non générée Mauvaise configuration Faux tiega
d'alerte

Notons par ailleurs que I'exploitation de I'AdF dsasée sur le calcul des coupures minimales
(minimal cut sefs c’est-a-dire I'ensemble minimal des événementeyds) qui, s’ils se produisent,
peuvent conduire a I'événement redouté (racine).

En notation algébrique on a :

Défaillance IDS = A+B+C+D

A = Défaillance dans la capture des événements

B = Défaillance du préprocesseur

C = Défaillance du détecteur

D = Défaillance du générateur d'alertes
En substituant les portes du niveau supérieurgpaiveau en dessous, on obtient la formule :

Défaillance IDS = (A3.A6) + (A3.E1) + (A3.E2) + (E3.E4) + (E5.E6) + A5 + (B1.B2) + (B1.B3) + E7 + E8 + E9 + E10 + E11
+E12+D1+D2

La coupure minimalest donc :

(A3.A6), (A3.E1), (A3.E2), (E3.E4), (E5.E6), A5, (B1.B2), (B1.B3), E7, E8, E9, E10, E11, E12, D1, D2

Une simple analyse des résultats précédents (eicydier, la coupure minimale) indique qu’une
attaque peut passer inapercue seulement en casfaltadce d'un ou deux composant au plus. Ceci
confirme la nécessité de diversifier les techniqiesapture et de détection ou méme la combinason
le déploiement de plusieurs IDS sur un méme systameéseau et d'utiliser les techniques de toléanc
aux intrusions dans les IDS eux-mémes. En faitctexlusions tirées de cette analyse sont ab&traite
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déja connues car I'analyse est portée sur un adbifaute générique. Cependant, en prenant I'arbre d
faute détaillée d’'un IDS patrticulier on peut entisates conclusions plus fines.

Il est important de rappeler qu’il s’agit ici d’u@aluation qualitative dont le but est d’identifet
de visualiser les combinaisons d’événements quvgdumener a la défaillance de I'IDS. Pour une
évaluation quantitative, ce travail peut bien émdeent étre enrichi par les probabilités d’occuresdes
événements basiques (par exemple, en exploitargtatstiques fournies par les réseaux de potsiele m
a grande échelle).

Dans les sections précédentes, nous avons iddesfigmites des évaluations existantes des IDS et
nous avons proposé notre méthodologie d'évaluatmmme une premiere étape pour pallier ces
limitations. Dans la section suivante, nous ameétiernotre processus d'évaluation en proposant une
nouvelle classification des attaques, que noussaiEmtifiée comme nécessaire a I'évaluation d&s ID

III. Caractérisation des attaques élémentaires: classification des
attaques

Le nombre et la complexité des attaques ont commeu augmentation significative au cours des
dernieres années. Ceci pose de sérieux probléenuedgsoévaluateurs des IDS. En effet, commentrteste
efficacement et avoir la certitude (prouver) quB$ se comporte correctement (par exemple, géoérati
d'une alarme pour toute tentative d’intrusion, pbes fausse alarme, etc.) pour toutes les attagues
existantes voir inconnues ?

Puisqu'il est impossible de tester les IDS viss-@e toutes les attaques, il est indispensable de
trouver une maniére de sélectionner un ensembleadede test représentatifs.

Une solution qui peut paraitre triviale consistec@nstruire des classifications pertinentes et
représentatives de toutes les attaques. L'idéeasste sur le concept diasse d'équivalenckeien connu
dans le domaine du test de logiciel. Il consisterél@uire considérablement les cas possibles en
construisant des classes d’'attaques de telle neagiéun scénario de test ne prendra qu'un élément d
chaque classe. Cette technique part du principenjogorte quelle instance d'attaque d'une classe
donnée produira les mémes effets, et donc génl@eraémes résultats.

Pour traiter ce probleme, il nous semble nécess@ireommencer par une analyse approfondie des
classifications existantes, ceci est I'objet deeletion suivante.

III.1. Analyse des classifications d’attaques existantes

Le but de cette section est de dresser un étaar@lés taxonomies existantes, mais surtout de voi
(cf. section suivante) si elles peuvent étre perteggepour I'évaluation des IDS.

Commencons par la taxonomie de Bishop {Bishop9®Eme si celle-ci concerne les vulnérabilités
plutbt que les attaques, il peut étre intéressamedarder les attributs (également appelés axesagdte
taxonomie) qu’'elle considérenature de la faille(ex. débordement de tampophase de l'introduction
de la vulnérabilité(ex. pendant I'étape de conception ou dimpléntemtp domaine d’exploitation
(c’est-a-dire comment I'exploiter)domaine des effetéce qui est affecté)pombre minimum des
composantsiécessaires a I'exploitation de cette vulnérabéisourcede son identification (le site ou la
liste de diffusion ou la vulnérabilité a été pub)ié

Kumar a proposé une classification des attaques splatre attributs du schéma ou de la signature
de l'attaque existenceséquencgntervalle etdurée{Kumar95}.

La taxonomie de Hansman considére quatre dimensalites aux attaques : ce qu'il appelle le
vecteurou le type (c'est-a-dire le moyen utilisé partBauant pour arriver a ses fins, comme les virus,
les vers, le déni de service),déle (ex. systéme d’exploitation, protocole réseatgeféetsde I'attaque
ainsi que lavulnérabilité exploitégHansmann03}.

Un autre travail intéressant est celui de LindgwstJonsson {Lindqvist97} qui étendent la
taxonomie de Newman et Parker {Neumann89}. Ces ielerrconsidérent une seule dimension, la
technique tandis que Lindqvist et Jonsson ajoutentélsultatcomme dimension supplémentaire. Cette
classification s'inscrivait dans le cadre d’expédes menées par des utilisateurs internes (étsdiant
d’une classe d’informatique) afin d’améliorer lepacités de détection d’IDS qui utilisent le figeapar
reconnaissance de formgatern matchingen anglais). D’ores et déja, on remarque queaeit ne
considére que des attaques lancées par des ésudiampeut ainsi constater qu’elle ignore une geand
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partie de I'espace des attagues, notamment deguastgplus sophistiquées (non imaginées ou non
accessibles aux étudiants de cette classe).

Weber a présenté une taxonomie basée sur troisngioms : leniveau de privilege requipour
mener I'attaque, lenoyen utilisé par I'attaquanfex. exploitation d’'un bug logiciel) ainsi gueffet
souhaité(ex. déni de service) {Weber98}.

La taxonomie de la DARPA est en fait une versiatuite de celle de Weber. Elle ne considére que
I'effet de I'attaque comme dimension. Les attaques seigédis en cing catégories : "distant vers local"
(ou R2L pourRemote to Local "utilisateur vers super-utilisateur" (ou U2R pduser to Rodt
“sondeur” écan et “déni de service” {Kendall99}, {Lippmann0O0aka encore, on peut remarquer que
cette classification considére des niveaux differefabstraction, ce qui pose des problémes, noarhm
I'exclusion mutuelle des classes résultantes.

A la différence des classifications déja citéesalmnomie de Howard est centrée sur le processus d
I'attaque, plutdt que sur I'attaque elle méme {Hod@8}. Elle tient compte dedttaquant(qui est-il ?),
de l'outil qu'’il a utilisé, de lavulnérabilité exploitée, dd’acces obtenudesrésultatsde I'attaque (c’est-
a-dire divulgation, altération) ainsi que sdgectifs(c’est-a-dire obtenir ou détruire une information)

Un autre travail intéressant{Killourhy0O4} présentee taxonomie prenant un point de vue défensif.
Le but était de fournir des informations pour ailter administrateurs a mieux défendre leurs syseme
Les attaques ont ainsi été classifiées selon Imarsfestations (opérations visibles) telles quekent
vues par des HIDSAhomaly Host-based ID®n anglais). Les quatre dimensions de cette tarin
sont :

1- signes extérieursil s'agit d’appels systémes qui apparaissentesail’'exécution de I'attaque,
mais qui n'apparaissent jamais dans les opératimrsnales (c’est-a-dire dans les activités non
intrusives) ;

2- séquence minimatec’est la plus petite séquence qui apparait tlatiaque, mais qui n’apparait
jamais dans des opérations normales ;

3- séquence dormantec’est une séquence qui correspond (partiellemantine sous-séquence
d’opérations normales ;

4- séquence normalec’est une séquence dans l'attaque qui ne singlit pas des activités non
intrusives.

Enfin, regardons de plus prés l'importante taxoroutiAlessandri {AlessandriO4}. Celle-ci a été
élaborée a des fins d’'analyse des modeles d'IDSlicdude catégoriser directement les attaques, elle
classifie plutot toutes les activités (de manidees globale) qui peuvent étre pertinentes pourSIiDne
évaluation analytique a été ensuite établie potera@ner les capacités de détection de I'IDS vissa-
de telle ou telle classe d’attaques.

Plus concretement, le modéle correspondant a ossification fait la différence entre les
caractéristiques dynamiques et les caractéristigtetgjues d'une activité observable par I'IDS. Les
activités statiques sont divisées en caractéristiqaliées aux objets-interfates en celles reliées aux
objets affectés (corrompus) par l'attaque. Lesatarstiques dynamiques sont développées selom troi
criteres : caractéristiques de la communication. (eridirectionnelle, bidirectionnelle), méthode
d’'invocation (ex. création, suppression, lecturglsiaque d’autres attributs additionnels qualifides
mineurs (ex. I'attaque provient de plusieurs okgiou elle contient des événements répétitifs).

L’attaque, quant a elle, est décrite selon cingampatres : bbjet-interface I'objet affecté la
communicationla méthode d’invocatiominsi que d’autreattributs mineurs Au total, cette taxonomie
contient 25 objets-interfaces, 10 objets affect®s¢aractéristiques reliées a la communication, 5
méthodes d’invocations ainsi que 4 attributs additels mineurs.

Il faut constater que chacune des classificatioistantes a été développée dans un but particulier
(par exemple, comprendre les vulnérabilités pounforeer les mesures correctives et défensives,
appréhender les processus d'attaque ainsi quenipartement des attaquants, etc.). Il en résultdegie
attributs identifiés dans une étude ne sont pasfoent pertinents pour une autre ayant un objectif
différent.

6 Un objet interface est un objet (ex. fichier, psses) qui contient une vulnérabilité ou qui propose fonctionnalité qui a servi
pour attaquer d’'autres objets (entités du systemes)
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Avant de présenter notre classification, la secsoivante va d'abord discuter les limites des
classifications présentées et va analyser leduattriqu’elles proposent afin de ne retenir queplas
pertinents pour I'évaluation des IDS.

[I1.2. Discussion

Les différentes taxonomies existantes adoptenéreifits points de vue, et sont basées sur des
attributs liés aux attaques ou aux vulnérabilitéd&me s’il est impossible de citer dans ce mémaintes
les taxonomies existantes, on peut globalementifaigries attributs les plus importants :

» type de l'attaque virus, vers, cheval de Troie, déni de servite, ;e

» technique de détectiate I'attaque : approche statistique, filtragepremissance de motif, etc.

= signature de I'attaque motif (pattern ou séquence de motifs observeés ;

= outil utilisé par I'attaquant : boite a outilsgolkit), script, commande utilisateur, etc. ;

= cible de lI'attaque systeme d’exploitation, protocole réseau, apfilio, service, ..;

= résultat de I'attaque modification illicite ou divulgation d’informadins, déni de service, ...

= acceés viseé par l'attaqueacces en super-utilisateur, acces en utilisatetmal ;

» préconditions de I'attaqueexistence de versions particuliéres d’'un cefi@giciel, ... ;

= vulnérabilité exploitée par l'attaquedébordement de mémoire, mauvais choix de mqiadse,
mauvaise configuration, etc. ;

= objectif de I'attaque gain financier, terrorisme, autosatisfactiow, et

» Jlocalisation de l'origine de 'attaqueinterne, externe ;

= propriété de sécurité violée ou visée par l'attaqeenfidentialité, intégrité, disponibilité.

On peut noter que la plupart des travaux existsmiffrent d'un manque de clarté dans la distinction
entre les attributs, et donc entre les attaques.eRemple, certaines classifications regroupent le
débordement de tampon et le déni de service sauéiee attribut ; ce choix nous semble abusif car un
attaque qui exploite un débordement de tamponaqesi causer un déni de service.

Par ailleurs, nous constatons que la plupart dessifications sont centrées sur I'attaquant, Gest-
dire adoptent le point de vue de I'attaquattalcker-centricen anglais). Or ce type d’approches souvent
ignore (ou masque) certaines caractéristiques irapi@s des attaques, telles qu’elles sont vueslp&r
ou les administrateurs systeme, alors que cestasgmt importants dans notre contexte.

A Tinverse, la classification d’Alessandri a éténgipalement créée pour 'analyse des modeéles
d’'IDS {AlessandriO4}. Elle considere plus de dé&aikliés a I'attaque en termes de caractérisatsn d
IDS, ce qui la rend plus pertinente pour I'évaloatét le test des IDS. Néanmoins, elle présentiejges
limites. Tout d’abord, elle s’est centrée sur leanifestations des activités intrusives qui peuvérg
observables par I'IDS, mais elle ignore certaingilatts intéressants pour I'évaluation des IDS,
notamment les priviléges requis ou obtenus, lesé@mmrences, etc.

De plus, nous trouvons son niveau de dimensionnemes fin, au point que le niveau de détail
atteint n’est pas nécessairement tres utile potededes IDS. Pour ne prendre qu'un exemple sjmple
analysons la dimensiombject-interface ; celle-ci contient 24 types dont cing sont diemsent reliés a
la couche "application" App. layer-connectionless ; App. Layer single-catine single-transaction ;
App. layer single-connection multiple-transactioApp. layer multiple-connection single-transaction
et App. layer-multiple-connection multiple-transactiofwvec ce niveau fin de granularité, il n’est pas
rare de trouver des classes contenant seulemertwdeux attaques, alors que le résultat d'un pisEnt
vue de l'analyse de I'IDS est pratiquement le méme.

Par ailleurs, les combinaisons des différents aasiples (compte tenu de cette classification trés
fine) conduit a 9600 cas de test, alors que, pameie, la fusion des classes reliées au niveau de
I'application, permet de réduire ce nombre a 8@ peut donc obtenir un gain considérable de temps,
sans pour autant pénaliser la procédure de testffEi le niveau de détail caché lors du regrougrem
(proposé dans I'exemple) peut étre investi ultéament a travers une analyse complémentairePsS I'l
sous test est sensible a certains types de comatiam@u niveau applicatif.

Pour résumer cette discussion, force est de cendfate les taxonomies existantes ne sont pas
réellement adaptées pour I'évaluation des IDS.raesons peuvent globalement étre résumées dans les
points suivants :

» dans leur majorité, elles considerent la visioflattaquant et non celle de I'IDS ; il n’est donasp
étonnant que les attributs résultants soient nuénsnents pour le test des IDS ;
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= parfois, la définition des attributs est quelque pebigué voir incohérente ; ceci peut poser des
problemes d’exclusion mutuelle, et donc de clasaiibn ;

* |e nombre de classes résultantes est parfois teg&l gsans que la complexité qui en résulte soit
justifiée par une efficacité accrue du test des;IDS

= ces classifications ne sont malheureusement pasmpegnées de schéma de sélection et
génération des cas de test.

Dans la section suivante, nous proposons une rleugissification qui cherche a dépasser ces
limites.

[I1.3. Nouvelle classification

Nous nous baserons sur les attributs que nous ademsifies dans la section précédente, en
éliminant ceux qui sont ambigus ou qui ne sontgesinents pour I'évaluation des IDS. Les attributs
retenus seront accompagnés par une définitioreclair

La définition d'une taxonomie systématique devrpiisser, en réalité, par une identification
judicieuse des principaux objectifs a respecter.

Tout d'abord, la classification, au méme titre dmesélection des cas de test, doit étre réfléchie e
bien structurée. En effet, dans une sélection plusnoins "aléatoire” des cas de test, les évaltmteu
testent souvent leurs systemes de maniere ad hatilisant quelques scripts disponibles sur Inteme
dans des listes de diffusion. Néanmoins, les scriggupérés ne couvrent pas certains types d'asaqu
critigues et ne reflétent pas une distribution cehte des attaques.

En outre, I'expression des résultats de I'évaluatao termes delassesd’attaques peut contribuer
certainement a une meilleure compréhension de IU&tian ainsi qu'a une représentation et
interprétation plus précises de ses résultatsffie) & est plus intéressant de dire que I'IDS fadible (ou
robuste) vis-a-vis de la détection de tel ou tektyl’attaques. Au contraire, lorsqu’on on exprireg |
résultats en distinguant chaque attaque priseitgullement (et non de maniére générique a trdesrs
classes d’'attaques), les conclusions peuventrégpiétées de maniere biaisée.

Ceci étant, les classes résultantes ainsi queoteepsus de classification doivent respecter agtamt
possible les propriétés suivantes :

1. complétudedest-a-direexhaustivité) un schéma de catégorisation doit tenir comptedees les
attaques possibles (connues et inconnues) ;

2. extensibilité quand de nouvelles attaques apparaissent, érscte catégorisation doit permettre
de les classifier.

3. clarté des criteresle schéma et les regles de classification doigéeat bien établies de maniére a
ce gu'une attaque puisse étre classifiée en pramamtet une seule classe a partir de chaque
dimension ;

4. répétitivité: la ré-application du processus de classificatioit toujours produire les mémes
résultats ; autrement dit, si on répete les étapiges pour la classification d’'une certaine ai@q
on doit toujours la placer dans la méme catégorie ;

5. conformité avec les standarés terminologies existants, notamment avec leesde données et
dictionnaires des vulnérabilitts comme CVE {Cve08t OSVDB {Osvdb08}, qui sont
actuellement largement utilisés ;

6. exclusion mutuelle étre sir qu'une attaque ne fait pas partie dx @datégories différentes, une
dimension n'aura donc que des classes mutuelleexehisives ;

Dans le cas de notre étude, il faudrait, en plasjey une vision "évaluateur” (et non "attaquant")
tout au long du processus de classification. Cadonsidérablement influencer la procédure de tiétec
de cas de tests nécessaires

Commencons par analyser les attributs mentionngs kdasection précédente, afin de n’en retenir
que les plus pertinents d’'un point de vue "évalurdteceux qui sont invisibles par I'IDS ou dénués d
sens étant donc écartés.

Par exemple, des dimensions comme I'objectif dggakpant, ne seront pas considérés dans notre
classification, d’autant plus qu'il est a la foiffidile et inutile dans notre contexte d’'imaginiéntention
de l'attaquant. Dans notre vision, toute tentatkegtaque est considérée comme une menace, quelque
soit I'objectif visé (terrorisme, vandalisme, val autre).
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Dans le méme sens, des dimensions comme le rédalt&ttaque ou la propriété de sécurité sont
également peu pertinents dans notre étude. En effiet fois que l'attaquant prend la main dans un
systeme (en particulier s’il obtient I'acceémot), il peut généralement modifier, détruire ou dguér les
informations, et donc porter atteinte a la fois gquopriétés de confidentialité, d'intégrité et de
disponibilité. Par ailleurs, nous estimons quediesensions "type" et "technique de détection" ngesg
pas a définir une catégorisation claire.

Aprés avoir écarté toutes les dimensions non-parte@s pour notre étude et adapté celles qui
peuvent étre utiles, nous avons abouti a la claatifn de la figure 4. Notre classification repcsg
cing dimensions. Ces dimensions sont sélectiondéa®aniére a couvrir les sources, les cibles et les
manifestations des attaques, informations qui rsmmblent nécessaires et suffisantes pour le test et
I'évaluation des IDS. Nous définissons ces dime&sstomme suit :

= Source: indique I'endroit d’ou I'attaque a été lancédepossede deux classes : locale et distante.

* Privilege obtenu: nous distinguons cinq classes de privilegessvizdr l'attaquant, les classes
"root" et "utilisateur" signifient respectivement queattaquant a réussi a obtenir I'acceés
"root/administrateur" ou "utilisateur" ; la classe "syae" qui permet I'exécution de processus
avec les privileges "systemes" ; la quatrieme eldsariable" identifie les attaques qui fournissent
'acces en fonction des privileges de I'utilisatele I'application vulnérable exploitée. La classe
"aucun" couvre les attaques qui n'ont besoin d'auptivilege d'accés au systeme, comme les
attaques de reconnaissanseafs.

* Vulnérabilité : du point de vue de I'évaluateur, il est intéegdgle cibler le systeme de test le plus
pertinent, de bien paramétrer la plateforme de tBskprimer la relation entre les attaques et les
vulnérabilités exploitées ; ceci va en particudiigfer a choisir (lors de la phase de test) legjadta
qui peuvent exploiter ces vulnérabilités (et quitsdailleurs répertoriées et disponibles dans des
bases de données standardisées de vulnérabititéis) aussi a identifier les failles du systeme pour
une éventuelle correction.

= Porteur ou moyen par lequel l'attaque est lancée : il pgagir du trafic réseau ou d'action
exécutée directement sur la machine cible et qapperait donc pas sur l'interface réseau.

= Cible: ce peut étre la mémoire, le systeme d’explaitatla pile réseau, le systéme de fichier ou
un processus.

Remarguons que contrairement aux classificationstaa®es, notre taxonomie tient compte, non
seulement des caractéristiqgues observables dadiet(comme c’est le cas des classifications @sent
IDS {AlessandriO4} ou orientée défense {Killourhyl)4mais aussi des aspects opérationnels, qui sont
importants pour I'évaluateur.

En effet, la classification que nous proposonsrfiblies informations essentielles pour la génénatio
des attaques et I'analyse des cas de test. Papéxdedimension "source" donne une idée sur Feihd
d'ou l'attaque doit étre générée pour le test; nd@éme, la dimension "vulnérabilité" donne une
information sur la configuration a avoir (ou a Varse, a éviter) pour le test. Dans le méme sens, |
séveérité des attaques est implicitement décritartir gle la dimension "privilege".

Il est également important de noter que notre ifleason respecte les objectifs (régles de bonne
pratique) déja identifiés ci-dessus :

- Tout d'abord, les cing attributs que nous propossm# choisis de facon a avoir une
caractérisation exhaustive, couvrant différenteetias des attaques. Ainsi, nimporte quelle
attaque peut étre caractérisee, c.-a-d. clas§fiépriété 1:.complétudg

- Par ailleurs, l'extensibilité dedimensions“cible" et "moyen" permet de classifier les
nouvelles attaques (ex. notamment celles qui etitisle nouveaux moyens ou visent de
nouvelles cibles) [propriété Z2xtensibilité.

- De plus, les définitions des dimensions que noopgsons aident amplement a déterminer
(facilement) la classe de chaque attribut qui ¢arise I'attaque a inclure dans I'ensemble
des cas de test [propriété arté des critérds

- Cette clarté des critéres aide également a placecertaine attaque dans la méme catégorie
si on réapplique le schéma de classification [pév@d:répétitivitd.

- En outre, la dimension "vulnérabilité" peut étahlir lien direct entre I'attaque et une ou
plusieurs entrées dans les bases des donnéesrdisées des vulnérabilités (ex. CVE ou
OSVDB) [propriété 5 conformité aux standargls
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- Enfin, puisque les attributs de notre classificatont mutuellement exclusifs, une attaque
ne peut, a priori, faire partie de deux catégoriiférentes [propriété 6: exclusion

mutuelle] ; cette propriété sera davantage démenvés de la classification d’attaques
réelles existantes.

Attague Source < [Distante

Locale

Privilége Root
Utilisateur
Systéme
Varable
Aucun

Vulnérabilite Configuration
: Implémentation/

Conception Couche logique
Couche réseau

Porteur Trafic Réscau Couche transport
Couche application
Aucun

Action Locale Appel systeme
Environnement
: Systéeme Exécution de _
Cible d’exploitation commande/ Fonction
Saices Instruction

Systéme de fichier
Communication par
Application socket

Aucune

Pile résecau

Objet du systéme de
fichier

Figure 4 : Nouveau schéma de classification d’'attacg.

[I1.4. Schéma pour la sélection des cas de test

Dans cette section nous présentons un schéma eéetiaélde cas de test basé sur l'arbre de
classification (CTM poulClassification-Tree Methddqui a été développé par Grochtmann et Grimm
dans le domaine du génie logiciel {Grochtmann953mne son nom l'indique, cette méthode représente
graphiguement les partitions du domaine d’entrées dorme d’arbre. Dans notre cas, le but est de
pouvoir former des cas de test en combinant desesaappartenant a différentes dimensions.

Dans une premiére étape, le domaine des entréestdest d’abord considéré selon divers aspects ;
pour chaque aspect, des classifications complétisjeintes sont formées. Les classes résultaues
a leur tour, divisées en sous-classes. Dans laateaxétape, une grille est dressée au-dessouarbeel’
Chaque colonne de la grille contient les feuilled'drbre de classification (figure 5).

Un cas de test correspond en fait a une sélectiore deule classe-fille de chaque attribut/dimemsio
de niveau supérieur ; en d'autres termes, chagque Ide la grille indiqgue un cas de test distinct.
Néanmoins, tous les cas de test possibles théaomigntepar cette méthode ne sont pas forcément galide
ou intéressants. La personne qui planifie le tedgtdbnc identifier les cas valides et éliminer éegres,
en se basant notamment sur les contraintes déjiiedetinsi que d’autres informations concernant le
systéme comme l'explique I'exemple de la sectidvesie.

L'arbre de classification, présente plusieurs agesg. Tout d’abord, I'identification de tous les ca
possibles ainsi que la sélection des cas de testgrds se fait de maniére systématique, ce gilittasa
gestion et aide a réduire ou éliminer certainesuest De plus, sa représentation graphique amé#ore
visualisation et facilite la communication entres Ipersonnes qui font la spécification, celles qui
s’occupent du développement et celles qui gerereks.
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Figure 5 : Schéma de sélection d'attaque basée diarbre de classification.

I11.4.2. Exemple de sélection des cas de test

Une fois tous les cas de test possibles énuméfést identifier les cas de test pertinents. Rmala,
nous avons utilisé I'outil CTE, polassification Tree EditofCte08}. Cet outil permet, entre autres,
'automatisation de la génération et l'identifioatides cas de test.

Ainsi, & partir de notre schéma de classificatibareutilisant la CTM, I'outil CTE génére toutes le
combinaisons possibles des sous-classes. Ces @isania représentent les cas de tests d’attaques
possibles.

Afin de couvrir 'espace des attaques, le nombrecaimbinaisons possibles sans considérer les
contraintes est 3500 (dont 3400 combinaisons \glideu lieu de 9600 si on utilise la classification
d’'Alessandri {AlessandriO4}.

L'outil CTE permet l'application des contraintes Barbre de classification. Cela aide a réduire
davantage, a regrouper ou a réordonner les casstiafin de n’en retenir que les plus pertinents po
I'évaluation en cours. Plus précisément, CTE offneformalisme simple et puissant pour I'expression
des contraintes en combinant des régles conternsals régles entre parenthéses (sous formes de
prédicats), des connecteurs interpropositionné&dgiee et (*), ou (+), non (NOT), etc.

Par exemple, la contrainte suivante :

Distante * (root + systeme) * Vul_configuration tafic réseau * (Sys. de fichier + App)

génere des cas de test qui fournissent des aagas OU "systeme”, ET qui concernent les attaques
distantes pouvant exploiter des vulnérabilitésoitiites lors de la configuration, ET qui sont Visgbsur
le trafic réseau, ET qui visent des applications|®systéme de fichiers.

Comme indiqué dans la figure 5, I'application diteceontrainte réduit les cas de test de 3400 a 20
seulement. Par exemple, le premier cas de teseomntes attaques qui :

=  sontlancées a distance,

» fournissent des acces "systeme",

= sont visibles sur le trafic réseau au niveau trarsp

=  modifient les variables de I'environnement,

= exploitent des vulnérabilités introduites lors debnfiguration, et
» visent des applications.
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Dans cette section, nous avons présenté une wasisifi qui caractérise chacune des attaques au
niveau élémentaire. Or, dans les cas réels, ladeeBIDS devrait tenir compte de scénarios quivpat
étre composées de plusieurs attaques élémentdigesection suivante s'intéresse aux scénarios
d'attaques.

IV.Caractérisation et modélisation des scénarios d’attaque

Ces derniéres années ont vu une augmentation maadsivnhombre des virus, vers et autres
programmes malveillants (maliciels). Et méme sif@gports se contredisent parfois, on parle d'une
multiplication par cing en 2007 par rapport a l'aanprécédente. Pour ne citer qu'un exemple
représentatif, le treés sérieux projaV-Test (15 ans d'expérience dans l'analyse des programmes
malveillants) a répertorié en 2007, 5,5 millionéctiantillons de programmes malveillants nouveaux,
contre moins d’'un million en 2006 {Avtest08}. Cembre est non-cumulatif, il ne tient pas compte des
programmes malveillants précédemment détectés.

Cette analyse est alarmante pour ce qui concerrgtiection d'intrusions. En effet, une légere
modification d'un programme malveillant connu suffiour tromper la plupart des mécanismes de
détection a base de signature. De plus, le prosedsugénération de signatures est généralement
fastidieux, méme pour des variantes de malicielanas, alors qu’il est facile de le modifier
automatiqguement. Il n'est donc pas étonnant dedeitouvelles mutations d’'un cheval de Troie chaque
jour, voire parfois chaque heure.

De toute facon, la croissance actuelle du nombmaaleiels ne peut que provoquer I'effondrement
des performances des outils de sécurité qui omtilel&une signature spécifique du maliciel, quesci
un nouveau programme malveillant ou une variare dialiciel connu. Il est donc important de trouver
une solution efficace pour ce probleme, plus queaja d'actualité. Pour aider a le résoudre, leattav
présenté dans cette section propose de modélisepricessus d'attaque sous forme de scénarios
composés de séquences de primitives d'exécutiordéffiaition de ce modele repose sur I'analyse
d’'incidents de sécurité résultant aussi bien disudiattaque automatiques que d’'attaques interestiv
Ce modéle peut alors servir a générer automatiquiehes scénarios d’attaques représentatifs des
attaques réelles, et ces scénarios peuvent 8isgsifpour tester les outils de détection d’intvasiDS)
et en évaluer I'efficacité.

IV.1. Approche

Afin de traiter cette question de la multiplicatides variantes d’attaques, et contrairement ar@'aut
travaux qui visent a générer une signature pouquh&ariante, notre approche vise plutét a détese
attaques par des caractéristiques qui soient nseimsibles au polymorphisme des variantes.

Pour cela, nous avons analysé les modeles d’ata§lbeung03}, {Dacier94}, {Dahl06},
{Schneier99}, {Templeton00} qui décrivent le compement des utilisateurs et programmes
(potentiellement malveillants) accédant a et/oxégatant sur un systeme. Mais nous avons congiiaté q
ces modéles sont généralement spécifiques de rbamament d'exécution, et nécessitent donc une
connaissance précise et détaillée de l'architectlerda topologie et des vulnérabilités du résdadue
systeme considérés. De plus, ces modéles se bessantiellement sur les vulnérabilités connues et
ignorent les attaques susceptibles d'exploitevdigrabilités encore inconnues.

Dans notre contexte, ceci constituerait une limégeuse, dans la mesure ou la robustesse des IDS
dépend également des vulnérabilités inconnues etndevelles attaques. De plus, le modele qui
répondrait a nos attentes devrait étre facilemeaptable et extensible notamment lors de I'ajoudela
suppression d'un utilisateur ou d’'une machine, ttrd'installation ou la mise a jour d'un logiciely
encore lors de I'application de rustingsitiche$ pour corriger ses vulnérabilités.

Pour pallier ces limites, nous proposons dansasaifrun modéle suffisamment abstrait pour couvrir
un maximum de classes ou de types d'attaques, ietsaju le plus possible indépendant de
I'environnement.

Pour établir un tel modele, il s'avére nécessdaratyser un nombre suffisant de données sur les
attaques réelles, ce qui constitue en soi un pmubléar les données disponibles pour la communauté
scientifique sont limitées, voire parfois biaiséeson représentatives.
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C'est pour cela que nous avons basé notre anagtipaire sur les attaques de type virus et vers
les plus répandues. En effet, étant donné quedessont autonomes, ils doivent comporter toutes le
étapes d’'un processus d’attaque. De plus, les eoosme les vers peuvent étre vus comme une classe
d'attaques automatiques développées par des aitaguabiles ; cela peut donc aider a comprendre
comment les attaques interactives peuvent étre esené

Dans la section suivante, nous présentons le aésidtI'analyse d’environ 40 virus, vers, chevaux
de Troie ainsi que d'autres incidents liés a degjaés, dans le but d'identifier les types et sécpse
d'actions qu'un attaquant exécute. Une descriptios détaillée de cette analyse peut étre trouads d
{Gadelrab08a} ou dans lI'annexe A.

IV.2. Analyse de maliciels

Nous avons analysé les primitives d'exécution @&saliciels de la liste CMEMitre’s Common
Malware Enumeration li3{Cme08}, qui sont représentatifs des attaqueplies dangereuses et les plus
répandues. Nous avons également utilisé dautresiées intéressantes disponibles sur des sites
spécialisés comme http://research.eeye.com, et/iiw.viruslist.com.

Le premier résultat surprenant que nous avons pstater est que, malgré la diversité de ces
maliciels, les étapes suivies pour ces attaquesepélétre classées en seulement 8 primitives. Nous
avons identifié chaque primitive par un symbolenote indiqué ci-dessous :

* R Reconnaissance

= VB Fouille des machines ou des réseaux victirki@sit Browsing
= EP Exécution de programmeé&xecute Prograin

= GA Gain d'accésiain Accesp

= |MC: Implantation de code malveillaritr{plant Malicious Code

= CDI Compromission de l'intégrit€ompromise Data Integrijy

= DoS Déni de servicel¥enial of Service

= HT: Effacement des tracedifle Trace}

Notons qu'au lieu d’analyser les détails des consimam®t des instructions de bas niveau, nous nous
sommes plutdt intéressés au processus d'attaque sdaglobalité. Cela nous permet d’identifier les
primitives communes aux différents types d’attageteftre le plus indépendant possible de la platefo
ou de I'environnement.

D’allleurs, pour ne pas biaiser I'étude et afirvoiedes résultats plus généraux, nous prétons peu
d'attention a l'aspect propagation, caractéristgjut spécifique aux vers. En réalité, nous abérsins
I'étape de propagation comme un gain d'acces (@A) re implantation de code malveillant (IMC).

De plus, étant donné que plusieurs étapes d’attapeevent étre considérées, de maniére globale,
comme une exécution de programme (EP), nous pr&fdes différencier en considérant une relation
d'ordre partielle (dénoté par >), le but étant iadlesdéterminer (et ne considérer que) la primitjue
exprime et refléte le mieux I'étape de I'attaquecenrs. Ainsi, nous considérons que :

= |MC>CDI>EP
= HT>CDI>EP
= [R|VB]>EP
= HT >DoS
Ces relations peuvent étre interprétées de la masigvante :
= Si I'étape d'attaque exécutée contribue a limgtal d'un code malveillant, elle est classifiée
comme IMC. Sinon, si elle modifie le systéme déics, les fichiers de configuration, les clefs
d'enregistrementWindowsregistry), ou les variables d'environnement, on la consiq#utot
comme un CDI. Autrement, on la considére comme EP.

= Si l'étape d'attaque exécutée cache des infornsationbloque l'accés aux informations qui

montrent I'existence d'un code malveillant, elleessidérée comme HT. Sinon, si elle modifie
le systeme de fichiers, les fichiers de configoratiles clefs d'enregistrementVihdows
registry), ou les variables d'environnement, sans cacheindermations liées a I'attaque, on la
considéere comme un CDI. Autrement, nous la consid&comme EP.

= La recherche a distance des informations reliéesvatimes potentielles est une étape de

reconnaissance (R). Si I'attaquant cherche desnrations localement stockées sur la victime
on l'identifie comme une étape d’exploration (VB).
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= Si I'étape d'attaque conduit & bloquer/arréter/eompttre l'accés aux services qui fournissent
des informations reliées aux activités malveillantes'agit en fait d'une étape d'effacement des
traces (HT). Sinon, si le service bloqué/arrétéfmamis ne cache pas des informations sur les
activités malveillantes, nous le considérons comnmeétape de déni de service (DOS).

Dans la suite de cette section, nous construiromgr@ssivement un modele de processus d'attaques.

IV.3. Modele de processus d'attaques

Cette analyse nous a permis de construire le maoditeit par la figure 6. Le premier résultat
surprenant que nous pouvons souligner est quequgiedoit la nature de l'attaque et l'expérience des
attaquants, ces derniers suivent généralementrgenype de processus (étapes), le niveau de lattaq
se refletent a travers la sophistication et lad#gede l'attaque, la qualité du code, les effeteset
dommages causés, etc. En général, les attaqugésregntés utilisent des techniques plus avandeées e
des outils plus personnalisés, alors que les détsuigcript kiddie$ utilisent des exploits et des outils
souvent développés par d'autres.

Notre modeéle distingue les étapes suivantes (figure

= Reconnaissanceil est logique pour un attaquant de cherchemifsgmations nécessaires sur les
victimes potentielles avant de les cibler avecdatls d’'attaques les plus appropriés (codes
d'exploits,toolkits, etc.).

2) Gain d'accés(Gain Accesg: afin d'atteindre leurs objectifs, les attagsaant généralement
besoin d'avoir un accés aux ressources des victinesniveau d'acces requis dépend
évidemment de l'attaque. Notons toutefois que ioartgpes d'attaques, comme les attaques en
déni de service, n'ont pas, en général, besoircdssur la machine victime.

3) Augmentation de privilegdg®rivilege Escalatioh: I'acces obtenu initialement par l'attaquant est
parfois insuffisant pour réaliser l'attaque ; daigs cas, l'attaquant essaie d'augmenter ses
privileges pour avoir plus de pouvoir (par exempbasser du mode utilisateur au mode
administrateur pour pouvoir accéder aux ressolgysemes).

4) Fouille de la machine victim@/ictim browsing : apres avoir acquis suffisamment de privileges,
l'attaquant essaie généralement d'explorer la macbu le réseau cible (par exemple, en
fouillant les fichiers et les répertoires), pouttrercher un compte particulier (comme un compte
invité ou un compte ftp anonyme), pour identifies composants matériels, pour identifier les
programmes installés, pour rechercher les hétesoddiance (typiguement, ceux ayant des
certificats installés sur la machine de la victipeg.

5) Actions principales(Principal Action$ : comme indiqué dans la figure 6, cette étapet peu
prendre différentes formes; par exemple, l'attagyseut exécuter une attaque en déni de
service, installer un code malveillant, comproneettmtégrité des données ou exécuter un
programme.

6) Cacher les trace¢Hiding Trace$ : les attaquants les plus expérimentés utiligémeralement
cette derniére étape pour effacer leurs tracesnelre ainsi la détection plus difficile.

Il est important de noter que, du point de vue aleldtection d’intrusion, le nombre d'étapes qui
apparait dans une certaine session d'un proce&dteqde est arbitraire. En effet, afin d'empédaer
détection, les attaquants peuvent procéder lentememplusieurs étapes, sur plusieurs jours, véime
sur plusieurs semaines. Ainsi, quand ils reprenteemtattaque avec les étapes qui suivent, celergou
apparaitre comme une nouvelle attaque pour I'detildétection d’intrusionlS) ; le plus souvent,
l'attaquant recommence directement par une augti@ntde privilege ou par exécuter des actions
intrusives sans reproduire les étapes précédetelss(que la reconnaissance, la fouille, etc.y. Pa
ailleurs, dans bien des cas, l'attaquant peutu@tngtilisateur interne qui possede un compte vadidgui
a déja suffisamment d'information et de privileger'a donc pas besoin de passer par certainps®ta
comme la reconnaissance. D'un autre c6té, un musebattaque peut étre interrompu délibérément par
une simple décision de l'attaquant, par exemplestime qu'il est difficile de réussir son attaques'il
a trouvé une autre cible plus facile ou plus irdgamte.

Notons également que méme si notre modele ne p@sntcompte directement des attaques dites
multi-sauts fnulti-hop attacksqui passent par plusieurs victimes, il est tofgitpossible de représenter
ces attaques par une concaténation de plusieunarga® (c’est-a-dire avec un scénario pour chaque
victime).
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Figure 6. Modeéle de processus d’attaque

V. Génération des scénarios d’attaque

Dans notre contexte, c’est-a-dire |'évaluation @3 notre modele de processus d'attaque (figure 6)
est simplifié par la machine & états illustré @afigure 7. Ce graphe permet de générer des soénari
d'attaques a un niveau abstrait. En appliquantcdesraintes sur les chemins entre les nceuds et la
répétition consécutive de la méme action (les @s)chous pouvons trouver un ensemble des scénarios
abstraits valides, comme par exemple :

Scén_1 = (R, GA, VB, CDI, EP, HT)
Scén_2 = (R, DoS)
Scén_3 = (GA, IMC, EP)

Néanmoins, il est clair que cette vue "de hautaVen'est pas suffisante pour générer des traces
réelles d'attaques. C’est pourquoi nous l'utilisoosjointement avec deux autres modeéles: un modele
pour le comportement des attaquants et un autrelgssifie les outils d’attaques (en particuliesus
avons répertorié les outils et commandes qui peemtete réaliser chacune des primitives de la éigur
7). L'ensemble de ces trois modeles nous permestdicier les scénarios abstraits, et donc de @énér
des scénarios exécutables reels.

En particulier, la transformation est faite en atstt les étapes abstraites avec des commandes
concrétes ou des instances d'exécution d'outilséglisent et implémentent ces étapes. Par exemple,

= R est associé avec (c'est-a-dire peut étre exéeut@ahiere concréte par) : hessus, nmap, ping,

traceroute, etc.

= VB peut étre exécuté de maniére concréte par :,lsnpse, etc.

= AG peut étre associé avec : SSH, telnet, exécutdoleaqpune vulnérabilité metasploit, etc.

= CDI peut étre associé avec : cp, rm, mv, éditer undiade configuration, changer les variables

d'environment, etc.

= EP peut étre associé avec : crontab, lynx, nc, etc.

= HT peut étre associé avec : rm log, kill syslog, tueprocessus antivrirus, etc.
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= DoSpeut étre associé avec : shutdown -halt, cragereysrrét d'un service (stop service), etc.
= |[MC peut étre associé avec : scp malveillant, ftp nilddwvee, exécution de metasploit avec une
charge utile malveillante, etc.

o Noeud de départ
Neeud final

Neeud de départ
@ ou final

Figure 7 : Machine a état représentante le processud’attaque

Un scénario abstrait est donc transformé en saariécutables par la traduction de ces actions
primitives & des séquences d'actions exécutablesque action primitive est remplacée par une ou
plusieurs commandes capables de la réaliser. baftramation peut faite selon différentes techniques
de maniere exhaustive, en choisissant aléatoireamentles commande qui peuvent implémenter chaque
étape du scénario, ou en utilisant des algorithdeeransformation plus sophistiqués qui prennent en
considération des parametres comme les résultatstapes précédentes et le contexte de l'attaque.

On peut éventuellement paramétrer la transformgimmun modele de compétence de Il'attaquant.
Pour cela, nous caractérisons l'attaquant par seean de compétenceDébutant Intermédiaire
Avancé, son profil Hésitant Agressif, I'ensemble d’outils qu'il possede, et son adeed3. Un
attaquant peut étre donc représenté comme suit :

Attaquant= (Niveay Profil, {outils}, IP)

Notons qu'il peut également étre intéressant danpétrer les scénarios d'attaques selon des
statistiques issues des données collectées a gartiéseaux de pots de miel. Ces statistiques pteuve
fournir des informations intéressantes telles quiedquence d’utilisation de certains outils d'qttes, la
fréquence d’'occurrence de chaque attaque, lessadréB les plus utilisées comme source d'attaques,
etc.

Il est important de noter que cette approche itérate génération des scénarios d'attagues nous a
permis de pallier le probléme de I'explosion conalbiire, probléme intrinséque aux approches
classiqgues de génération des scénarios d'attadireseffet, dans notre modele, le nombre de cas
possibles est fortement réduit, grace notammenésacdntraintes sur les boucles et les relations de
précédence (déduites a partir de notre graphe).

VI.Mise en ceuvre et expérimentation

Les idées et modéles présentés dans les sectiénédentes constituent la base d’'un ensemble
d’outils que nous avons développés pour I'évalumaties IDS. Notre implémentation consiste en trois
parties principales : un gestionnaire d’évaluatiom,générateur d’attaques et un générateur de tafi
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fond. Dans la version actuelle, ce dernier est émenté séparément comme un logidiala Nous
avons opté pour une implémentation du gestionndiévaluation et du générateur d'attaques (en
utilisant le langag&uby comme un plugin deet aspl oi t . D'ailleurs, nous avons développé un autre
plugin derret aspl oi t qui fait I'interface avec la base de données dagselle nous stockons les
informations reliées a la classification des atemgélémentaires. L’architecture globale de notrd ou
toolkit d’évaluation et des interactions entre les difiseutils sont illustrées dans la figure 8.
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Figure 8 : L'architecture globale de nos outils d’éaluation

Contributions et prospectives

Les principales contributions de ce travail peuérd résumées par les points suivants :

1) Nous avons proposé une méthodologie systématiquel'pealuation et le test des IDS.

2) Nous avons fait une analyse profonde pour caraetéles données d'entrées traitées par les IDS.
Cette analyse nous permet de concevoir, constatingroduire des données d'évaluation qui
soient le plus possible représentatives des domaédss.

3) Nous avons créé un schéma de classification deguets qui peut étre employé pour choisir les
cas de test représentatifs d'attaques, mais aussi analyser et présenter les résultats
d'évaluation.

4) Nous avons congu et développé des outils d'évatuatii permettent l'injection des attaques et
la génération du trafic de fond. Ces outils peuétrd adaptés selon les besoins des évaluateurs,
les caractéristiques de I'IDS évalué ou I'enviromeret d'évaluation.

5) Finalement, en appliquant notre approche et ersanil les outils d'évaluation que nous avons
développés, nous avons illustré comment produisadldenées représentatives d'attaques.

Il est également important de noter que ce que pmysons dans ce mémoire ne représente qu’une

petite partie des applications possibles de ngtpeoghe. Le fait de travailler sur un sujet tr&éhei nous

a inspiré beaucoup d’idées qui augurent d’'une fridenetteuse sur I'évaluation des IDS. Les travaux
futurs consistent non seulement a améliorer ledsodéveloppés, mais aussi a approfondir travail de
recherche initié dans ce domaine a travers casethA court terme nous envisageons de :

1) raffiner le schéma de classification

2) classifier plus d'outils d'attaques

3) raffiner le modéle de processus d'attaques
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4) faire des évaluations plus exhaustives des IDS

5) développer une interface graphique unique pourrdérerocessus d'évaluation et afficher les
résultats

6) améliorer l'intégration entre les différents congrds de notre plateforme de test

7) étudier la possibilité d'utiliser les plateformegndulation de réseaux, tels que ReAssure et
PlanetLab.

48



Evaluation of Intrusion Detection Systems Mohamr8eadelrab

PART 1I
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I. Chapter 1: Introduction

In a highly connected world, people worry about $keurity of their connected devices. In order to
protect information circulating on networks or #ted on storage media, several defense lines have to
put in place. Examples include access control mashwes, firewalls, encrypted communication
channels, antivirus tools, etc. Each of such t@oistributes to the enforcement of security policies
defined by the organization or the computer systemer. Unfortunately, even with the implementation
of several lines of defense, a perfect securitynoilbe guaranteed. For this reason, complementary
mechanisms have been added: the Intrusion DeteStistems (IDSes). The philosophy behind intrusion
detection is that even with the use of severalgot@in mechanisms, attacks as well as intrusion
incidents are always possible. Therefore, if wencauprovide a complete protection to our networks a
computer systems, we should at least be awareeobdburrence of attacks, to react with appropriate
responses and take corrective actions. The deteatimtrusion occurrences is as important as ptizte
because ignoring security breaches may result @ordinuous leakage of information and thereby a
continuous significant loss.

Nevertheless, even if detecting intrusions is aer@sting concept, for the moment, implementations
of the intrusion detection concept stay far beldw &xpectations. Many ideas and algorithms were
proposed since the creation of the first IDS, aekgal of them could be innovative. Unfortunatehe
value of these ideas cannot be fairly assessedibedBS researchers and developers lack for eftecti
methods and tools that allow evaluating IDS prégise

1.1. Motivation

Intrusion detection systems are relatively recélttere are different types of IDS that are
characterized by various detection techniques,iteathres and scope {Debar00}, {Debar05}. Almost
all IDS types suffer, with different degrees, framo common problems: the huge numberfaite
positivesand offalse negativesA false positive occurs when the IDS signals r@nusion for normal
activities (false alarm), while false negativesuroghen attacks or intrusions pass without detadjie.,
no alarm is generated).

IDS developers try to overcome these limitationsi@$es by developing new algorithms and
architectures. However, they need to evaluate therdvements provided by these new features.
Similarly, network administrators and security 3st8 need to evaluate IDSes either to select tee be
ones before acquisition or to assess their effogieafter the installation in the heart of theirwetks.
Unfortunately, the enhancements of IDS are oftsampointing, since large numbers of false positives
and false negatives persist in new versions of Wd® little improvement over previous versions.
Although we see continuous research and developreifatt {Mé01}, changes do not appear to
represent significant breakthroughs, neither imtetogy nor in usability. This is partially due tioe
lack of effective evaluation and testing methodssiech type of tools.

Several evaluation attempts took place in theylaats {Puketza96}, {Puketza97}, {Lippmann00a},
{Lippmann00b}, {Debar98}, {Debar02} and {Alessan@®d}. However, they have serious shortcomings
and unfortunately, most of them suffer from seribonstations {Mell03}, {McHughOOa}. Consequently,
under evaluation, IDSes exhibit a behavior thadifeerent from their behavior when installed in Irea
environments, which thus leads to misleading caichs.

Many surveys of the research on intrusion detec@meient ones as well as the more recent, have
reported IDS evaluation and testing as a high-yioopen research area {Mukherjee94},
{Axelsson98a}, {Jones00}, {Allen00} and {Lundin02}.

Contrarily to what may be thought, evaluating Istam Detection Systems is a non-trivial task,
because it requires a deep understanding of tHeated tool (i.e., the IDS) as well as of attacksd a
malware, to find out the best way to evaluate thesés. Furthermore, security-related tools such as
firewalls, IDS, IPS, antivirus, etc., have spegatticularities, as they should deal with unexpeeted
probably unknown use patterns, with abuse of tlestthemselves and with vulnerabilities of the
surrounding systems. These considerations makedhstruction of appropriate (i.e., representative)
evaluation datasets extremely tedious and timetooing.
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In addition to that, evaluating security-relatedisosuch as IDSes involves issues from various dwna
such as networking, operating systems, softwaréntesand, of course, security. Having a good
knowledge of all these areas is essential to betaldvaluate or test such tools properly.

Since IDS evaluations have intersections with tf@ementioned domains, we have dived into
several sub domains to pickup techniques and metkiwat can be applicable for the evaluation of
security-related tools in general and more paridylof intrusion detection systems. This allowedto
benefit from advances in other fields that are nmature and helped us in not reinventing the wheel.

1.2. Research goal

The ultimate goal of this work is to improve thealjty of intrusion detection systems by providing
enhanced evaluation procedures, datasets, toolsmetiics. This is expected to serve not only IDS
developers, but also IDS users in comparing differ®dS products. We focus mainly on the
improvement of the evaluation process itself andhencreation of realistic datasets. This will Hoig
reduce the time required by the evaluator (eitlseara IDS developer, a network administrator, ardthi
party assessor) to construct datasets of good tguahd allows giving more attention to the
experimentation design.

1.3. Approach

IDS research has often focused on autonomous resgord other “advanced” issues, at the expense
of addressing how to detect and diagnose attackee raocurately. Improving these features is
meaningless unless the underlying mechanisms dysasand detection become reliable and credible.
For this reason, we focus mainly on the detectioth diagnostic capabilities of IDSes as opposed to
some previous evaluations that have distractedattemtion towards organizational and non-technical
issues such as cost of acquirement ease of instalEnd ease of use. We do not deny the importahce
organizational aspects and ease of deploymengiben the current state of intrusion detection esys,
we believe that these have a lower priority.

Figure 1.1 illustrates the roadmap and the milessoof the work presented in this thesis. First, we
surveyed the literature to establish the statdefart in intrusion detection and to analyze thevious
evaluations as well as their limitations. This a#al us to draw a map of the field, and to identifg
problem and the mistakes committed in previousuatains. Amongst those, the most critical are the
following: (1) the use of ad-hoc approaches, (2)uke of non-representative datasets without satysit
analysis and finally (3) the use of incorrect nuetri

Our prime objective when addressing the IDS-evanaproblem is to correct and avoid these
mistakes or reduce their effects. Thus, the fiest pf our approach relies on improving the evatmat
process itself, to provide a well-established aysiesnatic evaluation. The second step is to cheniaet
the data inputs of an IDS and determine their nfie@tures. As a result, we can make an idea about
datasets representativeness and how they shoutdrstructed to match real-world data. Besides that,
we treated the last part (i.e., the metrics) bynile§ various new metrics that measure specifieetspor
functionalities of IDSes. The broad range of thggasted metrics allows evaluators to select those
metrics that fit the best their evaluation goal.

1.4. Contributions

The main contributions of this work can be sumnetim the following points:

= We propose an engineered approach to make systeswvatuations,

=  We made a thorough analysis and characterizatidD®input/workload that, consequently,
allows us to design, construct and generate evatuatasets as close as possible to the
reality.

= We created a classification scheme of attacks daat be used for the selection of
representative attack test cases as well as tHgsanand the presentation of evaluation
results.

= The design and the implementation of a flexible@aidon tool that provides attack injection
as well as background traffic generation. Both loartustomized to fit the evaluator's needs
concerning the characteristics of the evaluateddB&of the target system environment.
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= Finally, by applying our approach and by using ¢lvaluation tools that we developed, we
have illustrated how effective attack datasetshmagenerated.
The chapters of this document are dedicated tolel@@descriptions of each of these contributions.

1.5. Thesis Outline

The remainder of the dissertation is organizedHls\fs:
Chapter 2 introduces the main concepts of secwtiile focusing on those related to intrusion detect
It begins by describing briefly some of the commattack threats, security countermeasures and
concludes by a detailed description of intrusionedgon systems: their types, input data sources,
detection methods as well as their strengths araknesses.
We present in Chapter 3 a brief survey of theditane that describes the current state of thend®$-
evaluation as well as an overview of existing eattns: describing the most important ones,
distinguishing the evaluation types and discustiegimitations of such evaluations. Then, we dthev
outlines of a global evaluation framework and itaimparts, which include an engineered evaluation
methodology and the underlying models of our apgmoand explain the benefits of using such a
framework. Finally, we identify the main challengelerent in IDS evaluation that hinder break tigtou
improvements in this field.
Chapter 4 is dedicated to the characterization B Iworkloads because we identified the
representativeness of evaluation datasets as ottee ghost significant limitations and any attenmpt t
generate a representative dataset requires firshaoacterize the real-world datasets (i.e, woddda
Therefore, we describe both the attack and the dsaokd components that exist in the real-world
workloads. We give more focus to the attack compgn&hich we describe it in more details at two
levels: the elementary attack level and the attaanario level. Moreover, we charactenmetasploit,
which is one of the tools that are increasinglydusg IDS evaluators, in attempt to figure out wieetit
is representative of the real-world attacks antddén be sufficient to perform a rigorous IDS esion.
Finally, we close the chapter by discussing thdtdiions that may persist in attack generation and
selection approach.
In Chapter 5, we propose a model-driven approaclydnerating evaluation datasets. We explain how
the theoretical concepts and models presented anptlvious chapters can be transformed into a
consistent method to generate representative datddereover, we outline the architecture and some
implementation details of the tools that we haveetliped to implement the discussed ideas. Mainly,
there are two tools: one for generating attack ates and the other for replaying captured network
traffic. A third tool is concerned with the managerhand the configuration of the whole evaluation
platform that allows the customization of evaluatienvironments to produce datasets with various
characteristics.
Chapter 6 presents the experimentations that wes matth the tools and an explanatory case study on
how to apply our evaluation approach.

Finally, Chapter 7 states the conclusions anduhed work including some ideas to further improve
the evaluation of intrusion detection systems psrauit to the work on such a rich subject.
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II. Chapter 2: Background

In this chapter, we introduce the basic concepete® to intrusion detection and to the security
problem that we are addressing, in order to proadmsual reader with the background necessary for
this dissertation.

The evaluation of IDSes spans several domains sgcinformation security, software testing,
networking, and performance modeling and analy®msnetimes, the same term may have different or
even inconsistent uses in the different domains.pf@vent confusion, we explicitly define, where
necessary, these terms to clarify what we meandap ¢erm. We have adopted in most cases the
definitions stated by the project MAFTIA {MaftiaO3With some additions and slight modifications, as
we find MAFTIA’s work strongly relevant to our camtt (i.e., IDS evaluation). In the second parthis t
chapter, we present the security problem we areeadihg, as well as the most common attacks and the
main security tools that may have a relation wittrusion detection. Then, we dedicate a separate
section to IDSes with their types, detection teghas, limitations, etc. All this background is rnesary
to introduce the next chapter, which will presebtiaf overview of the most significant work preugty
done on IDS evaluation and testing.

2.1. Introduction

Security of computers, networks and information b@some an important subject both as a research
topic and in the public media where we hear terathss cyber attacks, intrusions, cybercrimes, etc.
This is a natural consequence to the spread andntpkcation of computers and computer-based
systems in all details of our modern life. The defmice on computers and on the Internet to process,
exchange and store huge amounts of personal, pobliwsiness information makes the protection of
such systems and of their data a very critical immss

Indeed, security is defined in the ITSEC {ITSEC91} as a compositetion, namely the
“combination of confidentiality, integrityand availability”, with confidentiality defined as“the
prevention of unauthorized disclosure of informatjointegrity defined as“the prevention of
modification or unauthorized suppression of infotim&’ andavailability defined as'the prevention of
unauthorized retention of informationAccordingly, a computer system or a network suased secure,
if these properties are maintained.

As explained in {MaftiaO3}, other security propedi such agprivacy, nonrepudiation and
authentication can be derived fromonfidentiality integrity and availability of data or meta-data. For
example,privacy means respecting the liberty of individuals andtgxting their private lives. It has a
direct relation to theonfidentialityof personal data and meta-data such as the idesitisers who
carried out particular operations or transactions.

Authenticityis the property of being true. Thethenticityof a message, by example, is equivalent to
the integrity of the message contents (data irtiggeand the integrity of its origin (meta-data) and
optionally the integrity of other meta-data suchtamsmission date and time. Then-repudiation
property guarantees that the person who carrieciwction within the system cannot deny this fact.
Thus, it corresponds to the availability and theegnity of meta-data such as the identity of ugers.,
who sent the message).

To protect computer systems against hackers andima users, various security mechanisms have
been implemented to maintain security propertiesoting to some predefinesecurity policy. In
particular, a part of theecurity policy namely theauthorization policy determines who is authorized to
do what. A security policy does not provide pratattby itself; it needs security mechanisms to be
enforced. The policy can be described by varioumé$oof access control models (e.g., MAC, DAC,
RBAC, etc.) and enforced by access control mechanisuch as hardware implemented capabilities
{Abouelkalam03}.

Unfortunately, access control can often be subslertdbypassed by attackers because the underlying
security policy can be sometimes incomplete, impeecr badly implemented. Therefore, other

A security policyis adescription of 1) the security properties to bdilfatl by a computing system; 2) the
rules according to which the system security stateevolve.
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countermeasures such fagwalls, antivirus tools, intrusion detectiand prevention systemstc. have
been invented but none of these techniques isgierfe

Indeed, computer intrusiochdiave been occurring since at least the 1960s antinae to occur
despite of the deployed counter-measures. Withsimguand governments are becoming increasingly
dependent on networks for doing business, compiigusions with the goals of obtaining
economic/competitive advantage, political/militangelligence, and financial gain have become more
prevalent.

The growth of incidents on the Internet reflects ginowth of the Internet itself as well as the nemb
of attackers but it also indicates how attackinljuca and tools had become more accessible. Figjdare
illustrates this growth of the number of incidemtported to US CERT/Coordination Center {Cert08}
over the years from 1993 to 2003. By the end of32QBey have stopped counting the number of
incidents because “Given the widespread use ofnzated attack tools, attacks against Internet-
connected systems have become so commonplacethas®f the number of incidents reported provide
little information with regard to assessing the pgEa@and impact of attacks. Therefore, we stopped
providing this statistic at the end of 2003” {C&}0
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Figure 11.1: Growth in the number of incidents handled by US-CERT from 1993 to 2003.

The continuously growing number of attddgkcidents as well as their severity can be explaiby
the increased connectivity and complexity and lgyiticreased publicity of vulnerabilifjinformation
and attack scripts via the Internet. Figure 1l.Bvgs the number of vulnerabilities discovered dutting
period from 1995 to 2007.

Consequently, much more viruses, worms and othdwama than ever have appeared in the last
years. Reports vary, but some estimates suggddhtera were five times as many variants of malisio
programs in circulation in 2007 as compared witld@0For example, the security software testing
organizationAV Test{Avtest08} reported that it identified 5.49 milliounique samples of malicious
software in 2007 — over five times more than th2,8d6 in 2006, (see Figure 11.3).

Even if many samples do indeed correspond to thee saalwaré, the broad trend shows a steep
rise. Variants are often created to defeat secudt}s. For instance, the same Trojan can mutate
sometimes hourly or daily just to try to escapeedidn by virus scanners. It follows that security
analysts cannot cope with the frequent discovenyesi malware instances to produce the corresponding
signatures for each new variant. Moreover, creatiagants of variants will result, shortly, in new

8 Intrusion a malicious externally or internally inducethult resulting from arattack that has succeeded in

exploiting a vulnerability. A fault is the adjudged hypothesised cause of amor, which cause is intended
to be avoided or tolerated. {Maftia03}

Attack a malicious technical interactidault aiming to exploit aulnerabilityas a step towards achieving the
final aim of the attacker. {Maftia03}

Vulnerability. a fault created during development of the systanduring operation, that could be exploited to
create anntrusion {Maftia03}

AV-Test counted the number of files with differéD5 hashes (fingerprints). This includes many sas\pf
the same malware that is packed using a diffetentime packer or that is differently encrypted.

10

11
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malware instances that have less common featuréts thé original ones. Nevertheless, whether an
attack instance is a variant or a completely neviwang, security tools could lose the fight against
malware producers if they continue to use one sigager variant.

In the next section, we describe briefly variousrfe of the most common attacks. Then, in Section
2.3, we discuss security countermeasures thaupposed to provide protection against attack threat
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2.2. Examples of Common Attacks

Attacks take several forms to break one or mort@fsecurity properties. The attack space consists
of a wide range of attack activities that enabtackiers to achieve their goals. Attacks differ ¢ope,
complexity and popularity. They can be grouped ediog to their functionality as described in the
following subsections.

2.2.1. Gathering Security-relevant Information

Before experiencing an attack, a hacker tries tainlmecessary information that is probably seesibl
about the targeted system, which can be employest ta obtain access to this system. Useful
information can be obtained by different ways sashnetwork scanning and vulnerability scanning or
even by using public search engines sucB@sgleor social engineering methods.

A) Network Scanning

A port scanner is a piece of software designe@anch for network hosts with open ports. Some port
scanners only scan the most common or the most coitgnaulnerable port numbers on a given host or
a set of hosts or sub networks. The informatiomg®d by a port scan may have many legitimate uses,
including the ability to verify the configurationf @ network by administrators. Port scanning can
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however be used by those who intend to comprongisargy. Automatic malware such as viruses and
worms rely also on embedded port scanners to fipeh goorts.Nmap {Nmap08} is an example of
network scanner. It can scan a network and prinbwa information such as a list of all live hodtse
open ports (i.e., services), as well as the typgpefating systems running on these machines.

B) Vulnerability Scanners

A vulnerability scanner goes a step further. Itree@s for open ports and checks whether they
correspond to vulnerable services. In order to @adr the problems related to firewalls and low
bandwidth connections, a distributed vulnerabiliganner can have agents on various networks,
controlled by (and reporting to) a central serfnther, a large-scale vulnerability scan can beldd
across multiple distributed scanners. For exampéssugNessus08} can work in client-server mode:
clients can analyze a part of a network and senidifakmation to the server. Many malware programs
incorporate a scanning engine in order to scanoita network after infection for a specific vulabte
service. An attacker can connect back to retrieeestan result, or the malware itself can posigitan
IRC connection by example.

C) Social Engineering

Social engineering {Anderson08} is the practice obtaining confidential information by
manipulating legitimate users. A social enginedr @ammonly use the telephone or mail to trick peop
into revealing sensitive information or gettingrthéo do something against typical policies. Rathan
exploiting technical computer security vulneralght social engineering exploits the natural tengeari
a person to trust people. It is generally agreaezhupat tsers are the weakest lihin security and this
principle is what makes social engineering possible

By this means, malicious individuals could penetiato well-designed, secure computer systems by
taking advantage of the carelessness of trustddidodls, or by deliberately deceiving them. Peghap
the simplest, but still effective attack is tricgia user by impersonating an administrator andestqugy
a password for various alleged purposes.

2.2.2. Access Gain Attacks

With information gathered by the above methodsacitirs try to obtain a privileged access on a
system by exploiting vulnerabilities in the serdgaar the applications installed on this system bad
configuration of the network. This kind of attagiksmarily grants unauthorized access to the tathete
system.

For example, one of the configuration problem$ésuse of weak passwords in systems where a bad
policy of password definition allows users to chemesnple and easy guessable passwords. Othennise, a
attacker can use cracking tools such jahrf the rippet {John07} to obtain passwords by brute-force.
Buffer-overflow attacks are another example th&bved attackers to execute arbitrary code on the
targeted hosts.

2.2.3. Denial of Service

Denial of service (DoS) attacks differ slightly finahose listed above, in that they are not primparil
intended to gain unauthorized access or contr@ system. Instead, they are designed to overload or
disable the capabilities of a machine or a netwand thereby render it unusable or inaccessiltse, (i.
compromise thavailability of the service(s) provided by this system or network).

A) Traditional Denial of Service

A denial of service typically leads to a completes or degradation of services by consuming the
bandwidth of the victim network or by overloadifge tcomputational resources of the victim h&shurf
attacks, for example, consist in sending ICMP retpi¢o the broadcast address of badly configured
networks, with the faked, or spoofed, IP sourcereskl of the targeted victim. As a result, all hosts
reached by the broadcast address will send théiPI@eplies to the victim. Another classic examde i
SYNflooding in which too frequent bogus SYN requests to &iser(often HTTP) cause a server to
exhaust its open connection table entries. In ba#es, if the packets received by the victim exdtsed
capability of processing, it will get slow or everash.
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B) Distributed Denial of Service

Distributed DoS attacks (DDoS) consist in deployamprdinated denial-of-service attacks through
hosts that have been previously compromised byseguworms or Trojan horse programs. In such
attacks, the perpetrator controls the attack psooamotely from the infected machines (called zasbi
typically through IRC or peer-to-peer channels.iBan array of infected computers is called a botnet
With a large enough number of such zombie hosts,sérvices of even the largest and most well
connected websites can be disrupted. A singlelattazan carry out a DDoS alone, but the effechef t
attack is greatly multiplied by the use of many bias.

The simplest form of a DDoS attack is merely todsarvery large quantity of request packets, to a
service on the victim machine. Unless something. (& firewall) between the attacking machines and
the victim drops those packets, the victim will sgp@esources attempting to receive and properlglean
the requests. With a sufficient number of such peglall of the machine's resources will be spsitid
to serve fake requests.

2.2.4. Malware Attacks

This category of attacks is used for several pwp@hd has variable consequences. They can result
in damages as simple as displaying a simple flidkercatastrophic damages such as completely
formatting hard disks.

A) Virus and Worm

A virus is a sequence of instructions that attésdifito programs. When an infected program is run,
the virus is executed and tries to replicate itbglicreating (possibly modified) copies of itselfather
programs. The main criterion for classifying a piexf executable code as a virus is that it sprégds
“contaminating an host program” in analogy to biioviruses. A virus can only spread from one
computer to another when its hosting program is@besl on another, previously uninfected computer, o
when the hosting program is able to modify rematggmms. Virus infections usually occur by sending
infected program files over a network or carryifigerh on removable storage media. Viruses are
sometimes confused with worms. However, they difieeplication and propagation methods.

Worms are standalone programs that spread thermsstdvether computers without needing to be
hosted by another program. Since many personal atargare frequently connected to the Interneb or t
local-area networks, worms can spread quickly. Arivauch asSlammer{Slammer07} can infect
thousands of hosts all over the globe just withieva minutes.

B) Trojan horse

A Trojan horse is a computer program that perfasorse illicit activity without the user knowledge
when it is run to perform an apparently useful tiorc It secretly runs commands, and usually ersable
attackers to access the infected computer runtirxy iopening a backdoor. A Trojan horse is not
necessarily a virus, as its primary goal is naefaroduce itself to infect other machines. Howeseme
viruses may have Trojan features (i.e., they mgpread like viruses and perform illicit actions on
infected machines). An anti-malware program caedaetrojans if it recognizes their signatures. Also
as for worms and viruses, firewalls can help tdgmbfrom them by restricting access to the onkydesl
services and ports.

C) Spyware

The word spyware refers to programs that gathermmétion on users of the computer on which they
are installed and then send the gathered inform&atidhe software provider so that Internet usarslme
profiled and in some cases they can even contritoutdentity theft. It gathers interesting datatsas
the URLs of the visited websites, keywords entenesearch engines, passwords, payment information
(credit/debit cards), or any other personal infdrora

Spyware programs are generally installed along wiitter software (mostly freeware or shareware).
This enables the creators of such software to gainey by selling gathered information or statidtica
information about users.

Although some spyware could be legal as the licehdge accompanying software may state clearly
that third party programs are installed, divulgpersonal information and degrading the performanice
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the infected machines makes it, at least, annoy®egformance degradation is due to overloading host
and network resources (e.g., RAM, disk space, tagmprocessor cycles, network bandwidth, etc.).

D) Rootkit

According to Hogluncet. al. {Hoglund05}, “a rootkit is a set of programs and code thatvadi@a
permanent or consistent, undetectable presenceomputer”. Rootkits have two main features, namely
hiding code and data, and providing remote accHssy can employ various tricks and techniques to
hide code and data on a system. For example, nawtkits use hidden files and directories. Other
rootkit features are implemented for remote aceesiseavesdropping (e.g., for sniffing packets fthen
network).

E) Spam

Spamming is the use of any electronic communicatiedium to send unsolicited messages in bulk.
While its definition is usually limited to bulk maig and not targeted marketing, the term "spami' ca
refer to any commercially oriented, unsolicited kouhessages perceived as being excessive and
undesired.

Messaging spam makes use of instant messagingrsyssech a®\OL instant messenger ¢€Q.
Newsgroup spam targetingsenet newsgroups predates email spam, which is currethidy most
important vector of spam. Mobile phone spam isal@e at the text messaging service of a mobile
phone.Spamdexinga combination of spamming and indexing) referth®practice on the World Wide
Web of deliberately modifying HTML pages to increahe chance of being ranked high on search
engine relevancy lists.

2.3. Security Countermeasures

In order to eliminate or reduce the exposure taisgcthreats, a set of security countermeasures ar
recommended. These countermeasures are not ohlyicatsolutions but also cover user awareness and
training as well as clearly defined practices. Adevirange of technical countermeasures and
administrative tools can be employed to enforcesigc This includes log analyzers, password ausdijto
network sniffers, antispyware, port scanners, valbdity scanners, storage and communication
encryption, etc. Describing all these tools andhmégues is out of the scope of this chapter. Howeve
present, hereafter, a brief description of somehef most common security tools that have a direct
relation with intrusion detection. We will provid@ore details aboutntrusion Detection Systems
throughout the next section (2.4) because thiedetson is dedicated to their evaluation.

2.3.1. Firewalls

A firewall is a system that allows users to pro@atomputer from unauthorized connections from
the network or to protect a LAN from attacks from external network or the Internet). It also allows
controlling connections made by applications isthlon local machines to outside networks or the
Internet. Filtering network connections in bothediions can be based on different criteria sudtoasce
and destination IP addresses, transport protogpjsication protocols, etc.

2.3.2. Antivirus

Antivirus (AV) tools are programs that can detdw presence of viruses, worms or Trojans on a
computer and remove them. Eradicating a virusasténm used for cleaning out a computer. There are
several methods of eradication: (1) Clean the tefidile by removing the malicious code from it) (2
Removing the infected file entirely; and (3) Qudnaing the infected file, which involves movingtd a
location where it cannot be run. Antivirus toolgeof apply signature-based detection techniques and
have many similarities with intrusion detectiontsyss. Both tools (IDS and AntiVirus) are eligiblar f
more convergence in the near future {Morin07}.

2.4. Intrusion detection systems

According to {Mukherjee94}, {Debar05}, and {DebarP4ntrusion detection is the process of
detecting and identifying malicious and unauthatimse, misuse, and abuse of computer systems. Thus,
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it concerns the set of practices and mechanismsctrdributes to the diagnosis of attacks and/er th
detection of errors that may lead to security fatf(adapted from the definition found in {Maftia03}).

An Intrusion Detection System (ID$3:an implementation of practices and mechanismstfsion
detection. IDSes include all software or hardwasdesms that automate the process of monitoringteven
occurring in a computer system or network and aiady them for clues of security breaches (i.e.,
compromising confidentiality, integrity, or availlity, or bypassing security mechanisms of a coraput
or network).

Early IDS implementations have appeared since tleginbing of 1980s {Anderson80},
{Denning87}. Since then, a number of research apenosource IDSes were created such as: STAT
family (USTAT, NSTAT, NetSTAT) {llgun95}, {kemmer&8}, {Vigna99}, EMERALED {Porras97},
Bro {Paxson99}, and Snort {Roesch99}. CommerciaBE3 started to emerge starting from 1990s, for
example, Cisco secure IDS (previously known as Hetfer) {Earl0l} and ISS RealSecure
{Realsecure08}.

Despite different implementations, all intrusiortedion systems’ major task is to collect data from
computer systems or computer networks; analyze tiefind security-relevant events and raise alarms
if they find any. According to the Common IntrusiBetection Framework (CIDF) model {Chen98},
any IDS is composed of the following components:

= E-Box: Event-box, which collects data from the informatisource (e.g., network traffic,
host logs), and feeds interesting data to the IDS.

= D-Box: Database-box in which the relevant events aredtafter some preprocessing (e.g.,
normalization of different logs in a common format)

= A-Box: Analysis-box, the core unit of any IDS that matépes the event data and contains
the detection engine.

= R-Box:Response-box, this component is concerned wiftoresve actions that can be taken
upon detection of intrusions. The response cambkaministrative action such as modifying
the firewall rules to block the intruder traffichading the TCP connection or simply
generating an alert.

IDSes have evolved much in the last decade andthewtend to be architecturally distributed and
can integrate various sensors from different sauréairthermore, centralized management consoles,
correlation engines and reporting front ends haeenbproposed to facilitate the use of several
heterogeneous but complementary IDSes. We haveedetiie model shown in Figure 11.4 that reflects
the new tendencies in modern IDSes. Through theedition, we base our discussion and analysis on
this model, which focuses more on the functionatsuof the IDS. According to this model, an IDS
consists mainly of at least one detector uniteast one alarm/report generator, one or more senssr
and optionally includes preprocessing and cor@fatinits. An IDS must have at least one sensoereith
of its own or it must import information from othgources such as IDS audit.

Normally, the intrusion detection process, showrdrigure 1.5, starts by collecting events. It then
passes them either to a preprocessing unit to dizendata or directly to the detector unit. Thesfat
analyzes the gathered data and decides whethecthespond to signs of an attack or not. If thighie
case, the reporter unit generates an alarm indggdie occurrence of the attack. If the IDS inchide
correlation unit, it aggregates alarms that belmnthe same scenario, or extracts more informédtimm
the gathered data.

We consideintrusion Prevention System (IP&ja kind of IDS that not only detects attacks bub als
prevents their occurrence. It extends the functignaf IDS by a response unit to prevent attacks o
limit their effects. Typical responses to intrusomay include reconfiguring the firewall to drop
suspicious traffic, denying user access to ressutta exhibit anomalous behavior, etc. The follayvi
section presents different types of IDS.

12 Security failurewviolation of a security goal of the intended setyupiolicy {Maftia03}.
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Figure 11.5: Intrusion Detection process.

2.4.1. IDS types

There are several taxonomies of IDSes such asoth&tebar et al {Debar99}, {Debar00} and
Axelssonet al{Axelsson00} based on various criteria. Examplesriteria include:

= The time of detectiorTwo main groups can be identified: those thatyasaevents on line and
attempt to detect intrusions real-timeor near real-time, and those that process audit \ddh
some delay or offlinenpon-real-tim@, which in turn delays the time of detection.

= The granularity of data processinghis criterion distinguishes IDSes that procesdad
continuously from those that process event dabaioh mode.

= The source of event datthere are two major categories: (1) network-bagkses (NIDSes),
which typically read event data directly off a nizdst network such as Ethernet and (2) host-
based IDSes (HIDSgswhich collect and analyze event data collectetherhost. The host data
are typically logs such as operating system ketog$, application program logs or even
firewalls logs, etc.

= The detection method or technigquewvo categories can be distinguished: (1) behavased
(also known as anomaly detection) and (2) knowldzigged (namely signature-based or misuse
detection). Both types will be described in mor&ade in upcoming sections.

= The behavior on detectiqinesponse to detected intrusiores): IDS can be classified passive
or active Passive systems notify the proper authority, thegl do not try to mitigate the damage
by themselves. Contrarily, active IDS react to stepattack (e.g., terminates the attack session)

= The location of data collectiomudit data for the processor/detector can becat from many
different sources in distributedmanner, or from a single point usingentralizedapproach.

= The location of data processingpllected data can be processed and analyzedhitgmtven if it
was collected from many different sources. Othezwiscan be processed and analyzed at the
same place where it was collected.

In the next section, we concentrate on the basg fiéatures regarding the source of event data, the
detection approach and the location of data catlecind processing.
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2.4.2. The source of event data

The events analyzed by an IDS can take severalsfo@enerally, event sources include network
traffic, log files and audit data gathered locatiy the host machine. Accordingly, we have two
categories of IDSHost-based IDS (HIDSndNetwork-based IDENIDS).

A) Host-based IDS

A host-basedntrusion detection system monitors the host oitkvthe sensor is installed. The event
stream can be system call sequences, log recamisdne or more services, operating system logs, or
any other log for activities within the monitorecaahine. Normal activities as well as intrusions may
consist of a single event or of a series of evdfas.example, an ftp session might generate logrdsc
on the host that runs the FTP server indicating dtaet of the session, successful authentication,
transferred files, examined directories and tertionaof the session. These records may be mixell wit
the records of other simultaneous ftp sessionsedisas records from other services.

The main advantage ®1IDS is that it can theoretically detect intrusions weharlocal legitimate
user tries to perform some illegal actions and loalp detecting attacks such as Trojan or othecleta
that may involve software integrity breaches witht@aving traces on network traffic. Although the
HIDS has the advantage of not requiring additionalWard, it can cause a significant degradation in the
performance of its host due to the overhead oHIES operations. Another limitation is the difficulty to
port it from one platform to another. A large vayief host-based IDS ranges from integrity checkers
such asTripwire {Tripwire08} to multi-platform HIDS such assamhain{Samhain07} andOSSEC
{Ossec08} that perform log analysis, integrity ckieg, Windowsregistry monitoring, rootkit detection,
real-time alerting and active response.

For systems or applications that use logs as fineapy source of information, security log analysis
can also be called LID - Log-based Intrusion Détect

B) Network-based IDS

A network-based ID$s an appliance that monitors the whole traffiattbasses on the network
segment or monitors only the traffic directed tdrom the host on which it is installed. This typelDS
has the advantage that a single sensor, propese@ can detect attacks that target multiple hosts
However, it has its own limitations. For exampte;annot detect attacks carried out locally thatehao
manifestations on the network card (e.g., attagksued by a local user from the console). Bedidats
it is difficult to analyze encrypted connectiongdampossible to see traffic that does not passhen t
monitored segment or that use other links such adem connections. Moreover, on high-speed
networks, analyzing all packets in real-time mayuige processing capacities that exceed thoseadgil
on most computers.

To overcome these limitationsetwork-based IDSesre often organized as a set of single-purpose
sensors or hosts placed at various points in ttwank. These units monitor network traffic, perform
local analysis of that traffic and report attacksatcentral management console. That way, a few wel
placed network-based IDSs can monitor a large m&two

Snort {Roesch99}, Bro {Paxson99}, and Cisco Sed® {Earl01} are examples of network-based
IDS.

2.4.3. Detection method

The detection method is the technique used by & t® determine whether an intrusion has
occurred or not. There are two broad categorieetd#ction methodsinomaly-basedr signature-based
(also known abehavior-base@ndmisuse-basetkspectively)

A) Signature-based IDS (Misuse detection)

Misuse or signature-based detectors analyze syatéiities, looking for events (or sets of events)
that match a predefined pattern of events desgrilainknown attack. This implies the analysis of
signatures that represent a known pattern of attAcgignature can be the interpretation of series o
packets or a piece of data contained in those packenay also manifest in audit records, logsinor
changes in files or memory of the compromised syste
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This type of IDSes can only detect previously knaattacks. Therefore, they must be constantly
updated with signatures of new attacks. Signatefaition is a critical task. If signatures are $ety
defined, the IDS will detect a broader range cicks at the expense of generating more false al@®ms
the other hand, if signatures are tightly defirthik will reduce the number of false alarms but (b8
will be unable to detect variants of common attacks

B) Behavior-based IDS (Anomaly detection)

Anomaly detection identifies any unacceptable dewiafrom the expected behavior on a host or a
network. It assumes that attacks are different ffapormal” (legitimate) activity and can therefore b
detected by systems that identify these differenéegpected behaviors of users, hosts or network
connections are constructed, in advance. Profides e created manually or automatically based on
historical data collected over a period of norma¢mation (supposed free of attacks). An automadyical
developed profile is created by software that ctdleand processes characteristics of system behavio
over time and forms a statistically valid sampleso€h behavior. Note that unexpected behavior s no
necessarily an attack; it may represent new, fegié behavior that needs to be included in théalprof

The measured features that may comprise a profilade the number of failed login attempts to the
system, the time or location of login, the numbidiles accessed by a user in a given period oéfietc.
Several techniques are used to determine whetbdyethavior is abnormal such as statistical teclesiqu
rule-based techniques, genetic algorithms, neustivorks as well as immune system models
{Somayaji98}.

Unfortunately,behavior-based IDSesften need a training period and are sensitivehéotraining
dataset. Therefore, they often produce a large eurabfalse alarms, as normal patterns of user and
system behavior can vary widely. Despite this slwoning, researchers assert thahavior-based IDSes
are able to detect new attack forms, unBkgnature-based IDSebkat rely on matching patterns of past
known attacks. Contrarily, alarms generated dshavior-based IDSeare less precise than those
generated by its signature-based counterpart. diee dften identifies the detected attack and piewi
rich information such as references to the expdoit@nerabilities and even advices to correct them.

2.4.4. Locations of data collection and data processing

A monolithic network IDS deployed on a single hoatnot see or handle all traffic passing, neither
on switched LANs nor on networks with high datasatMoreover, it is no longer able to treat massive
volumes of heterogeneous security data. For thegsons, Distributed Intrusion Detection Systems suc
as DIDS {Snapp91}, EMERALD {Porras97}, GrIDS {Stdoid-Chen96} have been created to monitor
more hosts and several points within the network.

Basically, two architectures of distributed IDSes/é to be considered: first, an architecture with
distributed sensors but centralized analysis IN®S {Snapp91} andPrelude {Prelude08} where
sensors that support different detection techniquesd be integrated. For exampRreludeintegrates
Snort{Snort08} as a NIDSprelude-Imlas a HIDS that analyzes system log files 8athhainas another
HIDS that checks file integrity. Although this aiteltture allows monitoring several points, it extsla
single point of failure once an intruder managegebthe central analyzer down. It suffers alsonftbe
poor scalability due to the limited capacity of tuealyzer and the excessive data transmission batwe
sensors and analyzers.

The second architecture is hierarchical where Dfe is structured in several layers and redundant
components such as EMERALD or GrIDS. Thus, themoisingle point of failure and the scalability is
improved as the analysis burden is distributed ovany hosts. However, reconfiguring such systems is
difficult and not flexible. Distributed IDSes carm lbmplemented following the client/server model as
well as by using agent-based approaches.

2.5. Limitations of Intrusion Detection Systems

As patrtially seen in the previous sections, eacB tipe has its own strengths and weaknesses.
However, intrusion detection, in general, suffesyf common limitations, which we summarize in the
following points:

1) The excessive number of false alarns the most persistent obstacle that preventsisian

detection systems from playing effectively the etpd role in preventing attacks. Generally, the
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2)

3)

4)

5)

6)

2.6.

number of false alarms generated by behavior-bH38ds is higher than the number of false
alarms generated by signature-based IDSes.

Weak and imprecise identificatianeven when IDSes detect attacks, they sometimds/ ba
identify them. Consequently, this affects the d@gis capability, which is essential for restoring
the compromised systems as well as for taking ctives and preventive actions {Debar02}.
This problem is more obvious in behavior-based Se

Limited correlation : alarm correlation had become betteregentversionsof either HIDS or
NIDS. Simple alarm correlations (e.g., alarm aggtieq by source IP address) are now possible
in most IDSes. However, both correlatioh various eventdy one IDS and heterogeneous
correlation of alarms generated by different ID@esluding both HIDS and NIDS)are still
limited{Debar04}.

Evasion techniquesin addition to the limitations that are inherenthie nature of attack events,
evasion techniques aim to make detecting attackee nddficult or impossible. To avoid
detection, attackers develop novel methods to retidgr activities stealthier, invisible or not
analyzable by the IDS.

Novel attacks(also known as zero-day attacks) are attackshi#nat never been seen before or
are unknown previously. These attacks exploit eit@wvly discovered vulnerabilities or old
ones in a new way. A signature-based IDS assum@simum knowledge about how the attack
manifests in the information source. It requiresgmature or some kind of model that describes
this attack to be included in the knowledge basgs implies that the attack is already “known”
for the IDS. On the other hand, behavior-based I1®Supposed to detect zero-day attacks
because they observe any deviation of the normiaavder profile not the manifestations of
particular attacks. Unfortunately, not all new elksadeviate significantly from normal behavior,
and in any case it is difficult to test behavioséd IDSes against unknown attacks!

Attack variationn as we have seen in Section 2.1, this is a sexbafienge to the intrusion
detection technology that is directly related tadamplifies) the previous limitations. In the
near future, we can expect a significant impacsignature-based IDSes, due to the rise we have
seen in the variety of captured malware. Even éf tlumber of completely new malware has
increased, most new attacks are variations of dyresxisting malware. Even with minor
variations, it requires a new signature to be adftedsignature-based IDS. Fortunately,
behavior-based IDSes are less sensitiveattack variations if they can detect the original
malware and if the new variation causes similaiatens from the normal behavior.

Conclusion

Given the increased cyber threats, we need torfinde effective and efficient security counter-
measures either by creating new security-mecharosrng improving existing technologies.

Otherwise, security countermeasures present souselimitations that they might lose the fight
against attackers. Limitations of current intrusitetection technology prevent both automatic respsn
and strong forensics to be practically feasibleless they produce more accurate and consistemslar
outputs from intrusion detection systems will laskough credibility to initiate post-detection anoso
(i.e., attack prevention, active responses or fiosh

Of course, there is no miraculous solution for ¢hpsoblems. These limitations are not only due to
weaknesses in implementations of existing tools dsb due to fundamental problems inherent to
detection algorithms and underlying attack modéle bad news is that aggressors can take advantage
of these limitations to make detection fail.

We aim by this work to promote the improvement mfusion detection technology. We opted to

work on the evaluation of intrusion detection sysebecause testing and evaluation of systems is a
central activity in the development or the amelioraof systems. We believe that whenever we want t
examine the correctness or the effectiveness afjmesimplementations or detection algorithms of
IDSes, IDS evaluation is the key tool. This is wtiypughout the next chapters, we will try to ceeat
adequate evaluation methodology.
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III. Chapter 3: An Evaluation Framework for
Intrusion Detection Systems

This is an introductive part for the evaluationrifusion detection systems. In this chapter, wattr
the evaluation as a whole process. First, we ptesane definitions and we explain why we need to
evaluate intrusion detection systems and how sucivaluation can be carried out. Then, we present
briefly the state of the art on the most relev@ levaluations and analyze them to find out whatsgo
wrong with these evaluations. From this point, van adentify their limitations and consequently
determine the requirements for a satisfactory ID8luation. Accordingly, we propose a systematic
methodology to evaluate intrusion detection systimependently from their types. Finally, we give a
overview of the main components of this methodoJagyich will be sharpened in the next chapters and
thereby applied in Chapter 6.

3.1. Introduction

The evaluation phase is a fundamental activitthendevelopment and the acquirement of computer
systems and products. It allows both developersuseds to judge the effectiveness, the efficienuy a
the robustness of their systems. Generally, pregrenhancements in evolving technologies arenofte
the result of unbiased evaluation methodologies uthniques. Inversely, fields that have a slow
progress often lack of robust evaluation methodelgtools and/or metrics. Instead, they often use
heuristic assessment methods and/or unclear mefres intrusion detection field represents a clear
example for the lack of well-established evaluatio@thods and tools. This may explain why intrusion
detection systems are still failing to play effeety their expected role in detecting and preventin
computer and network attacks. We argue that thpgarsially due to the absence of trusted evaluation
methodologies. Even worse, a biased evaluatiorddeeiimisleading for both developers and users.

Before discussing existing IDS evaluation techngjuet us first recall some important definitions.
The aim here is to clarify common ambiguities amtielp understanding this chapter.

The termEvaluationis generally defined as “the act of placing a eatun the nature, character, or
quality of something” {Webster}. Evaluation may takeveral forms, use different techniques and &im a
various goals. Considering the techniques appbegi/aluate computing systeth§lain91}, we can cite
three main techniques:

1) Analytical evaluationis usually based on some abstract model of thiemsyander study (not

the system itself) and can be performed at anyestagng the development cycle.

2) Simulation: is defined as “the imitative representation of fbeactioning of one system or
process by means of the functioning of anotheuslially refers to: (a) computer simulation of
an industrial process, (b) examination of a probdétan not subject to direct experimentation by
means of a simulating device” {Webster}. This teicjue is applicable at any stage when system
behavior, interactions between system componemtsystem inputs/outputs can be represented
in the simulation,

3) Test or measuremerty which an actual implementation or a prototydettee system is
evaluated against real or synthetic inputs (womddoar test dataset) in order to study system
behaviors and reactionBenchmarkings a specific kind of test: it is the process btaing
representative measurements to compare two or regseems. Alternatively, a series of
experiments can be performed on one system usingeference set of benchmarks
(datasets/programs).

Each of these three techniques involves the preseiitiree elements,Taarget of Evaluation (ToE)
(i.e., the system to be evaluated),eamaluation methodologthat provides a detailed plan describing all
the steps of the evaluation process and soeigicsthat correspond to the criteria used to evaluate and
judge the system. Any metrics should have bothfmiten and a unit of measure. For example, the

13 By “computing system”, we mean any computer systermomputer-based system that is comprised either
software, hardware or in both forms.
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throughput of CPUs is a metric defined as the (iade humber of instructions per unit of timewdtich
instructions can be executed; the unit of measukdlPS (Millions of Instructions per Second).

The termmeasure (nounhas several different meanings: in metrology aadopmance evaluation
literature, it refers to the output of the measwgrtiprocess, whereas quite often in security itasgnts
means or mechanisms used to enforce security,auirewalls, IDSs, etc. To avoid any confusion, we
prefer using the terroountermeasuror security mechanisms while keeping the témmeasure” for its
original use in metrology or use it as a verb teB&nds for the action of taking measures or
measurements. In the case of empirical evaluafions test or benchmarking), two more elements are
also involved: aTest-bedor workbenchand test datasets. The test-bed comptisesplatform of test
(software/hardware/network architecture) on whibk test will be carried out, and the test dataset
consists of the inputs that will be fed to the ea#td system (i.e., the ToE).

3.2.  An Overview of Existing IDS Evaluations

According to the definitions stated above, mosttlud previous IDS evaluations such as the
evaluation that was carried out by Pukeitaal at University of California-Davis {Puketza96},
{Puketza97}, the early evaluations biBM Zurich {Debar98} or the evaluation®©ARPA98
{Lippmann00a} andDARPA99{Lippmann00b} are considered as evaluations by ¢tessimply IDS
testing.

By contrast, the evaluation of Alessandri that ésatibed in {AlessandriO4} is an evaluation by
analysis. As far as we know, this is the only ati@kgvaluation found in the literature of IDS.

In addition to that, there are magazine evaluatiand other evaluations carried out by vendor-
independent laboratories {Nss08}. In this sectir, will focus more on “academic” evaluations rather
than “commercial” evaluations, because more inftdionais usually available in technical reports or
research papers published by academic evaluatotise lfollowing, we will present a brief descriptiof
the most significant evaluations. First, test estbns will be briefly described: their procedures,
metrics, workloads (attacks and normal activitiés3t case selection, etc. Then, the analytic atialu
will be described to show its strengths and shontogs when compared to test evaluations. Then, we
identify the problems and the common mistakes faarekisting IDS evaluations of both types.

3.2.1. Evaluation by Test

1) Evaluation by University of California-Davis (USA)

Even if there have been some unpublished compaesperiments between several early IDS
prototypes, the test made by Puket#taal at California-Davis University {Puketza96} is, tour
knowledge, the first published IDS evaluation. Eugthors claimed that the selection of test cases wa
based on the organization’s security policy. Thet tprocedures were crafted to address three
performance objectives: intrusion identificatioesource usage and stress testing. They took intuat
both sequential intrusions that are executed ov&ngle session and concurrent intrusions origiggti
from several sessions either from the same attgakigchine or from different attacking machines.

A simple software platform based @iCL-DP* programming package arikpect® package was
developed to launch attack sessions automaticgllynéans of a limited set of scripts that simulate a
number of selected test cases for both normal mimdsive sessions. Besides, some highly interactive
attacks and sessions for GUI applications werewgrdamanually.

2) IBM Evaluation

Another real-time test was carried out lBM Zurich research Division {Debar98}. Its goal was
mainly to create a generic test-bed suitable fongarative evaluations of IDSes using several chent
server machines controlled by a single workstafidre authors found that modeling users’ behavior by
using generic session generators would be more leamherefore, they decided to generate the
background traffic by using test suites developgaerating system developers and pre-recorded “liv

1 TCL-DPis an extension of CL/TK programminglanguage. It provides a suite of commands for orgat
client-server systems.
!> Expectpackage provides commands for controlling intévagbrograms.
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data”. Attack test cases were selected from theerability database, which is maintained internbljy
IBM. The published report {Debar98} indicates tloaly host-based IDSes (HIDS) were tested and only
against FTP attacks. The workbench was developed gsripts written irExpectandPerl languages to
record user sessions. FodiDS were compared but unfortunately, the report detagither which
metrics were used nor which results were obtained.

3) DARPA Evaluations

In 1998 and 1999, DARPA sponsored an ambitiouseptdjpr IDS evaluation in cooperation with
MIT's Lincoln laboratory. These evaluations arewnas DARPA 1998 and DARPA 1999 evaluations.
Both DARPA evaluations share the main objectiveptovide a dataset orcrpord' for testing and
comparing IDSes and to analyze their strengthsaggaknesses easily.

To achieve this, a network test-bed was implemetdexteate live traffic, which contained various
traffic types similar to what may be generated bydreds of users on thousands of hosts. Seven weeks
of training data, containing background traffic daleled attacks, plus two weeks of unlabeleddett
were recorded.

The background traffic was synthesized accordingtatistics collected from computer networks in
several air force bases (about 50 air bases). fThekgpart of the dataset was generated by at@gits
collected from specialized sites and mailing liststhe Internet or written by hand. In additionthat,
some live attacks were executed manually duringetiaduation.

As an evaluation criterion, two metrics were dafimmd usedDetection Rat@andFalse Alarm Rate
The results were presented in the fornRefceiver Operational Curves (RQQ)he ROC curves were
initially used in domains and applications concdrméth signal detection such as communication and
radar and then applied successfully to other fieldsdraw theROCcurve, thefalse alarm ratds plotted
on the horizontal axis and thletection rateon the vertical axis, as illustrated in Figurellll

DARPA evaluations were criticized on several poi{iMell03}, {McHugh0Oa}, {Zanero07}, which
can be summarized in three groups: 1) critiqueded|to dataset generation (background and attagk),
those related to metrics and 3) the presentatioresilts by ROC curves. As we will see later, these
critigues similarly hold for other evaluations andgome cases more severely.
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Figure 111.1: An example of a ROC curve for two IDSes.

Beside DARPA evaluations, the DARPA datasets haanbirequently used by IDS evaluators as a
de factostandard dataset. Because of the importance off¥A&valuations and the impact they had on
subsequent evaluations, we will further discussdharacteristics of their datasets in more deiails
Chapter 4.

4) Evaluation by University of Notre Dame (USA)

The aforementioned evaluations have often focusedhe quality of the detection provided by
IDSes. On the contrary, the evaluation made by &uthka et al {Schaelicke03} is an effort to study the
performance requirements of signature-based NIDSae across a variety of platforms. Performance
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bottlenecks were then attributed to specific systeatures. In particular, they measured the effetts
the number of rules (signatures) and the packet siz

The results showed that the required processirdjiBaonstant for header-related rules but are very
payload-dependent for payload-related rules. Ih lbases, processing load is highly dependent or&NID
algorithms. Moreover, the results showed also thabmbination of factors contributes to the overall
performance. In particular, memory, bandwidth amirrupt handling mechanisms of the OS have a
more significant effect than processor speed.

5) Evaluation by France Telecom

As explained in {Debar02}, the authors aimed toleate the diagnostic capabilities of network-
based IDSes. Four commercial NIDSes were compaitdeach other and with respect$mortas a
baseline. The comparison was established on mehfalse positive and false negative rates. Attask t
cases included IP denial of service attacks, Teogmd various HTTP-based attacks. The HTTP attacks
were generated by the Whisker tool {Whisker08}, ethiallows the application of various evasion
techniques. The importance of this evaluation stieom its result as it showed the very poor diagicos
quality of the evaluated IDSes and surprisin§gort, which is an open source tool, outperforms
commercials IDSes in several tests.

6) Maxion’s Evaluation

Maxion et. al. have evaluated probabilistic algorithms that arerofused in anomaly-based IDS
{Maxion00}. The goal of this evaluation was to teke hypothesis that the intrinsic regularity oé th
dataset influences the performance of probabilsdised anomaly detectors. The conditional relative
entropy was defined as a metric for characteriivegstructure of data environments.

A series of experiments was carried out on an ahedeection algorithm using a suite of 165
anomaly-injected datasets of varying structuresuRe showed a strong relationship between detector
accuracy and regularity. The authors observedtiigatalse-alarm rate rises as the regularity irngtexs
(i.e., the data become more and more random). €begluded that, in contrast to current practice, an
anomaly detector should not be evaluated by usisingle dataset of the same regularity because it
behaves differently on datasets of different regiiss.

3.2.2. Evaluation by analysis

Ideally, this technique consists in analyzing sdamel of model that describes the behavior of the
evaluated system (ToE). It does not require the fhole really implemented and can be applied during
the early stages of IDS development. The advardghtjgs approach is that we can avoid the diffieglt
that inherently exist in IDS testing (e.g., constien and generation of test datasets). The onkkwuat
can be cited here is the one performed by AlessffldissandriO4}.

In his PhD dissertation, Alessandri states the ngmal of the evaluation as being 'tprovide
guidance to IDS designers by predicting the detecttapabilities of intrusion detection systems",
{AlessandriO4}. Thus, instead of testing or anatgga behavioral model of the IDS, a descriptive-atod
was depicted and analyzed.

Indeed, this evaluation is carried out throughClgssifying attacks according to their charactiegst
that could be observed by an IDS; 2) DescribinglBfe in terms of its characteristics and partidylar
those related to the way by which the IDS gatheid @analyzes the information; 3) Describing attack
classes in terms of the IDS characteristics thahacessary for detecting a given type of attackrkce
attack classes and IDS are described, simple itispeaf both can determine whether a given type of
attack will be detected by the evaluated IDS oramut decide accordingly whetheyeheralized alarnis
will be generated or noGeneralized alarmsare described separately by determining the napessd
sufficient conditions that are required for an aido be generated {AlessandriO4}.

Attack variations were also considered by applyome predefined variation rules on attack classes
that may result in new attack classes. Attack iflaaton and attack selection was basedvattDA, the
vulnerability and attack database maintained imtérrby IBM {Dacier99}. Noting thatVulDA is not
publicly available for IBM outsiders, classificati@nd description of attacks, which is a princitab in
this approach, is a nontrivial task.

This technique is well adapted for "white-box" aisé8 but it is not suitable for black box
evaluations where IDS internals are unknown forew@uators. Moreover, as one can expect, an IDS is
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examined only against attacks without taking intmoaint background activities and environment-
specific effects. Therefore, the performance of atual implementation of the same IDS may
significantly deviate from the predicted one. Déwias may also arise from implementation flaws ad b
configurations. However, analytic evaluations gieeper and clearer insight of the expected beha¥ior
IDSes and hence we can obtain a better comprehlmeokIDS behavior.

Table 1.1 summarizes the main features of thduateons just presented above. In the next section,
we will discuss the common mistakes related toalesluations.
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Table IIl.1: A comparison of IDS evaluations.
" Workload
Egimuﬁg Test bed & environment Metrics
a Attacks Background
g . A software platform o Single and multi session | Simulated non
of Real-time | generate attack by scriptsNo clearly ; ;
o . . . ,, ) . attacks and concurrent | intrusive user
California- Testing | written in “expect” and | defined metrics -
. attacks sessions
Davis TCL-DP
Seven weeks of training data that contain
background data & labeled attacks.
Two weeks of unlabeled test data
= Atest bed with an 3.00 instances of 38
. different attacks from
emulation of thousands :
of workstations & outside
. . Novel Unix attacks
websites (external) ang = Detection Ratg
Stealthy attacks
hundreds of emulated | = False alarm P
. ; Attack classification:
DARPA Off-line PCs and workstations rate
) ] . A.1 Probe
1998 Testing (internal) = Detection +
. A.2 Remote-2-local . .
= Attacks against UNIX False alarm + = Solaris audit data
S A.3 User-2-Root
victim hosts (SunOS, ROCS
Solaris, Linux) A.4 DoS
' B.1 abuse of legal
= Attack generator basefl B.2 bug
on “expect B.3 masquerading
Attack selection:
Available attacks &
attack scripts from the
Internet.

Three weeks of training data. The first and the
third weeks do not contain attacks. The secpnd
week contains background data & labeled
attack.

Off-line and ggame as DARPA two weeks of unlabeled test data
DARPA Real-ti e Same as DARPA 98 Stealthy attacks
1999 eartime | | \windows NT Victim | .
testing = |dentification .
= Error Analysis 201 instance of about) , Solaris & NT audit
y 56 types of attacks

s . data
inside & outside = False alarm analysis
Win NT attacks, Unix Y

on actual AF traffic
attacks
= Several machines as . . Test suites developegl
IBM . . Scripts from internal ;
. Real-time clients and servers + ) o by operating system
Zurich . Not available Vulnerability Dbase
Testing workbench controller ETP attacks developers and pre-
= Linux, Sun AIX recorded “live data”
« Snort as baseline IP denial-of-service
France Off line product and other fou aFr?éS%E ZS'tlve Z:]tgcks, Trojan horse, Profiled network
Telecom testing commercial NIDS negative rates various HTTP-based traffic
attacks
IDS & = No testbed Generalized
Alessandri| Attack- class| = Environment alarm Attack-class description No Background
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3.3. Common Critiques of Previous Evaluations

About 20 mistakes can be found in most computaesys performance evaluations {Jain91}. When
we review these mistakes, we discover, surprisintjigt several of them are also present in most IDS
evaluations and testing {Mell03}, {McHughOOa}, {M&n98}. To be objective, some of the mistakes
are difficult to eliminate because of the compliesitinherent in IDS evaluations but we claim thasm
of them can be avoided or at least their effectslwa attenuated. We cite, hereafter, the most aatev
among these mistakes.

The first mistake isusing unsystematic approacheOne can notice that most IDS testing
approaches are ad-hoc and the selection of systeampters, factors, metrics as well as evaluation
datasets is often arbitrary.

The second mistake is the use man-representative workloads or attack test casBegarding
intrusion detection systems, the workload considtdwo componentsbackground datasefthat is
normal background network traffic in case of NID&lanormal system activity or system events for
HIDS) andattack datasefmalicious and intrusive dataset). This mistake msehat neither background
data nor attack data correspond to those of thewedd. Therefore, the evaluated IDS behaves
differently when implemented in a real operatiosalironment. For example, the packet rates found in
the background traffic of DARPA datasets are muher than what would be expected: a few Kbits/s
whereas we would expect it to be in the range afilneds of Kbits/s or even several Mbits/s accorting
the announced number of workstations and servatghb simulated network comprises.

The problem of generating network traffic has bemidressed for a long time by network
researchers, who defined and used traffic modejenerate synthetic traffic with various charastess
and rates. Such early traffic generators have Hetpeevaluate and to improve the performance of
network equipments and protocols. However, netweskearchers have been later confronted to a serious
problem: simple distributions cannot model Intertraffic, due to its irregularity, self-similarigeand
burst phenomena {Paxson97-a}. Even when these mmodah describe successfully traditional
communication traffic, they are unfortunately umahble for describing the Internet traffic.

Furthermore, poorly implemented network protocalcks may generate many packets, which are
legitimate but have strange characteristics, wthcis could be interpreted by the IDS as intrusiaéit.

On the other hand, some recent studies have priatdnost IDSes are sensitive to packet payload
contents {Antonatos04}, which means that simplé#fit@enerators used for testing network devicks li
switches and router are less useful for evaluatietyvork-based IDSes.

Similar problems are raised by generating systediit a@cords, system calls or logs as a background
dataset for HIDS evaluation. For example, audibr@@nd log formats differ from one operating syste
to another and this implies providing an audit detafor each OS. In addition to that, audit records
should be validated to ensure that they repregecibsely approximate the reality. Although thisalso
true for NIDS evaluation, it is more significantémaluating HIDS.

Regarding the attack component of the datases, difficult to construct test cases for all known
attacks and impossible to test IDS for all poténtiaknown attacks. For this reason, the sample of
attacks selected for test or evaluation should rawside range of known attacks and should take int
consideration the unknown attacks that may appeathé future. Otherwise, the results of test or
evaluation would be biased towards those attacksatte included in the dataset. A potential sofutan
reside in a good classification of attacks that a@hin selecting relevant and representative lattest
cases. However, generating attacks is still diffiand time consuming.

Testing anomaly-based IDS, in its turn, is troubhes. This type of IDS needs often to be trained
before being in use. Therefore, the training datesas important as the test dataset. Unfortupaitel
was found that performance of anomaly detectioordtyms (probabilistic, statistical, neural netwsrk
decision trees, etc.) is highly sensitive to envinent variations. Consequently, the nature and¢geee
of regularity of either training or test dataseifl have an important impact on the performancehef
tested IDS {Maxion00}

Another mistake is thase of incorrect metricsSome people tend to select metrics that are easy t
measure without regarding to what extent they alhestly reflect the actual IDS behavior. Worse, it
may be intentionally tailored in a certain way how that one system appears better than anothereTh
are several metrics defined for IDSes sucHedection rate, detection ratio, false alarm rdftdse alarm
ratio, expected cost metricstc. We only give an example of inappropriaténoorrect metrics that was
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mentioned in {MchughOO0b}. False alarm rate has sgwdefinitions that differ in denominators. It che
defined as the number of false alarms divided leyrthmber of sessions, or divided by the number of
packets. We agree that the quantity of the analgrguocessed data (in the form of sessions orgiark
may be relevant to illustrate the false alarm otteréstics of an IDS. However, in practice, the
credibility of alarms, i.e., the proportion of falslarms among all raised alarms, is more impartant
that case, even if the rate of false alarms depanigiely on the “normal” traffic (and its quanjitghe
frequency of true positives (i.e., real attacks tre detected) should also be taken into account.

The identification of these main mistakes in pregidDS evaluations has motivated us to propose a
new framework for IDS evaluation, which will be dabed in the rest of this chapter.

3.4. Evaluation Framework

By creating such a framework, we aim to providehuods and tools that can aid in avoiding the
mistakes and the limitations previously discussedhis chapter. The overall goal is to render IDS
evaluations systematic, with representative datasetset of comprehensive metrics and effective
methods for selecting attack test cases.

Evaluation
Methodology
Ch.3
IDS Detection Failure model &
Model Fault Tree
Ch. 3 Ch.3

IDS Evaluation

~ Generating

Classification of Background
Attack Tools Activities
Ch. 4 Ch.4 &5

Computation &
Generation of Atta
Scenarios
Ch.4 &5

Figure 111.2: The foundations of the evaluation framework.

In fact, to achieve that and to improve the diajnaspability of the evaluations, we have based ou

approach on six theoretical foundations, as showfigure I11.2:

1) An evaluation methodology that provides guidelif¥engineered IDS evaluations (see 3.5).

2) A detection model: we have established a genetiecien model for IDSes and defined the
related parameters in terms of events that canbbereed, processed and analyzed by the IDS
(see 3.6).

3) A failure model and a fault tree model: to detemngituations in which an IDS fails to provide
its expected service (i.e., the detection). Webdistzed an IDS failure model, which is combined
with the fault tree model to provide diagnostic aaifity to the evaluation (3.7).

4) A classification of attack tools: we have thoroygldnalyzed existing attack tools and
consequently we have developed a classificatiorraehon those attack features that seem to be
significant from the IDS viewpoint (see 4.4). Thlassification provides a solid theoretical basis
for the selection of attack test cases. It alsowalthe presentation of evaluation results in an
organized manner with respect to attack classésatuires.

5) Scenarios computing and generation methods: byzngl human-centric attacks and attack
procedures followed by automated malware attacksmanaged to extract a model for attack
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processes (see 4.5). We also created a model tharkat behaviors (see 5.2). Thanks to the
attack process model and by using constraint pnogiiag, we can calculate abstract attack
scenarios. These abstract scenarios can be traresfdnto executable scenarios in function of
the attacker competence model to generate repatisentalicious activities (see 5.3).

6) Background generation method: first, we have dedtexdhthe security-relevant characteristics of
the background activities (see 4.8), then, we hawplemented a tool for constructing
background dataset that edits and manipulates nlettsaffic traces while maintaining these
characteristics.

These bases comprise our contribution to the etratuaf intrusion detection systems. We will
describe each basis in the same order. The ewvatuaitethodology and the IDS model are explained in
the rest of this chapter. Because classifying lttaols and computing attack scenarios — which are
closely related — are critical to our approach, wit describe them separately in Chapters 4 and 5
respectively.

3.5. An Engineered Evaluation Methodology

To follow a systematic approach and to manage timeptexity of the evaluation process, we have
proposed a simple methodology that should be igdallowed by evaluators of intrusion detection
systems {Gadelrab06}. The main objective is to mbtasystematic evaluation performed through well-
structured steps.

As shown in Figure 111.3, this can be achievedwmo tstages: a preparation stage (stage 1) and an
experimentation stage (stage 2). The second stagjenight forward as it encompasses the empipil
in the same way as traditional evaluations. Thus,cancentrate on the first stage, which begins by
stating the goal of the evaluation and by identidyithe expected needs of users. Second, the main
characteristics of the IDS Target of Evaluation EJ @self should be determined. Third, the evaluato
should recognize the main characteristics of ther@nment where the tested IDS will be deployed and
operated.

4 User needs/ Evaluation

soals Environment IDS Characteristics

\ 4 l /
System & Workload
Parameters

Evaluation Technique

| Factors
| v \ A | )\ A |
! . Select Workload
Metrics (MOTS) (DOTS)
: I
S e
* v
: Design Experiments
Stage 2 Analyze & Interpret

Data

v

Present Results

Figure 111.3: IDS evaluation methodology.

When completing these steps and according to thkajdhe evaluation, the evaluators can select an
appropriate evaluation technique. They can alserdebte the parameters of both the IDS and the
workload. However, since these parameters are lhabatrollable and modifiable by evaluators, we
consider only factors (i.e., parameters that carchenged). The identified factors and the selected
evaluation technique affect the selection of metaad the construction of workloads (i.e., evabrati
datasets). In the next subsections, we will exglaimore details the different steps of our methogp
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3.5.1. User Needs and Evaluation Goals

There are many features desired by users in tB&r For any IDS, we distinguish three types of

characteristics: functionality, performance andbilgg. While functional features include thoseatdd
to detection efficiency, performance charactesstiefer to the traditional meaning of “performance”
they cover the aspects related to speed, memdiyatibn and CPU load. Usability features concern
issues such as the ease of use, the ease of catifigy the ease of maintenance and the availaloifit
documentation. Users’ wish list or needs are uguedinslated into IDS requirements. For instance, a
IDS should ideally:

= have perfect detection (detect all known or stikkmown attacks),

= generate no false alarms,

= Dbe resilient against attacks targeting IDS itselfagell as DoS attacks affecting the network

or hosts where the IDS is run,
= cause low overhead (low resource consumption),
= De reliable.

Evaluation goals may be different too. For examplame IDS users may simply want to make a
comparative evaluation to select an IDS that bestHeir needs, or may want to assess the effigien
an IDS actually installed on their systems. By casitt developers usually may want to calibraterthei
parameters or to improve their performance andieffcy. Therefore, they need detailed informatimn t
interpret and understand the behavior of their IDBarly, if a black-box evaluation could be usdtul
IDS users, it would be inadequate for IDS develsper

3.5.2. The Environment

Regarding differences between environments, letonsider typical networks in academic, military
and commercial domains. They exhibit different giel§, types of traffic, services, etc. Moreover,
security objectives are not of the same importa@omfidentiality is crucial for a military netwonkith
a stringent security policy, while integrity andadlability may be primordial in a commercial netdor
As another example, gigabit networks may requirecigc issues to be examined, such as packet
dropping. Moreover, important assets like servies, databases, etc., and platform charactesistich
as operating systems, applications and softwargiores, all these should be taken into accountHer t
evaluation of intrusion detection systems. Morecisdy, attack test cases must be selected asarglev
as possible, according to the targeted environni@amtkground datasets should be made of flows of
events that match the normal activities in the mmment: e.g., on a particular commercial netwargh
traffic may be dominant, whereas burst data trasst®uld be more important on certain military
networks.

3.5.3. The Characteristics of the IDS under Evaluation

On the architectural level, IDSes are not all id=it They are no longer those monolithic programs
installed on a single machine that handle all #s&s: capturing, normalizing and analyzing eve,da
and finally generating alarms. Sensors, preprocessul detectors could be distributed and deployed
several hosts on the network. A wide variety ohtéques and algorithms are integrated within IDSes.
Detection algorithms have been implemented in s¢weays such as expert systems, neural networks,
genetic algorithms, etc. Agent-based IDSes aré diffierent, with agents that have more or less
intelligence, autonomy and mobility, thus requirdifferent issues to be evaluated. Regarding ak¢h
differences, an evaluation procedure suitable danestype of IDS may be inappropriate for another.

3.5.4. System and Workload Parameters

A complete control over the computational and nekimg environment is impossible. Evaluators
and testers can only adjust and change the cattfelpbarameters, i.e., the factors {Jain91}. Howgeve
not all parameters or factors affect significantig behavior of the System Target of EvaluationH)To
The identification of the interesting parameterd &actors for both the system and the environmeig h
to observe and understand their influence on thiedesystem. For example, considering the workload
required as a dataset for testing a network-baB&] Wwe can identify the following potential factors
traffic composition with respect to protocol typgsacket lengths, payload contents, bandwidth
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utilization, etc. Similarly, workload factors fortest-based IDS might be: operating system (platfor
version, etc.), applications and services runnimghe machine, etc.

Amongst the factors related to the IDS itself o dind signature rules, detection algorithm,
architecture, etc. On the other hand, learning rifgus and profile thresholds are two examples of
potential factors for anomaly-based IDSes.

3.5.5. Evaluation Technique

The choice of an appropriate evaluation technidpee, €valuation by test or analytic evaluation) is
highly dependent on the goal of the evaluation @amdhe stage at which it is performed. Whereas an
evaluation by analysis could be carried out fromyestages of design and development, evaluation by
test is not possible before the implementation @hl#oreover, evaluations by analysis require a good
knowledge of the internal structure of the IDS afidow its components work. Consequently, it is not
suitable for black box evaluation for which evailaatby test is better fitted. Table 11.2: summaszhe
main features of analytic evaluations and evaluatioy test.

Table I1.2: Main features of IDS evaluation techniques.

Test Analytic evaluation

Place in IDS life cycle Lately, not before the implementation ofj| &ossible from the early phasgs:

least a prototype of the system. specification and design
Target A prototype or an implemented IDS A modelxf
Input A real or synthesized dataset A model ofckda
Background normal activities Can be considered I)snat considered
Evaluated features ggaeecstion capabiliies and - performar Setection capabilities only
Effects of Environment Can be considered Not carsid

OA[\ good knowledge of the structure
nd the design of the evaluated
S.

Knowledge about IDS internals is nof
necessary; suitable for black-box evaluat|?

Required Knowledge level

3.5.6. Selecting the Evaluation Workload

Careful selection and construction of the workl@ael the dataset consisting of intrusive and ndrma
activities) governs the quality of the evaluatidhe major considerations in selecting workload skt
are:

1. which IDS functions or services will be exercisgdtbe workload. For example, the capability of a
NIDS to detect fragmented attacks,

2. which level of details should be assigned to thedweation dataset (e.g., it was discovered that some
detection algorithms are highly sensitive to paglloantents {Antonatos04}),

3. representativeness: the characteristics of thevi@¥oad should match those of the real workload,

4. temporal characteristics: the distribution of tlesttworkload over time should reflect the real
distribution,

5. repeatability: a workload should be such that th&uation can be easily reproduced without too
much variance in the results.

It is expected that the previously discussed stéjpse evaluation methodology will affect and help
to refine the selection of evaluation datasetsthadiesign of experimentations. For example, scseesu
search for an IDS that is efficient in detectinpgaaticular type of attacks (a specific user’'s nedtn
datasets should cover more specially these att&ikslarly, a developer who comes to add a new type
of sensors (IDS characteristics) would probablyrmee interested in testing the new features ofethes
sensors. Thus, the number of experimentations estccases should be more focused than for a general
IDS evaluation.

In the next chapter, we will discuss the charaz#tion of IDS workloads in the real world and
explain how a representative evaluation datasebearonstructed.
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3.5.7. Selecting Metrics

Defining appropriate metrics is a corner stone f avaluation processes. Without well-defined

metrics, conclusions based on the evaluation esudtild be biased or might be completely wrong.

Actually, several metrics have been defined for,ID8luding detection rate, detection ratio, false

alarm rate, false alarm ratio, expected cost ns&etatc. Rather than adopting particular metricsiarip
we believe that metrics should be defined undefdhewing assumptions:

1. There is no absolute metrics but relative metriéth wespect to selected test cases (normal
activities, attack classes) within the dataset.

2. Expressing the evaluation results by a single nunabemetrics (e.g., a ROC curve) is not
sufficient to present results.

3. We should search only meaningful and measurableiceeind we should avoid meaningless,
measureless or too generic and ambiguous metrigs (pe false alarm rate, as discussed in
Section 3.3).

4. A defined metrics may be more or less importartht evaluators depending on their goal and
on the ToE.

In the metric set that we suggest in Table 1.2 make a distinction between detection-related
metrics and resource utilization metrics or perfange-related metrics. Furthermore, detection-rélate
metrics are further divided into macroscopic mstrisystem-level metrics) and microscopic metrics
(component-level metrics).

The steps of the second stage of the methodolagyexperiments and result analysis, correspond to
the empirical part of the evaluation. Because theyself-explanatory, they will not be describedehe
and we will describe in the next few sections ttieeoelements of the evaluation framework, begignin
by the detection model of the IDS.

Table I11.3: Example of suggested metrics.

Detection Related Metrics Definition

Macroscopic:

Detection Ratio DR= (Number of detected attacks/ Total number afckt included in the dataset)

False Alarm ratio FAR= (Number of generated false alarms/ total nunolgenerated alarms)
Microscopic:

Detection Ratio per attack Type Number of Detected attacks of a particular typtltoumber of attacks of this type

Number of generated false alarm for a particulachttype/ total number of generated

False Alarm Ratio per Attack Type false alarms

Captured Events/Non Detected Attac SNumber of undetecteq attacks whose events areregptd otal number of undetected
attacks (pro-sensor failure)

Non Captured Events/Detected AttacksNumber of attacks whose events were not captui@dl/number of undetected attagks

Intrusive Events Drop Ratio Number of non captured intrusive events /Total nendf intrusive events

Resource-Utilization Metrics:

CPU Utilization Percentage of CPU used by IDS

Memory Utilization Percentage of memory used by IDS

3.6. A Detection Model

We need to define the boundaries of the evaludd&itb determine explicitly what belongs to the
ToE and what lies outside. A detection model of I€® help in this regard. Moreover, such a model
helps us to characterize the IDS (since this isragrdial step in our evaluation methodology).

As we have adopted the structural model shown gurei 111.4, we can accordingly define the
properties that an IDS must have to provide a daodtioning. We do that in terms of attack evenithw

78



Evaluation of Intrusion Detection Systems Mohamr8e®adelrab

respect to four main issuegisibility, Analyzability Detectabilityand Alertability, which we called the
VADAModel. It represents the least necessary functmdetect an attack.

Definition 1 (Attack evenk E, is the set of atomic evenés produced by the attack A, that occur in
sequence or in parallel, where each attack execdin be a malicious eveei, (e.m U Eam) Or a benign
(i.e., apparently normal) eveet, (e, O Eap).

E, =0 e, with E,=E;n+ Esn andEan N Egn= 0O

Definition 2.1 (Visibility): Given a setE of atomic events captured by an intrusion detecfigstem
(ids), an attackA is visible with respect to this particulats if and only if all of its own atomic evene,
(either malicious or benign) are captured by adtleae sensor of thds. Then:

Ais visible IFFOe, O E.e, O E
whereE is the set of all events captured by all the sen&or [1 Egensor

Definition 2.2 (Partial Visibility): An attackA is partially visible if at least one of its own malicious
events were captured by at least one sensor adsghEhen

Ais partiallyvisibleIFFCe, O (E,, n E),
where e, is a malicious event that has been produced bgittaekA.

Definition 3.1 (Analyzability): Given a seE of atomic events captured by an intrusion detactigstem
(ids), an attackA is analyzableby this particulalids if: 1) it is visible (see definition 2.1), 2) itvents
can be handled by the detector.

The second condition implies that all attack evéaither malicious or benign) have been capturaet an
have not been omitted by the preprocessing:

E, (after preprocessing) E, (before preprocessing)

Definition 3.2 (Partial Analyzability): An attack ispartially analyzablef at least one malicious event is
delivered to the detector, even if some of attacnes have been omitted. This means #et partially
analyzable IFF:

Ceam U Ex(after preprocessing) and (@&fter processing)l Ex(before preprocessing)

Definition 4 (Detectability: Given a set of atomic evenEscaptured by an intrusion detection system
(ids), an attackA is detectableby this particularids: 1) if it is visible or partially visiblg 2) if it is
analyzableor partially analyzableand 3) if the detection unit of thes can recognize at least one of its
own malicious events or a malicious sequence afjbegvents.

Definition 5 (Alertability): Given a set of atomic evenEcaptured by an intrusion detection system
(ids), an attackA is alertable by this particulaids if it is detectableby theids, and if the reporting unit
can generate at least one alert correspondingetatthck malicious events or malicious sequences.

3.7. IDS Failure Model

Generally, according to {Avizienis04}, failure is an event that occurs when the delivered service
deviates from correct service. Aamror is the part of the system state that may leadstalibsequent
service failure and &ault is the adjudged or hypothesized cause of an dregarding the context of
IDS evaluation, we consider in particular the faling faults

- implementation or configuration flaws: for examptlee lack of signatures or anomaly model for
known attacks, a bug in the detection algorithtmad configuration parameter, etc.,

- intentionally malicious activities (e.g., DoS, #ion and evasion techniques) mainly intended to

bypass the IDS or disable it,

- benign, non malicious activities that affect thigcetty of the IDS, e.g., system overload.

Consideringerrors, the above faults may produce errors within an @8 ponent and hence a
component failure. An error may propagate to furgireduce failures/errors in other components until
causes a failure at system level.
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An IDS failure occurs when the IDS fails to deliver its expecsedvice (i.e., to detect attacks). In
other words, if it generates a false alarm, dodsdetect an attack (i.e., a false negative) ot Hadly
identifies the detected attack. An IDS failure nbayalso aecurity failure i.e. theviolation of a security
property of the intendeskcurity policyThis includes any violation of tr@onfidentiality theintegrity or
the availability {Maftia03}.

A False negativas an IDS failure corresponding to the occurrenten error that may lead to
security failure and that is not detected as stibis means that no alarm is raised — also callmita

A False positivas an event corresponding to an alarm generatdteiabsence of any error that may
lead to a security failure — also calledse alarm

A True positiveis an eventcorresponding to the correct decision to rate ativigc as being
malicious — also calledlait.

A True negativeis an eventorresponding to the correct decision to not rateaetivity as being
malicious.

Figure 111.4 shows the failure model of an IDS. Aoding to this model, we will analyze the generic
structure of IDSes, searching for the root cau$eB$ failures. We begin with a qualitative analysif
IDS failures by applying a Failure Modes and Eleétnalysis (FMEA), which allows identifying
potential failures of each component and their eau&urther, we run a complementary Fault Tree
Analysis (FTA), which facilitates the identificatiaof component-failure combinations that may lead t
an overall system failure.

System
failure

Malicious

action False alarm

(False positive)

failure
False

’\: negative

Error J Component
Significant

benign action /;‘

Bad
identification of
attack

Imp./Config.
flaws

Figure l11.4: IDS failure model.

3.7.1. Failure Modes and Effects Analysis

FMEA is an inductive method that analyzes the cgusices of potential errors for each component
in order to identify systematically the set of tmé modes of this component and the consequences of
these failures at the system level. FMEA is geherapplied, after identifying components failure
modes, by constructing a table that contains, &@hdailure mode, the following attributes: the ble
causes, its effects, the methods used to detest fdilure and corrective actions {Avizienis04},
{Bouti94}.

Table I1l.4: Generic FMEA for IDS.

Component Failure Mode Causes Effects
1- Out of scope malicious events Intrusions become completely
Sensor Not capturing intrusive 2- Intentionally masked events invisible false negative
events . Intrusions become completely or
3- Dropping events . S .
partially invisible false negative
Suppression of useful 1- Inappropriate format
Preprocessor PP 2- Insufficient information supplied by | Detector failure

information
the sensor

Unable to detect capturefil- Preprocessor failure

intrusive events 2- Detection algorithm failure False negative

Detector ConS|der|n_g non intrusiv F Detection algorithm failure False positive

events as intrusive

Bad identification Detection algorithm failure Incectly reported attacks
Reporter No generated Alarm or Bad configuration False negative

wrong alarms
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In Table 1l1.4 we have constructed a generic stigebased FMEA for intrusion detection systems,
where failures, probable causes, and effects feii eamponent are identified.

3.7.2. Fault Tree Analysis

Fault Tree Analysis is a deductive method thatadlsearching for combinations of events that may
lead to an undesirable event (i.e., a system 8ilut is often used with FMEA in a complementary
manner, where it considers failure combinations ¢éisaape from FMEA. A Fault Tree Analysis (FTA) is
conducted by constructing a tree of consecutiveléeof events (nodes) connected by logic gates (AND
OR, etc.). The undesirable event is situated atdbelevel. The tree is constructed by composiache
event, starting from the root until we obtain eletagy events that cannot be further decomposed.

Fault tree analysis is based on the calculatiorthef minimal cut-set. A cut-set is the set of
elementary events that, when they occur, will lEathe occurrence of the undesirable event atdbe r
A cut-set is minimal if it is independent and doed contain any other cut-set. The study of these
minimal cut-sets illustrates the critical eventatticause the occurrence of the universal undesirabl
events {AvizienisO4}. By contrast, while fault treanalysis was suggested for analyzing IDS
requirements {Helmer01}, we use it in the followisgction to analyze the failures of the IDS itself.

A) Constructing Generic Fault Tree for ID Systems

Ideally, an IDS is supposed to detect and iderifattacks and generates no false alarm. It fails
when it does not detect attacks or when it gengfalee alarms. Another failure — however less igeve
occurs if it detects the occurrence of an attatkf/éion but cannot identify it correctly. While tiault
Tree that we constructed is a generic one, it cbalthstantiated to describe a particular IDS. Mueg,
it can be extended by adding implementation spec§iues in order to be more comprehensive.

Figure 1.5 shows the fault tree for a signatuessdésd IDS. The undesirable root event, an IDS failur
(i.e., a false positive or a false negative) maylbe to a sensor failure, a preprocessor failudstactor
failure or a reporter failure.

According to Table 111.4, a sensor fails if it carircapture events. Usually, events pass completely
unseen if they are out of the scope of this typsewisor. It could be also unseen by the IDS, @ica#rs
manage to hide events or change their appeararmoadk their intrusiveness. However, the invisipilit
of events is not the only way sensors fail. Thesodhil if they are overloaded to the degree atctvhi
they can no longer handle events and begin drogpieny. The overload can be either a consequence of
some malicious activity such as DoS attacks ortdumrmal activities at a rate too high for thesses.

Regarding the preprocessor, it fails if relevatiorimation about events is suppressed — assuming
that the sensor had captured the events. The detrdts turn fails in three cases: 1) if it doed detect
an intrusion whose events were captured, 2) dentifies a normal event as an intrusive event)af i8
does not identify correctly a detected attack.

It is valuable to note that the analysis made l®m@ qualitative analysis to find out and visualize
combinations of events that may lead to IDS fagurenfortunately, there is no sufficient available
information on attack incidents to make quantimtianalysis at this moment. Although a precise
assessment of these probabilities might not beildes®r now, future advances in the domain mayllea
to reasonable estimations of such probabilitieg.,(dy using statistics extracted from data gathéne
large scale Honeypot networks). A quantitative gsialmight be performed in the future if, for exdenp
we manage to obtain the probabilities of occurrerafebasic events. We believe that this is feadiyle
deploying customized IDS on a large honeynet, wittnitoring components able to account for IDS
component failures.

B) Identification of Cut-set and Minimal Cut-set Nodes (Single Points of Failure)

Leaf nodes shown in Figure 11l.5 could be furthaveloped until we reach basic events. For
instance, the DoS in the sensor branch could lEndgtd to include DDoS and to include attack types o
attack instances that are used for DoS. Howeveprefer keeping the generality of our analysisriheo
to be applicable for different IDSes and againfedint attacks.

To reduce the fault tree of Figure 1.5 to a matlagéical statement, we use boolean algebra (The “+”
sign means OR and the “.” dot sign means AND):

IDS failure=A+B+C+D Where
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A = Event-capture failure
B = Preprocessing Failure
C = Detector Failure
D = Reporter Failure

By substituting the values of the gates in uppeelkeby the equivalent gates from subsequent lower
level we obtain the following boolean statement:

IDS Failure = (A3.A6) + (A3.E1) + (A3.E2) + (E3.E4) + (E5.E6) + A5 + (B1.B2) + (B1.B3) + E7 + E8 + E9 + E10
+E11+E12+D1+D2

Thus the minimal cut sets are:
(A3.A6), (A3.E1), (A3.E2), (E3.E4), (ES.E6), A5, (B1.B2), (B1.B3), E7, E8, E9, E10, E11, E12, D1, D2

A simple inspection of this result indicates thHag¢de cut sets are single points of failure (i.ee-o
event failures or two-event failures at maximurh)s lhighly probable that attacks pass undetegpesh u
the occurrence of one event or two events at maximvith little effort from attackers. For exampleid
sufficient that an attack manifestation appear afuthe sensor’'s scope (A5) or out of the analyzer’s
scope (E8) to be undetectable. An example of tleeevent failure (E5.E6) where fragmented attacks
cannot be detected if the IDS does not supportifearys reassembly. This result confirms the negessit
of reinforcing IDSes by a diversity of capturingdashetection techniques. It also confirms the usefss
of using different IDSes to complement each otlmer @ercome limitations found in individual IDS.

In Chapter 6, when we perform an explanatory evaosof an IDS, we will show how all these
pieces of our framework (IDS detection model, falmodel and FTA model) can be assembled together
to perform robust evaluations.
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Figure I11.5: Generic fault tree analysis for intru sion detection systems.
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3.8. Benefits of the Evaluation Framework

Evaluating intrusion detection systems has proweeet an effort intensive and error prone task. As
shown in Figure 111.6, a traditional evaluation pess usually consists of selecting and construt¢kiag
evaluation datasets and defining metrics, in agldlitdo designing and carrying the experimentatioth an
analyzing results.

Evaluation Process

Metrics

Dataset

Figure 111.6: Process of IDS evaluation.

The provision of a shared dataset has been higldgmmmended {Mell03}, {McHughO0Oa}. Using
Datasets-Off-The-Shelf (DOTS) and Metrics-Off-ThHee (MOTS) where metrics and datasets could
be selected — in function of previous steps — frerset of predefined metrics and pre-constructed
datasets. DOTS need more effort to provide mangseds with different characteristics. This can be
achieved by implementing dataset generators tleathle to generate varieties of realistic workloads
DARPA datasets is an example of a widely used D@A@gh it is quite obsolete.

Metrics >

/ (MOTS); Evaluation Process
Dataset F
(DOTS)

Figure 11.7: Enhanced process for IDS evaluation.

Following our approach and given a set of DOTS MQIT'S the evaluation process could be carried
out with less time and effort. The first stage Wil reduced to a simple selection of existing DQNS
MOTS according to the evaluation goal and user sie&sl shown by Figure 111.7. Therefore, most of the
effort will be dedicated to experimentation designbe well fitted and unbiased. We further trea th
problem of dataset generation in Chapters 4, and 5.

3.9. Challenging Issues in IDS Evaluation

To illustrate how evaluating IDS is a nontriviakka we summarize here some of the challenging

issues involved in IDS evaluation:

1. Collecting exploit scripts and attack tools:One of the main issues in setting up a testing
experiment consists in collecting exploits. Whilenay be relatively easy to find attack scripts
on the Internet, these scripts are often prooferfeept implementations for particular
vulnerabilities. They usually require more eff@tlie tested and to be made reutilizable. It may
also take some time for the user to figure out tibes attack script works and how to fix
occasional problems (e.qg., the correct return addiar buffer overflow attacks).

2. Generating the evaluation dataseis an important problem related to the generatibboth
background and malicious datasets. We will dis¢bss problem and its consequences on the
design of testing experiments in more details ertbxt chapter.
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3. Constructing evaluation platforms: In addition to constructing hardware and network
facilities, we should collect and install softwarestems that correspond to vulnerable services in
order to verify the efficiency of attacks. Procygyithe corresponding target applications can be
very difficult since, most of the time, only thergent (and already corrected) version is publicly
available. Moreover, most of the vulnerable sofenigronly available under commercial licenses
and may require a large budget to be acquired.

4. Configuring the evaluated IDS properly: evaluators should decide whether to evaluateDise |
out-of-the-box without any previous tuning or, ali@ively, to modify the default configuration
before the evaluation. This approach of testingaidk’ installations can lead to unfair results.
On the other hand, tuning many different IDSes priypcan be very difficult and the results can
still be biased because some systems can be cmditetter than others.
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IV. Chapter 4: Characterization of IDS Workload

One of the most important issues in evaluatingugitm detection systems is related to generating
test datasets. Actually, this process is an artdepends heavily on the experience of evaluators wh
spend most of their effort and time for this pugaob the absence of a solid theoretical basis, the
produced datasets are likely to be ad-hoc andvefgleality. One reason for the failure of previolxSI
evaluations is the use of poor quality or badly starcted datasets. Moreover, using such datasets
without caution is risky because ignoring their relcéeristics leads to invalid assumptions.
Consequently, people often make incorrect integpiats, improper analysis and erroneous conclusions
For this reason, we need to identify the basic aompts of IDS workload and identify their main
features.

This chapter is divided into three main parts:firet one describes related work, the second gart i
dedicated to the characterization of attack addiwifSections from 4.3, to 4.7) while the third tpar
characterizes background activities (Section 4.8).

4.1. Introduction

In IDS evaluation, traditional ad-hoc approachesp directly to the experimentation phase, taking
measures and presenting results. Although thisssiple for performance evaluation in well-estdigis
domains, it is unacceptable for IDS evaluation beeawe actually lack enough knowledge about IDS
workloads and attack processes. Therefore, weveetteat any robust evaluation of intrusion detectio
systems should be preceded by the following steps:

Characterizing real workload =» Identifying relevant test-cases =» Designing test dataset =
Generating test dataset

As we mentioned in Chapter 2, any IDS observesamadlyzes some kind of activities searching for
suspicious actions. An IDS is very similar to a lamnsecurity guard or a police officer who watches
over a building and its surrounding areas. He spaasible for the security of the building, its dno
parking area, etc. He should observe activitiesuoogy within the area under his supervision.
Thousands of events occur every day by hundredbausands of people who are entering, exiting,
walking, talking, driving their cars in and outcetAll these actions are supposed to be normal and
innocent unless they are followed or preceded byspicious action or if it is itself an obviousliegal
or criminal act.

In the previous context, although it seems easyafsecurity guard to distinguish between the two
types of actions: the innocent actions (e.g., walik) and the criminal acts (e.g., force openaset
door, break a car window), it is not that easy nacfice. Let us consider the following scenarianso
person enters the monitored parking area, walksally, looks like someone searching for his cad an
suddenly stops beside a particular car and triexpém the driver door but does not manage to dpen i
Then he makes a call from his mobile telephoneallinhe breaks a car window, opens the car and
drives the car out.

This scenario can be simply a car theft, whilefifs part, up to breaking the car window, compsise
only innocent actions. Imagine a scenario whereothieer of the car has lost his car keys. He cafis h
office mate in the building to look for the keys ois desk but he does not find them. Suddenlyeles s
the keys on the driver seat inside the car andddsedio break the car window. For an observer, ngthi
distinguishes this scenario from a car theft. Téwusty agent would have no suspicion on this pgsso
activities, until he breaks the window, which theagd would probably consider as a criminal offense.

Returning to intrusion detection systems, they plesevents that may be a result of actions carried
out by legitimate users as well as by attackerg. dikiding line between the actions carried bytike
parties is often blur rather than clear-cut, anthes@onfusing intersections between the actionhef t
two parties can be identified. Moreover, an actiarried out by a legitimate user does not meantheat
action itself is legitimate since a registered wsar be an insider attacker. Moreover, an innousat
can unintentionally carry out illegitimate actiofesg., a user enters a wrong password by mistéke).
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the other hand, a significant portion of attacketicas is identical or similar to the actions ofrmal
users (e.g., after getting access to a victim nmechan attacker executes commands to browse and
explore the file system). The Venn diagram of FeglY.1 illustrates the intersection between the two
event types.

The ambiguity lies in the intersection betweenckitand normal use activities. This is where false
alarms and false negatives often take place. Tolelgmn arises from the fact that some actions (corre
or incorrect) can be carried by both parties. Goiiyt, purely malicious actions (e.g., executingudfer
overflow exploit) should have no ambiguity and ddobe always identified as malicious by any good
IDS.

Attack MNormal use

v v
Erronecus actions by Normal actions by
innocent users attackers

Figure IV.1: Intersection between attack and normaluse activities.

For simplicity, we divide IDS workloads into two roponents: théackground componertt.e.,
events that occur due to normal use or normal dperaf computers and networks) and thitack
component(events due to attacks). Correspondingly, an ew@aln dataset consists of events that are
generated by background activities and attacktounsive activities.

In order to characterize both components, we iflenitn this chapter, the main features of each
component while giving more focus to the attack ponent. The remainder of the chapter is organized
as follows: First, we present an overview of redateork. Starting from Section 4.3, we characterize
attack activities found in the real world. Real-Wdoattacks are analyzed and classified with resfmect
elementary attack features (Section 4.4) as welcanario-level (Section 4.5). Examples on attack
characterization are detailed in Sections 4.6 afid Bhen, we characterize background activities in
Section 4.8 and draw out conclusions in Section 4.9

4.2. Related Work

Before presenting our work on the characterizatibattack activities, it seems necessary to discuss
related work on attack models, malicious dataseeg#ion techniques as well as attack description
languages. Discussing the research work in thesagsawill be helpful to understand and situate our
work. In the following we present briefly the meostevant ones.

4.2.1. Attack Models

Several models of attacks have been proposed idaitefew years {LiChen03}, {Cheung03},
{Garg06}, {Tidwell01}, {Schneier99}, {Sheyner02}, {empleton00}, {McDermott00}, {Dahl06},
{Dacier94}, {Kaaniche06}. Hereafter, we briefly ment some of the models that seem to be relevant fo
our objective.

A) Attack Trees

Attack trees are intended to model security thré@thneier99}. Actually, an enterprise security
breach (the final goal of an attack) is first idéatl as the root of the tree. Then, the steps hiclvthis
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breach could be accomplished by an attacker anatiitely added as branches and leaves of theltree.
this respect, each path through an attack tre@septs a unique attack scenario. Attack treesimikais
to fault trees where they are frequently used gtesy dependability analysis (see 0).

An enhanced approach for the attack trees wasdintedd in {Tidwell01}, where a dual specification
language to express exploits and network charatitsyi was proposed. The model developed in
{Moore01} is also based on the attack tree modslmain purpose is to provide means for documenting
intrusions. Therefore, it tends to be a pure dpee approach.

B) Attack graphs

Attack graphs are mainly used to analyze and assebwrabilities {Sheyner02}. A typical
vulnerability analysis of a network proceeds asofes: first, gather vulnerabilities of individuabéts,
e.g., by using tools such aessugNessus08}; then, obtain information about thewak topology and
host interconnections; finally construct attackpdi® Each path in an attack graph represents &isegu
of atomic attacks or exploits that may lead tonalfinsecure state of the network. Upon the contcl
attack graph, a set of analysis can be carriedsogt) as: shortest path analysis, reliability asiaJyand
risk assessment analysis. Attack graph analy$isasiently used in system dependability analysis.

C) Requires/Provides

The "requires/provides” model was derived in otdedescribe complex scenarios and to generalize
them to unknown attacks rather than consideringlsiaxploit vulnerabilities {Templeton00}. Instead
describing attacks by the specific sequence obmastthat an attacker uses to reach a specific goal,
approach describes attacks by using abstract caenpgnEach concept is defined locally without
determining which other concept it will work witlinly, the capabilities required and the capabditie
provided by a concept are defined. Capabilitiestheeinformation required or the situation that mus
exist for a particular aspect of an attack. Coneatijy a linkage can be done through a require/pieovi
model. Therefore, a complete attack can be compaofkttese components that serve as building blocks
for single-point attacks. The advantage of this ehasl that it needs no prior knowledge of a patécu
scenario and thus numerous unknown attacks capdmzided implicitly.

D) Attack Petri Nets

Attack Petri nets or simply attack nets were intietl firstly in {McDermott00} and mainly used
for modeling the process of penetration testings#s disjunctive Petri nets to describe attackqsses.
Attack Petri nets can be directly derived from ekterees by mapping the nodes and arcs of attaek tr
into places and transitions of a Petri net. Plaepeesent interesting states of the system or atnairity
relevant entities. This state could be the acqaisibf knowledge by the attacker or the gain oftoan
Transitions represent input events, data or commémat cause a change of system or entity stage. Th
move of tokens between places indicates the afaogress. Using Petri nets for modeling attack
processes is beneficial as it enables the modelirmgpncurrency with tokens as well as commands and
inputs, which are modeled by the transitions.

An extended version of general attack nets wasepted in {Dahl06}. It is mainly based on Interval
Timed Colored Petri Nets (ITCPN). This allows thedaling of multi-agent interactions and time-
dependent attacks. It provides also a sufficiemtllef details for the simulation and the executain
attacks since the resulting attack net could bepma@lirectly onto an execution element of an attack

E) Privilege graphs

The privilege graph approach is amongst the fitsnats to model security weaknesses {Dacier94},
{Ortalo99}. It models vulnerabilities existing iromputer systems that, when exploited, raise theentir
level of privileges and through which attackers campromise the system. A node in the privilegelgra
represents a set of privileges owned by a useiset af users. The arc between nodes X and Y repies
a possibility for a user owning the privilege setoXgain the privileges corresponding to node ¥sth
each arc represents a specific attack opportuaityelementary attack action). A weight can be assig
to each elementary action, corresponding to thartedin attacker must spend to exploit the vulnditgbi
A security breach corresponding to an attack soerman occur when a path exists between one node
representing a possible attacker's privileges tothem node representing an attack target. Privilege
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graphs were invented principally as a basis fonttaive security assessment. Once the privilegely
constructed and according to a predefined secpoticy (which helps to define the attacker and the
target nodes), different metrics can be computegarticular the METF (Mean Effort To Failure), it
various attacker behaviors (ranging from memorg-festotal memory). As indicated by its name, this
model concentrates on the access gain and privileggation attacks.

F) Statistical attack models

The purpose of statistical models is quite differfeom those presented above. They aim to study
distributions of attacks over time. For exampled&termine which systems/applications or IP address
zones are the most targeted, the frequency ofkattecurrences, etc. The information for such type o
models is usually extracted from data capturedracdrded by honeypots or honey networks such as
those deployed on thesurrecomdata collection platform {Leurrecom08}.

An example of statistical models can be found iradKiche06} where two statistical models of
attack behavior were formulated from data colledtganany low-interaction honeypot platforms during
320 days. The first describes the evolution ofcikttaumbers over time by means of a linear regrassio
model. The second describes the distribution oetlmetween attacks, using a mixture of Pareto and
exponential distributions, which proved to prodtioe best fit.

G) Discussion

Unfortunately, the majority of attack-related madelere developed to enable security analysts and
red teams understanding and analyzing their nesyakd they are not necessarily adequate for IDS
evaluation. Other models are focusing only on simgitack patterns such as signatures of elementary
attack instances, which might not be sufficienetaluate all the capabilities of IDSes. For examjae
evaluate state-full IDSes or to test the correfafinction of multi-sensor IDSes, it is necessaryun
sequences of events that correspond to complexagosmather than isolated elementary attacks.

Furthermore, almost all the models, cited abovesh@anor scalability and suffer from combinatory
explosion when the size of the analyzed networleeds tens of hosts. Another hindering limitation is
that the creation of these models is strongly deeenon the specifics of the analyzed network.
Therefore, they are not suitable for analyzing otietworks. Even worse, any slight modificatiortfoé
analyzed network may induce significant modificaian the model or may even require recreating it.

A few models, such as those presented in {Templ&thn{Futoransky03}, {Coreimpact08} and
{Jonsson97}, adopt the attacker viewpoint and carves to mimic the attack process. The Rapid
Penetration Test (RPT) model described in {Futdtgd3} and {Coreimpact08} focuses only on attacks
for penetration testing. It splits the penetrajioacess into six steps: (1) information gather{2y,attack
and penetration, (3) local information gathering)) privilege escalation, (5) clean up and (6) répor
generation. The model of {Jonsson97} divides theusion process, according to attackers' behavior,
into three phases: learning phase, standard apaake and innovative phase. Although such models
describe well some important features of the attaabcess, they fail to express or capture other
important ones. For example, the RPT model ignD@S attacks that represent a significant proportion
of security incidents. Additionally, this methodygdess attention to post-access activities thatlkgrs
execute after they gain an appropriate access.Clinide advantageous for penetration testing where
intend to test how easy it can be to break in getad system. However, it may be a drawback for IDS
evaluation because it ignores a significant paéttsick attempts.

For all these reasons and because a non-biasedatweal requires generating various attack
scenarios that correspond to different attackefilpsoand covers a wide range of the attack spaee,
ought to create our own models. Therefore, we mepo Section 4.5.3 a model for the attack process,
which will be completed in Chapter 5 by a model relsterizing attacker skills and a statistical
parameterization based on honeypot data. In tHewfinlg, we expose the related work on attack
generation techniques.

4.2.2. Attack Generation Techniques

Many tools have been used for IDS testing {Athaadess03}. A non-exhaustive list includes: network
scanning tools such asnap{Nmap08}, vulnerability scanning tools (e.gessugNessus08}), tools for
testing web sites such &likto {Nikto08} and httperf{Httperf08}, network traffic generators such Bs
ITG {Itg08}, etc. Quite often, such tools have beemnaleped to test a very specific security function,

90



Evaluation of Intrusion Detection Systems Mohamr8e®adelrab

even for purposes other than security. Besides tatcan citesnot{Snot07}, a tool for testing IDS
signatures, which usesortrules to generate corresponding attack packetslaes not generate attack
scenarios.

Expect(a TCL-based tool) has been used to generate both atatluser sessions for IDS testing
{Puketza97}. It provides some level of interactyitith the victim machines during attack sessions,
where a priori written scripts are used to auton@eimand execution. An interactive execution of
commands according to the reactions of the norreal or the attacker is advantageous but writing
automation scripts manually is tedious, and limitethe expected responses of victim machines only.

Recently, penetration testing frameworks such rmagtasploit {Metasploit08}, Corelmpact
{Coreimpact08} andCANVAS{Canvas08} have been increasingly used by secuymigictitioners and
developers for security assessment and securityuptaesting. The first is an open source package
whereas the two later are commercial products. ¥e little information on the commercial tools abou
the included exploits, attacking procedures, eberé&fore, we restrict our discussion here to tHaigy
available tools. Generally, penetration-testingg@re focusing on attacks that provide accessctorv
machines, and have limited or no interest in poseas actions. In other words, they provide eleamgnt
access-gain attacks rather than attack scenandsact, this category of tools provides a goodtstgr
point for testing IDS with various levels of autdia. However, complementary tools are essential to
provide a better coverage of both the attack spadeattacking procedures.

Finally, the last kind of tools or datasets relasthe replay of pre-registered attack traces dhat
collected from the wild or synthesized from prewdest sessions. The famous datasets from DARPA
{Lippmann00a}, {Lippmann00b} are clear examplestbfs kind. However, they are now considered
obsolete and have been heavily criticized {McHugj0@Mell03}. A more recent dataset is the one
created by th&€anadian Communications Research Center (CR@Jssicotte06} that contains attack
sessions against virtual victims (i.e., VMware maeh). Attack sessions in ti@RC dataset are mostly
generated by usingetasploit therefore it inherits the limitations relatedtbh@ metasploitdataset.

In the commercial tool category, we can ciaffic-1Q {Trafficig08}. It consists of a front-end by
which users control the evaluation process: selgdaitacks, launching the corresponding attacles;ac
viewing results, etc. Despite the advantages peavialy Traffic-1Q, it is not easy to change the attack
traces/scenarios or to produce more scenario iarsasand integrate them in the attack traces. Mago
the growth in the number of attack traces makesfipeoach of replaying ready-made attack tracee qui
expensive in storage size.

For completeness, we should also mention the attankformation tools used to test the resistafice o
IDSes against the evasion techniques used by ettdio escape detection, such Esgroute
{Fragroute08}, Mucus {Mutz03} and THOR {Marty02}. Based on our experience, we summarize i
Table IV.1 our observations regarding the mainuest of methods and tools commonly used by IDS
evaluators.

From these observations, it is clear that thedastde has witnessed an explosion in the number and
diversity of tools available for security evaluaiso As the list of alternatives becomes longemigtht be
confusing for evaluators as each tool has its anengths and weaknesses. The fact that evaluaiors (
the audiences targeted by the evaluation) mightbeoaware of the characteristics of such tools and
particularly their coverage of attack types and hattack processes take place makes the results
seriously biased. Moreover, since some of thesks wwere developed for very specific purposes other
than IDS evaluation, it would be inappropriate gwdbably dangerous to establish IDS evaluations
solely on one of these tools, a penetration-testng for instance.

Table IV.1: A comparison between different evaluatia tools/techniques.

Flexibility] Effort [ExtensibilityReproducibilit Coverg‘gzc‘;f attack
Script TCL/TK High High Yes Yes Variable
Network scanning tools | Low Low No Yes Limited
Vulnerability scanning tools Low Low No Yes Limited
Penetration Testing Tool$ High |Medium Yes Yes Limited
Replay of attack traces| Low [Medium No Yes Limited
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Another approach is based on attack descriptioguages, which sometimes are developed either as a
part of tools, e.g.NASL (Nessus Attack Scripting Language) {NASLO08}, or astandalone language
such asADeLe {Michel01}. In the next subsection, we discuss sowf these attack description
languages.

4.2.3. Attack description Languages

Vigna et.al. have classified attack languages in six categdkama00}: exploit, event, detection,
correlation, reporting and response. The aim ofaéxjanguages such &$ASL(Nessus Attack Scripting
Language) {NASLO8} is to describe the steps in vihem attack can be performed. The purpose of event
languages is to describe the format of events oeghtduring attack sessions. Accordingigpdump
{TcpdumpO08} and audit trials {Bishop95} were considd as event languages. Detection languages
such asSTATL{Eckmann02} describe the manifestation or the atgre of attack events. Correlation
languages represent the probable correlation dkghkeoduced by different IDSes. IDMEF {Debar07} is
an example of reporting language that aims to nlizen¢dDS alert formats to facilitate the exchangel a
the analysis of alert messages between differeft ¢D correlation engines. Finally, the purpose of
response languages is to describe the reactionstimild be taken by security countermeasures to
mitigate attacks. Languages suchfd3elLe{Michel01} and LAMBDA {Cuppens00} are multipurpose
languages and can be used, for example, as e>g@téction or correlation language.

Generally, attack description languages requirénohgf attack-scenarios a priori, which implies the
definition of attackers’ actions as well as pre gudt conditions. Exploit languages share the same
objective with the work presented in this chapter.,(to generate attack scenarios). However fii¢rdi
from our work in that they provide language statetsi¢hat can be used, by an expert, in a generc wa
to “program” or to “script” attacks. They can beewied exactly as programming languages that offer
developers a rich set of statements and libraries.

We do not aim by our work to create another attekcription language, but rather to produce
attack-scenario “programs” and to automate the gs®cof creating such programs. From this
perspective, attack languages may be added tatagkacenarios development kit.

4.3. Characterizing Attack Activities

To clarify the meaning of some basic concepts, weehadopted, and sometimes adapted, the

definitions proposed by the MAFTIA project {Maftiap
Exploit (noun):a script, a program, a mechanism or other techriiguehich some vulnerability is
used to realize an attack or a part of an attack.

- Activity: an action or a set of actions that geneeaentsn the system.

- Malicious activity:an activity carried out by an attacker that aimsitdate the security policy.

- Normal activity:an activity carried out within the context of nofr@erations without the intent to
compromise the security policy.

- Attack scenarioa set of organized activities, including maliciadivities and apparently normal
activities, which are executed in sequence or malfghto achieve the attacker’s goal.

Therefore, we mean by attack activities all adtgithat attackers can exercise on a host or nktwor
victim. This includes activities that are malicidusnature (e.g., buffer overflow, DoS attacksjvadl as
normal activities that are not necessarily suspgife.g., using system utilities to browse theiwict
host). We prefer to talk about attack activitiethea than attacks for three reasons. First, theneoi
consensus between security experts on the defindfoattacks. Second, attack tools have become so
complicated and highly customizable that a singl@ tan provide a wide variety of actions in many
ways. For example, a tool such ramapcomprises several techniques to scan networksjtazah be
parameterized to select a particular technique logdifying command options. Third, we aim to
characterize not only simple attacks but also ktsmenarios that cover various attack patternsplgim
attacks can have a one to one mapping to elemeattagk actions, while attack scenarios usually
consist of series of both malicious and non-susp&g&ctions.

In fact, we characterize attacks at two differewels: a low level where an attack is defined as a
single action and a high level that correspondsattack scenarios. At the lower level, we are more
interested in the occurrence and the manifestatbastacks, while at the scenario level, we cotreea
on the functional characteristics.
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In the forthcoming sections, we characterize firsimple attack actions (i.e., activities that aatnn
be further decomposed into elementary attack agfidfor this purpose, we have created a classditat
scheme for attack actions according to their matate®ns observable by IDSes. Then, the potential
characteristics of attack scenarios are describedrb attack process model, which focuses on the
functional features of attacks (the attack clasaifon and the attack process models are presamtbd
next two sections respectively).

4.4. Low-level Attack Characterization (Elementary Attack Action
Classification)

Given a particular IDS, how can we determine ibdéthaves as expected? Certainly, we can test it
with various inputs, but we can never test it wethery possible input or every possible interleaving
(combination) of all possible inputs. This probléas already been addressed in software testinghwhi
uses the concept of equivalence classes {Myersy@8duce the number of inputs for which the sofewar
has to be tested. The idea is that input test daslesiging to the same class are assumed to stenula
(activate) the same parts of the software in thlmesaonditions, and thus should produce equivalent
results. We try here to extend this principle t&IEesting, by defining a classification for elensapt
attack actions.

Before discussing further the classification tha¢ \wropose, let us clarify what it means.
Classificationis defined as a “systematic arrangement, in graupgsategories, according to established
criteria” {Webster}, while taxonomyis defined as “the study of the general principbésscientific
classification” {Webster}. It is worth noting thabth words are often used interchangeably as synsny
in the security literature, and we follow the satpavention in this chapter.

In the past few years, there have been severahpiteto classify vulnerabilities in a common way.
This has enabled the construction of vulnerabililgtabases such as MITRE's CVE (Common
Vulnerability and Exposure) {Cve08} and OSVDB (Op8ource Vulnerability Database) {Osvdb08}.
There have been also many attempts to classifglatta.g. {AlessandriO4}, {Bishop99}, {Lindqvist97}
{Neumann89}, {Kumar95}, {Weber98}, {Kendall99}, {Hward98}, {Hansmann03}, {Lough01} and
{Killourhy04}. However, no comprehensive and widelgcepted classification has been established yet,
probably because those who defined these claggifisadid not share the same objectives. Before
elaborating our own classification scheme, we amalyseveral previous attack classifications to kkhec
whether one can match our objective, i.e., IDS wtidn and testing. In the next section, we preaent
brief description of the classifications we analyiz& detailed description of all classificationsbisyond
the scope of this dissertation.

4.4.1. Analysis of Existing Attack Classifications

Let us begin with Bishop’s vulnerability taxonomBi§hop99}. Although this taxonomy is intended
for classifying vulnerabilities rather than attacksmight be useful to present it briefly because
proposes interesting attributes (or axes): tiaure of the flaw; thetime of introductionof the
vulnerability; theexploitation domaiti.e., the consequences of exploitation); ¢ffect domairfwhat is
affected); theminimum number of componergssential to exploit the vulnerability; and thaurce of
identificationof the vulnerability.

Another interesting work is the two-dimension tasimy that was introduced by Lindgvist and
Jonsson in {Lindgvist97}. By adding the result dimén (exposure, denial of service, erroneous
output), it extends the Neumann and Parker’s taxynéNeumann89} that had only the technique
dimension (e.g., bypassing intended controls, adtiisuse of resourced.indqvist and Jonsson defined
their taxonomy from attack experiments realizedrbgrnal users (undergraduate students of a compute
science class). This is the weak point of thisgifesition, since it ignores a significant partrabre
sophisticated attacks that would be carried ounbye experienced attackers.

Kumar had classified attacks according to fouritattes related to signature patteresistence
sequencgnterval andduration {Kumar95}.

Weber’s taxonomy is based on three dimensiongetpired level of privilegéo conduct the attack,
the meansby which the attack proceeds (e.g., exploitingfimsare bug) and thimtended effecfe.g., a
denial of service) {Weber98}. DARPA evaluations wdrased on Weber’s taxonomy, but distinguished
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between effect (e.g., probe or scan and deniakpfice) and transition to upper privilege levelg(,
remote to local, (R2L), user to root (U2R)) {Kendaj}.
Howard’s taxonomy {Howard98} is more interestedtire attack process rather than in the attack
itself. It proposed to divide the attack process Btages:
attacker(who is she/he: a simple hacker or a terroristigyo
tool (what does the attacker use: a kiddy script grezialized tool),
vulnerability (in implementation, configuration or design)
accesgwhat kind of unauthorized access is obtainedil¢s,fobjects or processes),
resultsof attack (exposure or corruption of data), and
attack objectivege.g., destroy data, collect information).

oA WNE

Simon Hansmann’s taxonomy {Hansmann03} has fouredisions: thattack vector(i.e., the means
by which the attack reaches its target: virus, wdbaS, etc.), thattack target(e.g., OS, application,
network protocol), thexploited vulnerabilityand theeffects of the attack

After reviewing many attack and vulnerability taxomes, Lough has established the VERDICT
taxonomy {Lough01} that focuses on causes and tffe¢ improper conditions that enable attack
occurrences. It has four main dimensiovialidation €.g., absence of input validatiofxposure(e.g.,
information provided byfinger service),Randomnesge.g., poor random algorithms for cryptographic
key generation) anDe-allocation €.g., ineffective memory management). An attacklemadescribed or
classified by one or more of these four improperditions.

The so called defense-centric taxonomy was intredu {KillourhyO4} to serve network
administrators in defending their own systemsldssifies attacks according to attack manifestation
system calls as seen by anomaly host-based intrdgitection systems. The four features or dimession
of interest are:

1) Foreign symbola system call that appears when attacks occurnamdr appears in normal

operation,

2) Minimal-formal-sequencea sequence of manifestations that appears whaokatoccur and
never appears in the normal operation (althoughtslisubsequences appear in the normal
operation),

3) Dormant sequencea sequence of manifestations that partially mesch subsequence in the
normal operation, and

4) Non-anomalous sequenca sequence ofnanifestations that fully matches sequences in the
normal operation.

Unlike the classifications presented above thaedakhe attacker/administrator viewpoint, the
taxonomy presented in {AlessandriO4} was createdti@ purpose of analyzing IDSes. It classifies
activities that could be relevant to IDS insteactlassifying attacks directly. An analytic evalaatiof
IDSes was later carried out, based on this taxoneongompare IDS detection capabilities with respec
to attack classes. The underlying model of the wfadde manifestations distinguishes dynamic
characteristics from static characteristics of\atitis. Static characteristics are further splitseparate
the characteristics related to interface objects$ thiose related to affected objects. Similarly, atpic
characteristics are developed into three sub-ctarsiics: communication features, method invoeatio
characteristics and other additional attributesusThan attack can be described by five parameters:
interface objectaffected objeg¢tcommunicationinvocation methoéndother minor attributesin total,
it distinguishes 24 interface objects, 10 affectdyjects, 2 communication characteristics, 5 method
invocations and 4 minor attributes.

In fact, even if this classification has been depell to evaluate IDSes by analysis, it is still
inappropriate for our purpose, i.e., the evaluatbiDSes by test. For example, it is focusing ba t
manifestations of attack activities that can beeoled by the IDS while ignoring other attributeatth
may be important in practical operation, such as ¢bnsequences, the privileges acquired, and the
source of attacks. Moreover, this classificatiomtams very fine-grained dimensions that massively
increase the number of test-case classes whilatthmed level of detail has minor significance tioe
tested IDS. For instance, the dimensiwterface object that contains 24 types — considers five distinct
types related to the application layer:

» Application layer-connectionless;
» Application layer-single connection-single trangawct
* Application layer-single connection-multiple traogan;
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 Application layer-multiple connection-single trantan;
« Application layer-multiple connection-multiple trgarction.

In practice, this aspect has very little interastctassify elementary attack actions, because this
would lead to some classes to be under populatieite wthers would gather most of the real cases.
Globally, existing classifications are inadequaie dur purpose, due to several reasons. First, they
often take either the attacker or the IDS (the mied® viewpoint but neglect the evaluator’'s viewpoin
Second, they have attributes beyond the scopeeofliB while often ignoring or masking significant
attack features. Third, they sometimes have ambigiumconsistently defined attributes. Fourth, they
usually have a huge number of classes. Fifth, tleer® accompanying scheme for test case selection.
Despite the limitations of these classificatiogsiworth analyzing their attributes to selectsdhat
can be relevant for our objective. We noticed thatanalyzed classifications take different viewp®i
and use inconsistent attribute names. However, dneygenerally based on attributes of attack and/or
vulnerability such as the following ones:
Type of attackvirus, worm, Trojan horse, denial of service, etc
Detection techniquepattern matching, statistical approach, etc.;
Signhature observed attack pattern, attack sequence pattern;
Tool physical, user command, script, tool kit, etc.;
Target: OS, network protocol, application, service, [@ss;
Resultsdata corruption, exposure of information, DoS, et
Gained Accessoot access, user access;
Preconditionse.g., presence of particular software versions;
Vulnerability: buffer overflow, validation error, weak passwartgppropriate configuration,
10 Objective terrorism, political/financial gain, self proving
11. Attackerlocatiort external, internal;
12. The compromised security propertpnfidentiality, integrity, availability.

CoNoORWNE

These attributes are the basis of the new clagsdit of attacks that we propose in the following.

4.4.2. Classification Requirements

Developing a classification of attacks that takkesdvaluator's viewpoint yields many benefits. tirs
it will reduce drastically the number of necesstast cases. Second, it provides a more comprefeensiv
evaluation with better coverage of the attack syplag traditional IDS evaluations where the evaltsat
use a few attack scripts available in their handsrosecurity mailing lists, but such availableaakt
scripts do not necessarily reflect real attackrifhistions or even do not cover some critical attggles.
Third, expressing the results of evaluations imgpf attack types will provide a more precise imaf
the results. For example, a misunderstanding catikk from the generalization of conclusions when
expressing results for all attacks included in st cases whereas the tested IDS is weak in deect
certain types of attacks and strong in detectihgst

In order to serve in IDS evaluations, a good cfasdion should satisfy the following requirements
{Alessandri04}, {Lindqvist97}:

1. Completeness/exhaustivendssneans that a categorization scheme shouldita&eaccount all

possible attacks (e.g., known and unknown).

2. Clear and unambiguous criteriaf each dimension has a numberdidtinct classesany attack

belongs to one and only one class in each dimension

3. Mutually exclusivenes$o ensure that an attack is placed at most incategory.

4. Repeatability the classification procedure ensures that arclaitaalways placed in the same

category.

5. Compliance with existing standarder example, vulnerability databases have becdeacto

standards in security and any comprehensive atfaskification should be linked to at least one
of them.

In addition to these general requirements, we dantify two more requirements that are important
from the evaluation perspective:
1. The combinations of all the classes of all the disiens could lead to an excessive number of
distinct classes. Consequently, there should beethod in classifying attacks to help in
selecting only the categories of interest.
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2. The classification should also take into accoumiciEd aspects of attack generation, which are
essential for the evaluation process (e.g., inftionanecessary for the configuration of the test
platform).

4.4.3. New Classification Proposal

We have analyzed carefully the attributes of previclassifications to determine which attributes
and dimensions are significant from the IDS evaduaperspective. We will discard issues that are
invisible for IDSes as well as those that are meglass for the evaluation. For example, dftacker’s
objective(or intentior) will not be considered as a relevant dimensiatiwithis classification since it is
both hard and useless to identify it.

Similarly, both thetype and thedetectiontechniquedimensions do not provide precise, clear-cut
categories. Theéype dimension, as it was defined, includes attack$ sag virus, worm, Trojan, etc.
Letting aside the propagation features, these tgpestacks have too many diverse manifestatiomms an
functionalities to be categorized at this levelrtRermore, they represent attack scenarios rattaar t
simple attack actions (we will treat attack scemmin the next section). On the other side,déection
techniqueis not an intrinsic feature of attacks, and a gia&tack can be detected by several ways and
techniques.

While theresultandsecurity propertydimensions give an indication about the expectedadje, it is
out of the IDS scope. The three basic security gntggs (i.e., Confidentiality, Integrity and Avdiléity)
are neither visible nor measurable by the IDS.

The preconditionsand thevulnerability dimensions are closely related and can be reducehe
dimension. Thesignature dimension tends to be very specific to attack ansgs rather than
characterizing attack classes. Thus, it shouldisadied.

Thanks to the analysis that we made and accordirthet requirements stated above, we propose a
new classification {Gadelrab07}. As illustrated figure 1IV.2 our classification has five dimensions,
which reflect attack manifestations as well as @atibn-relevant aspects:

1. Firing sourcethat indicates the place from which the attaclaisiched. It has two distinct
classes: remote and local. This will determineldication from which an attack test case has
to be launched. It can help in selecting the locatind the type of IDS (e.g., on which
network segment, host-based or network-based).dlsio important to assess the capacity of
the evaluated IDS to detect remote as well as kaitatks.

2. Privilege escalationindicates whether the attack results in raishegprivilege level. It has
five distinct classes that correspond to the gaprediege leveliroot, user, system, variable
and none.The last one covers attacks that do not need anatiaesult in any access to
system resources. (e.g., remote DoS attack). vEnmble class denotes attacks that gain
various privilege levels depending on the execupawileges of the exploited application.
For example, exploiting aapacheserver may result in user or root privilege eduaa
depending on whether it is run as a user serviegeroot service respectively.

3. Vulnerability: expresses the relationship between attacks aménaldility databases. It can
point to a specific vulnerability exploited by th#ack. Up to now, we keep it as abstract as
possible: the classification indicates whether wnerability is due toconfiguration or
design/implementatioftaws.

4. Carrier: describes the means by which the attack readkegiatim: either via network
traffic or through an action performed locally dvetmachine. An attack can be carried via
the network and needs no direct intervention onltltal machine. Otherwise, an attack
activity can be invoked and executed entirely docal machine without appearing on the
network interface. In other cases, attacks haverghble symptoms on both the network and
the local machine because they trigger events tn bo

5. The last dimension is th&argeted object attackers may target a service, the operating
system, the network stack, an application or asfjletem object.

Our classification does not focus solely on theeoksble characteristics of attacks like did thedDS
centric {AlessandriO4} and the defense-centric {&ulrhyO4} taxonomies. Instead, it considers also
operational issues that are important for admiaists. For example, the severity of attacks issoédd
implicitly by privilege escalation dimension. Inditlon, the source of danger (i.e., the firing smuand
the vulnerability types) could suggest how the dskild be alleviated by which counter measure ,(e.g.

96



Evaluation of Intrusion Detection Systems Mohamr8e®adelrab

modify firewall rules to block a remote source pply a missing patch). Moreover, it does not igribies
evaluators’ needs, providing essential information generating attacks and analyzing test data. For
example, the firing source dimension gives an idleaut the location from which an attack should be
generated, and the vulnerability dimension tellgtlibr a particular configuration should be set/inse

We will give some classification examples of eletaen attacks in Section 4.6 that explain how our
classification can help in characterizing attackoms, but before we will explain in the next sutismn
how it can help in selecting attack test cases.

Attack Firing Source i Remote

Local

Pivilege Escalation Root
User
System
Variable

None

Vulnerability Configuration
: Design/ Data Link Layer

Implementation

Network Layer

Transport Layer

Carrier Network Traffic

Application Layer
None

Local Action System Call

Environment/Configuration

Target Operating System Execute Command
Service Instruction
Network Stack File System
Application Socket Communication
File System Object None

Figure IV.2: A classification scheme of elementarattack.

4.4.4. C(Classification-based Selection of Attack Test-cases

As always, testing can reveal errors, but it cardehonstrate or guarantee the absence of errors.
The equivalence-class approach can be helpful forpe better testing, but in our case, it would het
judicious to consider each class of each dimerassoan equivalence class (see the following sulmsgcti
First, there is no certainty that two attacks wiith same classification would necessarily leathéostme
detection properties. Moreover, taking samplesacoheclass of each dimension usually produces a so
large number of attack cases that it is practicafiyossible to include them all in an evaluatiotadat.

A selection of test cases based on the classiicaiin reduce the number of test cases while inmuyov
the predictive power of the test and giving morefittence in its results.

In this section, we propose evaluators to seldevaat attack test cases by using the Classificatio
Tree Method CTM), which was developed by Grotchamann and GrimmofBtmann95}. It was
applied in testing systems in various domains aeapply it to the security-testing domain. Buttfitet
us describe the method itself.

By means of theCTM, the input domain of a test object is regardedeungrious aspects or
dimensions that are assessed according to thewvamte for the test. For each aspect, disjoint and
complete classifications are formed. The stepwisetiton of the input domain by means of
classifications is represented graphically in thvenf of a tree.
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To construct test cases, a grid is drawn belowtr The columns of the grid result from vertical
lines that correspond to the leaves of the clasdifin tree. A tester can construct a test caselggeting
a single leaf class of each higher-level branchhef classification. Each row of the grid indicates
distinct category of test cases. Because notstlicieses are legal or valid, the tester shouldirdita the
invalid ones. This can be done by the definitiorcofstraints or generation rules in the Classificat
Tree Editor CTE) tool.

Example: Given the attack classification tree, 8&E {Systematic08} can produce all the possible
combinations of the distinct subclasses in all ¢wmensions. The number of valid combinations
produced from our classification is 3400 test caseapared to 9600 in {AlessandriO4}. The test cases
can still be reduced, grouped and reordered toadlesrmumber of relevant ones, by applying constsai
or generation rules i€TE For example, the following rul§Remote *(root +system * configuration
vul * Network traffic *(FS object + OF will result in 20 test case categories, whicpresent remote
attacks that provide root or system access by éimgoconfiguration vulnerabilities and that coue
observed in network traffic, targeting the systédmdr the operating system (Figure IV.3).

As we will explain in the next chapter, the classifion scheme, combined with the CTM method, is
integrated in our evaluation framework to provideemsatile selection of attack test cases. However,
there are still some limitations in selecting dttéest cases based on this classification. Wedisltuss
this issue in the next subsection.
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Figure IV.3: Test cases produced by the CTE tool.
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4.45. Discussion and Limitations

Based on the classification, we argue that we edteibselect attack test cases than previous IDS
evaluations do. It may come to mind that our cfasgion can serve merely as a basis for equivaenc
class testing. This is also known as “Equivalenagifioning” {Myers79}, which is a software testing
related technique with the goal: (1) to reducertiimber of test cases to a necessary minimum,; grid (2
select the right test cases to cover all possitdaarios.

This technique assumes that all inputs within &itg@ar or a class are equivalent. Therefore, omlg o
test case of each partition is needed to evalliatde¢havior of the program for the related partitim
other words, it is sufficient to select one tessecaut of each partition to check the behaviorhef t
program. Thus, the number of test cases can beeddionsiderably.

In the context of IDS evaluation, an IDS should&eh(i.e., detect or not detect) in the same way
against attacks that belong to the same class. Howee should distinguish between two different
situations. On the one hand, we can assume thatawe a perfect classification, and then according t
the concept of class equivalence, the IDS will igdaehave similarly for all attack instances bejomy
to the same class. Otherwise, i.e. if the IDS bebalifferently for some instances of the classcame
conclude that the IDS has a problem of implemeoragind/or configuration (e.g., lack of correspogdin
signatures).

On the other hand, we can assume that neither8enbr the classification is perfect and this is
likely the case because the classification scharséliin a preliminary state. At this stage, iyrhave a
weak equivalence relationship within its classeler&fore, we suggest using it as a guideline for
selecting test cases. Further, to ensure the eges/eness of attacks in the test suite, evalsiatwould
use several instances of attacks of the same ttlasselaborate statistics on the detection/nonetiete
results. This will enhance the quality of resulithwhe price of increasing the number of test sase
Chapter 6, we will explain how the classificatiatheme proposed in this chapter can be used tot selec
relevant attack test cases and how this can feiland improve the analysis of the evaluationlt®su

4.5. Scenario-Level Attack Characterization (Attack Process Model)

In addition to the characteristics covered by thsgification discussed above, there are functional
features that need to be considered. To charagtatiacks at a high level, our approach consists of
analyzing known attack scenarios, and then cortgtgua model that can abstractly describe the sefie
actions executed by real scenarios, even thosasesithat are still unknown.

In order to create a precise model, it is necedsaayalyze a sufficient amount of information ba t
phenomena that we want to model, i.e., attack @xt®l In fact, relying on insufficient data or lied-
scope data on these phenomena could result indotmsenrealistic models.

Unfortunately, as opposed to the antivirus comnyuthiait has a large corpus of data to analyze (i.e.,
captured malware), the intrusion detection commusiitffers from an acute lack of data about security
incidents (attacks, intrusions, etc.). Nevertheleespite insufficient comprehensive informatiorowth
such security incidents, a preliminary analysis barcarried out based on the revealed ones asawell
known viruses and worms. Since worms are self-maag and self-contained attacks, the whole
processes of attack can be deduced by analyzingdbges. This is relatively easy, because security
analysts are usually able to capture worm binagjecand disassemble it. Besides, if we admit that
worms, viruses and Trojans are some kind of autednattacks that are developed by skillful attackers
we can anticipate how manual, human-interactivackst could occur.

We present in this section an attack process mib@e¢lhas been constructed by analyzing many
worms, viruses, Trojans as well as other attacldermts. This analysis takes a high-level viewpaint
extract the type and the sequence of actions thett attack executes. In the following sections, we
present samples of the analyzed attacks.

4.5.1. Malware Analysis

Most of the attacks that we have analyzed are iestrin the MITRE's Common Malware
Enumeration listCME) {Cme08}. At the time of writing this work, the CHllist contains 39 malware
samples, representing the most famous and mostedaurg) ones. Furthermore, we relied on other
information  available at specialized web sites likénttp://research.eeye.com, and
http://www.viruslist.com
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First, we have enumerated the execution pattertiseofnalyzed attacks. We found that attack steps
can be categorized in eight patterns. Each attigkis given a unique symbol as follows (the megnin
of attack steps is further explained in Section3}:5

= R: Reconnaissance
VB: Victim Browsing
EP: Execute Program
GA: Gain Access
IMC: Implant Malicious Code
CDI: Compromise Data Integrity
DoS: Denial of Service
HT: Hide Traces

It is worth noting that we are more interestedha attack process itself rather than in the firergr
details such as the particular command or inswoctised to overwrite a buffer or the exact code
sequences. Moreover, to avoid the biasing effedoafsing only on worms, we give little attentian t
the self-propagation feature and sum it up as golidih sequence of “gain access” and “implant
malicious code” steps. To be consistent througtimiinalysis of the whole attack list, we follovaedet
of predefined directives. First, it is clear th&ast all attacks are a kind of program executiBR)(
Therefore, to guide the assignment of abstracsstep defined several partial order relations (tksho
by >) to determine which category of executiongratishould be assigned to an attack step:

IMC > CDI > EP

HT > CDI > EP

[R|VB] > EP

HT > DoS

This means that:

= |f the executed attack step contributes to thealtadion of the malicious code, it is classified as

IMC. Else, if it modifies the file system, the capiration files, the registry keys or the
environment variables, it should be considered @Bk Otherwise, it is considered as EP.

= |f the executed attack step hides or blocks actegsormation about the malicious code, it is

classified as HT. Else, if it modifies the file g, the configuration files, the registry keys or
the environment variables, without hiding infornoatirelated to the attack, it will be considered
as a CDI. Otherwise, we consider it as EP.
= Searching information remotely from the victim opatential victim is a reconnaissance step
(R), while searching information locally on thetuie system is a Victim Browsing step (VB).

= |If the attack step blocks/stops/compromises actesigta or services that provide information
about the malicious activity, it is a trace-hidistgp (HT). If the blocked/stopped/compromised
service does not hide such information, we consides a DoS step.

With this step classification, let us analyze saypécal malware scenarios.

A) CodeRed-1

As illustrated in Figure 1V.4, the Code Red-lI wolragins by hitting a vulnerable IIS web server
with an HTTP Get request that contains the necessary code to éxpida vulnerability {Ida07},
{Eeye08}. This vulnerability allows the worm to tadl itself by writing the malicious code into the
memory (Gain Access and Implant Malicious Code ptlesh below GA and IMC respectively). The code
initializes the worm variables and locates the adsies of the functions within thdil.files loaded in the
memory (Execute Program, EP). Then, it createhi@ats (EP) to spread further the worm by infecting
other web servers. The 10thread checks the language of the running wind®ictim Browsing, VB).

If it is an English Windows NT/2000, it will procdeto deface the infected system's website
(Compromise Data Integrity, CDI). If it is a nongish Windows, the 10bthread continues spreading
the worm (EP). Each worm thread checks for the @feotworm (VB). If it exists, the worm goes
dormant. Otherwise, it continues infecting moreteys (EP). It checks the current date (VB). If dage

is not between®iand the 19 of the month, this worm thread tries to propadateww.whitehouse.gov
(denial of service attack, DoS).

Accordingly, we can thus conclude that the attadc@ss of CodeRed-I is represented as follows:
GA, IMC, EP, EP, VB, [CDI, EP], VB, EP, VB, DoS.
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B) CodeRed-II

Code Red-Il exploits the same vulnerability as Qe 1. However, it uses different mechanisms to
propagate the infection and to implant a Trojarafld}, {Eeye08}. The first two steps (i.e., GA and
IMC) are similar to those of CodeRed-I, see FigWté&. The worm then gets the local IP address (VB),
which will be used later to deal with subnet maspagation. It gets also the local system language
(VB). Moreover, it checks whether it has been eketubefore (VB) and if so, it proceeds to the
propagation section (EP). The worm then creates tB@ads for non-Chinese systems and 600 for
Chinese systems. Each thread is a new propagétiead that repeats the previous steps. After that,
worm searches the native systems directory (E:gninntsystem3p(VB). It copies the file Emd.exé
to "inetpub/script/root.exeand 'program~1/common~1/msadc/root.eX€DI). An embedded binary
within the worm is written out texplorer.exgIMC). Finally, it reboots the infected system JERfter
reboot, the Trojan will be activated by modifyingindowsregistry keys to disable the file system
protection and to create virtual web paths (CDI$. ldng as the Trojaexplorer.exeis running, the
attacker can access the infected server remotely.

Thus, the first part of the attack process of CaxtkR can be represented as follov&A, IMC, VB,
VB, VB, EP, VB, CDI, IMC, EP, CDI.

The next time the attacker comes back and wantsotmect to the infected system, it will be
sufficient to send a request suchhip://IpAddress/c/winnt/system32/cmd.exe?/c;+dinere dir could
be any command the attacker would want to exediite.second part of the attack process is t@us:

EP.

Probe & Infect: Probe & Infect: L
-Send HTTP Getreq. -Send HTTP Get req.

, v

Worm Initialisation:
- Setup initial stack variables
- load functions (jump table)
- Get the local IP address and the

Worm Initialisation:
- Setup initial stack variables
- load functions (jump table)

local system language

v

‘ Create New thread}ﬁ‘ - Sets the Max number of threads

heck the nbrof <100
threads and
anguage

>=100 and En
A 4

Hack local web page: ‘

W as previously yes|Enter dormant mode
infected forever

v
Create New thread

Enter dormant modh‘

Check the nbre
threads

C:\notworm
existes?

S it the 20th day
of the month

>=Max

‘ Trojan implantation H‘ Reboot System ‘

Yes
A 4
Hack the whitehouse web pages Trojan Activation

Figure IV.4: A simplified flowchart for CodeRed I. Figure IV.5: A simplified flowchart for CodeRed II.

C) SQL-Slammer (Sapphire)

The SQL-Slammervarm exploits a multiple buffer overflow (CVE_2060849) in Microsoft SQL
server 2000 {Eeye08}. After overwriting the bufféne worm takes control (GA and IMC). It begins to
send itself to randomly generated IP addressehq@®JDP port 1434 (EP) in an infinite loop (DoS).
Therefore, the scenario executed3fyL-Slammeis: GA, IMC, EP, DoS
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D) Sasser

Sasser uses a public exploit for the LSA vulneitghih order to obtain a SYSTEM-level command
shell on its victims {Eeye08} First, it searches for IP addresses listening ©P Tport 445
(Reconnaissance, denoted R). Once found, it tdefigture out the Windows version through SMB
banner (R). It then sends the LSA exploit thatldisthes a system shell connection on TCP port 9996
(GA). It creates a FTP script (CDI). When executbd, script connects back to the attacking hos) (EP
and downloads the worm EXE file (IMC). Finally, therm is executed to start a FTP server thread and
128 propagation threads (EP) before deleting the &Cript (Hide Trace, HT). As shown in Figure 1V.6,
Sasser's scenario can be represented as foRy&: GA, CDI, EP, IMC, EP, HT.

E) Trinoo

Trinoo is a distributed Denial of Service (DDoSaak {Trinoo07}. It searches first for IP addresses
that have vulnerable RPC services (R). Then, iedtsf these hosts by exploiting the discovered
vulnerabilities to create root command shells (GR)e infected host listens to TCP port 1524 (EP). |
creates an installation script to automate theitagion of the worm (CDI), and then usestcatto pipe
the script to the listening shells (EP); the sceipecutes the commamcp to download the file rcp.listen
and stores it ausr/shin/directory (IMC); finally, it schedules the instdl binary code for running with
crontab(CDI).

The infected hosts are divided into masters andhdas. The attackers control one or more "master”
servers, each of which can control many "daemohké& daemons are all instructed to coordinate a
packet-based attack against one or more victimesyst(DoS). The scenario corresponding to Figure
IV.7 of Trinoo’s flowchart isR, GA, EP, CDI, EP, IMC, CDI, DoS.

Probe:
- Scan network to find

vulnerable IP addresses

Probe: Infect:
- Searches randomly for IP - Create aroot command shell
addresses listenning to the T G and distinguish the vulnerable
port 445 targets in master and daemon
- Determin Windows version *
- - Listen on port TCP 1524 on the
Infect: infected systems
- Send LSA exploitto geta
system cmd shell attached to port *
TCP 9996 - Create an installation script to
+ autom ate the imlantation of the
worm
- Create a FTP script file cmd.ftp $
+ Run the automation script
with nc to pipe a shell
- Connect back to the attacking IP script to the listening shell
-Download the worm EXE - Download the file
i rpc.listen on daemons
- schedule it for running
- Modify Windows registry with crontab¢
v
Execute the worm EXE Execute the worm EXE
- Start FTP server thread - Start FTP server thread
- Start propagation threads - Start propagation threads
Figure IV.6: A simplified flowchart for Sasser. Figure IV.7: A simplified flowchart for Trinoo.

4.5.2. Other Attacks

From these observations, it is clear that we haeatified attack step patterns that can represent
various instances of worm attacks. An importantstjoa can be raised here: is there a generic model
that would be also valid for attack scenarios othan those corresponding to worms? To answer this
question, we analyze here a sample of interactitaclks, to see if they could fit well with the same
model.
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A) SYN flooding

A SYN flood is a form of denial-of-service attagk which an attacker sends a succession of TCP
SYN requests to a target system. The attacker egntire SYN/ACK sent back by the server and does
not acknowledge it. These half-open connectiond bim many resources on the server that connections
from legitimate users are no longer possible. Tamario of SYN flood is thuoS

B) Mitnick

In fact, the Mitnick attack, which is very similay session hijacking, consists of two parallel citta
against two different hosts, the two endpoints ®fC& session. Assume that there are two hostdalle
andB that trust each other. The attacker initiates & $Mgod attack against hogt to prevent it from
responding to hodB (Denial of Service, DoS). Then, the attacker sandiiple TCP SYN packets to
hostB (the target) and tries predicting the TCP sequencebers generated by h@&{Reconnaissance,
R). The attacker then pretends to be oby spoofing its IP address and sends a SYN packebstB
in order to establish a TCP session between Mastd HosB (Gain Access, GA). Ho® responds with
a SYN/ACK to hostA that will not respond to this packet since itsuihgueue is full due to the SYN
Flood attack. The attacker, impersonating A, thesponds to the SYN/ACK of host with the right
expected sequence number and establishes a TCRatiomn Consequently, he can send data and
execute commands on the established connectiortEx®rogram, EP). Therefore the attack scenarios
against hosA is: DoS whereas the attack scenario against host B,i&A, EP.

C) Cross-Site Scripting (XSS)

Cross Site Scripting attacks are typically foundwieb applications that allow code injection by
malicious web users into web pages viewed by atkersLet us consider an example of this attack.

Example: While a user is logged into his bank account, aacker can send an email with some
potentially interesting content and convince therus click on a link in the email (Gain Access, GA
The link points to or contains a malicious scrifphglant Malicious Code, IMC), probably within an
iFrame that mimics an actual user form submission togrerfa malicious activity, such as transferring
funds from the victim's account. The attacker cavehthe script embedded in, or targeted by, thettin
perform any arbitrary action with the authenticatiser’s privileges (Execute Program, EP). When this
script is executed, the targeted application aditetes and accepts the actions based on the sictim
existing session cookie.

The scenario can be abstracteds#s IMC, EP Even if a reconnaissance step should be performed
before conducting this attack, it is not mentioimethe abstract scenario because it is often ns¢mved
by the IDS. For example, the attacker needs to ififl@'mation about the form contents that should be
sent back to the bank server.

D) Phishing

Phishing is a form of information gathering or Hiisg" for information by using social engineering
techniques. An attacker masquerades as a legitiemdity in order to prompt the user to reveal some
confidential information such as authenticatiordergials. An attacker can use the gathered infoomat
later. After the social engineering part of theaclt the attack stages could be to gather credientia
(Reconnaissance, R), use the gathered crederala @Access, GA) and play with the account to do
whatever subsequent action (i.e., Victim Browsi@igmpromise Data Integrity, Execute Program, etc.)

The automated-malware attack scenarios distinghisimselves from interactive scenarios by their
propagation and spreading mechanism. The levelhathwthe scenarios are realized is also different:
worm steps are generally run at the level of systatis or APIs, whereas the scenarios steps of non-
automated attacks occur more frequently at theiegimn or program-execution level. Despite these
differences, both automated and interactive attéalksw similar steps to achieve their goals, ahdst
should fit well a common model of attack process.

4.5.3. A Generic Attack Process Model

In addition to malware and attacks described abaeshave analyzed about 40 malware samples.
Because of space limitation, we cannot expose thkrim this dissertation but some are presented in
Appendix A.
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Globally, the observations we obtained from thesames as well as worms and interactive attacks
studied previously allowed us to construct the rattewn in Figure 1V.8. Surprisingly, we observed
that, in the studied samples, attackers often violleearly the same (kind of) steps whatever their
experience is! But of course, attacks may varydphsstication, code quality and damaging effects,
which indirectly reflect the level of the attacleeknowledge and competence. For example, expedence
attackers may use more advanced techniques omaastb tools, whereas newbies (e.g., script kiddies)
are using simple exploits developed by others.

In any case, all categories of attackers procedid mvore or less steps in different orders, bubtll
them are complying with our generic attack procasdel (Figure 1V.8):

Reconnaissanceit is reasonable for an attacker to search faressary information about
potential victims and their characteristics beftgeting them. This enables attackers to select
appropriate attack tools, exploits, etc. that cafieat or paralyze the victim.

Gain accessgenerally, attacking a victim’s system implies thas reachable by the adversary:
to accomplish her/his goal, the attacker often set gain some access to some victim
resources. The level of the required access diffecsrding to the chosen attack. Note, however,
that some types of attacks, such as DoS attacksd, litle or no access at all.

Privilege escalationSometimes, the access acquired initially by tttecker is not sufficient.
Therefore, she/he performs privilege escalatioivities that provide a more powerful access.
For instance, some vulnerability may be exploitegdss from local user to root privileges.
Victim browsing after having acquired sufficient access, theck#ntries to explore the victim
internals (e.g., browse folders and files, searslough user accounts, identify hardware
components, identify installed programs, searchrfmted hosts, etc.).

Principal actions as shown in Figure IV.8, this stage can takeed#fit forms. For example,
attackers can launch a DoS attack (if this is thewin objective), implant/upload a malicious
code, compromise data integrity or execute a progra

Hiding traces more experienced attackers usually carry outdtdp to erase traces of what they
did on the victim and to make forensics more diftic
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access rights privilege

Has
sufficient
privileges
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Attack step
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Figure IV.8: Attack process model.
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It is worth noting that multi-hop attacks (that ahve attacking several victims in sequence) are not
represented directly by this model. However, theyld be represented by concatenating individual
scenarios (i.e., one scenario for each victim).

Actually, we developed this attack process modéhdtp in generating high-level plans of attack
scenarios. Of course, this “high-level” view is maffficient to generate a real attack trace (ag.,
network or host level). Instead, it allows us getieg abstract attack scenarios with the advantdge
avoiding the combinatory explosion at this stageb& able to generate executable attack scen#riss,
generic attack model has to be complemented byltwsification of attack toolxf Sections 4.6 for
examples) and a model for attacker's competenteSections 5.2.1). The complete approach will be
explained in Chapter 5.

We expect that a model-based generation of attzhkasios will help in generating rich variations of
more realistic attack scenarios than traditiongb i®valuations. Therefore, we are confident thaitillt
have positive implications on evaluating IDSessthantributing to the improvement of IDSes.

4.6. Examples of Attack Activity Characterization

In order to show the applicability and the verggtibf our approach, let us apply it on a set ehelt
tools. We consider not only purely malicious attémils such as buffer overflow exploitation tootsla
password cracking but also other general purposks {@e., system utilities, administrative toolie
transfer tools, etc.), which are non-malicious ¢art be used within the context of an attack session

It is worth noting that we characterize elementatiack actions rather than composite attack
scenarios. For example, there may be several srtderesponding to each function provided by the
same tool for a multi-purpose attack tool that ptes several functions. Similarly, when we chanazote
an attack tool that executes an attack scenari@ sgquence of attack steps (according to the attack
process model) corresponding to a partial scenasgogonsider each step separately as an attadnacti
even if it is carried out by the same tool.

Characterizing elementary attacks from both thessif@ation perspective and the scenario
perspective is a critical task on which we base dttack test-case selection and the generation of
executable scenarios. Achieving this task allove® dhe selection of elementary attacks according to
their classification-features as well as generagingcutable scenarios by instantiating abstractesoes
by attack tools according to their attack step. Thitack Step” in each example is the key link that
establishes the relation between the attack pronesgel and the classified attacks.

In the following, we present, in more details, figgamples for characterizing elementary attack
actions. Each example represents an elementargk adietivity, which is characterized by both its
appearance (i.e., a classification perspectiveljvels as its attack step (i.e., a scenario perspecti
Afterwards, we present a detailed characterizasfanetasploitattacks, in the next section.

Example 1:Ping is a simple tool that is originally used faagnosing network problems by network
administrators. One of its common uses is to descavhether a certain IP address is in use, or a
particular machine at this address is up. This itleaerves attackers to get valuable informatioratb
the potential victims.

Name: ping

Source: Remote Ping can be used locally by the attacker from the wicthgainst other
machines, either within or outside the local netwde characterize it here in
the case when being used remotely to check a vigtiaddress.

Privileges acquired: None It does not provide amyilpge (if used in the common way).

Vulnerability: Configuration Through this activitygttackers exploit networks that accept ICMP refjues

packets coming from outside and allow ICMP reply.

Network carrier:  Transpont The network traffic that results from ping is corapd of ICMP packets, which

Layer is a transport layer protocol.

Local carrier: None No action is explicitly exectitey the attacker on the targeted machine.
Target: Network Stack The entity activated on ttaehine victim is the network stack.

Attack step: R This particular use of ping représemreconnaissance step as it aims to get

information about remote machines.
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Example 2:Connecting to a FTP server to transfer files isesample of normal activities that can
be conducted by attackers. It can be used in twgswgl) to connect to a victim machine if attackers
manage to acquire valid user credentials (i.e.,s2runame and a password). (2) Attackers can also
connect back from the victim machine to anothertimecto download a piece of malware.

We classify the source with respect to the vicliherefore, in the first case, which is explained by
this example, executing an ftp command is remoile whthe second case it is local.
Name: establish ftp connection

Source: Remote A remote attacker can connect tactanvFTP server if he has previously
managed to obtain a valid user name and a password.

Privileges acquired: Variable This activity mayde@ different levels of privileges, depending te used
account (normal user or privileged user).

Vulnerability: Configuration Generally, this attackicceeds by exploiting weak password policies yor b
exploiting a vulnerability in the configuration ah anonymous ftp server.

Network carrier: Application The main and effective elements of the activity @meapsulated in the packet

Layer workload reserved for the application layer.

Native carrier: None No explicit invocation methexkcuted on the local machine.

Target: Service The activity targets the ftp senrethe victim machine.

Attack step: GA The purpose of executing the conthigmis to gain an ftp access to the victim

machine. After connecting to the remote FTP seraéigckers can execute
further FTP commands, which in turn can be alsoattarized.

Example 3:Exploiting vulnerabilities in software applications the victim machines is widely used
by attackers to obtain access to these machinésck#&rs can launch exploits against a victim maehin
from a remote or local access. Remote attackerallystarget the applications exposed to network as
services via known access points such as web sefegin servers, ftp servers, etc. Exploiting sayv
vulnerabilities is usually used by attackers whieeytfail to obtain valid user accounts. Attackerfsow
have already some local access on the victim mactém exploit other applications to promote their
privilege levels. In this example, we pick two eitplfrom metasploit

A) metasploit/windows/dcerpc/ms03_026_dcom :
OSVDB-2100 DescriptionWindows platforms contain a flaw that may alloweaote attacker
to execute arbitrary code. The issue is due toaw fin the Remote Procedure Call (RPC)
Distributed Component Object Model (DCOM) interfdabat does not properly sanitize remote
requests. If an attacker sends a specially craftedsage to the server, they may be able to crash
the service or execute arbitrary code with SYSTEMI@ges.

Name: metasploit/windows/dcerpc/ms03_026_dcom

Source: Remote This exploit can be launched froenate location.

Privileges acquired: System Because the targetedcseis executed with system privileges, it prasd
system privileges if the exploitation succeeds.

Vulnerability: The exploit benefits from an error in validating thize or the boundaries of

Implement/Design the input data.

Network carrier: Application The effective part of the attack is included in #mplication layer part of the
Layer sent packet.

Native carrier: Instruction The exploits injectsns® instructions in memory to take control of the
program execution.

Target: Operating System Although the targetedwso®t provides a service (RPC service), the taget i
the operating system because the RPC software maslumplemented as a
part ofMicrosoft windowgNT, 2K, XP, server 2003).

Attack step: GA It provides an access gain to ttechime and injects malicious code in the
memory.
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B) metasploit/windows/ftp/3cdaemon_ftp_user:
CVE-2005-0277 DescriptionBuffer overflow in the FTP service in 3Com 3CDaenzd
revision 10 allows remote attackers to cause aalesfiservice (application crash) and execute

arbitrary code via (1)

a long username in the US&Rnmand or (2) an FTP command that

contains a long argument, such as cd, send, or Is.

Name: metasploit/windows/ftp/3cdaemon_ftp_user

Source: Remote

Privileges acquired: Variable

Vulnerability:
Implement/Design

Network carrier: Application
Layer

Native carrier: Execute
Command

Target: Service
Attack step: GA

This exploit can be launched freenate location.

The provided privésglepend on the privileges of the execution ik of
the exploited service.

The exploit benefits from an error in validating thize or the boundaries of
the input data.

As the effective part of the attack is includedhia application layer part of the
sent packet.

> Exploit occurs when executing FTP commands witlylarguments.

The exploited softwar8Bom 3CDaemowhich is an FTP service.

It provides an access gain to tlaehine and allows injecting malicious code
in the memory.

Example 4:The SYN Flood attack is a type of denial of seraitack in which a large number of
TCP SYN packets (the first packet in a TCP/IP cotime), usually with spoofed source IP addresses,
are sent to a target. The target system replieb thi¢ corresponding ACK packets and waits for i f
packet of the TCP/IP three-way handshake. Becausesdurce |IP address of the initial packet was

spoofed, the target never will

receive the finatlg, leaving it to hold TCP/IP sessions open uhsly

time out. A SYN flood causes so many TCP/IP opssioses that the system becomes overwhelmed and
cannot handle any more network traffic. A simplel tthat implements a SYN flood attack can be

characterized as follows:

Name: SYN Flood Tool
Source: Remote

Privileges acquired: None

Vulnerability:
implementation/design

Network carrier:

Layer

Transpor
Native carrier: None

Target: Network stack
Attack step: DoS

SYN flood attacks can only be laeddtom outside the victim system.

No privileges neitheruieegd nor provided upon the execution of this dttac
only.

Machines are vulnerable for this type of attackamse the early design of the
TCP/IP protocols was for a friendly Internet. Lataplementations of the TCP
protocol have reduced the queue length or the atiometimeouts to prevent
such attacks from succeeding.

t The effective part of the attack can be found atttansport layer (the SYN
field of the TCP header) of the sent packet.

No native action is explicitwoked on the local machine, except opening a
TCP connection.

It targets directly a featof¢he network stack.

The objective of SYN flood is Buee a denial of service.
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Example 5:Attacks that result from automatic malware suchtemse we have analyzed in Section
4.5 are different from the attack tools we havelgred above because they are not simple attack
activities. Rather, they are attack scenarios casgat of several elementary activities. Therefore, w
cannot characterize the entire attack at once bet shiould characterize each elementary activity
separately. For example, a Slammer attack thatesponds to the scenario (GA, IMC, EP, DoS) can be

characterized as follows:

Name: Slammer_GA, IMC
Source: Remote

Privileges acquired: System

Vulnerability:
Implement/Design

Network carrier:
Layer

Application

Native carrier: Instruction

Target: Service
Attack step: GA,IMC

Name: Slammer_EP

Source: Local

Privileges acquired: None
Vulnerability: None

Network carrier: None

Native carrier: Instruction

Target: Service

Attack step: EP

Name: Slammer_DoS

Source: Local

Privileges acquired: None

Vulnerability: Configuration

Network carrier:
Layer

Application

Native carrier:
Socket Communication

Target: Network stack
Attack step: DoS

The worm can propagate from infemigchines to other remote ones.

SlammettargetsMicrosoft SQLservice that is executed with system privileges,
it provides system privileges.

The vulnerability is due an improper handling ofadly SQL.

The worm code is transmitted through the applicatayer part of the sent
packet.

The exploits injectars® instructions into the memory to take controktod
program execution.

It targets server software (MS, SQLserver).

It provides an access gaintie machine and injects malicious code in the
memory.

After implanting malicious code oétivorm in the previous step, the worm
can be executed locally.

The worm execution kébpssystem privilege without any new escalation.
It exploits no specific vulnduility at this stage.

The worm generates no netwraiic while it calculates pseudo-random IP
addresses that will be attacked in the next step.

The worm executes instions to retrieves the address of GetProcAddirds
Loadlibrary from the IAT insqglsort.dil It then can obtain necessary library
base addresses and functions entry-points.

It continues targetidly libraries loaded in the memory.

The core actions of the worm aezeted in this step.

We take the point of view of the atéal machine, which executes Slammer
and sends a flood of requests to another remotienvic

The worm gains no nevalason.

The exploit benefiteofn an error in validating the size or the boureliof
the input data.

The worm payload is sent in a SQL Server ResoluBiervice request to the
pseudo-random target address.

The worm creates a UDP socket on the port 1434.
It targets software that paet of the operating systems.

The excessive load due to theastgflood gets down the infected machine
and consumes the network bandwidth.
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4.7. Metasploit Characterization

After identifying the main characteristics of atdocidents and malware that exist in the wild, an
important question may arise: to what extent evalnalatasets currently used in IDS evaluationschat
the characteristic of real-world attacks. To answes question, we have characterized the attacks
present iMMetasploit{Metasploit08}.

We focus onMetasploitbecause of its popularity as a penetration-tedtiady that is increasingly
employed by IDS evaluators and we need to knowsifattacks comply with real-world attacks.
Moreover, we have implemented a proof-of-conceptoof approach based ametasploit Thus,
describing it in more details is important to ursiend the solution that we propose in the nexttehnap

4.7.1. An Overview of Metasploit Framework

The main purpose dfletasploitframework is to facilitate developing and executaxploit code
against a remote target machine. It consists oérsévmodules that together constitute a powerful
exploitation framework. The main modules are Exploit moduleand thepayload moduleThe first is a
particular code module responsible for exploitingpacific vulnerability. Arexploitsimply triggers the
vulnerable condition and does not provide any shdl® (shell for short) or advanced encodings.
Shellcode, encodings and NOP sfédare provided by other pluggable modules. The siderthe
Payload modulewnhich is sent along with the exploit. It encapsesathe desired functionality of the
attack.

Once the vulnerability has been triggered by thalat the payload performs some actions on the
victim computer, such as yielding access to a conthshell or downloading a backdoor installer.

The attacks carried out tyetasploitare highly configurable. Both exploits and paykachy have
options available to configure their behavior. Egample, an exploit might provide different vargnt
based on the RPORT (Remote Port) or TARGET optiSmailarly, a payload might allow choosing the
port to open a shell using the LPORT (Local Poptjan. Another special type of options is the “Heas
option”, which tweaks various settings to evadesckgdn by an IDS or IPS. Moreovdgncoderscan be
used to bypass filters imposed by security courdasures. For example, common limitations are the
need to avoid null (0X00) characters, or the naedige only alphanumeric charactekdetasploit’'s
provides several encoders that circumvent thesttions while preserving the exploit and its pado

Decoupling vulnerabilities and payloads is one leé tore purposes dfletasploit. In general,
Metasploittries to make all payloads available to all exgloHowever, depending on the nature of the
particular vulnerability and target host, certaatylpads may not be available for certain exploits.

The number of available exploits and payloads mees within the new versions. At this moment,
the Metasploit3.1 contains 258 exploits and 117 different pagsod his may seem a lot, but there are
really only seven types of payloads. The large remalh payloads is due to the small changes reqisired
the actual shellcode in order to handle variouscases or target platforms. The seven payload tyjaes
Metasploitprovides for each platform are shown in Table IV.2

Table 1V.2: Available payloads for each platform (measploit version 3.1).

Windows Linux MacOS X BSD Solaris Unix

VNC injection X

File execution X

Interactive shell X X X X X X
Meterpreter X

Command execution X X X X X X
DLL injection X

Add user X X

'8 ow-level machine instructions specific to a pautar operating system and CPU
" No-Operation instructions inserted in shellcodes
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Some payload types may have several variants. ¥éon@e, windows shell payload has the variants
shown in Table IV.3. The difference between thelgay variants shown in this table is the type of
network connection used to relay the shell commabépending on the network topology in place
around the target computer, some payload variaagssucceed where others may fail.

Table IV.3: Variants of shell payloads for Windows (netasploit version 3.1).

Payload name Description
windows/shell/bind_tcp Windows Command Shell, BirdP Stager
windows/shell/find_tag Windows Command Shell, Firay Ordinal Stager
windows/shell/reverse_http Windows Command Shel§sizeX Reverse HTTP
windows/shell/reverse_ord_tcp Windows Command SRedlerse Ordinal TCP Stagey
windows/shell/reverse_tcp Windows Command Shelgree TCP Stager
windows/shell_bind_tcp Windows Command Shell, Bir@P Inline
windows/shell_reverse_tcp Windows Command SheNgRse TCP Inline

4.7.2. Exploit Characterization

In order to be able to select attack test casesmgénerate attack scenarios, we need to chawcter
tools that can be used by attackers during th&cktsessiondMetasploit,is one of such tools that we
have characterized. To achieve that, we have tigsill exploits according to our classificatiazheme
and the step they realize in the attack procesemod

From the scenario viewpoint, it is clear that adpleits aim to benefit from some vulnerability to
enable attackers to access vulnerable hosts and paryload. An exploit cannot be executed without a
payload, which complements its functionality, ahd payloads available in thmetasploitframework
provide different kinds of access gain (i.e., bitog, reverse http, etc). Therefore, we can considler
attacks issued frommetasploitas “GA” attacks.

On the other hand, we have classified about 258&#egghat are available in the current version of
metasploitframework (at the time of this work). According dar classification scheme, we found that
the exploits belong to 16 categories. Figure IMl@sirates the categories and their percentages. Th
largest four categories contain 103 exploits (3%R2B1 exploits (31.4%), 17 exploits (6.59%) and 15
exploits (5.81%) respectively. There are two catiegowith 9 exploits (3.49%) each. Three categories
have 4 exploits (1.55 %) and four categories withy @wne exploit (0.39%). We give, hereafter, the
description of the largest category and one ofthallest categories:

Name: Cat 1127 Name: Cat 1429
e Firing source: Remote e Firing source: Remote
e Vulnerability: Implementation/Design ¢ Vulnerability: Implementation/Design
e Privilege escalation: Variable e  Privilege escalation: System
» Carrier: e Carrier:
o0 Network: Application Layer 0 Network: Application Layer
o Native action: None o0 Native action: None
» Target: Service * Target: Operating System

A limited number of categories can be foundmatasploit According to our classification scheme,
only 16 categories out from 3400 (the number ofvalld combinations, see Section 4.4.4), have been
observed. This is perfectly consistent with theuratof the exploits included in thmetasploit
framework, which is mainly a tool for penetratingd vulnerable machines from a remote location.
Thus, it is not strange to find almost all categsrihave a remotefiring source and
implementation/desigiulnerability. Moreover, this confirms the risk of usingetasploitas a single
source of attack test cases in IDS evaluations.

Furthermore, we have, surprisingly observed a échidiversity in thenetwork carrierattribute. It
often lies in the application layer with few instas in the data link layer. The diversity comesrfiibe
privilegesand thetarget attributes where exploits distributes well on adtnall types within these two
attributes (i.e., user, system, root, etc. ands@8ice, application, etc.).
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Figure IV.9: Classification-based characterizationof metasploit'sexploits.

Having described how elementary attacks that caamattack scenarios (that in turn, comprises the
attack dataset) can be characterized, we procebe wharacterization of the background dataset.

4.8. Characterizing Background Activities

Background activities are composed of normal, bemigtivities that present no security risk. Such
activities may generate several forms of event:datamost common forms are either network packet
flows in the case of a network-based-IDS (NIDS)ogrentries in the case of a host-based IDS (HIDS).

In this section, we identify the security-relevamtaracteristics of background activities in both
network traffic traces as well as log file entries.

4.8.1. Network Activity Characterization

The Internet exhibits a wide range of different d@&brs that are continuously changing.
Consequently, it is difficult to characterize packignamics. This is the reason why the notion of a
“typical” Internet traffic does not exist {Paxsong}.

However, when we examine traffic traces of TCP/#dworks, we can observe many features at
different levels. Some of these features are réledethe design or the implementation of the nekwor
layers, protocols, routing algorithms, congestiad eetransmission mechanisms, etc. Other featanes c
be environment dependent and closely related tondueire of the network use (i.e., academic,
commercial, military, etc.) or to the network stafe.g., servers or routers breakdowns or
malfunctioning).

All these features could be important when chareitg the generated traffic within a particular
network. This has been the subject of hundredsapers on networking, especially those issued from
network metrology projects such as the CAIDA projgaida08}. In the following, we are interested
only in security-relevant characteristics amondmse features. More details about network traffic
characteristics are out-of-the-scope of this chapté can be found in {Paxson97} and {Thompson97}
for example.

A) Overall Characteristics

A network-based IDS (NIDS) continuously observeskea flows that compose the network traffic.
During NIDS evaluation experiments, we need to feedNIDS in its experimental environment with
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packet flows that are similar to those observednduhe real IDS operation. These packet flows loan
traces of traffic previously recorded on a realmek, or synthetic traffic traces produced by dfita
generator, or some mix between both. These traees e described according to different
characteristics, such as
- Traffic rate number of packets per second
- Number of packetshe number of packets recorded within a trace.
- Number of sessionthe number of sessions embedded within the trace.
- Traffic compositionwhat protocols and applications have generatedptitkets present in
the traffic trace and in which proportions? Wha¢ #ve dominant protocols or applications
(e.g., web, data transfer).
- Packet retransmission ratidghe number of retransmitted packets divided leynibmber of
all packets in the trace.

A recent study of current trends in enterprisefitgiPang05} showed that internal traffic has a
higher volume (about 80 % of the overall traffictwa richer set of applications when comparech t
WAN traffic. Moreover, it was observed that thefficacorresponding to network file systems and
backup applications dominates the internal traffieereas email and web applications dominate the wid
area traffic. Despite the fact that this study \uasted to a single enterprise network, it shed sdight
on the traffic composition on medium-sized entexpnetworks.

B) Temporal Characteristics

This set of characteristics regroups all featuetested to time. This may include:

- Packet inter-arrival timedistribution of time intervals between subsequesitkets in the
same flow (i.e., sent by the same IP address astthdd for the same IP address in the same
session).

- Packet delayddistribution of time delays to transmit packetsnfi source to destination.

- Session durationglistribution of the time elapsed between the fiacket in a session and
the last packet in the same session.

C) Protocol Characteristics

Amongst the features related to protocols, we carmerate the following:
- Traffic types:flows of packets produced by particular protogmissent in the trace.
- Sessionscorresponds to TCP sessions, or sets of UDP maekehanged between two IP
addresses in a limited period of time.
- Flags: state of the flags in packet headers.
- Packet lengthsize of packet in bytes.
- Payload:type and contents of data sent in the packet pdylo

D) Addressing Characteristics

Addressing features can be found at different mpémetwork protocols, such as the data link layer
the network layer and the transport layer. We aashdifferent forms of addressing such as:

- MAC addressphysical address of the network connection device

- IP addresslogical address used for routing in the netwarger.

- Netmaskdetermines the sub-networks by using CIDR (Classlieter-Domain Routing).

- Internal/external addressan address is internal if it belongs to the adsligsace of the
user’'s network (determined by the user) or if iniseserved private address (non routable
addresses: 10.0.0.0/8 CIDR block, i.e. 10.0.0.01@255.255.255, 172.16.0.0/9, i.e.
172.16.0.0 to 172.31.255.255, 192.168.0.0/16,92168.0.0 to 192.168.255.255)

- Ports can help identifying services provided by hostermxted to this segment as well as
distinguishing servers and clients.

We do not intend to give an exhaustive list ofredtwork traffic characteristics that can affect the
operation of security tools, i.e., IDSes. Rathes,cited above the most relevant ones that havesgrtay
be as such by empirical studies {SchaelickeO3hat tire involved in the analysis and detection gssc
carried out by NIDS. For example, modern NIDSesehanotocol analyzers that search for anomalies in
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packet headers at different layers. Therefore, lagsify header fields as very significant data. ifirly,
anomaly-based NIDSes that use learning technigaes easily detect inconsistencies in timing or
sequence numbers.

4.8.2. Host Activity Characterization

Unlike NIDSes that have a unique source of evet#t @i2., network traffic), host-based IDS (HIDS)
can monitor and analyze a wide range of event-gataces such as operating system logs, application
logs, web server logs, system calls, resourcezatitin, process invocations, etc. Moreover, HID& ar
usually hybrid tools that monitor several actisti€&or exampleDSSECand Samhainmonitor not only
logs but they also perform integrity checkingjindows registry monitoring, rootkit detection, etc.
{Samhain07}, {Ossec08}. This makes the characté¢ioneof HIDS workload more difficult.

Most of the event-data cited above can be repddeahd recorded by a centrsyslog(or alike)
server. Therefore, we concentrate here on the ctesization of log files collected kgyslogdaemon as
a typical workload of HIDS, because of its popularand availability for several heterogeneous
platforms,UNIX systems, switches and routers, firewalls, print@isdowsNT/2K/XP (with tools like
Ntsyslog, etc.

However, even if we limit our scope to logscorded bysyslog their characterization is not trivial
because logs come from many applications of diffetgpes and purposes. Consequently, as we will see
in the next section, log contents and formats atenecessarily the same for all entries, even el th
share some common characteristics.

For this reason, we look only at the common charetics and the structure sfslogentries.
Characterizing more precisely some logs of paricwypes (e.g., web server logs) is left to HIDS
evaluators, if they are more interested in certgiplication types, as this is out of our scopehiis t
chapter.

A) Common Structure of Syslog Entries

Syslogis a consolidated audit mechanism that is desigmatnplify the task of system analysts and
application developers by providing a single paihtmanagement for collecting and distributing audit
data. It permits both local and remote log colltatti

Most users creatgyslogmessages through one of the standgsloginterfaces. For example, there
is a C library contained withilibc to create message strings. Thelaglibrary behaves somewhat like
the standardorintf () interface. Alternatively, one can invoke thentpandlogger to createsyslog
messages from the command line or within a shajtsc

A syslogmessage is an ASCII string that consists of a édreadd a message string. The header
consists of a message priority and a timestamp nidssage priority is an ordered pair <Facility, élev
The facility part identifies the originating subty® of the message. There is up to 32 facilitiesn&
are reserved for the OS and the others are avaifablusers and application developers as shown in
Table IV.4. Eaclsyslogmessage is assigned one of a set of possibleslegalesponding to its priority
as shown in Table IV.5.

Table IV.4: List of some available facilities.

FACILITY DESCRIPTION
LOG_KERN kernel messages
LOG_USER random user-level messages
LOG_MAIL mail system
LOG_DAEMON system daemons
LOG_AUTH security/authorization messages
LOG_SYSLOG messages generated internallgysjogd
LOG LPR line printer subsystem
LOG_NEWS messages generated by the news system
LOG _UUCP messages generated by the UUCP systemn
LOG_CRON messages generated byciten daemon
LOG_LOCALJ[0-7] reserved for local use

The message part siyslogmessages that are emitted by devices or applsatoe typically in a
plain text form. The message format is specifietisiyslog.fi where its content is arbitrarily defined by
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the emitting device or application. There is no own standard for message contents. Each log emitter
uses its own format for message contents. Thiscibmmon that different versions of the same emitt
may produce different message contents.

Table IV.5: List of possible logging levels.

LEVEL CODE DESCRIPTION
LOG_EMERG 0 kernel panic
LOG ALERT 1 condition needing immediate attention
LOG_CRIT 2 critical conditions
LOG_ERR 3 errors
LOG_WARNING 4 warning messages
LOG_NOTICE 5 not an error, but may need attention
LOG_INFO 6 informational messages
LOG_DEBUG 7 when debugging a system

Within the same category, there are two orthogdiféérences with respect to the message string.
The first is related to the kind of data or infotioa logged by applications or appliances (OS eyjent
firewalls, etc.) where nearly the same kind of dateeported. The second is related to variatiares to
the level of reporting details, the order and ttgaaization of the reported data, etc.

Syslogmessages received by theslogddaemon can be written directly to the consolea log file
after stripping out message priority and adding thene of the system (equivalentuname -i that
originates the message. This can be the localmydtthe message was locally generated, or a remote
system communicating over an Internet domain socket an example, Figures 1IV.10 and V.11
illustrate sampleyslogentries generated by an apache server.

In order to be analyzed by a HIDS, for each loggaty (e.g., kernel logs, web server logs, firewall
logs, etc.) a normalization or preprocessing stegsually carried out on the logs. This allows tdgimg
and extracting the identical types of log entriegardless of their position or their form in thégoval

log.

10.0.0.153-[12/Mar/2004:12:23:41-0800] "GET /dctsats-hashes.1month.png HTTP/1.1" 200 1636
10.0.0.153-[12/Mar/2004:12:23:41 -0800] "GET /dets#stats-spam.lyear.png HTTP/1.1" 200 2262
10.0.0.153-[12/Mar/2004:12:23:41-0800]"GET /dccssthts-spam-ratio.lyear.png HTTP/1.1" 200 1906
10.0.0.153-[12/Mar/2004:12:23:41 -0800] "GET /dets#stats-hashes.1lyear.png HTTP/1.1" 200 1582
216.139.185.45-[12/Mar/2004:13:04:01 -0800] "GE®Rilman/listinfo/webber HTTP/1.1" 200 6051
pd95f99f2.dip.t-dialin.net -[12/Mar/2004:13:18:5¥800] "GET /razor.html HTTP/1.1" 200 2869
d97082.upc-d.chello.nl-12/Mar/2004:13:25:45 -08@BET /SpamAssassin.html HTTP/1.1" 200 7368

Figure IV.10: An extract from apache access-log eries (source: www.monitorware.com).

[Mon Mar 8 14:54:56 2004] [info] [client 64.242.88] (104)Connection reset by peer: client stopped
connection before send body completed

[Tue Mar 9 13:49:05 2004] [info] [client 81.226.694] read request line timed out
[Wed Mar 10 11:45:51 2004] [info] [client 24.71.2389] (104)Connection reset by peer: client stopped
connection before send body completed

[Thu Mar 11 02:27:34 2004] [error] [client 200.1781.3] File does not exist
{usr/local/mailman/archives/public/cipg/2003-novemntixt

[Thu Mar 11 07:39:29 2004] [error] [client 140.1139.131] File does not exist: /usr/local/apache/osdVI83A

Figure IV.11: An extract from apache error-log entries (source: www.monitorware.com).

At the end of the preprocessing stage, we havé af seell-defined log entries for each category of
applications or devices. In addition to well-detinreame/value pairs of properties that are spettfibe
kind of log, there are some common properties &mhdog entry such as the timestamp (date anddfme
generating the entry), the originating device,gh#cess name and the process ID.

For example, web server logs, as defined in the \W&Ddard, consist of a single line for each
request and that single line contains all inforovatabout the web request (The IP source, the reques
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method (e.g., POST or GET), etc. In addition to teenmon properties, it contains the URL being
requested as well as the number of bytes receivédent while serving the request (see Figure I\V.10

B) Common Characteristics of Log Entries

From the previous section, we can distinguish thggmes of characteristics: time, amount and

composition characteristics:

= Time characteristicsare related to the time of event occurrence oodcourrence frequency. For
example, during normal operation, there are ofteatine events that happen periodically or
aperiodically. This may include events that happegry 5 minutes, but it may also cover events that
happen only once a month or once a week. For exanaplirus scan of the local disk can be
scheduled for execution every Sunday afternoon.

= Amount characteristicsdescribe how many events in general, or eventspe€iic types, occur
within a given period.

= Composition characteristicare related to the diversity of the events recorislethe log file, in
particular sequences of events that usually ocogether as a block corresponding to the same
activity. For example, a normal operation of an F3d?ver may consist of a log entry for the
connection initiation, other entries for the sustalslog in, file transfer and connection release.

The background component is very important for ¢laluation of IDS and particularly for the
evaluation of false positives. However, we will centrate more on the attack activities, as the virork
this area still needs more effort, whereas we carefit from the work in other areas such as network
metrology for the generation of background datasets

4.9. Conclusion on attack workload characterization

We have identified the lack of representativendsdabasets as one of the serious limitations in
existing evaluations of IDS. This problem is comnfon both the attack as well as the background
components of the evaluation dataset. Howeves, iihdre serious for the attack component as it has a
more direct and significant influence on the qyadit detection provided by intrusion detection syss.

To address this problem of the poor representats&and to enable an easy selection of relevadkatt
test cases, we ought to characterize IDS workleadke real world. First, we have characterized the
main features of simple attack activities at a level. As a result, we have proposed a new classidin
scheme that builds on previous classifications lgpkng only evaluation-relevant attributes and
discarding any ambiguous or useless attributes.

Moreover, when we began to characterize attackaswen; we were confronted with the lack of
sufficient information about attack incidents. Teeocome this limitation, we have analyzed many
automatic malware attacks as well as human-ceattack incidents. Analyzing attacks is not as eesy
it may appear because of several obstacles the¢mre wide-scope analysis. This may not only affec
the cross-vendor deployment of security tools aglDS but also their evaluations. These obstackes
mainly due to the huge number of vulnerabilitiesl araptured malware samples and the lack of a
common nomenclature scheme that would be acceptatl &xperts.

Actually, there are no agreed-upon naming convaastifor computer attack tools and malware
instances. This complicates the analysis and tmepadson of alarms generated by different IDSes
because different IDSes often generate differeartvad for the same type of attacks. This also m#ies
use of various types of IDSes and the correlaticghear alarms more difficult.

Fortunately, there are fruitful efforts within tmetwork security community to derive a common
nomenclature for computer vulnerabilities. The nmgular of these is the Common Vulnerabilities and
Exposures List@VE {Cve08}, which is maintained biMITRE with inputs from a variety of security
professionals worldwide. Another one is the OSVDBsydb08}. Both are publicly available and
searchable with different search options.

A still underway but less mature effort is alsorest out by MITRE Corporation to create
standardized repertories for attack patterns andlvama instances. The Common Attack Pattern
Enumeration and ClassificatiolCAPEQ list {Capec08} considers attack patterns at ahhigvel
whereas the Common Malware Enumerati@ME) list {Cme08} considers malware instances with
references to different names attributed by diffeke@ndors to the same piece of malware.
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Despite these obstacles, we managed to define almbdttack process that describes the dynamics
of attack scenario executions from a functionalwieint. Both the classification and the attack pssx
model contribute to the characterization of intousdetection workload and both are intended toeserv
generating representative attack scenarios.

To achieve that, we have analyzed and characteneay tools that may be used by attackers, with
respect to the classification scheme and the afteadess model, as explained in Section 4.6. Funie
have created a repository with a user-friendly fremd interface to store the information issuednftbe
characterization in addition to other importantoimfiation about the particular vulnerability expboit
(i.e., CVE and OSVDBIf any) and the particular product concerned by dftack (e.g.apacheserver
version 2.2]Explorer version 6) about the classified attack tools. Thository will be integrated with
other components for generating and recording degagthin our evaluation kit that will be presehta
the next chapter.

The characterization of attack activities that veeendescribed in this chapter is an angular brnck i
our approach. It is both critical for the selectaimttack test cases, for the execution of attaenarios
as well as for the presentation of results. A deedadescription of the complete approach to gemerat
attack scenarios will be presented in the next tenap
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V.Chapter 5: Model-driven Dataset Generation

In the previous chapter, we have analyzed the immrkloads for different IDS types. Since IDS
workloads consist of attacks as well as normalviiets, we divided the problem of generating test
datasets into two subtasks: generating attack etediasl generating background dataset.

A typical attack dataset contains “pure” malicicadivities that are supposed to be harmful by
nature (i.e., using intrusive tools such as buffezrflow exploits) or that abuse legitimate funogo
(e.g., launching a SYN flood attack). These aredttevities that any good IDS should never miss and
should properly identify and report. Beside theeponalicious activities, attacks often include atag
that are apparently innocent such as using commbkelds, pwd, who,etc. to browse the victim
machine. These activities may seem to be less daungjebut they may be very significant for the
detection process. Modern IDSes are becoming ntate-fll and are often equipped by correlation
engines where their detection capabilities as aslithe correlation accuracy depend heavily on the
context. Therefore, to evaluate IDSes correctly, sheuld generate not only pure malicious attack
actions but also other innocent-like actions thatynbe executed by attackers (in addition to the
background traffic).

We tackle, in this chapter, the problem of genegptévaluation datasets, and specially attack
datasets. Based on the characterization of attztokties that we have presented in the previowptér,
we explain how the classification scheme and thacktprocess model can be combined with other
models (attacker competence and statistical pasaination models) to generate workloads that are
representative of real attack scenarios that aofitaih malicious and innocent-like activities. Maver,
we will discuss some important issues related eéaggmeration of background datasets.

5.1. Introduction

Generating malicious activities that are represamteof real attacks is very crucial to support
evaluating and testing security tools. There are ways to generate attacks for the purpose of IDS
testing: real and virtual. Virtual attacks can leegrated by tools that create sequences of cradtekbts
such that attack signatures will be identified. @sgible use of this type of malicious traffic ist@sting
false alarm rates or the ability of NIDSes to digtiish real attacks from normal packets. IDS statarb
such assnot{Snot07} belong to this category. The virtual altanethod should be used with care in IDS
evaluation because it generates only a small pariadicious attack activities, those that can cgpend
to specific signatures. For example, an attacksaatamay be reduced to one packet that carrieskattac
symptoms coded in an IDS signature while omittimg test of attack traffic: it does not need to @ea
complete TCP transactions, it can limit the traffeneration to one side of the communication, etc.

On the other hand, generating real attacks maydsercto the reality. However, it is a nontriviabk
and unfortunately consumes a significant part afl@ator's effort and time. To our knowledge, thisre
no systematic way to generate realistic attackaoas automatically with a good coverage of reatldvo
attacks. Attacks are often generated manually iacehoc manner.

The quality of the generated attacks, their conipleand their representativeness have a strong
impact on the results of the evaluation, the coness of its conclusions as well as the credibdityhe
evaluators. The best solution, in our opinionpisiitomate the attack generation process whileikgep
it as flexible and as extensible as possible. Téyerkethod in this solution is to create a modethef
attack process with robust theoretical basis thatexpress real attack scenarios.

Therefore, the first step in the solution is todfia suitable model for generating attack scenarios.
Modeling attack scenarios can be difficult duete targe number of involved actors. They may have
many diverse characteristics and opposite or ewvatradictory objectives (e.g., attackex defender, or
attacking toolsvs security countermeasures). They also have differelationships and dependencies
with the surrounding systems and environment wkieeg operate and interact with each other. This is
why modeling such complex environments in a singiedel may be unsuitable to capture and to
represent all the involved elements as well ag geiurity-relevant behaviors.

In Chapter 41V, we have analyzed several modebstaicks found in the literature. This analysis show
that these models are unsuitable for our purpoge @enerating representative attack datasetshiee
main reasons:
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1- They have been often developed for analyzing aiqo#at network, and thus they are too
network-specific or environment-specific: such adelocannot be used for analyzing other
networks or even other configurations of the saetsvaork, requiring to recreate the model for
each evaluation.

2- They suffer from the combinatory explosion problamd from poor scalability. Almost all
models suffer from this problem because they tryexpress all necessary features of the
playground and players in a single model. Thisltesn large-size models with poor scalability
that are impractical for generating attacks.

3- They generally focus on particular parts of the@tprocess (i.e., gaining access, escalating
privileges) while ignoring post-access activities.

This is why we proposeraulti-model approackvhere various models represent specific issues fro
different views that are related to different gesitinvolved in the attack process. The modeldrasted
iteratively, starting from a high level of abstiact down to detailed, concrete attack actions. The
iterative approach reduces the severity of the coatbrial explosion and the separation allows the
resulting models to be of reasonable complexitytHaumore, the modularity of this approach fadiéita
the modification and the refinement of models imdlinally without affecting the other models. Thatywa
we avoided the oversimplifying assumptions usediptsly to reduce the complexities inherent in a
single large model.

In the following section, we will present an ovewi of our approach and the underlying models.
Moreover, we present a brief survey of attack gatn@n techniques. Then, in Section 5.3, we delail t
main steps to transform these theoretical modédsdoncrete attack scenarios. Section 5.4 desciiilges
tool kit that we have implemented to generate emadn datasets and Section 5.5 presents the
conclusions on the generation of evaluation daaset

5.2. Model-driven Attack-scenario Generation

As stated above, running real attack scenario®i® suitable to generate realistic attack datdsets
IDS evaluations. Nevertheless, this requires aofatffort in setting up a live network on which kea
exploits can be executed against real vulneralleese Moreover, only gathering attack tools artdckt
exploits is not sufficient to generate attack scesavith characteristics close to real-world atg&ac

To avoid these limitations, rather than develo@ngjngle large model we propose three models: 1)
an attack process model, 2) an attacker competeocel and 3) a statistical parameterization model.
These models are intended to be sufficiently gerterallow generating attacks for different netvsodt
systems; to be iterative, to avoid the combinatoqylosion; and to represent attack scenarios thagrc
the whole process of attack.

In what remains of this chapter, we explain how rtiedels that we propose for the attack process
and attacker competence can be combined to generalistic attack scenarios in a flexible and
extensible manner, these scenarios can be ingthtidgth temporal and addressing characteristgigeid
from the statistical model.

5.2.1. Underlying Models

Our approach is based on three main modelsattaek processnodel, theattacker competence
model and thetatisticalmodel. The attack process model is derived byyaimaj malware behavior and
real attack incidents. The attacker competence mgoeerns the instantiation of executable attack
scenarios from the attack process model. Finallg, s$tatistical model helps us to determine the
frequency by which particular tools and commandy wecur during attack sessions and accordingly
generate evaluation datasets. In the following sctitsns, we describe each of these models.

A) Attack Process Model

This is the key model that aims to reproduce abisattack scenarios similar to the scenarios theat w
encounter in the real world. The objective of cdasing firstly abstract scenarios is to allevidte t
combinatory explosion inherent in scenario and lgragmputing. We have described the attack process
model in Section 4.5.3 and we will explain in Sectb.3 how we use it to generate abstract scenarios

B) Model of Attacker Competence
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Security testing differs from other testing actesdtin that security testers are dealing with ligeht,
creative attackers who often use systems in unéxgeor unfamiliar ways. This has several
implications: most importantly, an attacker miglot things that an ordinary user would not do, sugh a
entering thousands of characters to overflow bsifferembed commands or scripts in http requestevher
simple textual fields are expected. Security tesstould not only consider normal activities thar be
carried out by attackers, but also actions thatfardeyond the range of normal activities. Morepve
because IDS/IPS are increasingly going stateiesiters should also consider the context or thelwyay
which these activities are carried out.

In addition, even if attackers can have many thingsommon, their behaviors may vary according
to many factors such as their background, levedxgferience, skills, how much information they can
obtain about the targeted system, etc. {Alata0O83afa07}.

Consequently, the model of attack process alonetisufficient to capture all the features relewvtant
IDS evaluations; it should be coupled with a maufedttacker competence. The attacker competence has
a significant impact on the generated attack seehamce it has a direct effect on:

- the nature of attack steps (e.g., trace hidingieglly made only by skillful attackers);

- the sequencing of attack events (e.g., an expekattacker who knows what he does and what
he searches, executes directly actions that achisvgoal and makes less victim browsing lately
in the attack process);

- the tools used and implicitly the targeted vulnditids. Skillful attackers, by example, might
use their own tools or customized versions of axgstools;

- the execution and typing of erroneous commandsdrcommand options; and

- the stealth execution of attacks to make deteatione difficult where attackers apply several
evasion techniques such as fragmentation, encoeingMoreover, they can change intra-attack
timing; concretely, it corresponds to the timelohking or the stealthy execution over wide time
slices.

Thus, we model attackers in terms of their skielle(L), the set of tools in their possessiciodlg
and their IP addresd$R): an attacker is represented by the tupldR = (Level{Toolg, IP). Attacker
Levelcan have one of three values: beginmgriftermediatgl) and skillful ).

C) Statistical Parameterization Model

Honeypots provide invaluable information about étsasuch as attack arrival rate, most-attacked
ports and services, etc. {Leurrecom08}, {Kaaniche@ch information can be used to generate attacks
with similar statistical characteristics in the lkedion datasets. Furthermore, honeypots provide
information about the most frequent sources ottkftawhich may guide the assignment of attacking IP
addresses in the evaluation dataset. Low-interattimeypots are useful for collecting data abaatcit
sources and most targeted services, whereas hglaation honeypots provide more information on
how attacks occur, which tools are used and haaelegts behave {Honeynet04}.

High-interaction honeypots provide a wealth of mfation about post-compromise activities
{Raynal04}. Other studies such as {ErmopoulosO6yegindications about the usage frequency of
normal commands. This allows the parameterizatidnegquencies in executing normal activities during
attacks. For example, during the victim-browsingag#y the commands and cd are used more
frequently than commands liles.

To extract such statistical information, we relied data recorded in the context of the study
presented in {Alata07}. It is based on high-intéi@t honeypots developed at LAAS to experiment with
SSH wvulnerabilities such as easily guessable padswdlechanisms for monitoring attack activities
were transparently implemented via a customipaak kernel. Other mechanisms were added to keep
control over attack actions and to prevent mulfp-hattacks against other systems.

Data were collected over approximately 27 montlastiay from 2006 where about one-milion
connection attempts and two thousand successfulections were observed. Even though the all attack
sessions result from SSH connections, the colletdtal gives a clear insight of attackers’ behavadier
obtaining access to victim machines. Moreover,dhservations can be generalized for attack session
other than SSH where the only difference is howibtm machines were initially accessed (GA step).

Figures V.1 and V.2 show the evolution in the nuniifecommands executed during the observation
period on two honeypot machines. Command numba&iger&om one command to 268 commands per
session. Several interpretations may be proposadeXxample, short sessions may be due to the use of
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automatic tools in brute force dictionary attacksainintended connection that results from anrérro
typing the IP address and once discovering the Ergging out {Ramsbrock07}, {Alata06}.
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Figure V.1: Evolution in the number of executed comrands during attack sessions on the®Imachine.
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Figure V.2: Evolution in the number of executed comrands during attack sessions on the"?machine.

Table V.1: Most frequently used usernames and passwas.

Rank | User name Passwold
1 test test

2 admin admin

3 root root

4 guest guest

5 root 123456

6 user user

7 root password
8 mysq| mysq|

9 richard richard
10 oracle oracle

11 sales sales

12 test 123456
13 web web

14 ftp ftp

15 michael michael
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Useful information about usernames and passwomiswhre used can be also extracted. Table V.1
shows the most frequently attempted username asdwoads. Similarly, we have analyzed the
commands executed during attack sessions.

As illustrated by Figure V.3, the most executed s@nds in this sample acd, Is, cat, rmandwget
Furthermore, from the viewpoint of our attack pssenodel, we noticed that almost all attackers beow
intensively the victim machines (VB) to gain knodgge about their next steps. The second activitiyas
execute program (EP) and then comes the comproafistata integrity (CDI). When we closely
examined the data, we discovered that this rankiag a bit biased because of the massive execution o
./john command, which invokes a password cracking progohn the ripper) {John07}. Accordingly,
the rank can be modified as follows: VB, CDI, IM@dathen EP. Figure V.4 shows the percentages of
each attack-step in the sample. We noticed thdhalkight steps of the attack process are préaseine
sample. Besides that, there are 2.49 percent afdhenands correspond to errors in typing commands
(Typos). TheEndcorresponds to session termination commands suekitasdlogout.
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Figure V.3: Most frequently executed commands.

Commands as Attack-steps
GA Ao

HT
R 2,49%
Dos 0,23% 0,149
0,96% 0152%_‘:\6/—/,&/_

m VB
m EP
m CDI
m IMC
m END
m DoS

GA
HI
Typos

Figure V.4: Percentage of commands as attack steps.

Based on honeypot data, each attack tool or commamde assigned a weight value that reflects its
usage frequency, its popularity as well as its Ese®@nce (e.g., in the case of vulnerability-expigi
attack tools, the weight decreases if the vulnétalis corrected by largely distributed patchesnes
software versions). The weight of a normal-activiigmmand {c) corresponds to its utilization
frequency in the real worldNc = fc)whereas the weight of malicious attack tddkscan be computed
as follows:Wt = ft/dt, whereft is the frequency of utilization in the real-wowehd d: is the number of
months since the discovery date of the vulnergtatitploited by this tool.
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Now that the underlying models have been descriibéxlfime to explain how we use them together
to generate attack scenarios.

5.3. Novel Approach for Attack-scenario Generation

Let us recall from Chapter IV that IDS evaluatidrosld inevitably pass through the following steps:

» characterizing real environment datasets, by amajythe target environment where the IDS will
be deployed as well as the characteristics of vhtuated IDS itself,

» identifying interesting test-cases,

» designing experimentations,

* generating test dataset and executing test-casg$inally,

e analyzing results.

In the previous chapter, we have already charaetgihe real-world datasets and we have suggested
a classification-based approach for selecting ldts@and identifying interesting test cases. In the
following subsections, we explain how we can geteevaluation datasets and specifically attack
datasets, i.e., the one representing activitiasechout by attackers.

5.3.1. An overview of Attack Scenarios

Let us imagine how an attacker carries out an latgppose that (for some reason), an attacker has
decided to target a certain computer system. Qardst is beyond his intentions and motivationg.(e.
to gain money, fame, revenge, vandalism, terrar,).eft this point, the attacker has more or less
information about the victim machine. If he hasimormation or insufficient information, he ineVity
searches for additional information, to increase ¢hance of success. Various information-gathering
methods can be used starting from social engingeaimd search engine harvest, which cannot be
observed by the IDS, to network and vulnerabilitgraning tools, which contrarily can be seen by the
IDS.

From the perspective of IDSes, the number of atsteks that appear in one session of an attack
process is relatively arbitrary because attackeag proceed slowly during several days or weeks to
avoid detection. Therefore, when they resume #iteaick later for subsequent steps, it appearsttis
as a new attack (e.g., if the attacker begins tiyréz perform intrusive actions, e.g., privilegecalation,
without going through the previous steps). Moreptee attacker could be an insider who has already
sufficient information and/or has a valid accoumtbiegin; he thus does not need to pass through the
reconnaissance step. Inversely, an attack proaesd be stopped deliberately because the attacer h
decided to abandon it definitively, for examplec#gse it is too difficult to succeed or he has tban
more interesting target. In all these cases, tlextefor the IDS is the same: only a part of thiaclit
scenario is observable for the IDS.

Attackers are generally equipped with an arsenalvefpons” of different types, purposes and with
different munitions that can be used during thacittcycle. The richness of this arsenal depends on
attackers’ experience and skills. A particular warafs fired in each attack step according to thveer
situation. Attackers often cannot acquire a comgmelve and complete knowledge of all vulnerabditie
and all possible ways to exploit them because eitigir competence is insufficient, or because such
information is unavailable for the attacker, beeasiscurity mechanisms prevent the information Igaka
and/or the attacker’s privileges are too low. Samhy, they generally have access to only a limited
number of attack tools.

The notions of “partial knowledge” and “finite nuem of attack tools are crucial for our approach.
This is why we suggest using these notions in awtjan with the attacker competence model and the
attack-process model to draw the details of atsmnarios while reducing the effect of combinatory
explosion. Hence, we can determine what to exeuttish sequence of execution, when to execute and
against which victim machine. In fact, we can sumpeathe underlying assumptions for this work as
follows:

1. An attack process does not always follow a comptgtde (i.e., reconnaissance, access gain,

privilege escalation, etc.). Instead, it can bendbaed, suspended or even blocked.

2. An attacker has a partial knowledge about the tadgsystem. The amount of knowledge that

can be acquired varies from one attacker to anatherfrom one targeted machine or network to
another.

124



Evaluation of Intrusion Detection Systems Mohamr8e®adelrab

3. Attackers have different skills and experience lkevé&hey may use tools that are publicly
available or tools distributed only within a closeosimmunity, or they may develop their own
tools. However, the number of tools available tatiacker is generally limited.

4. The kind of tools as well as the sequence of usliegn depend on the main objective of the
attack, attackers experience as well as the kn@eladquired about the targeted system.

5.3.2. Scenario Computing

Attack scenarios can be viewed as plans carriebyputtackers. Moreover, because the resources
available for the evaluation are limited, it is esgary to schedule the execution of different kstam
the available machines. This, in turn, is similarthe traditional scheduling problem. Fortunatélgth
the planning and the scheduling problems can beedotasily by constraint-programming languages.
Once an appropriate model of the problem is creaad the constraints are defined, built-in search
algorithms can be applied to find valid solutions.

Process planning is a typical problem in artifidiatelligence and operational research. It aims to
find suitable plans to perform a series of interimaedtasks to achieve a final goal while satisfying
predefined constraints. It looks for valid solugoim a huge number of nodes in search tree orlsearc
space.

The art of constraint programming lies in finding appropriate model for the problem and a
distribution strategy that yield a computationdi®asible search tree. In our context, we repredent
problem of computing attack scenarios in finite domas a path-finding problem. In order to do tha,
transformed the attack process of Figure V.8 i@ graph shown in Figure V.& consists of eight
nodes labeled as: R, GA, DoS, VB, CDI, EP, IMC, Which corresponds to: Reconnaissance, Gain
Access, Denial of Service, Victim Browsing, Compisenof Data Integrity, Execute Program, Implant
Malicious Code and Hide Trace respectively

Figure V.5: Graph representing connections and pos#de paths between attack steps (i.e., attack cygle

Marking nodes as start or final as well as the egctians between different nodes have been deduced
from our observations on attack scenarios embeddethlware (cf. Chapter 4) and honeypot data (cf.
the previous section), which also coincide with omon sense. For example, an attacker cannot begin
browsing a victim host without gaining first accésgshat host. As another example, the node DoS can
be a start node as well as a final node because ggras of denial of service attacks do not regaimg
access to the victim machine. The DoS node is alsmk node since it often results in crashing the
system or making it unavailable, and thus furtherck steps on this victim become impossible.

In fact, this representation is so flexible thag¢ tmderlying attack process model can be radically
changed: modifications in the attack process model be applied easily by modifying the connection
matrix and the constraints. For example, we cansael abstract action by adding an entry for #e n
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node, defining its connection with other nodes stating the assumed constraints (e.g. whethenibea
a start or end step in the scenario, whether itheae self loops, etc.). The desirable solutiomesponds
to all possible paths (i.e., scenarios) that safskdefined constraints. For example, we assurag th
scenarios must satisfy the following constraints:

= Scenarios can begin only from nodes: R, GA, or DoS.

= Scenarios terminate only in one of the followingles: DoS, CDI, HT or EP.

= Self-loops are allowed only at nodes R, GA, and VB.

= A node should not be traversed more than “MaxLaiopés (neither as self-loop nor as re-

pass) in the same scenario. The MaxLoop paransetérosen explicitly by the evaluator.
= Nodes are connected as shown by Figure V.5 ordogahnection matrix of Table V.2.

Table V.2: Connection matrix.
\ From: R GA DoS VB CDI EP IMC HT

To:
R
GA
DoS
VB
CDI
EP
IMC
HT

O O O 0O 0O o O K
O O O O O O Fr B,

O P O R O Bk B

P B P R O L, O
O P KB R P O Fr O
P B O R B O FLr O
O O Fr B B O Fr O
O R P B O O O O

In essence, to obtain a detailed plan of attackexecutable scenarios, the following five questions
should be answered:

e What sequence of execution?

e What to execute?

e Executed on which machine? And against which vietim

e When to execute?

Since the answers to these questions require segrah a huge (potentially infinite) space of
possible solutions, we answer the above questioraniiterative manner. First, we generate a finite
number of possible scenarios (what sequence ofuére®) at a high level, according to the graph of
Figure V.5. The produced abstract scenarios atteeifiorm:

Scenaric=|S, S,,S;.....,S, |, where: S, {R, GA Dog} and S, 0{DoS,CDI, EP,HT}

For example, a four-step scenario could be (R, @), EP).

In addition to that, constraints related to thecker's profile can be applied at the same level to
refine the generated scenarios. For example, iingeinterested only in attacks performed by newbies

we add the constra HT US, . Therefore, the possible scenario space will b¢éhén reduced by

excluding all scenarios that contain a hide traep.s
The last task in generating attack scenario dafastt translate abstract scenarios into concrete,
executable scenarios, as explained in the nexestibs.

5.3.3. Transformation into Concrete Scenarios

To answer the "what to execute?" question, absseeharios are taken and instantiated from a
database of tools/commands according to their spording steps as well as their statistical ocoges
extracted from honeypot data (statistical paranesteon model). In the command database, an arsenal
of tools/commands is categorized by our classificescheme and mapped to a particular attack btp t
it realizes. For example, tools suchnasap, nessuandping are mapped to the reconnaissance step (R);
commands likds, pwdand unameare mapped to victim browsing (VB3shandtelnetare mapped to
Gain Access (GA), and so on.
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Accordingly, we have categorized many commanddeelto Unix/Linux environment, as well as
many attack tools. Table V.3 presents some exangdfléise categorized commands where each entry
represents an elementary attack action, whichasaderized by both its appearance (i.e., a claasdn
perspective) as well as its attack step (i.e., enaGo perspective). Moreover, commands are also
associated to level of competence. For instan@xgutixg the commanaimapwith the option sk can be
associated to skillful profile.

Launching attack on which machine and against whkiicims machine of the evaluation platform
(the answer to the “against which victim?” questioan be introduced explicitly by the evaluatoheit
as a pool of single IP addresses or sub-networkbgmetermining which OS by example.

Finally, the answer to the “When to execute?” goeshas two factors: one is related to attacker
profiles, e.g., whether they apply a stealthy témlm, and the other one depends on the resources
available for the evaluation. The first timing cent is estimated in rough time units accordinght® t
attacker profile, while the later is determinedtime ordering for the scheduled execution on the
evaluation platform. Bothtime ordering and 'machine attribution"questions (i.e., executed on which
machine) are answered by the scheduler.

We present, in the following section, the evaluatikit that we have developed to implement the
ideas discussed in this dissertation.
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Table V.3: Examples of attack tool characterization

Attack Tool Source | Privilege Acquired|  Vulnerability Network Carrier Native-Carrier Target Step
ping Remote Configuration None Transport layer None Network stack Reconnaissance
nmap Remotg None None Transport/App. laypr None wbkt stack Reconnaissance
nessus Remotg None None Application laye None blétwtack Reconnaissance
rlogin Remote variable None Application layer None Service GA
telnet Remote variable None Application layer None Service GA
ftp Remote variable None Application layer None VBrr GA
ssh Remote variable None Application layer None viger GA
get/put (FTP) Local None None None Command Execute File system IMC
cron Local None None None Command Execute Appbaati EP
Su —u root Local Root None None Command Execute (ON) GA
Is Local None None None Command Execut¢ File system VB
ps Local None None None Command Executp Procesk¢appn VB
grep Local None None None Command Execute Filesyst VB
Vi Local None None None Command Executg File system CDI
rm Local None None None Command Execut¢ File system CDI/HT
touch Local None None None Command Execute FileeBys HT
kill syslogd Local None None None Command Execute ervise HT
kill httpd Local None None None Command Execut¢ viser DoS
Gcece malware src Local None None None Command Egecyt File system IMC
Execute downloaded malware Locgl None None None raamd Execute Application EP
Ping-of death Remot¢ None Configuration| Transyred None Network stack DoS
Metasploit/dcerpc/ms03_026_dcdmRemote System Implement/Design Application laye strirction oS GA
Metasploit/ftp/3cdaemon_ftp_usqr Remqte variable plément/Design Application layer Execute Commangl rvise GA
Dictionary brute force attack Remote Variable Coufation Application layer None Service GA
unshadow (John-the-ripper) Local None None None Band Execute File system VB
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5.4. Development of the Evaluation Kit

In order to produce attack-scenarios automaticallg to generate background network traffic, we
have implemented a prototype evaluation kit thaegrates the aforementioned ideas. The key
components of the kit are th&itack Injection Tool (AIT)the Background Traffic Injector (BTI)n
addition to theevaluation managerin this section, we describe each one of thesepooents. Figure
V.6 shows the overall structure of the evaluatiign k

Background Traffic

Evaluation Manager

- Action/step graph InJ ector
- Attacker profiles > Planner . .
- Nbr of attacking agents Interface with traffic

Ul Ry Abstract scenarios

- Evaluation period

Scheduler Traffic Trace

Replayer (TrTR)

Y

I
|
|
|
|
|
|
|
|
- Interference mode ! } generation tools
|
|
|
|
|
|
|
|
|
|

- Victim addresses
- Injection mode
- Intra-attack time

Scheduled attack plans- g -~

Arsenal DB Attacking agents

178 & o

Store of Attack flows
attack tools

Victims

S 8 S

AIT

Fiaure V.6: An overview cf the evaluation kit structure.

5.4.1. Evaluation Manager

The evaluation manageras illustrated in Figure V.6, is composed otiser interface(Ul), the
planner and the scheduler. Thé can be used by evaluators to control the expetirmed to customize
or configure the other components. Tsl@annermodule produces abstract scenarios whilestteeduler
module generates scheduled executable scenarioglismithutes them tattack generatorsit also
schedules replaying background traffic.

As we have discussed in Section 5.3.2 (ScenariopQting), attack scenarios can be viewed as a
planning and scheduling problem, which can be yasilved by constraint programming languages. For
this reason, we decided to develop the plannett@dcheduler by usingozartsystem, which is based
on Oz language {Mozart08}. It provides the salient faat of logic programming and constraint
programming by providing logic variables, disjureticonstructs and programmable search strategies.
Furthermore,Oz is a concurrent language where users can dyndwicetate a large number of
sequential threads that can interact with eachr.othe

The concurrent logic-programming paradigmMébzart is an advantage as it facilitates building
reactive programs where the generated scenariosbeaimteractive. Moreover, we can generate
concurrent attacks or attack scenarios. In addibatat, it supports agent programming. The ceurstr
programming and the logic programming beside thegg@mmable search strategies allowed us to
implement easily the planner and the scheduletttatls. Thanks to all these features, the whole kit
including the planner, the scheduler as well asckibhg agents can be implemented, in future vession
by the same language.
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We preferredMozart rather than other constraint solving toolkits sashLOG Solver {llog08} or
JaCoP{Jacop08} that integrates constraint programmimg ia host imperative programming language
like C++ or Java The reason for this decision is the difficultyaaintrolling dynamically the addition of
constraints, as in our context, the constraints robhgnge quite often. Moreover, debugging and
optimization in this type of toolkits is done aetlevel of the host language rather than at thel lefithe
constraints programming, which leads to easier ldpweent.

A) Planner

Scenario planning is transformed into a constreatisfaction problem (CSP). After the definition of
variables and constraints over these variablesprst@int solver (e.g.SearchAll or ExploreAl) is
applied to find solutions. The constraint solvepests a CSP in the form of a script. A script is a
procedure whose only argument is the solution efgblved CSP. The variable is often called the root
variable of the script (here an anonymous proceditrethe root variable calle8cenarig.

The Data structure that represents the step nodes andcthairections is shown in Figure V.7. A new
node called “end” is added to model the finishionges.

Data=[r # [ga dos end]
ga # [dos ep imc cdi vb]
dos # [end]
vb # [cdi imc dos ep]
cdi # [ep imc ht vb end]
ep # [imc ht vb dos cdi end]
imc  # [vb ht cdi ep]
ht # [ep end]
end # nil]

Figure V.7: Data structure that stores the informaton of
the graph described in Figure V.5.

A portion of the code that implements the plannesduate is illustrated in Figure V.8. The
anonymous procedungroc {$ Scenariolis wrapped by the functioAttackScenariahat receives the
above data structure. This script produces all the possibtenarios with different lengths that
correspond to all possible paths of Figure V.%dgins by mapping the inpltata structure into two
records one for the steps and one for their coforectlt then maps the steps symbols into intefye¢cs8
and the END step to 9 because we use the finiteagtosolver (FD). The maximum length is calculated
in terms of self-loops and the repetition of samtack step (if allowed).

Table V.4: Information on the size of search space.

# of choice points

# of failed points

# of sucgesmts (Solutions

Tree depths

MaxLoop = 1

2989

2703

287

32

MaxLoop = 2

196650

179775

16886

67

Note that in Oz scripts, we should define expljc search strategy (or, more specifically the
distribution strategy). The procedu#®.distributeexpects a specification of a distribution stratagyg a
record or list of the constrained variables. Thatritiution strategy specifies in which order valésbare
visited during the search process. The specifinafib stands for first-fail and means that alwdkie
variable with the smallest domain is visited n&@tie selection of a suitable distribution strategyital
for the performance of the search process. TabBled@monstrates how explosive the number of possible
combinations in the search tree is when we equarLbbp to 2. For this reason and to reduce the
severity of the combinatorial explosion problem a@ezided to treat the repetition of steps at the toh
scenario-execution according to the attacker'slprof
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decl are
fun {AttackScenari o Data MaxLoop} %Beginning of the wrapper function that calculatescenarios

StepsSynb = {List.maplnd Data fun {$ | S#_} |#S end} %EXxtract the steps symbols from Diata

StepsRec = {List.toRecord sr StepsSynb}

Steps = {Record.arity StepsRec} %transform step symbols into integers

Connections = {List.maplnd Data fun {$ | _#GCs} |#Cs end} %Extract connectivit
relationships from Data

ConRec = {List.toRecord cr Connections}
NoSt eps = {Length Steps}
MaxLengt h = MaxLoop + NboSteps %Determine the MaxLength of scenarig
%dhis Procedure tests whether elenment X belongs to list Ys
proc {BelongsTo X Ys ?B}

if {List.menber X Ys} then B =1

else B=0

end
end
in
% he main procedure that cal cul ates scenari os
proc {$ Scenari o}
ScenarioLength = {FD.int 2#MaxLength} %ScenarioLength is declared to mmeger from 2 t
MaxLength

in

{FD.distribute ff [ScenariolLength]} %Find all possible values of ScenarioLeng
%%Scenario: Step ---> Step_number
%Create the root variable Scenario in whiclhitsmhs will be stored

{FD. tupl e scenari o ScenariolLength 1#NbSteps Scenari o}

% * * * * * * *k%
% %Scenario Constsint
% *k%k

%% Constraint: Starting Steps should be R, GBat
Scenario.1 =<: 3
{For 2 ScenariolLength 1

proc {$ I}

J KL

in

t hread
J = Scenario.|l
K=1-1

L = Scenario.K
%% Constraint: ensures that transitions occur oatyeen adjacent steps
{FD.inpl I=<: ScenariolLength {BelongsTo StepsRec.J ConRec.L} 1}

end

%%Constraint: Last step should always be "end"

{FD.inpl |=:ScenarioLength Scenario.|=:NbSteps 1}
end}

%% Constraint: At most times a step could atpe
{For 1 NbSteps 1

proc {$ I}
{FD. at Most MaxLoop Scenario |}
end}
{FD.distribute ff Scenari o} %Search strategy
end

end

0

Figure V.8: An excerpt from the scenario calculatio script written in Mozart language.
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B) Scheduler

The scheduler takes the abstract scenarios prodogetthe planner module in addition to the
following parameters: the number of attacking agettte interference mode of attack sessions (i.e.,
several attack sessions in parallel or just onsiGesper time slot), the attack arrival rate and th
injection period. It assigns attack sessions tackibhg agents and produces a schedule for attack
execution. For simplicity, the scenario assignedriagent is completely carried out by the ager@ne
in case of a coordinated or distributed attack @genAgents are able to launch attacks originating
different IP addresses. The scheduler is also cadedozart but its code size is quite large to be
included here.

5.4.2. Attack Injection Tool (AIT)

AIT is the core component that, beside the tochlate and repository, implements the models that
we have presented earlier. An effective attack gima tool should eliminate the biasing effectttod
limitations inherent in existing attack generatagproaches (see Section 4.2.2). In other wordboitild
satisfy the following requirements:

= Flexible It should enable evaluators to customize the uatmln dataset to match their own

specific environment. This implies the possibilibyvary sequences of attack scenarios, to generate
different types of attacks as well as differentat@ons of the same attack instances.

= Automatedto reduce the effort and time required for thaleation. This allows evaluators to

spend more of their time on improving the experitrégsign and the quality of the dataset, rather
than loosing time on the dirty work of carrying d¢ié experiments required for the evaluation.

= Extensible Because of the rapid evolution of both softwagkeasing, vulnerability discovery as

well as attack development, if the tool or the datavas neither extensible nor flexible (i.e., to
include new attacks and add new environment fesituitewill be out-of-date very soon.

= Reproducible It is important to repeat experiments under thenes conditions to allow the

confirmation of results and as well as the comparisetween different products.

We have developed the AIT in a manner that sasigfe requirements cited above. It is flexible
since evaluators can select particular attackdases; adjust scenarios by selecting attackerd tév
experience, the address pool of victims and the@esad targeted vulnerabilities (e.g. targeting only
Windows XPvictims). Moreover, it can be extended easily veheew attack tools and scripts can be
added easily to the tools arsenal and by updatiagatsenal database. It has also a possibilitgdord
attack sessions either as abstract scenarios peta®rk traffic. Thus, evaluation experiments can b
reproduced.

In addition to that, attack scenarios can be géegérautomatically without any intervention from
evaluators. It can be launched in two modes: (19draustive mode where all the attack tools avialab
in the arsenal are considered or (2) a customizedkemif evaluators are interested only in attagesrest
particular types. Moreover, attack timing can bgusteéd to determine attack arrival times, intraeitt
delays and whether attack sessions interfereraloised.

A) Architecture

The main components of AIT that correspond to kaities involved in the attack process are shown
in Figure V.9. These entities interact between tlemmwell as they can interact with the t@osenal
databaseand thetool storewhere attack tools are installed or stored. Samestian entity by itself is
directly implementing one of the underlying modelsd sometimes the model implementation is
distributed over several classes. For exampleattaezkerclass implements attacker competence model
whereas the attack process model is implementelddAttackScenari@and theAttackStelasses.

Indeed, the most important classes correspond teckatr, victim machine, attack tool, attack
scenario, attack session and vulnerability, whiah i@spectively be represented as follows:

Attacker = (attacker_id, level, ip_address, {tools})

Victim = (victim_id, platform, ip_address, {vulnerabilities})

AttackTool = (level, commands, options, step, testcase_id, requirement, exploited_vulnerability)

AttackScenario = (scenario_id, {steps})

AttackSession = (session_id, attacker_id, victim_id, scenario_id, start_time, end_time, current_step)

Vulnerability = (vul_id, platform, software, date)
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B) Implementation

We have implemented AIT irRuby {Ruby08}, the programming language that was used in
developingMetasploit.The decision to usRubyis evident in order to benefit from IBEXlibrary that
provides a wide range of classes and methods tageaexploitation. Moreover, AIT can be simply used
as a plug-in ofmetasploit.To achieve that, we have applied some modificationsietasploitsource
codes extending its functionality to support exeguautomatic scenarios. The modified components of
metasploitas well as a portion of importaREXlibraries that we have used are shown in Figut@.V.

Class of

Class of REX::Post
REX::Socket Based on

manage

v

manage

[ Framework Core j

| Post exploitation |

Based on

Framework Base

Based on Based on Based on

Framework Ul [Framework Pluginsj [Framework Modules]

Modified components

Figure V.10: Modified components and classes usefl metasploit/REX.

5.4.3. Traffic Trace Replayer (TrTR)

IDS can be evaluated without any background amwigt all. However, background dataset is
essential for two reasons: (1) to measure the dépadf the IDS to distinguish normal activitiesoin
attacks and to ensure that the IDS does not geneéoat many false alarms, (2) to measure the
performance of the IDS when it falls under heawade (i.e., stress test).

We have two main options to generate backgroundsde for IDS evaluations: either using a
synthetic dataset or using real datasets. DARPAsétd are an example of synthetic background datase
that is artificially generated. Several tests siile synthetic traffic and new papers proposingebet
approaches to generate fake traffic are publisheayeyear {Antonatos04}. This could be a great
solution if the background generation methods é&ffety produce reliable datasets that are closely
similar to the real datasets. However, these mathegen the more sophisticated ones, failed toymed
such realistic datasets.

Real datasets are usually captured from real dpaedtnetworks or hosts. They are then replayethen
evaluation platform. Because the dataset in this t®a real trace, they keep nearly all the cleniatics

of the environment from where it originates. Howewehen such dataset is used for evaluations carrie
out in different environments, it might be no longepresentative of the real activities of the new
environment.

More importantly, the real traces contain data ttawtains itself sensitive information or indirect
information that can be inferred from the trace.(anferring the network topology from IP addresge
the network traffic). The use of real traces hages# organizational and legal restrictions to ecot
confidential data and the privacy of users. Thisy rirgerpret why no such real traces are publicly
available. A sanitization process of the real tsatteremove or hide the sensitive information carab
good solution. However, sanitization should be daeefully to avoid destroying the original
environment characteristics.
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Another big problem of using real datasets is fifficdlty to ensure that it is clean (i.e., it dosst
contain attacks). In fact, since the main hypothesgarding the background dataset is that it @srival”
and contains no attack, the presence of malicizesite can distort the results of the evaluatiorr. Fo
example, a clean background dataset is often usé@it anomaly-based algorithms. An attack in the
training dataset would be learned as “normal beirgvimaking the intrusion detection system
ineffective against that type of attacks.

Those who are working on network simulation or reetwwemulation know how it is difficult to
generate network traffic that closely reflects tblearacteristics of real networks {Paxson97-a}.
Analyzing network security or testing network-basedurity mechanisms is more difficult because they
are sensitive to both the context, the traffic eabtas well as low-level characteristics (volumacket
sizes, etc.), while in network performance analgsid evaluation, other parameters are more sigific
such as delays, congestion control, packet loss,a@t which the content and context have minarat$t

Using real traces and replaying them on the tedtseems to be a candidate solution. Although this
solution has the advantage to keep the charaatsrt the original traffic, it also has some liatibns.
First, it is difficult to collect a sufficient nunel of traces or a sufficient diversity of traceddst security
mechanisms against various network profiles thatespond to different environments. Therefore, we
need to merge several traces that, unless mergetlity could present inconsistent characteristics
Second, we need to inject attack traces into tlekdraund traffic. The injected attack may be easily
detectable if they are artificially inserted withotaking into account the characteristics of the
background traffic.

To overcome these weaknesses while evaluating netvased IDS (e.g$nort{Roesch99}), we
naturally have surveyed the literature for any tbat allows the manipulation of traffic traces. Wgand
tools that allow the fabrication of customized indual packets from scratch suchResckit{Packit08}.
The closest tool to our needsTispRewrite which is a part of th&cpreplaysuite {Tcprewrite08}. It
allows several modifications at layers 2-4 eithacé¢-wide or at the session-level.

Unfortunately, almost none of the tools allow figrained modifications (e.g., session-level, or
payload contents) as well as trace-wide modificeti@®.g., replace an IP address by another in tiodew
trace) while providing, at the same time, packseition functions. More importantly, in our contexe
need a tool that keeps all the security-relevaatastteristics such as timing issues and addressngs.
Therefore, the main goal of this work is to filetiyap by providing a security-guided manipulation.

In the previous chapter (Section 4.8), we havetified the most security-relevant characteristi€s o
network traffic. In this section, we describe afficamanipulation and replaying tool that we have
developed to be used in the context of IDS evalnatiWe first outline the basic requirements that we
want the tool to fulfill, and then we describe fsiets architecture and its implementation.

A) Requirements

In our context, the expected tool should provideftilowing functions:
1) Trace analysis functions:

= Analyze IP traffic and sort it according to soudwstination.

= Report on sessions found in the trace by size tidaraddress source and destination, port, etc.

= Report the trace duration.

= Report the internal and the external addresses.

= Distinguish between servers and clients IP addsesse

2) Trace manipulation functions:

= Apply user defined modifications, consistently witle characteristics of the rest of the trace, at
the packet, the session and the whole trace Ieveksible modifications include:
- MAC Address
- IP source and destination addresses
- Source and destination ports
- Time to Live (TTL)
- Time stamps

= Produce a larger trace from several existing trabgs merging and harmonizing the
characteristics of traces in a consistent manndewheping the temporal characteristics.

= Expand an existing trace by replicating sessiondlewkeeping the original temporal
characteristics as much as possible. Replicatesiosss can be modified according to user
parameters or simply repeated without modificaBgoept the time stamps.
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= |nject attack packets and attack sessions cregtételuser consistently into an existing trace.
= Recalculate the checksum field whenever the paskabdified.

B) Design and architecture

Given that the existing tools do not corresponauo expectations where we need to combine the
analysis, the modification and the insertion ofieds in the same tool, we had to write our own.

We kept the design of the tool as simple as passidlile maximizing the use of classes and
methods provided by thipcap{Jpcap08}. As shown in Figure V.11, the tool cotsisf 3 modules: the
Preprocessarthe Analyzerand theModifier. The Preprocessomodule, reads the trace, extracts the
basic information (i.e, IP addresses, time starapd,other header fields) in an indexed data stredto
be easily accessible later). From this data stractthe Analyzer computes measurements, such as
session duration, traces duration, and extractgrnmdtion such as IP addresses, MAC addresses and
other useful information from the data structurd displays them in an organized manner. Valifier
receives the new parameters that the user wam®dify or the storage path of another trace orlaot
packet she/he wants to inject. The modifier modediits the trace by applying the user-supplied
parameters or injects the new attack trace intmtiggnal trace and produces a new trace.

r - user
( isplay
Traces Analyzer ~

Pre- Packet
4 | Data

rocessin,
p g structure

e

Modifier  4parameters

New JL
Trace

Figure V.11: Architecture of TrTR.

The class diagram shown in Figure V.12 presentsndie classes that we have used. We decided to
useJavafor the implementation of rTR for portability reason, to be OS and platform ipeledent. We
used thelpcaplibrary, which is the equivalent dfibPcap{Tcpdump08}, the mairC library for traffic
capturing and manipulation. Note that althougitapis not as powerful asibPacap we managed to
satisfy nearly all the requirements presented above
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Figure V.12: A simplified class diagram for classessed in TrTR.
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Basically, in our implementation, a tracB (s a file containing a set of packeB & {p1, p2, p3,..,
pm}, which were captured from a network interface using traffic capturing tools such a&Pdump
{TcpdumpO08} orJpcapitself.

The packet format is already defined in the librdpgap thus we can directly obtain not only the
header’s fields as well as the payload but alsaithe stamp. The later corresponds to the moment of
capturing the packet. The time stamgpi) is an essential information as far as it deteesim which
order the packets were sent and this allows repjairace on a network interface while respectirgy th
delays between the consecutive packets.

The library Jpcap also defines several types of packets organizedhby layer protocol. In
particular, we can access all the fields dedicatethe protocols IP, ICMP and ARP (at the network
level) as well as the header fields of TCP and aékets (at the level of the transport layer). €fae,
according to the type of a packet we can conswtraadify the addresses, the ports, the TTL (Time To
Live), etc.

C) Implementation

The libraryJpcapsupplies adequate methods to open a trace fitkeirformatpcap We read the
totality of the file and register all the packetsa vector structure, which allows us to accestyeasy
packet in the trace.

1) Trace Analysis

We can determine easily the number of packetseofrite and calculate the duration of this trace by
comparing theime stamp®f the first and the last packets. We can alsmekthe IP addresses of all the
packets.

By comparing the IP addresses with the non routabtfesses and by analyzing the requests ARP
packets we can determine the internal and extéPnadldresses.

The extraction of the sessions is made by filter@tigthe TCP packets and tracking down the
connection establishment and tear down procedWescan then associate a TCP packet to its session
by using thesequence number

For each session, we can list the addresses amettsefor sources and destinations. We also record
all the packets belonging to the same session bhevee can find the number of packets and calculate
the session duration from tkiene stamp®f the first and the last packets of the session.

2) Trace Modification

We implemented three different levels of modifioati The first one (a) offers global modifications
by processing (manipulating) the totality of a &#adhe second level (b) allows working on some
existing sessions, thereby fine grain modificatiofsnally, the third level of modifications (c)
corresponds to the insertion of new elements (fgaakesessions) in a trace.

Global modifications: It is possible to replace single IP addresses lothal packets in the entire
trace with different addresses. We can also chémg@TL of all the packets by supplying a new value
Further, we can modify addresses in the trace baisednges of IP addresses instead of single ashires

Session-level modifications:The analysis phase creates a list of all the sessad a trace.
According to the session number, it is possiblexact the corresponding session object from #ia d
structure. We can then apply transformations thatern only the packets of this particular session.

Packet insertion: To insert a packet into a trace, it is necessadefme its position in the trace and
to shift all the subsequent packets. In addititxe, ime stamp of the packet that we insert haseto b
compatible with the chronological order of the meent and subsequent packets in the trace.

It is thus preferable to insert a packet into aisténg session. If the packet is inserted into @TC
session, it is necessary to be careful to the azgaon of packets within the session. Furthermare,
should initialize the header of the new inserteckptito match the addresses and the ports corrésgpn
to this session. Besides that, the acknowledgedeseg numbers of the session packets must be also
updated. It is worth mentioning that inserting aked in a way totally disconnected from the contehd
trace could have negative side-effects on the tetemethods of the evaluated IDS.

3) Saving trace modifications

The major problem of the libradpcapis that it is not possible to save the modificasionade on a
trace: it does not allow rewriting directly orpaapfile. Consequently, to overcome this limitatione w
made a work-around solution, which is presentdeigare V.13.
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Figure V.13: The work-around solution for limitation in jpcap.

As theJpcapallows capturing packets and saving thenp@ap format, we have to replay all the
packets of the trace on the network interfacegnigd this local interface in order to capture gasland
write them in a nevpcapfile. To ensure that traces that we have to repl@y/not mixed with other
external packets, we send the packets on the lo&phetwork interface (127.0.0.1), present on every
machine.

To keep the temporal characteristics as close ssilpe to the original trace, a time-recording jghas
is completed before sending packets, which alleptaying packets with nearly the same inter-packet
times. Since the period between the consecutivkgismbias been computed from their time stamps, it i
easy to reproduce the temporal constraints ofrtiiéd as present when the trace was recorded.

The advantage of this work-around solution is thlttime stamps of the modified file will
necessarily be correctly ordered and consisteniveder, the time required for recording turns oub¢o
the main inconvenience of this process given thaeéds to replay the totality of a trace to pradtie
modified file.

5.5. Conclusion on Dataset Generation

Ready-made datasets such as DARPA datasets atiwelglaeasy to replay for evaluating IDS.
However, it is hard to maintain them because ofréped evolution of existing products as well as th
frequent arrival of new products. Besides, newcattaand variants of old attacks occur frequently.
Therefore, these datasets become obsolete andexigteortly after their appearance.

Attack dataset generators suchSgoit {Balzarotti06}, Mucus{Sommers04},Thor {Marty02} and
Snot{Snot07} represent a relatively better solutios, their updates allows the integration of recent
attacks to design and implement different evalua¢ixperiments. The main problem of these toolsas t
the characteristics of the synthesized datasefsr dibm real datasets. Moreover, they either foons
existing signatures such 8sotor focus on applying variation or mutation techugg on existing attacks
such asSploit MucusandThor. Therefore, each tool covers only a small parthef attack space (i.e.,
attack types) and it is often difficult to combiseveral tools in a consistent manner. Moreovery the
generate elementary attacks rather than attaclagosn

Upon studying the related work in this area, weehgaalized that developing an attack “generator”
tool can be more convenient and more flexible thatmering and replaying attack traces. Therefoee, w
proposed, in this chapter, a new approach to genertdack scenarios that alleviates the inherited
limitations of ready-made datasets and traditicatédck generation tools. Besides generating attack
scenarios automatically, being flexible and extalesiit avoids the limitations of trace replaying
approaches such as the storage cost and the lzguoteteness.

We described, in this chapter our approach for igdimg attack dataset, which is mainly based on
the models that we proposed in Chapter 4, and hevihteoretical models were rendered “alive” in the
Attack Injection Tool (AIT). Moreover, we presentadother tool for replaying network traffic to serv
as background dataset. We explained the architeandt the implementation of both tools.

Thanks to these tools, we argue that we can genenate realistic, more flexible and more
representative attack scenarios than ready-madsetator the synthetic datasets produced by wadlti
attack generators.

We intend by this tool to facilitate security testiand particularly to promote the performance of
intrusion detection systems. By doing this, we htipadvance the state of knowledge and by no means
intend to enable infringement. In the next chapter,describe some experimentation performed by our
proof-of-concept tool Kit.
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VI. Chapter 6: A Proof-of-Concept Evaluation

The philosophy behind the approach presented ipringous chapters can be better illustrated by an
experimental evaluation. We believe that once eiahs have flexible tools for selecting attack test
cases and generating evaluation datasets, thegetanp their evaluations more easily and then spend
more time on the design of experiments, the exmmriad evaluation itself and the analysis of the
experiment results.

The main objective of this chapter is to reportloe main features of our toolkit by making usetsf i
main functions (i.e., selecting and generating espntative attack test cases). This kind of exerisis
very important, not only to figure out the implernteion problems, but also to check if the tools can
reach their expectations, i.e., in our case whetieecharacteristics of the generated dataset®wcortb
the characteristics of real world workloads.

To explain how our approach can help in performib§ evaluations more effectively and more
efficiently, we opted to organize this chapter lmjldwing the steps of the evaluation methodology
proposed in Chapter 3. We aim by this chapter ve gi simple exampl&of an IDS evaluation rather
than a thorough one. Therefore, we present, hereafh illustrative evaluation of intrusion detenti
systems while focusing on how well the toolkit wark

6.1. Evaluation Goal / User Needs

In this simple experiment, the evaluation goabisi$sess the detection capabilitiesmmdrtandBro.
We assume that the user or the client of the etratuén this case is an administrator who interals t
deploy a NIDS solution in his network and wantdb&mchmark the detection capabilitiessobrt and
Bro to decide which one is more suitable for his owrtipular network

6.2. System and Workload Parameters

We can enumerate many parameters that can be fiomie evaluation:
= Attack source: we can launch attacks from a rersotgce or from within the attacked machine.
We concentrate here on remote attacks.

= Attack target: corresponds to the piece of softwiaat is directly targeted by the attack.

= Attack carrier: this parameter indicates how thacktreaches its target or how it is invoked.

= Vulnerabilities: The vulnerability that is exploitdy attacks. This parameter can have a global

value as implementation or configuration vulnerigpibr can take specific values corresponding
to particular CVE/OSVDB vulnerabilities.

= |P addresses: this parameter concerns the IP a#drdbat can be assigned to both victim

machines and attacking machines. It can eitherrb#rary random addresses, or specified
individual addresses or address ranges.

= OS platforms: obviously this can take a value armsbtige well-known operating systems and

their variations (e.g., Windows XP, Windows 200@nSSolaris, Mac OS, Free BSD, Linux,
etc), as well as “universal”’, which correspondsctoss-platform vulnerabilities. Here, we
consider only windows and Linux variations.

= Attack level: this parameter reflects the attackempetence level and thus, the attack

severity; it helps in defining some constraints when instimtg executable scenarios from
abstract scenarios.

It may be noticed that several of these parametarespond either to the classification attributes
issues from the other models (Chapters 4 & 5). E&ataks can define their values in teealuation
managerby invoking the commandeVal_config” at the command prompt ohetasploitframework
(MSH. Figure VI.1 showsnetasploitconsole after loading our tool plug-in and Figiie2 illustrates
the configuration panel of our evaluation manager

18 This evaluation is so simple that some steps oétladuation methodology are deliberately shorteaven
bypassed completely.
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File Edit View Terminal Tabs Help

B

[ Mew features for automatic security evaluation: (developed by Mohammed GAD)

[ -- 1- A front end interface to configure evaluation parameters and to select plausible attack testcases.

-- 2- A backend database that allows management and storage of evaluation data.

-- 3- An evaluation module that allows automatic generation of attack scenarios according to the supplied parameters.
[ To begin using the evaluation module, type "load db_eval" at the msfconsole.

[ 263 exploits - 117 payloads

[ 17 encoders - 6 nops

e
]
]
]
I

msf > load db eval

[#*] successfully loaded plugin: db_eval

msf > eval connect root:mdpmysql@localhost:3306/evaldb
msf > help

Eval Database Backend Commands

Command Description

eval add attacker Add one or more attacker to the database

eval add victim Add one or more victim to the database
eval_auto Begin evaluation automatically

eval config Configure evaluation parameters

eval list attackers List all attackers in the database
eval_list victims List all victims in the database

Eval MySOL Database Commands

Command Description

eval connect Connect to an existing database ( user:pass@host:port/db )

eval_create Create a brand new database ( user:pass@host:port/db )

eval destroy Drop an existing database ( user:pass@host:port/db )

eval disconnect Disconnect from the current database instance [~]

Figure VI.1: A screenshot of metasploit console adt loading our plugin.

File Edit Wiew Terminal Tabs Help

msT = eval config -1i

[*] EE R R R R R S S e e R R e R R R R
[#] This wizard will help you to configure evaluation parameters

[#¥] Please read options carefuly

[#] To use Current wvalue values press ENTER

You need also to provide IP addresses for attacker machines and wictims.

For this purpose, use "eval_ add_attacker" and "eval_ add wictim" commands
R R T

Enter evaluation Mode [E-xhaustive | S-elective] (Current value S)7

2nter evaluation time in hour or press Enter for U-nlimited time (Curremt wvalu

Enter background otion [B-ackground | N-obackground] (Curremt wvalue N)7?

Enter attacking mode [E-lementary | S-cenario] (Current value 5S)7

2nter interference mode of attack sessions [S-ingle| C-oncurrent] (Current wval

2nter attacker level [B-eginner | I-ntermediate | S-awvvy | A-11] (Curremnt wvalu

Enter attacker profile [A-gressive | H-esitating | N-one] (Current value N)?

gnter reporting options [A-ttacks only | I-DS alerts | G-raph] (Current value

A

Classification-based Testcase Selection: :E
Firing Source [L-ocal | R-emote | B-othl? (Current value B)

: Vulnerability Type [I-mplementation | C-onfiguratiom | N-onel? (Curren

1 [~]

Figure VI.2: The configuration panel of the evaluaton manager.

6.3. Evaluation Technique

To perform such a benchmark evaluation, we neextabed. We kept the design of the test bed as
simple as possible to lower the cost and to simgliie management of its resources. We describe
hereafter the main components that comprise thdées
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6.3.1. Hardware Equipment

From the hardware viewpoint, our test bed consise network hub and three to five PC machines
with moderate capabilities. They have no additidrealdware option except a second network card that
can be dedicated to control purpose. The machiresimply connected to the hub as shown in Figure
VI.3. A first machine is used for managing the emsibn and generating attacks. The A second machine
is used as a background generator. Victim macteaasbe installed as virtual machine guests on two
virtual host machines. On a fifth machine we castalh the evaluated IDS. The test bed can be
minimally comprised of only three machines by usegingle computer to host all victim virtual
machines and by running the background generatdh®rsame computer as the attack generator and
evaluation manager, but this requires the use oémpowerful machines.

Win 2003

\\

>

S

Background Generator
\\
B
N
DS

&

Virtual Machines

tl Solaris
i
=
Attack generator %
- &

Physical machines

(e

S

Evaluation manager FreeBSD

Figure VI.3: The evaluation test bec

6.3.2. Software Equipment

= Evaluation toolkit and attack tools

The main advantage of the design of our evaluabofkit is that we can use existing attack tools in
a natural way to generate attack scenakdbg(evious chapter). Currently, we can nsetasploit, nmap,
as well as common-use utilities sucHtas ping, wgetetc.

2. Vulnerable software

In order to allow complete and successful scenaxiecution, we have ensured the existence of
working vulnerable applications. This is not anyetssk because most of vulnerable applications are
either proprietary or ancient versions that are longer available. Moreover, it would require
downloading and installing a large number of vultde applications. For these reasons, we have only
installed a few vulnerable applications, since thg bed is to be used just as a just a prooBoéept of
our approach.

In real life evaluations, this may be less diffiddr administrators who want to evaluate IDSesaon
test bed representative of their real environmexttabse they often have installation CDs of software
versions installed on their systems. Furthermdrne, ttend is now to intensively deploy servers and
workstations as virtual machines. Therefore, adstiaiors can clone working virtual machines and use
their images directly in the evaluation platform.

» Virtualization software

As stated above, victims are installed as virtuatihmes (VM). Thanks to the easiness of managing
VM images (creating deploying, cloning, etc) an@ tbossibility of managing them (e.g., starting,
stopping and reverting to a previous snhapshot);aveclean up the test bed after any compromisaadue
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attacks. We use for this purpose b&@hn's VirtualBox{Vbox08}, which is a free and open source
solution andvMwareserver{Vmware08}.
= Evaluated IDSes
The last piece of software is the IDS target ofléatdon. In this case, we have deploysubrt
version 2.8 an®ro 1.4 on a standalone real machine. It is worthngothat we make an out of-the-box
installations osnort2.8andBro 1.4 without making any tuning to their signatunkes.

6.4. Evaluation Metrics

Given the evaluation goals stated above, we usddtextion related metrics presented in Chapter 3
(Section 3.5.7). More precisely, we compute ther@V®etection Ratio[PR) and the detection ratio per
attack type DRPAT). Let us recall that these two metrics are defiaedbllows:

DR = (Number of detected attacks/ Total numbertiaicks included in the dataset)
DRPAT = (Number of Detected attacks of a particijgue/ total number of attacks of this type)

Both metrics are calculated in Table VI.1, basethaseline experimentations as explained bellow.

6.5. Design of Experiments for Selective Evaluation

As stated above, in addition to the main object¥ehe experimentation (to test the features that
have been already implemented within the toolkit® aim also to illustrate the applicability of our
approach and the versatility of using such a toolkd achieve that, we carried out a set of expents
to test specific functionalities of our tool. Inrpaular, we are interested in the following issues

- Testing the evaluation management console and eh#ik generated attacks correspond to the
desired ones (according to the entered parameters).

- Testing attack traffic generation and whetheraictees the victim machine.

- Testing attack success or failure (limitation: eutty, this is done manually; it would be
interesting to develop an automatic tool to veaftack success).

- Testing the victim part of the platform, e.g., lifeyy are managed as they should be (started,
stopped, restored, etc. at the scheduled time)

To stay consistent with the evaluation methodolegy,have run two broad sets of experiments: the
first set launches attacks selectively againstli@ without background traffic, whereas the second
launches a set of selected attacks with backgronaffit to test the IDS false alarm issues.

6.5.1. Selecting Attack Test-cases

First of all, we verify the ability osnortto correctly detect the baseline attacks withowkgeound
traffic; then, we calculatBR and DRPAT .Afterwards, we repeat the experiment against theesset of
attacks but this time with a representative baakgdotraffic; then we calculateAR and FARPATIn
addition toDR andDRPAT

Let us remind that our evaluation toolkit suppattck selection
based on various criteria, including by OS, by eaility (by its CVE | Firing source Remote
or OSVDB identifiers) or by date. In the followingye give some
examples for attack selection.

Let us assume that the evaluator is more spedifigaterested in
remote attacks that providesystem access by exploiting | Privilege EscalationSystem
implementation/design vulnerabilities and come ometwork traffic | Netwwork Carrier All
without triggering any native action. By using theommand
“eval_config -i”we can define the classification parameters shden t
opposite box. The commancdeval_auto -l -t” will display all the | Target All
matched elementary attacks (correspondingnétasploitexploits). In
our configuration, this command produces 19 attaaksshown in
Figure VI.4

Selecting attacks by “vulnerability” or by “openagi system” is simpler. It will be sufficient to ent
a particularvulnerability idor a particular OS name after executiegdl auto”while using either "
or “-0", respectively. Supposing that we are interestectiacks againslinux and bsd platforms,
executing the commaneval_auto -e -bproduces 12 attacks (see Figure VI.5).

Vulnerability:
Implementation/Design

Local carrier. None
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windows/smb/ms@6_ 840 netapi
windows/smb/ms86 066 nwapi

a HEE) & Metasploit BEE]

Fle Edt View Terminal Tabs Help HieR Rt ey Timbal S RE e |
—| |msf > eval auto -e -t e

nsf > eual_agto € -0 . i Those are the attacks that will be launched (Total: 19 attacks):

Enter operating systems in comma separated, then Press ENTER: windows /http/edirectory imonitor

linux, bsd windows/iis/ms@3 807 ntdll webdav

Those are the attacks that will be launched (Total: 12 attacks)| | |windows/http/trendmicro officescan

linux/misc/ib jrd8 create database “%“gowsfsmgfmsgz ggi_;?{ig%ll

Linux/misc/ib_open narker file indows/anb/nsed 611 sass.

Linux/misc/ib pud db aliased windows/smb/ms@4 831 netdde

Linux/pptp/poptop_negative_read windows/smb/ms@3_839 _pnp

Linux/proxy/squid ntlm authenticate windows/smb/ms@6 825 rasmans reg

linux/samba/1sa_transnames heap windows/smb/ms@6_825 rras

Linux/games/ut2004 secure

Llinux/http/gpsd format string windows /smb/ms86 866 nuniks

Linux/http/peercast_url windows/smb/msdns_zonename
linux/ids/snortbopre netware/smb/1sass cifs
linux/madwifi/madwifi giwscan cb windows/ssl/ms@4 @11 pct
linux/misc/ib inet connect windows/mssql/ms02 056 hello

windows /wins/msB4 845 wins
Linux/madwifi/madwifi giwscan cb i
Continue? [Y or N] U

Continue? [Y or N] Ll

Figure VI1.4: An example of attack selection by OS. Figure VI.5: An example of attack selection by caigory.

6.5.2. Baseline Experiments

During the experiment, we use the test cases gumnelng to the attributes shown in the above
section (Remote, Implementation/Design, System,Mdine, All).

The results presented in Table VI.1 show #rairt (with the out-of-box configuration), surprisingly,
detects one attack out of the 19 test cases. Ouothiee handBro has correctly detected more than half of
the attacks included in the dataset. This doesneatn thaBro is better tharsnortbut rather this may be
due to the default configurations, with more modube signatures activated by defaultBro. Further
investigation is required to determine if one iallseoutperforming the other. Here, the IDS faudet
technique, which we have proposed in Section 3caes into mind since it can aid in interpreting a
diagnosing the causes of such behavior for botretDBnother interpretation can be consistent with o
expectations, i.e., that signature-based IDS ager#ent on the existence of the signature of an
individual attack instance. For reference, a figll bf the 19 attacks included in the experimert teir
detection status is given in Table VI.2.

Table VI.1: Example of calculated metrics.

DRPAT DRPAT
Attack category (Bro) (Snort) DR (snort)| DR (Bro)
Category 746 1/1 0/1
Category 1565 8/14 1/14
1/19 12/19
Category 3494 0/1 0/1
Category 3798 3/3 0/3

6.5.3. Background Experiments

At the time of carrying out this experiment, we @ano reliable traffic traces that can be manipdlate
and replayed by our tool. In order to generate tpamzknd traffic, we have used the Distributed Iné¢rn
Traffic Generator (D-ITG) {Botta07}. The advantagesuch tools is that it can produce traffic atksic
level that accurately replicate appropriate stotihgmocesses for both IDT (Inter Departure Timajl a
PS (Packet Size) random variables, conforming wiponential, uniform, Cauchy, normal, Pareto or
other distributions. It can also generate traffic network, transport, and application layer. This
experiment gave results very similar to the ondwauit background traffic, with very few false alarms
This may be due to the regularity of the synthebslzackground traffic.
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Table VI.2: List of attacks (metasploit exploits) induded in the evaluation dataset and their detectiostatus.

Attackname Category BIo Beiectonlstatls Snort
windows/http/edirectory_imonitor 746 Detected
windows/iis/ms03_007_ntdll_webda 1565 Detected ebed
windows/smb/ms03_049 netapi 1565
windows/smb/ms04_007_killbill 1565 Detected
windows/smb/ms04_011_Isass 1565 Detected
windows/smb/ms04_031_netdde 1564 Detected
windows/smb/ms05_039 pnp 1565 Detected
windows/smb/ms06_025_rasmans_teg 1565
windows/smb/ms06_025_rras 1565
windows/smb/ms06_040_netapi 1565
windows/smb/ms06_066_nwapi 1565 Detected
windows/smb/ms06_066_nwwks 1565
windows/smb/msdns_zonename 1565 Detected
netware/smb/lsass_cifs 1565 Detected
windows/ssl/ms04_011 pct 1565
linux/madwifi/madwifi_giwscan_chb 3494
windows/http/trendmicro_officescan 3798 Detected
windows/mssql/ms02_056_hello 3798 Detected
windows/wins/ms04_045_wins 3798 Detected

6.6. Results

The test results show that the tool kit implemeatatomprises several of the desired features.eTabl
VI.3 compares our toolkit with other broad categsrpf evaluation tools. However, the experiments
have also revealed some limitations, either asnieahproblems or as a lack of desired featurethén
current implementation, which leave additional rooihimprovements.

For example, we discovered that single-criteriolect®n is not sufficient because there are more
sophisticated situations where evaluators needléxisvery specific attacks, based on combineéraait
Furthermore, we need sometimes to select attacksdban a particular application type (e.g., web
servers) or a particular application product (éAgache2 rather than on the platform specificities.

Another example of missing features is the autargeneration of evaluation reports that combine
and correlate information about generated attackaios and the IDS alerts, and accordingly caleula
metrics. These tasks have proved to consume as timieland effort as the selection and generation of
datasets and the construction of the test bedouldvalso be interesting to build a user-friendighical
user interface that unifies parameterization anchagament of the entire evaluation. This implies
grouping a configuration panel for both attack dratkground traffic generation; a control panel for
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starting, stopping and monitoring the evaluatioocpss; and a report panel for displaying and amajyz
results.

Regarding the technical problems, the most annogimggis related to receiving outputs from victim
machines over communication pipes when executimgntands that correspond to attack actions.
Apparently, the current implementation|@f pipe (e.g.JO::popen streams irRubyis problematic as it
often blocks if the stream buffer is empty or ebexsomes broken if the sent data goes beyond therbuf
size. TheMetasploitteam has developed some classes suBidagctionalPipeandsessionglasses that
partially resolve some of pipe communication proise However, receiving data is still tricky as we
often need to know a priori how much data will beeived.

Unfortunately, these problems have, up to now, gm&ad us from testing the generated scenarios
effectively because we cannot analyze commandautsjtprhich is necessary for building sophisticated
scenarios. Moreover, we cannot execute interagtiograms correctly. Consequently, we cannot check
attack success or failure automatically and hawdotthis manually. Moreover, the limitations of dew
and writing from pipes have negative effects on nf@agement of virtual victims. According to our
design (Chapter 4), we use virtual machines agtsugf the generated attacks. To reduce the cdbeof
test bed, we dynamically allocate a virtual machimean attack session. Therefore, we only start the
selected victim machine during a window of timeresponding to the estimated time of attack session.
Then, we need to stop it and revert it to a clewpshot.

We have surveyed existing virtualization productg bnfortunately, remote operations such as
starting, stopping, reverting virtual machines, athis necessary for managing evaluation autométjcal
are hardly supported. There are some productslthabt support remote management of guest machines
at all, whereas others, such ¥stualBox or Vmware workstatignpartially support a command line
console management after having establishegsticonnection. The only one that we found fully
supporting remote management with its own commadmware serverHowever, it is very heavy and
requires a powerful machine. There is another diticih of using virtual victims: some operating
systems, such as Mac OS, cannot be virtualized iistalled as guest machines).

Another important limitation is related to the nwemband the diversity of attack tools already
classified and included in the evaluation toolkiey are currently very limited when compared wifite
number of available signatures. The current versibanort (2.8),for example, has about 9000 rules
while the number of attacks that we have classieabout 300. Even with the assumption that aaclatt
can have many signatures; the number of classifi@aks is so limited that it does not allow parfirg
reliable evaluations.

In what concerns our tool for manipulating and agpig traffic traces, the traffic analysis function
works well with small-size traces but it has shoarpoor scalability when using large ones. The
characteristics of the generated trace globallyfaamto the desired characteristics, but it neesspdr
analysis for special issues such as timing andeadirg characteristics and whether it keeps the
characteristics of the original trace.

Returning to the comparison with other approachpsnted in Table VI.3, we observe that almost no
individual tool provides all features that are icet for the evaluation. Fortunately, we managed to
implement most of the desired features in our toatkfill this gap in the field. Moreover, it is avth
noting that the automatic generation of executalt@ck scenarios which is present in our toolkis wa
completely missing in all the others.

As will be discussed in the next chapter, the sloonings of our tool kit give a solid basis for
enhancements, which we can plan in the near future.
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Table VI.3: Comparison of the main features betweenur toolkit and the other tools.
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Attack datasets v v v v

(DARPA, CRC)

Network scanners v v v v v

(nmap)

Vulnerability v v v v v v

scanners filessu¥

Penetration testing v v v v v v

tools

Attack mutation v v v

tools

Our toolkit 4 4 4 v v v v v v

6.7. Conclusion on our experiments

Our preliminary experiments show that the ideasgmeed in the previous chapters are applicable
and implementable by using existing technologiesnéler, it shows also that the evaluation tooltit s
needs more tweaking to be more robust and morefusedly.

Even though limited, the experiment presented atsh@wvs to which extent our approach and
evaluation toolkit can facilitate the evaluatoesks. It allows performing selective evaluationdaaen
various criteria where interesting attack test sasan be selected according to our classification's
attributes (an approach similar to CTM describe@lvapter 4): according to specific vulnerabilitibg,
operating system, etc. Accordingly, an evaluatiatasget will be generated either in scenario mode
evaluation or elementary attack mode.

Because of some technical problems (described $bdlke scenarios generated during this
evaluation are quite superficial as they consiseafuential executions of commands without reggrdin
the output of the executed commands and whetheatthek was successful or not. However, the effects
of this limitation are concealed by two facts. Eirecent studies such as {Alata07} have shown that
attacker actions are not necessarily executed ssittly all the time. Attack scenarios contain rsest
or misspelled commands, or are even sometimes @tiemn a trial and error manner. Second, the
objective of this work is not to launch attacksngieating into and compromising systems or netwdtks
rather aims to generate attack datasets similavhiét may be seen in the real world. The analysis of
honeypot data proved that real world attacks cow$isoth successful, complete attack scenariagedls
as incomplete, failing scenarios.

Generally, the results are encouraging and seepe foromising but this approach requires a close
cooperation of the community because some actviiiech as the classification should be a collective
work and cannot be done individually. We have alyediscussed with thigletasploitteam about adding
more classification attributes to their module diggion. Similarly, integrating the classificatigonocess
in the main work stream of creating exploits orlgriag malware would be very beneficial. We suggest
in the next chapter, some directions to imprové lleé approach and our toolkit.
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VII. Chapter 7: Conclusions

In this last chapter, we draw our conclusions @&f Whole work carried out throughout the thesis.
First, we present a brief overview of the subjent ahe carried work. Then, we enumerate the
contributions of our work. Finally, to give a cleasight of our future vision about the subject, we
outline the possible research and empirical workations that can be a pursuit of our work.

7.1. An Overview

Although the research domain was very active in lfs few years, enhancements in intrusion
detection and prevention are not proportional ® efforts and the budgets dedicated to this purpose
One of the main reasons for this issue is the tHckffective methods and tools for evaluating new
detection techniques and algorithms.

Generally, security-related evaluation is a dedicatibject because it raises several challenges. In
particular, IDS evaluation should consider not omly normal use during usual operation or its
predictable abnormal use, but it should consides Hie operation under unpredictable or even unknow
conditions. Rather than using systems and netwmyKsllowing usage instructions of the accompanying
manual, attackers usually use them in unfamiliaysaand by entering unexpected inputs. Moreover, the
evaluation of such systems is multi disciplinary fgture since it requires various knowledge from
different domains such as security basics and ;tamlack techniques and tools; software testing;
performance evaluation; reverse engineering; ograystem and network administration; etc.

However, because we believe that any significantravement in the intrusion detection and
prevention field must pass through careful evatuagither performed by IDS developers or IDS users.
This thesis aims at helping with such evaluations.

Before proposing any solution for the problem oéleating intrusion detection systems, we have
analyzed most of the previous published evaluatiqueriments to identify their strengths, weaknesses
and why they often produce biased results. We hdeatified some common problems in these
evaluations, the most significant ones being tlo& [af a systematic methodology and the use of non-
representative datasets. Consequently, we haveedefivo main objectives for this work: (1) providin
a systematic methodology and (2) creating repraigatevaluation datasets. The first allows evalsat
to perform IDS evaluations easily in a well-struetli manner, and the second allows performing non-
biased and more comprehensive evaluations.

While working on the evaluation methodology, we &epnfronted with several questions that are
closely related and should be answered in ordexctoeve the aforementioned broad objectives. For
example, what are the properties of the real waiklof IDSes? And how can we provide representative
datasets?

To answer the first question we have carried otlitoaough analysis of real workloads of different
IDS types to figure out their main characteristibs.simplify the analysis, we divided IDS worklognto
two main parts: an attack dataset and a backgrdatatet. We have characterized both components, but
with more emphasis on the attack dataset.

Regarding the question of providing representati@g@sets, two sub questions are raising: how can
we characterize such a representative dataset? hbento generate it? In fact, characterizing perit
attack datasets is a non-trivial task becauseeohtlye number of attacks, the unpredictable beha¥io
attackers, and the ambiguity related to attackst@aold methods. Furthermore, even if we can identify
relevant attack test cases, generating an attaelsetathat correspond to such representative atéstk
characteristics is also a difficult task by itself.

In order to characterize representative attackdases, we have proposed a classification scheme
accompanied by a selection scheme based on theificason tree method (CTM). The new
classification scheme was created by analyzingctiaracteristics of elementary attacks as well as
studying existing classifications to avoid theimitations. The objective from creating such a new
classification is to enable performing classifioatbased selections of attack test cases. Theisdeat
new, since it was inspired from a software testogcept known as “equivalence classes”. Even & thi
approach has been already suggested for IDS emaiuat Puketza et a{Puketza97} and there was an
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attempt to evaluate IDSes based on attack clagdessandriO4}, it remained as a theoretical sudgest
and had not been applied yet for security testing.

Then we tackled the problem of generating evaloaditasets. The background datasets were briefly
treated by identifying their security-relevant dmeristics that may affect evaluation results. By
contrast, we concentrated on attack datasets bkingpoon two axes: (1) characterizing real attackd a
(2) analyzing the output of existing attack genieratools. Therefore, we continued analyzing attack
characteristics, this time as scenarios not asexl@ary attacks. For this purpose, we have analyzed
attack information available in high-interactionnegpot logs, malware analysis reports as well @€lat
incident reports. We managed to derive a modelattack processes that describes attacker actions
abstractly.

On the other hand, we have noticed that almostttk generation tools generate fictitious dasaset
with characteristics far away from real attackst Ewample, attack datasets were often composed by
forging network packets containing the very spedfgnature part that invokes the alerts while rgrgp
the rest of an attack trace. Therefore, to makettaek traffic more representative, we decidedréate
attack datasets by using attack tools similar ¢sé¢that may be used by attackers.

Better solutions to generate attacks can be basegepetration testing tools such metasploit
However, we are sometimes interested not only @aking (penetrating) into systems but also we are
interested in post-access actions, which can bg significant for security analysis or evaluatidn (
evaluating state-full IDSes by example). Therefave, decided also to generate attack scenarios that
correspond to the different scenarios enabled bly taols.

In order to generate scenarios automatically, wee lterived some theoretical models (an attacker
competence model and a statistical parameterizaiimatel) added to the attack process model. Then, we
proposed an approach that integrates all these Imageaddition to a constraint-based approach to
transform the abstract scenarios into executalglessos that are adapted to the targeted system.

Finally, we have developed a proof-of-concept immatation of the whole approach for selecting
and generating attack datasets. The implementasidmased ommetasploit,which already contains
"access" actions as well as other useful auxilattgck tools (e.g., DoS, scanners, etc.). Actually,
implementation extendsetasploitframework by a new plugin module to imitate (andoanate) post-
penetration actions that can probably be carriddoglattackers. For example, executing a sequefice o
commands to browse the victim machine, upload eep@é# malware, connect back to another machine,
etc.

7.2.  Summary of Contributions

Despite the challenges inherent in IDS evaluatimmanaged to identify several directions that can
lead together to a plausible solution. The contims of this work complement each other with an
ultimate goal to improve IDS evaluation and conssly the IDSes themselves. Although the
techniques we have developed are mainly intendedd8 evaluations, they can be used to test or
evaluate other security tools (e.g., intrusion prgion systems). Furthermore, they can be used for
global security assessment of systems and networks.

Our main contributions can be summarized as foliows

» We have elaborated an evaluation methodology thasiders IDS evaluation as a systematic
process. The aim is to improve the whole evalugpimtess and to render it more structured and
well engineered.

* In an attempt to apply the concept of equivalenesses, we have established a classification
scheme for elementary attacks combined with adas¢ selection mechanism to select relevant
attack test cases. Both the classification schen the selection mechanism will help in
converting class-based evaluation from abstradbm®tto concrete, representative and suitable
attacks.

= Based on the characterization and focusing on tfaelkadataset, we have constructed an attack
process model to represent attack scenarios. TWentae of this model is that it can be used in
generating representative attack scenarios in aenahat is practically feasible. In our approach,
the selected scenarios can be refined by congnalated to the targeted environment, the attacker
behavior, the most likely attacks, etc.
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= We have developed a set of tools that support iifiereht tasks of the evaluation process (i.e.,
dataset characterization, test-case selection atadet generation):

» A classification database to store information al@ementary attacks. Evaluators can access and
modify the database via its front-end.

= A program to automate the analysis of data proviaetigh interaction honeypots. Thanks to this
program, we can extract commands and carry outasicebased analysis (according to the attack
process model). It produces a list of executed cantm and tools, statistics about commands
themselves and their sequences.

= An attack injection tool (AIT), which integratesetiideas that we have proposed. It benefits from
the above tools to extract information necessarytfie selection of attack test-cases (attack
classification) and attack test-case generatioinduthe attack process model as well as the
statistical parameterization model).

= A network traffic manipulator for background datsstnat allows the analysis of recorded traffic
traces. It provides information about addressetspsessions, timing, etc. Moreover, it allows the
modification of these fields. Therefore, we canmtgin the consistency between the attack dataset
and the background datasets. For example, to keepess consistency, we can either use
addresses extracted from the trace in the attaiselaor replace addresses in the trace according
to the addresses used in the attack dataset, widghbe deduced from honeypot data or explicitly
specified by the evaluator.

= We have also implemented an evaluation platforn, thaaddition to AIT, contains a scheduler
and a mechanism for managing platform resources @reating and destroying virtual machine
victims).

7.3. Future work

This subject is so rich that we can suggest maagddwvhile yet leaving room for improvements.
Hereafter, we cite some future research and wor&ctibons that can be immediately initiated or
implemented. Although we have proposed severakidethis dissertation, this is just the beginnamgl
there are still many future works that can be distadd in both short and long-term as a pursuibwf
work. For clarity, we divided the future work sectiinto two main parts: future research and future
development and empirical work. Such a separasamot clear-cut as both are closely related and we
can find in the following lists some works thatlie between.

7.3.1. Research Work

We can distinguish three research axes relatedtémkadatasets, background datasets, and the
platform respectively:

A) Attack Dataset:

= Attack classification The classification is in its early version andymeequire more
refinement. To achieve it, we need to consolid&e tlassification scheme as well as
classifying more instances of elementary attacks:imt) a solid and rigorous classification
scheme can encourage the integration of this schetmesxisting tools such asetasploit
and into de-facto standards such as CME, or even ctieation of a new standard
classification for elementary attacks. At long temamstable classification can allow class-
based scores to evaluate security tools, (e.g.,rhany classes can be detected by an IDS).
Furthermore, we can elaborate standard benchmaskiitgs for the same purpose (e.g., a
suite of elementary attacks that contains a reptatee instance from each attack class).

= Refine and improve the attack process modghe proposed model needs to be updated,
validated and refined on a regular basis becataekatrends, tools and techniques vary with
time. Moreover, although we have analyzed many m@vand attack incidents in order to
produce the current version of the model, it may/tst incomplete or inaccurate. Therefore,
we should extend the analysis to cover more atsm®narios in order to answer the
following questions:
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o0 Are there additional attack steps that are notrtéhi® account in the current model?

0 Are there attack actions that are so significaat they need to be considered as a
separate step? For example, establishing a baclecban can be very important.

o Do we need to split steps into finer-grain stepsf dxample, the stepP (execute
program) can be split further to distinguish examuta malicious program from
executing normal commands. Moreover, studying tbevergence of our model
with other malware behavioral models such as {J@8ab may lead to a modified
model with finer grained steps or perhaps resulainompletely new model for
malware attack process.

o Should we need to explicitly distinguish betweerveeside and client-side actions?

0 Should we consider separately attack steps thataatieular to specific attacks such
as Cross Site Scripting (XSS)?

= Extend scenario computing to include multi-hop atfia scenarios Our current approach
supports single-hop attacks that often comprisengles victim or several victims starting
from outside attack machines. However, attackeng attack more victim machines that are
accessible from the first victim.

= Refine and improve attacker competence and stat&tparameterization models

0 Regarding the attacker competence model, it mayskeéul to search in some other
related domains such as psychology, ergonomidciadtintelligence, etc.

o Unfortunately, the statistical model that we hasediis a simplistic one because of
the limited amount of available data. Nevertheledsgen sufficient data are gathered
by honeypots, we should analyze their charactesistigainst known statistical
model or create another suitable model.

= Consider detection avoidance techniquda order to be sufficiently representative, the
attack dataset must contain different forms ofckiiathat result from applying evasion and
illusion techniques. Unless these techniques amsidered, the representativeness of attack
datasets could be questionable. However, for the sd simplicity, we preferred to
postpone applying detection avoidance techniguesaittack datasets as future research.

B) Background Dataset:

= A deeper characterization is required for the HIRggkground dataset that considers not
only the common features such as addressing amutifout also the contents and the nature
of background activities run by the host.

= Providing mechanisms to distinguish and isolateigrectivities from malicious ones in
both network traffic and host based datasets. Wilisiot only lead to gather good datasets
of malicious and benign traffic but may lead als@tgood detection mechanism.

C) Platform:

=  Study the possibility of using available test bedsh aflanetLab{Planetlab08},ReAssure
{Reassure08},EMULAB {Emulab08} and DETERIlab {Deterlab08} for the purpose of
testing security.

=  Study the side effects of using virtual machindiris rather than real victims.

7.3.2. Development and Empirical Work

Regarding the evaluation tool kit, there are sdwvanhancements either to improve the tools that we
have already developed or creating more tools. dngrnent examples include but are not limited to the
following:

A) Data Analysis:

= Honeypots
o Improve the data capture mechanism currently ilestabn the LAAS high-
interaction honeypot. The current mechanism allme®rding commands executed
by attackers but it is not aware of commands ougpuhe subsequent data typed
into interactive programs (e.g., editing a fileoint or even simply typing back the
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password after executing the commaadswl.

o Implement more vulnerabilities in the high-intefanthoneypot as a source of data
for scenario-based analysis in addition to theiahetry attack against weadsh
passwords that is actually implemented.

0 Integrate attack process analysis mechanisms lietdnigh-interaction honeypot of
LAASand perhaps into the honeyneteurrecom.

= Malware analysis

0 Automate the analysis of malware programs accordmgour scenario-based
approach. An automatic analysis will dramaticalgduce the time and effort
required for this task.

B) Dataset Selection and Generation:

= Attack dataset

o Currently, our tool supports attack selection basada single criterion (either
classification-based, by operating system, by walbidity or by date). The next
version is intended to enable multi-criteria setatt

o0 Up to now, we have focused on generating humamaatize scenarios. Actions
executed in malware scenarios differ in the ledajranularity since they are often
executed at system call or instruction levels. Viékele that generating scenarios
with low level interactions corresponding to male/acenarios is very important for
evaluating not only intrusion detection systems dlgb to evaluate other security
tools such as antivirus tools.

o Improve the transformation of abstract scenarits aoncrete executable scenarios.
Actually, the transformation is rudimentary and hiidoe quite superficial. For
example, more sophisticated algorithms to chain mands can produce more
intelligent command sequences or associate a mdadommands to an abstract
attack step.

= Background dataset

o Implement tools for analyzing and generating bagkgd datasets for host-based
IDS evaluations. There is a severe lack in thig a&® it needs more effort to be
done.

C) Evaluation Platform

* Extend the current implementation to support lasgale evaluations in terms of the
network size, the number of attacks and victim nraeh

« Add more vulnerable software and attack tools lesietasploito the tools repository.

« Develop a graphical user interface to manage amfiguoe the whole process
evaluation; to monitor attack sessions progress@mw results.

* Enhance logging capabilities and add automaticyaisabf IDS alerts to our evaluation
toolkit.

D) Experimental Evaluation

» Perform more comprehensive IDS evaluatior3uring this work, we have concentrated
on the analysis of evaluation problems and howind fppropriate solutions. This
results in the creation of procedures and toolg hial performing more robust
evaluations. However, this was -unfortunately-heg tost of time left for carrying out
IDS evaluations. We have already performed soméoedpry evaluations but the next
step is to perform more serious evaluations thakicdifferent issues of intrusion
detection. The time spent in characterizing attaakd developing tools is fruitful
because thanks to the evaluation toolkit, evaluatiare expected to take much less
effort and time.

» Evaluate IPSes and other security tool/e kept our approach as general as possible to
be applicable to other security tools, which oftdrare similar input workloads even
though they have different purposes. As an evalnatirget, the first candidate would
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be intrusion prevention systems that have undeyhtiechniques closely similar to
detection techniques. However, an IPS has subaligndifferent focuses from an IDS,
and therefore its evaluation ought to be handlet glifferently.

E) Simulation-based Evaluations:

The theoretical models that we have proposed canskd as a basis for simulating the attack
process, which can be useful for educative purposémited security tool evaluation. We have athea
some ideas for implementing this. Moreover, at ldagm it can be enriched by other models to
characterize networks and hosts, in order to sitaule whole network.
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Appendix A: Malware Analysis

At the time of writing, CME list contains 39 malvearepresenting the most famous and most dangermss @We
present, hereafter a brief description of attaepstfollowed by each malware. In addition to MITREite, we
relied on information from other security sitestha Internet such agmww.ca.comandwww.viruslist.com

Each attack step is given a unique symbol as fallghe meaning of attack steps is further
explained in Section 4):

R: Reconnaissance

VB: Victim Browsing

EP: Execute Program

GA: Gain Access

IMC: Implant Malicious Code
CDI: Compromise Data Integrity
DoS: Denial of Service

HT: Hide Traces

We recall the directives that we have mentione@hapter 4 for abstracting attack steps:

In fact all attack steps can be viewed as a prograatution (EP). To guide the assignment of abistrac
steps, we define a partial order relation to deil@@mvhich abstract step should be assigned to taokat
step:

o IMC>CDI>EP
o TH>CDI>EP
o VB>EP

0o TH>DoS

If the executed attack step contributes to thealladton of the malicious code, therefore it issslified as
IMC. Else, if it modifies the file system, the capfration files, the registry keys, or the enviramn
variables it should be considered as a CDI. Otlswit is considered as EP.

If the executed attack step hides information arcklaccess to information about the malicious code,
therefore it is classified as TH. Else, if it maelif the file system, the configuration files, tegistry keys,

or the environment variables it should be consida®a CDI. Otherwise, we consider it as EP.
Searching information remotely from the victim opatential victim is a reconnaissance step (R).tl@n
other hand searching information locally on theimids a victim browsing step (VB).

If the attack step blocked/stops/compromises actesservices that provides information about the
malicious activity, it is considered as a tracarygdstep (TH). If the blocked/stopped/compromisen/ise
does not hide information, consider it as a Do$.ste
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CME-245: 2004-11-22

CA: Win32.Bagle.AR

Kaspersky: Email-Worm.Win32.Bagle.au

Description: Win32.Bagle.AR is a worm that spreaidse-mail attachment and peer-to-peer file sharlige worm
harvests addresses from the local address booknatalls a proxy server. This Bagle variant spreeitiser as
Windows PE EXE file or a Windows Control Panel AgtCPL) file, both about 20 KB in size.

Description of Attack Steps Abstracted Step ofcitfarocess
1. received as attachment or put in shared P2P diiesto Implicit AG, IMC
2. Wait until executed by the user EP

3. Query operating system to determine the locatiornthef

current System folder VB
4. Copy itself to %system%\wingo.exe where %system% is
the installation directory of the windows operatisygstem.
o . ; IMC
There are several variations of the copied filee.(i.
wingo.exe)
5. Modify register to ensure that this copy is exedu each
) CDI
Windows start
6. It searches for files with e-mail addresses, ad aglany VB

directories whose names contain the string "shar".
7. Listen on TCP port 81 (open Backdoor) EP
8. Delete registry files belonging to security toolsicls

Antivirus and firewall tools to avoid detection. TH
9. Terminate processes whose name contains stringsntina TH
exist in security tools.
10.Download arbitrary files from pre-specified URLS (0]
11.Execute downloaded files EP
12.Send itself to collected email addresses EP
CME-473; 2004-11-22
CA: Win32.Bagle.AQ
Kaspersky: Email-Worm.Win32.Bagle.at
Description: A variant of the Bagle worm..
Description of Attack Steps Abstracted Step ofcitfarocess
1. received as attachment or copied to shared P2Btaliies Implicit AG, IMC
2. Wait until executed by the user EP
3. Query operating system to determines the locatibthe
VB
current System folder
4. Copy itself to %system%\wingo.exe where %system% is
the installation directory of the windows operatisgstem.
There are several variations of the copied filee.(i. IMC
wingo.exe)
5. Modify register to ensure that this copy is exedu each cDI
Windows start
6. It searches for files with e-mail addresses, ad aglany VB

directories whose names contain the string "shar".
7. Listen on TCP port 81 (open Backdoor) EP
8. Delete registry files belonging to security toolsicls

Antivirus and firewall tools to avoid detection. H
9. Terminate processes whose name contains stringsntna TH
exist in security tools.
10.Download arbitrary files from pre-specified URLS o
11.Execute downloaded files EP
12.Send itself to collected email addresses EP
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CME-901: 2005-02-28

CA: Win32.Mydoom.AZ

Kaspersky: Email-Worm.Win32.Mydoom.am

Description: A variant of the Mydoom worm. It spdsavia email through SMTP, gathering target recifsidrom
the Windows Address Book, the Temporary InternétsHolder, and certain fixed drives. Notably, ktps email
addresses that contain certain strings.

Description of Attack Steps Abstracted Step ofcitfarocess

1. Use search engines such as Google and yahoo txtcoll R

email addresses
2. Received as email attachment Implicit AG, IMC
3. Wait until executed by the recipient user EP
4. Query operating system to determines the locatfcthe VB

current System folder
5. It copies itself to %windows%\java.exe IMC
6. Modify windows registry to ensure that it will Qe cDI

executed at each windows startup
7. drops the file %windows%\service.exe IMC
8. Modify windows registry to make execute service.axe cDI

startup
9. Searches the local fixed drives for email addresses VB
10.10. Save the collected addresses in a temp file CDI
11.11. attempt to download arbitrary malicious files Ma
12.Execute the downloaded file EP
13.1t sends itself via email attachment EP

CME-414: 2005-04-21

CA: Win32.Sober.M

Kaspersky: Email-Worm.Win32.Sober.n

Description: A mass-mailing worm arrives in an dnmaéssages that is designed to trick users intukitig that
someone else is receiving their email. It has lwkstibuted as a 73,541-byte, UPX packed Win32 etedide or as
a 73,699 byte ZIP archive.

Description of Attack Steps Abstracted Step ofchtfarocess

1. Received as email attachment Implicit AG, IMC
2. waits until executed by the recipient EP
3. Query the operating system for the location of fthe VB

directory of temporary files %Temp%
4. Once launched, it creates a txt file CDI
5. opens the txt file in windows notepad EP
6. Queries the operating system for the location| of VB

windows directory %windows%
7. It copies itself to %windir%\config\system\servimse IMC
8. Modifies windows registry to load itself every tintlee

) CDI
system is rebooted
9. Creates auxiliary files and drop them |[in cDI
%windows%)\config\system folder
10.Searches email addresses in local files VB
11.Saves harvested addresses at maddys.xyz file CDI
12.Terminates the process mrt.exe TH
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CME-456: 2005-05-02

CA: Win32.Sober.N

Kaspersky: Email-Worm.Win32.Sober.p

Description:

A mass-mailing worm that sends itself as an emtiichment to addresses gathered from the comprdmise
computer. It uses its own SMTP engine to spreae dimail may be in either English or German. It haen
distributed as a 53,554-byte, UPX packed Win32 etedite and as a 53,728 byte ZIP archive.

Description of Attack Steps Abstracted Step ofcitfarocess
1. Received as email attachment Implicit AG, IMC
2. waits until executed by the recipient EP
3. Displays a message box EP
4. Queries the operating system for the location| of VB
windows directory %ewindows%
5. copies itself in to %Windows%\Connection
Wizard\Status in three files : csrss.exe, smss.exe, IMC
services.exe
6. executes services.exe which than runs smss.exe and EP
csrss.exe
7. Modifies windows registry to load itself every tirtiee CDI
system is rebooted
8. Searches email addresses in local files VB
9. deletes files on the infected system, with names
matching the following criteria: a*.exe, luc*.exg, CDI
Is*.exe, luu*.exe
10.Terminates the process mrt.exe TH
ll.displays a message box titled "AntiVirus-
AntiSpyware", with the message "No Viruses, Trojans EP
or Spyware found! Status: OK"
12.drops auxiliary files in the directory:
"%Windows%\Connection Wizard\Status and the CDI
directory %System%

CME-766: 2005-06-01

CA: Win32.Glieder.AG

Kaspersky: Email-Worm.Win32.Bagle.bo

Description:

A Trojan that interferes with the operation of s#gusoftware by ending processes, stopping sesyicemoving
registry entries, and deleting files.

Description of Attack Steps Abstracted Step ofcitfarocess

1. Received as email attachment Implicit AG and IMC
2. Waits for execution by recipient EP
3. Copies itself to %System%\winshost.exe or the ffile IMC

wiwhost
4. Modifies windows registry to ensure it will be exsed CDI

when Windows is started
5. Download arbitrary files IMC
6. Execute the malicious downloaded files EP
7. Kill processes associated with antivirus and other TH

security-related applications
8. Modify windows registry to disable or lowering seity TH

setting
9. Rename files related to antivirus and other segurit TH

related applications
10.alters the %System%\drivers\etc\hosts so that uskrs

the infected machines will be unable to access hard

. ; DoS
coded url of security-related sites to prevent sisem
removing the worm
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CME-978: 2005-07-04

Trend Micro: TROJ_DLOADER.UX

Description:

A Trojan downloader that downloads malware fromesaldifferent Internet addresses. A Trojan apfibicais a
malware with no capability to spread into othertsys. They are usually downloaded from the Intewamed
installed by unsuspecting users.

Description of Attack Steps Abstracted Step ofcitfarocess
1. Downloaded from the Internet or installed py Implicit AG, IMC
unsuspecting users
2. Waits for execution by some user EP
3. Copies itself to windows folder IMC
4. Waits for an active Internet connection to downldiael IMC
file HHTZ.EXE from a particular site.
5. Modifies windows registry to ensure its automatic CDI
execution at every system startup:
6. Executes the downloaded file which provides| a
EP
backdoor

CME-402: 2005-07-04
CA: Win32.DIWreck

Description: A Trojan that downloads and executes other malw@ddware and spyware
programs) on the infected system. They also injeeir main functionality into Internet
Explorer in an attempt to hide their presence aymbs some personal firewalls.

Description of Attack Steps Abstracted Step ofchtfarocess

1. Downloaded by the user AG, IMC
2. executed by user EP
3. queries the following registry key to determine the

location of Internet Explorer: VB
HKLM\Software\Microsoft\Windows\CurrentVersion\App
Paths\IEXPLORE.EXE
4. executes an instance of Internet Explorer without Ep

displaying any windows

5. Itinjects code into this process CDI
6. downloads files which are usually other malwarenfro

. . IMC

different domains

7. Executes the downloaded files EP

CME-746: 2005-07-08
CA: Win32.SillyDI.RW

Description:A Trojan downloader that downloads an executaldefa malware Web site.

Description of Attack Steps Abstracted Step ofcitfarocess
1. Received by email or downloaded by the user AG, IMC
2. executed by user EP
3. downloads a file from the domain “distributed-
¥k com" and saves it to the file location IMC
"C:\temp\tmp.exe"
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CME-323: 2005-07-08

CA: Win32.Conferox

Kaspersky: Trojan-Downloader.Win32.Small.arf

Description: A password stealing trojan that dowadl® a dll, which is used to intercept user keyssokihe
collected data is posted to another web site.

Description of Attack Steps Abstracted Step ofchtfarocess

1. Received and downloaded via email AG, IMC
2. Executed by user EP
3. the trojan copies itself to the %System%/serviddeio IMC

as “explorer.exe”
4. queries the operating system to determine theitmcaff

'%System%' VB

Y

5. Registers itself as a service (on Windows NT/2K/XP

modifies the registry in order to execute at thetne CDI

reboot (on Windows 9.x)
6. drops a 20,380-byte DLL file called “dll.dII" andses it

: ; IMC

to intercept an affected user's keystrokes
7. collects some sensitive and confidential data, sagh

user e-mail account details, OS details, IP address R

cached passwords, banking details, etc
8. Posts the collected information to an external site EP

CME-875: 2005-07-15

CA: Win32.Reatle.A

Kaspersky: Net-Worm.Win32.Lebreat.c

Description: A mass-mailing worm that opens a bdckr and attempts to propagate by exploiting therd&ioft
Windows Local Security Authority Service (LSASS)rRate Buffer Overflow (as described in Microsoft Bety
Bulletin MS04-011) on TCP port 445.

Description of Attack Steps Abstracted Step ofcitfarocess

1. Received as email attachment Implicit AG and IMC
2. Waits for execution by the recipient EP
3. Query the operating system for the location of fthe VB

directory of temporary files %system%
4. Copies itself to %System%\windows.exe also copies IMC

itself to %System%\attach.tmp
5. modifies the registry so that this copy is executtdach CDI

Windows start:
6. Search all fixed drives for email addresses VB
7. Save the gathered addresses on the local filensyste CDI
8. Sends itself to the collected emails EP
9. Runs an FTP server to upload copies of the worm EP
10.Modifies system registry to lower or disable segufi TH

settings
11.Download arbitrary files IMC
12.Perform a DoS attack against www.symantec.com DoS
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CME-540: 2005-08-17

CA: Win32.Tpbot.A

Kaspersky: Net-Worm.Win32.Bozori.a
Description: A worm that opens an IRC controllectkmoor and exploits the Microsoft Windows Plug @®ldy

Buffer ~ Overflow  Vulnerability = (described in  Microfo Security Bulletin  MS05-039 at
http://www.microsoft.com/technet/security/Bulletit05-039.mspx) on TCP port 445.
Description of Attack Steps Abstracted Step ofchtfarocess
1. Checks the wvulnerability of randomly generated |IP R
addresses
2. Exploits the vulnerability AG, IMC
3. Instructs the target to connect back to the sosystem EP
4. Downloads the worm using TFTP IMC
5. Executes the worm EP
6. creates a mutex file on the local system CDI
7. Query the operating system for the location of the VB
directory of temporary files %system%
8. Copies itself to %System% directory as wintbp.exe MCI
9. modifies the registry to execute this copy at each
) ) CDI
Windows start:
10.Creates a batch file CDI
11.Launches the batch file to delete the original eieules CDI
12.connects to an IRC server EP

CME-702: 2005-08-25

CA: Win32.Drugtob.A

Kaspersky: Backdoor.Win32.IRCBot.et
Description: A worm that opens a back door and @tgplthe Microsoft Windows Plug and Play Buffer @iawv
Vulnerability (described in Microsoft
http://www.microsoft.com/technet/security/Bulletifb05-039.mspx) on TCP port 445. The worm also astsn
IRC-controlled backdoor, allowing a controller uttaarized access to the infected machine.

Security Betin MS05-039

Description of Attack Steps Abstracted Step ofcitfarocess

1. searches random IP addresses for potential targets, R
checking for vulnerable systems via port 445.

2. If it successfully exploits this vulnerability, th&orm

AG

opens a remote shell on the target system

3. instruct the target to connect back to the souystem Ep
and download the worm using the Windows TFTP client

4. It downloads the worm using a file name in the fgrm IMC
run<number>exe

5. Run the downloaded worm file EP

6. When initially executed, Drugtob checks if the éoling
registry entry exists: HKLM\Software\Drudgebot\Halt VB
if it exists then displays a message box and exit

7. determines the location of the current ProgramsHile
folder and the windows folder by querying the ofieta VB
system

8. The worm terminates processes related to other analw TH
and adware

9. deletes folders and files from the %Program Filestd CDI
%System% directories

10.Deletes Registry Values CDI

11.Connect to IRC server EP
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CME-637: 2005-08-25
CA: Win32.Drugtob.B

Descriiption:A worm that opens a back door and exploits the dioft Windows Plug and Play
Buffer Overflow Vulnerability (described in Microo Security Bulletin MS05-039 at
http://www.microsoft.com/technet/security/Bulletif&05-039.mspx) on TCP port 445.

Description of Attack Steps Abstracted Step ofcitfarocess
1. searches random IP addresses for potential tangets, R
checking for vulnerable systems via port 445
2. opens a remote shell on the target system AG
3. uses this shell to instruct the target to conneakhbto Ep
the source system
4. downloads the worm using a file name in the fgrm IMC
‘run<number>exe
5. Runs the downloaded file EP
6. checks if the following registry entry exists: VB
HKLM\Software\Drudgebot\Halt
7. Ifits value is "TRUE", the worm displays a messags EP
and then exits
8. determines the location of the current ProgramsHile
folder by querying the operating system and theesys VB
directory
9. copies itself to "%System%\wbeviwindrg32.exe" IMC
10.sets registry value so that this file is executeeach CDI
Windows start
1l.acts as a very basic FTP server on the origingting Ep
system, listening on port 24463
12.creates the mutex "windrg322" to avoid running ipiet
i : CDI
copies of the worm at the same time
13.executes a simple batch file that deletes it frompath TH
it was originally executed from
14.terminates processes, which are related to othkrara TH
and adware
15.deletes folders from the %Program Files% directory CDI
16.deletes files from the %System% directory CDI
17.Deletes registry values CDI
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Appendix B: Datasets and Dataset Generation
Tools

1. Ready-made Datasets

A) DARPA’s Datasets

The background traffic was synthesized accordingtatistics collected from different networks in
several Air Force bases (about 50 air bases). Tthekacomponent consists of attack scripts coltecte
from specialized sites and mailing lists on thednét or written by hand in addition to some littaeks.

A network test-bed was implemented to create atliaffic, which contains various types of traffic
similar to that may be generated by hundreds ofsuse thousands of hosts. Seven weeks of training
data, which contains background traffic and labeltecks in addition to two weeks of unlabeled test
data was recorded.

Table B.1 Main features of evaluation datasets

=]

1999 version: (56 attacks, wi
NT)

simulated human users on rdat

machines
victims are real machines

signature based, HID
and NIDS
contains attack scenarid

[

Dataset Main Features Advantages Disadvantages
«  background + attack traces
e dataset in tcpdump, system lgg
formats e established and
e network traffic + Host-based consolidated the maip
logs concepts of datasgt, .
ﬁ?eﬁgglgg;?%t e 1998 yersion: (32 attack typef, genferation ﬂgthe dost;rs]gleetz%oo)(no
: 120 instance, No windowpe* envisaged anomal .
{Lippmann00a}, logs) based  as well ak® non representative
{Lippmann00b} S [Mchu]

CRC Dataset

traces in tcpdump format
only attack traces, ng
background traffic

contains traces for successiu|

and failed attack attempts
Vmware machines
Especially for
signature-based NIDS

testing

*  well documented

« apply evasion technique
¢ large number of traces
e large number of victim

quite recent (2006)

%)

only elementary attack|
launched by VEH

UJ

and threat traffic files
background and malicious

threat traffic files added
each month

Massicotte06 . i qg ! X Vulnerability  Exploit
{ D[ oo e sytems conouatop e £
configuratign 9 (About 200 OS versions'g
« 10446 traces result from" 322222343 attack traffi
combinations of Vul, Configd
and target + 3549 result frorlun
applying evasion on succefll
attacks
*  security audit 'Fool_ |+ highly configurable| | only NIDS
» test packet filtering securit through a GUI . . ]
. ) . L . | = attack insertion only vig
Karalon's  Traffic devices e The traffic library is -
- - . threat traffic files.
1Q « traffic library containing more updated regularly with| commercial tool
{Trafficiq08} than 1000 standard protocpl approximately 50 new

non flexible addition of
attack scenarios

There were two groups of datasets: the first cemsicnetwork traffic for testing Network Intrusion
Detection Systems (NIDS). It was collected by sngfpackets from certain points on the test be@& Th
other group was particularly gathered to test hasted intrusion detection systems (HIDS). It cdasié
audit data from Solaris hosts, full disk dumps fridiIX victim machines and sun basic security module
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(BSM). All were obtained from victim hosts.

About 300 instances of 38 different attack typesewesed in DARPA 1998 and 201 instances of 56
attack types in 1999 version {Kendall99}. They weaegorized mainly in four categorid3robe or
scanning Remoteto local (R2L), User to Roof{U2R), andDenial of Service (DoSAttacks and attack
scenarios were selected according to the followies:

1- Use a transcript of an actual intrusion if avakatd develop attack scenarios

2- Otherwise, use the publicly known attacks, whicim ¢& found on the specialized sites or

mailing lists.

3- The novel attacks were created by taking yet ursgbgal vulnerabilities or weaknesses.

Generated packets artificially result in “perfec¢taffic that does not contain broken or strange
packets not conforming to protocol specificatiofibis kind of spurious packet is quite common in the
Internet traffic {Coredump08}.

Moreover, it was noticed that packets are moreleeghan expected in the reality {Mahoney03}.
For example:

- SYN packets have always a 4-byte set of optiongedsein reality it ranges from 0 to 28 bytes

of options.

- TCP window size has seven fixed values. Howeveisuglly ranges from 512 to 32120.

- 29 distinct source addresses account for 99.9%eofraffic. In real world networks with similar

characteristics, over 24,000 unique addressesauenged.

- TTL values are similar in most of the packets wh&nalues out of 256 were used. In reality,

177 different values can be observed.

Similarly, for the TOS there only four differentluas were used whereas in real traffic about 40

values can be observed.

2. Dataset Generation Tools

A) Background Traffic Generators

Generic traffic generators such as IPERF, Smart@its ttcp generate IP, TCP and UDP packets
using pseudo-random techniques. This works welh&giwork devices (e.g., routers, switches, bridges)
because they often do not care about the packénguhyUnfortunately, intrusion detection systems do
care about the packet payload contents. Thus, magdpenerated sequences of bytes are not suitable f
testing IDS. When the IDS encounters such sequeibgtes, it can decide to report it as anomalaus o
just drop the packet without any further analysis.

More intelligent traffic generators have been a@ddb solve this problem. Harpoon {Sommers04},
by example, generates TCP and UDP traffic basegarparameters (i.e., packet lengths, temporal and
spatial characteristics) automatically extractemimfrrouters in live environments. Other tools are ar
aware of network protocols and use protocol autanat for instance, to generate an emulated traffic
that corresponds to what a real user would gendBdeford98}. This category of tools can create
HTTP, FTP, Telnet and mail sessions that look sytially correct. Unfortunately, this approximated
representation of protocols is quite idealistic dods not correspond to what real users do.

B) IDS Stimulators

Table B.2: IDS stimulators.

Tool Main Features Advantages Disadvantages
IDS Stimulators | » generate attacks from existing, IDS Inter-comparison « relies only on publicly
Snot & Stick IDS signatures to test other IDS P available signatures
. |« TTL, source and
e a suite of tools to generate falge , ..~ .
o destination addresses dre
attacks that mimics well known ongs
IDSwakeup . changeable
¢ a bournshell script that allow the )
. . . e lwu can sends a buffer gs
execution of hping2 and iwu
datagram
;eggz\i”duees b ausi%ros;-tﬁill?l%' lack of — publicly
Mucus « signature-based stimulator q y 9 sig available signaturd

of one NIDS to test anothgr

NIDS sets

162



Evaluation of Intrusion Detection Systems Mohamr8e®adelrab

C) Vulnerability Scanners and Network Mappers

In addition to the previous list, scanning toolstsas Nessus {Nessus08} and Nmap {Nmap08} are
often used to supply the reconnaissance attacks.

Nmap:

Nmap ("Network Mapper") is a free and open soutmr{se) utility for network exploration or
security auditing. Many systems and network adriiizisrs also find it useful for tasks such as nekwo
inventory, managing service upgrade schedulesjramdtoring host or service uptime. Nmap uses raw
IP packets in novel ways to determine what hostsagailable on the network, what services (appboat
name and version) those hosts are offering, whatadipg systems (and OS versions) they are running,
what type of packet filters/firewalls are in usedadozens of other characteristics. It was desigoed
rapidly scan large networks, but works fine agamisgle hosts. Nmap runs on all major computer
operating systems, and both console and graphecaions are available.

Nessus:

The free open source Nessus vulnerability scanasrblecome the de facto standard. Nessus risk
assessments are powered by its robust databasdneirability checks called Nessus Attack Scripting
Language (NASL) scripts. NASL is a powerful scmgtilanguage for writing security checks for Nessus
to perform.

The vulnerability database is updated daily. Adstiaitors can access the database simply by
running a command-line tool that ships with Nesgesssus-update-plugins). This tool connects to the
Nessus site and downloads all of the latest atfdiggins available. Unlike commercial off-the-shelf
vulnerability scanners, Nessus scans devices antifiés remote flaws in the system. In additian, i
checks the host for vulnerabilities and identifgissing patches.

D) Penetration Testing Frameworks

Immunity’s CANVAS {Canvas08} and Core Impact {Coreimpact08} from Core Security
Technologies are even more sophisticated. Thewdecin a single application a network mapper, a
vulnerability scanner, an exploit execution envinemt, and a report generator. They also contairesom
basic functionalities to perform “stealth” attackse,, to apply some form of obfuscation to thecexed
attacks. On the open source side, we firedasploit which we have described in details in Section 4.7

Table B.3: Penetration testing tools

Tool Main Features Advantages Disadvantages
« a framework for penetration
testing, IDS signature
development, and exploit resear¢chr  Free Open source
» written in Ruby language . E)_(tensible tool:  new | scheduling the whole test
Metasploit * Current version (v. 3.0 exploits and features can tels quite fastidious and
{Metasploit08} contains: added as modules and pluging attack scenarios should be
0 177 exploits * Maintained updates rogrammed separatel
o0 104 payloads « Has a web interface and [a”"°9 P y
0 17 encoders GUI
o 5NOPs
0 30 aux
e automated penetration testingg has a GUI frontend
tool regular updates of well-tested
Core Impact * automates steps of attackexploits . Commercial
{Coreimpact08} process e fully customizable
* automatic report generation | « possibility of integration
« - automatic clean up after test with other security tools
e Automated exploitation
CANVAS system _ . apility to add custom _
{Canvas08} « over 150 exploits (by exploits « Commercial
november 2007)  Hasa GUI
« 4 exploits/month, in average
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E) Attack Mutation Tools

Attackers want to be invisible by any mean to awaetection. In addition to creating new variations
of their malicious code, they also follow sevenzgsion and illusion techniques to render the IDBeei
blind or confused {Ptacek98}.

The use of variations of attacks to test intrusietection systems and other security mechanisms has
recently received considerable attention. Thesks tmambine the functionalities of an exploit exéout
environment with one or more IDS evasion techniq@@se of the earliest works that systematically
considered attack variations as a way to test sigrudetection systems was Raffael Marty’s Thor
{Marty02}. Thor’s design included the possibilitp generate variations at both the network and the
application layers using mutant modifier to genersgveral variations of the network traffic frone th
same attack exploit. However, Thor's implementatiodimited and the only mentioned result is the
application of an evasion technique based on ighiemtation to an HTTP-based attack.

Another interesting work is MACE {Sommers04}. MACE a toolkit for malicious traffic generation
written in Python. The malicious traffic is creatadcording to three models: an exploit model that
describes the parts of the attack, an obfuscatiodemthat defines the obfuscation elements at both
network and application layer, and the propagatmdel that controls the order in which the victim
hosts will be attacked.

The tool AGENT {Rubin04} relies on a formal, logidaduction of mutations. It generates variatiofis o
a single instance of attack automatically usingeri@fce rules. A more powerful tool call&ploit
{Vigna04} that generates attack variatiobg applying mutant operators to an exploit template
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Appendix C: Glossary

Activity
Malicious
activity

Normal activity

Analytical
evaluation

Attack

Attack scenario

Avalilability
Benchmarking

Classification
Confidentiality
Counter-
measures
Evaluation
Evaluation

Methodology
Evaluation

Technique
Event

Exploit (noun)
False negative
False positive

Integrity

Intrusion

An action or a set of actions that generatesntsn the system.

An activity carried out by an attacker that aimsviolate the
security policy

An activity carried out within the context of normaperations
without the intent to compromise the security polic

It is usually based on some model of the systenewusididy not the
system itself and can be done at any stage duneglévelopment
cycle.

A malicious technical interaction that attempts ebxploit some
vulnerability as a step towards achieving the figakl of the
attacker.

A set of organized activities, including malicioastivities and
apparently normal activities, which are executeddguence or in
parallel to achieve the attacker’s goal.

The prevention of unauthorized retention of infotiora

Is a specific kind of test; it is the process ofmparing the
performance of two or more systems by measurem@ften, a
series of experiments are performed on systemg) wsireference
set of benchmarks (datasets/programs).

Systematic arrangement, in groups or categoriesprding to
established criteria

The prevention of unauthorized disclosure of infation.

To avoid any confusion we prefer using the técounter measure”
for security mechanisms while keeping the témeasure"for its
original use in metrology.

Is generally defined as “the act of placing a vatuethe nature,
character, or quality of something”.

Is a detailed plan that describes all the stepshefevaluation
process.

We can identify three main techniques that can pplied to
evaluate computer-based systems or applications

A thing that happens or takes place; a changesiesystate.

A script, a program, a mechanism or other techniguewhich
some vulnerability is used to realize an attack part of an attack.

An event corresponding to the incorrect decisiorate an activity as being
not erroneous; also called a “miss”.

An event corresponding to the incorrect decisionate an activity
as being erroneous; also called a “false alarm”.

The prevention of modification or unauthorized s@ggion
of information.

A maliciousfault externally induced resulting from attack that
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Intrusion
Detection

Intrusion
Detection
System (IDS)

Intrusion
Prevention
System (IPS)

Malicious
activity

Measure (noun)
Metrics

Normal activity

Security failure

Security policy

Simulation

Taxonomy
Test or

measurement
Test-bed or
workbench

True negative

True positive

Vulnerability

has succeeded in exploiting some vulnerability.

The set of practices and mechanisms used towatdstig errors
that may lead to security failure, and diagnosintyusionsand
attacks.

An implementation of practices and mechanisms dfugion
detection.

A kind of IDS that prevents occurrence of attacksher than
simply detecting errors due to attacks. It extahdsfunctionality of

IDS by a response unit to prevent attacks andifmitrtheir effects.

Typical responses to intrusions may include dropmuspicious
traffic at the firewall, denying user access tootgses as they
exhibit anomalous behavior, etc.

An activity carried out by an attacker that aimsviolate the
security policy

This term has several different meaning

The criteria used to evaluate the system. Any meaitniculd have
both a definition and a unit of measure. By example

An activity carried out within the context of norimaperations
without the intent to compromise the security polic

Any violation of a security property of the intenidgecurity policy.
This includes any violation of theonfidentiality the integrity or
theavailability.

A description of 1) the security properties to hafifed by a
computing system; 2) the rules according to which system
security state can evolve.

This technique is applicable at any stage too. édydbehaviors,
interactions between system components and thésiipputs are
simulated,

The study of the general principles of scientifessification

An actual implementation or a prototype of the eysis evaluated
against real or synthetic inputs (workloads or teghset) in order
to study the system behavior and its reactions.

The platform of test (software/hardware/networkhéecture) on
which the test can be carried out.

The eventcorresponding to the correct decision to rate divigc
as being not erroneous.

The eventcorresponding to the correct decision to rate divigc
as being erroneous; also called a “hit.”

A fault created during development of the systenguwing operation, that

could be exploited to create an intrusion.

166

Mohamr8eGadelrab



Evaluation of Intrusion Detection Systems Mohamr8e®adelrab

References

[Abouelkalam03] Anas Abou El Kalam, "Modeéles etiBglies de Sécurité Pour les Domaines de la Sadrbes

[Alata06]

[Alata07]

[Alessandri04]

[Allen00]

[Anderson08]

[Anderson80]

[Antonatos04]

Affaires Sociales"LAAS Report03578, Institut National Polytechnique de TouloUSET,
Toulouse, France, 2003.

E. Alata, V. Nicomette, M. Kaaniche, M.aBier, M. Herrb, "Lessons learned from the
deployment of a high-interaction honeypotSixth European Dependable Computing
Conference (EDCC '06¥oimbra, Portugal, pp. 39-46, 2006.

Eric Alata, "Observation, caractérisatienmodélisation de processus d'attaques sur kttern
PhD thesis|Institut National des Sciences Appliquées (IN8&)Toulouse, France, 2007.

Dominique Alessandri, "Attack-ClaBased Analysis of Intrusion Detection Systeni3h,.D.
Thesis University of Newcastle upon Tyne, School of Catipy Science, Newcastle upon
Tyne, UK, 2004.

J. Allen, A. Christie, W. Fithin, J. McHyh, J. Pickel and E. Stoner, "State of The Praaifce
Intrusion Detection Technologies" Technical Report CMU/SEI-99-TR-028, Software
Engineering Institute, Carnegie Mellon Universittsbrgh, PA, 2000.

Ross J. Anderson, "Security EnginegriA Guide to Building Dependable Distributed
Systems", Book, 2nd edition, John Wiley & Sons, 2@08.

J. P. Anderson, "Computer securityedhrmonitoring and surveillanceTechnical Report
James P. Anderson Company, Fort Washington, Perarggl USA, April 1980.

S. Antonatos, K. G. Anagnostakis &dP. Markatos, "Generating Realistic Workloads for
Network Intrusion Detection System®aCM SIGSOFT Software Engineering Notesl. 29,
Issue 1, pp. 207-215, 2004.

[Athanasiades03] N. Athanasiades, R. Abler, J. hevH. Owen, and G. Riley, "Intrusion detectiortites and

[Avizienis04]

[Avtest08]

[Axelsson00]

[Axelsson98a]

[BalzarottiO6]

[Barford98]

[Bishop95]

[Bishop99]

[Botta0Q7]

benchmarking methodologies'Proceedings of First IEEE International Workshop on
Information Assurance (IWIAS 20Q0B)armstadt, Germany, pp. 63-72, 24 March 2003.

Algirdas Avizienis, Jean-Claude LamriBrian Randell, and Carl Landwehr, "Basic Congept
and Taxonomy of Dependable and Secure ComputlE@E Transactions on Dependable and
Secure Computing/ol. 1 (1), pp. 11-33, 2004.

Tests of Anti Virus Software (2008): ifftwww.av-test.org/.

Stefan Axelsson, "Intrusion DetectiBpstems: A Survey and Taxonomyfechnical Report
99-15, Department of Computer Engineering, Chalrikisersity, Goteborg, Sweden, 2000.

S. Axelsson, "Research in Intrusiatdation systems: A SurveyTechnical Repo@8-17,
Department of Computer Engineering, Chalmers Usiteiof Technology, Goteborg, Sweden,
1998.

D. Balzarotti, "Testing Network losion Detection SystemsPhD Thesis Polytechnical
Institute of Milano, Italy, 2006.

Paul Barford and Mark Crovella, "Gerterg representative Web workloads for network and
server performance evaluatiorB8|GMETRICS Performance Evaluation Revi&ml. 26, pp.
151-160, 1998.

Matt Bishop, "A standard audit trail feat", In Proceedings of the 1995 National Information
Systems Security ConferenBaltimore, Maryland, USA, pp. 136-145, 1995.

M. Bishop, "Vulnerabilities Analysis'Rroceedings of the 2nd International Workshop on
Recent Advances in Intrusion Detection (RAID'889gst Lafayette, Indiana, USA, 1999.

Alessio Botta, Alberto Dainotti and AnforPescapé, "Multi-protocol and multi-platform fiaf
generation and measuremetNFOCOM 2007 DEMO SessipAlaska, USA, pp. N/A, 2007.

167



Evaluation of Intrusion Detection Systems Mohamr8e®adelrab

[Boutio4]

[Caida08]

[Canvas08]

[Capec08]

[Cert08]

[Chen98]

[Cheung03]

[Cme08]

[Coredump08]
[Coreimpact08]

[Cte08]
[Cuppens00]

[Cve08]
[Dacier94]

[Dacier99]

[Dahl06]

[Debar00]

[Debar02]

[Debar04]

[Debar05]

[Debar07]

[Debar98]

Abdelkader Bouti and Daoud Ait Kadi, "Atéde-Of-The-Art Review of FMEA/FMECA",
International Journal of Reliability, Quality andafety EngineeringVol. 1 (4), pp. 515-543,
1994.

CAIDA: The Cooperative Association fotdmet Data Analysis (2008):
http://www.caida.org/research/security/.

IMMUNITY's CANVAS: An Automated Explotian System (2008):
https://lwww.immunitysec.com/products-canvas.shtml.

CAPEC: The Common Attack Pattern Enuriearatnd Classification (2008):
http://capec.mitre.org/data/index.html.

Computer Emergency and Response Teamw&aftEngineering Institute, Carnegie Mellon
University: http://www.cert.org/stats/.

S. Staniford-Chen, B. Tung and D. Schnabkeg, "The Common Intrusion Detection
Framework (CIDF)"|nformation Survivability Workshg®rlando FL, USA, 1998.

S. Cheung, U. Lindqgvist and M. Fong, ‘&dling Multistep Cyber Attacks for Scenario
Recognition”, Proceedings of the Third DARPA Inofrmation Surviligb Conference and
Exposition (DISCEX Il)Washington, DC, USA, pp. 284-292, 2003.

CME: Mitre's Common Malware Enumerationq@Q http://cme.mitre.org/.
Museum of broken packets (2008): Hitpmtuf.coredump.cx/mobp/.

CORE IMPACT: Automated Penetratiasfing (2008):
http://www.coresecurity.com/?module=ContentMod&antiitem&id=591

CTE: Classification Tree Editor (2008):fhttwww.systematic-testing.com.

Frédéric Cuppens, Rodolphe Ortalo, "IBAM\: A Language to Model a Database for
Detection of Attacks"Proceeding of the Third International Workshop ba Recent Advances
in Intrusion Detection (RAID’2000) oulouse, France, pp. 197-216, 2000.

Mitre's Common Vulnerability and Exposu@VE) (2008): http://cve.mitre.org/.

Marc Dacier and Yves Deswarte, "Privde@raph: an Extension to the Typed Access Matrix
Model", Proceedings of the Third European Symposium ondReseén Computer Security
(ESORICS '94)London, UK, pp. 319-334, 1994.

Marc Dacier and Dominique Alessandriul®a: A Vulnerability Database'Proceedings of
the 2nd Workshop on Research with Security VulniégabatabasesPurdue, USA, 1999.

Ole Martin Dahl and Stephen D. Wolthuséiodeling and Execution of Complex Attack
Scenarios using Interval Timed Colored Petri NetB¥pceedings of the Fourth IEEE
International Workshop on Information Assurance I®\06), Washington DC, USA, pp. 157-
168, 2006.

Hervé Debar, Marc Dacier and Andreas We#gpRevised Taxonomy for Intrusion Detection
Systems"Annales des Telecommunicatipk®l. 55, Number: 7-8, pp. 361-378, 2000.

Hervé Debar and Benjamin Morin, "Evaloatof the Diagnostic Capabilities of Commercial
Intrusion Detection Systemdhternational Symposium Recent Advances in IntruBietection
(RAID 2002), LNCS 251&urich, Switzerland, Springer, LNCS 2516, pp. IIBB, 2002.

Hervé Debar, Benjamin Morin, Frédéric Gemps, Fabien Autrel, Ludovic Mé, Bernard Vivinis,
Salem Benferhat, Mireille Ducassé and Rodolphe I@rtdétection d'intrusions : corrélation
d'alertes",Technique et Science Informatiquesl. 23 (3), pp. 359-390, 2004.

Hervé Debar and Jouni Viinikka, "IntrusiDetection: Introduction to Intrusion Detectiondan
Security Information Management=pundations of Security Analysis and Design Liécture
Notes in Computer Science, Volume 3655, 2005. fi-236.

H. Debar, D. Curry, B. Feinstein, "Thetrlision Detection Message Exchange Format
(IDMEF)", RFC 4765 Internet Engineering Task Force, IETF, 2007.

Hervé Debar, Marc Dacier, Andreas Wespd &tefan Lampart, "An Experimentation
Workbench for Intrusion Detection SystemREsearch RepoRZ 2998, IBM Zurich Research
Laboratory, Switzerland, 1998.

168



Evaluation of Intrusion Detection Systems Mohamr8e®adelrab

[Debar99]

[Denning87]

[Deterlab08]

[Earl01]
[Eckmann02]

[Eeye08]
[Emulab08]
[Ermopoulos06]

[Fragroute08]
[Futoransky03]

[Gadelrab06]

[Gadelrab07]

[Gadelrab08a]

[Garg06]

[Grochtmann95]

[Hansmann03]

[Helmer01]

[Hoglund05]

[Honeynet04]

[Howard98]

[Httperf08]
[ITSEC91]

Hervé Debar, Marc Dacier and Andreas Wegmwards a taxonomy of intrusion-detection
systems"The International Journal of Computer and Telecomitations NetworkingVol. 31,
N. 9, pp. 805-822, 1999.

Dorothy E. Denning, "An intrusion-deieo model", IEEE Transaction on Software
Engineering Vol. 13, pp. 222-232, 1987.

DETERIab Testbed: cyber-DEfense Tetdmo Experimental Research LABoratory Testbed
(2008): http://www.isi.edu/deter/.

Earl Carter, "Cisco Secure Intrusion Détet System"”, Cisco Press, 2001.

Steven T. Eckmann, Giovanni Vigna, BichA. Kemmerer, "STATL: an attack language for
state-based intrusion detectiodturnal of Computer Securityol. 10, pp. 71-103, 2002.

EEYE published advisories (2008): httpmiweeye.com/html/Research/Advisories/.
Emulab: Network Emulation Testbed (2008{p://www.emulab.net/index.php3?stayhome=1.

Charis Ermopoulos and William YurcikNVision-PA: A Tool for Visual Analysis of
Command Behavior Based on Process Accounting Laiih @ Case Study in HPC Cluster
Security)", Proceeding of IEEE International Conference on stelu Computing
(CLUSTER'06), Barcelona, Spaizg-28 September, 2006.

Fragroute: a TCP/IP fragmenter (20@8)w.monkey.org/~dugsong/fragroute.

Ariel Futoransky, Luciano Notarfresco, Gerardo Richarte and Carlos Sarraute, "Bigldi
Computer Network Attacks'Technical ReportCorelLabs, Core Security Technologies, USA,
2003.

Mohammed Gadelrab and A. Abou El Kaldmesting Intrusion Detection Systems: An
Engineered Approach"Proceeding of IASTED International Conference onftgre
Engineering and Applications (SEA 20085A, 2006.

Mohammed S. Gadelrab, Anas Abou Ebifabnd Yves Deswarte, "Defining categories to
select representative attack test-casesceedings of the 2007 ACM workshop on Quality of
protection (QoP '07)Alexandria, Virginia, USA, pp. 40-42, 2007.

Mohammed Gadelrab, Anas Abou El KadnYves Deswarte, "Modélisation des processus
d'attaques pour I'évaluation des IDSA¢ct de la 3éme Conférence sur la Sécurité des
Architectures Réseaux et des Systemes d’Informatamtudy, France, 2008.

Ashish Garg, Shambhu Upadhyaya and Kewviak "Attack Simulation Management for
Measuring Detection Model Effectivenes$”roceedings of The Second Secure Knowledge
Management Workshop (SKM 200Bjooklyn, NY, USA, 2006.

M. Grochtmann and J. Wegener, "Teéase Design Using Classification Trees and the
Classification-Tree Editor CTE'Rroceedings of the 8th International Software QuaWeek
(QW '95) San Francisco, USA, pp. 1-11, May 1995.

Simon Hansmann, "A Taxonomy of Netwamkd Computer Attacks"Diplom Thesis
University of Canterbury, New Zealand, 2003.

Guy Helmer, Johnny Wong, Mark Slagelhsént Honavar, Les Miller and Robyn Lutz, "A
Software Fault Tree Approach to Requirements Amglg$ an Intrusion Detection System",
Proceedings of the 1st Symposium on Requiremergmégring for Information Security
Indianapolis, IN, USA, pp. 207-220, 2001.

Greg Hoglund and Jamie Butler, "RoakiBubverting the Windows Kernel", Addison-Wesley
Professional, 2005.

The Honeynet Project, "Know Your Enelbogarning about Security Threats”, Addison-Wesley
Professional, 2nd Ed., 2004.

John Douglas Howard, "An analysis ofséyg incidents on the Internet 1989-199%hD
Thesis Carnegie Mellon University, USA, 1998.

Httperf: web testing tool (2008): hitpvww.hpl.hp.com/research/linux/httperf/.

Information Technology Security EvaluatioCriteria (ITSEC), Provisional Harmonised
Criteria, Version 1.2, Commission of the Europeam@unities, 1991.

169



Evaluation of Intrusion Detection Systems Mohamr8e®adelrab

[1da07]

[llgun9s]

[log08]
[1tg08]
[Jacob08a]

[Jacop08]
[Jain91]

[John07]
[Jones00]

[Jonsson97]

[Jpcap08]
[Kaaniche06]

[Kemmerer98]

[Kendall99]

[Killourhy04]

[Kumar95]

[Leurrecom08]
[LiChen03]

[Lindqvist97]

[Lippmann00a]

[Lippmann00b]

[Lough01]

The ida vulnerability (2007):
http://research.eeye.com/html/advisories/publishB@0010618.html.

Koral llgun, Richard A. Kemmerer and RiplA. Porras, "State Transition Analysis: A Rule-
Based Intrusion Detection ApproaclBeftware Engineeringv/ol. 21, pp. 181-199, 1995.

ILOG Constraint Programming (2008): htfpsvw.ilog.com/products/cp/.
Distributed Internet Traffic Generator (Z)0Ohttp://www.grid.unina.it/software/ITG/link.php.

Grégoire Jacob, Eric Filiol and Hervéb@re "Malware as Interaction Machines: a New
Framework for Behavior ModelingJournal in Computer Virologyol. 4, pp. 235-250, 2008.

JaCoP: Java Constraint Programming Wyl{g008): http://jacop.cs.lth.se/.

Raj Jain, "The Art of Computer Systemsfé&enance Analysis: Techniques for Experimental
Design, Measurement, Simulation, and Modeling",eglinterscience, 1991.

John the Ripper password cracker (20Q#):/www.openwall.com/john/.

Anita K. Jones and Robert S. Sielken,ni@@er System Intrusion Detection: A Survey",
Technical ReportComputer Science Department, University of ViigjVirginia, USA, 2000.

Erland Jonsson and Tomas Olovsson,U@ntgative Model of the Security Intrusion Process
Based on Attacker BehaviolEEE Transactions on Software Engineerinpl. 23, N. 4, pp.
235-245, 1997.

Jpcap (2008): http://netresearch.icedaikfujii/jpcap/doc/index.html.

Mohamed Kaaniche, Y. Deswarte, Eriatd] Marc Dacier and Vincent Nicomette, "Empirical
analysis and statistical modeling of attack proessbased on honeypotsProceeding of
Workshop on Empirical Evaluation of Dependabilitpda Security (WEEDS), DSN'2Q06
Philadelphia, USA, pp. 119-124, 2006.

Richard A. Kemmerer, "NSTAT: A Modaelded Real-time Network Intrusion Detection
System",Technical RepoMRCS97-18, University of California, CA, USA, 1998.

K. Kendall, "A Database of Computer atks for the Evaluation of Intrusion Detection
Systems",Master ThesisMIT Department of Electrical Engineering and Cangy Science,
USA, 1999.

Kevin S. Killourhy, Roy A. Maxion andkKymie M. C. Tan, "A Defense-Centric Taxonomy
Based on Attack ManifestationsRroceedings of the 2004 International Conference on
Dependable Systems and Networks (DSNBldyence, Italy, pp. 102- 111, 2004.

S. Kumar, "Classification and Detectiori Gomputer Intrusions",PhD thesis Purdue
University, USA, 1995.

Leurrecom Honeypot Project (2008pHwww.leurrecom.org/.

L. Chen, "Modeling Distributed Denial 8krvice Attacks and DefensePhD thesis Carnegie
Mellon University, USA, 2003.

U. Lindgvist and E. Jonsson, "How $gstematically classify computer security intrusign
Proceedings of IEEE Symp. on Security and Prive@akland, CA, USA, pp. 154-163, 1997.

Richard Lippmann, David Fried, Isa@caf, Joshua Haines, Kristopher Kendall, David
McClung, Dan Weber, Seth Webster, Dan WyschogrodbeR Cunningham and Marc
Zissman, "Evaluating Intrusion Detection Systemsie T1998 DARPA Off-line Intrusion

Detection Evaluation"Proceedings of the DARPA Information Survivabiltgnference and

Exposition (DISCEX 2000).os Alamitos, CA, USA, pp. 12-26, 2000.

Richard Lippmann, Joshua W. Hainesvi® J. Fried, Jonathan Korba and Kumar Das,
"Analysis and Results of the 1999 DARPA Off-Linetrirsion Detection Evaluation”,
Proceedings of International Symposium on Recemaaks in Intrusion Detection (RAID
2000) Toulouse, France, Springer, LNCS 1907, pp. 162-2800.

D. Lough, "A Taxonomy of Computer Attacksth Applications to Wireless NetworksPhD
thesis Virginia Polytechnic Institute and State UnivéysiJSA, 2001.

170



Evaluation of Intrusion Detection Systems Mohamr8e®adelrab

[Lundin02]

[Maftia03]

[Mahoney03]

[Marty02]

[Massicotte06]

[Maxion00]

[Maxion98]

[McDermott00]

[McHugh00a]

[MchughOOb]

[Mell03]

[Metasploit08]
[Michel01]

[Moore01]

[Morin07]

[Mozart08]
[Mukherjee94]

[Mutz03]

[Myers79]
[MéO01]

Emilie Lundin and Erland Jonsson, "Suyrvef Intrusion Detection ResearchTechnical
Report02-04, Department of Computer Engineering, Chalmgmiversity of Technology,
Goteborg, Sweden, 2002.

MAFTIA Consortium, “Conceptual Model dnArchitecture of MAFTIA”, D. Powell and R.
Stroud, Eds., MAFTIA (Malicious and Accidental Fatllolerance for Internet Applications)
project deliverable D21, LAAS-CNRS Report 03011020

Matthew V. Mahoney and Philip K. Chd#n Analysis of the 1999 DARPA/Lincoln
Laboratory Evaluation Data for Network Anomaly Datten", Proceedings of International
Symposium on Recent Advances in Intrusion Dete@R&D), Pittsburgh, PA, USA, pp. 220-
237, 2003.

R. Marty, "Thor: A Tool to Test Intrusioetection Systems by Variations of Attacks",
Diploma ThesisSwiss Federal Institute of Technology, ETH Zuyi2802.

Frederic Massicotte, Francois Gagntovan Labiche, Lionel Briand and Mathieu Couture,
"Automatic Evaluation of Intrusion Detection Sys&mProceedings of the 22nd Annual
Computer Security Applications Conferen@éashington, DC, USA, pp. 361-370, 2006.

Roy A. Maxion and Kymie M. C. Tan, "Bdmnarking Anomaly-Based Detection Systems",
Proceedings of the 2000 International Conferencédependable Systems and Netwpikew
York, NY, USA, IEEE, pp. 623-630, 2000.

Roy A. Maxion, "Measuring Intrusion Deteon Systems"The First International Workshop
on Recent Advances in Intrusion Detection (RAID-2®uvain-la-Neuve, Belgium, pp. No
printed proceeding, 1998.

J. P. McDermott, "Attack net peneitvattesting”,Proceedings of the 2000 workshop on New
security paradigms (NSPW 'Q0ew York, USA, pp. 15-21, 2000.

John McHugh, "Testing Intrusion detentsystems: a critique of the 1998 and 1999 DARPA
intrusion detection system evaluations as perfortmetincoln Laboratory" ACM Transaction
on Information System Securityol. 3, pp. 262-294, 2000.

John Mchugh, "The 1998 Lincoln LaborgtdDS Evaluation: Acritique”,Proceedings of
International Symposium on Recent Advances ind$idruDetection ( RAID)Toulouse, France,
pp. 145-161, 2000.

P. Mell, V. Hu, R. Lipmann, J. Haines amd. Zissman, "An overview of issues in testing
intrusion detection systemsTechnical ReportNIST IR 7007, National Institute of Standard
and Technology, USA, 2003.

The Metasploit Framework (2008) phiwww.metasploit.com/.

Cédric Michel, Ludovic Mé, "ADelLe: antatk description language for knowledge-based
intrustion detection"Proceedings of the 16th international conferencdrdarmation security:
Trusted information: the new decade challerigaris, France, pp. 353-368, 2001.

A. Moore, R. Ellison and R. Linger, "Atfa modeling for information security and
survivability", Technical notesSoftware Engineering Institute, Carnegie Mellonivérsity,
2001.

Benjamin Morin and Ludovic Mé, "Intrusiatietection and virology: an analysis of differences
similarities and complementarinesdturnal in Computer Virologyol. 3, pp. 39-49, 2007.

The Mozart Programming System (2008)wvmozart-0z.org.

B. Mukherjee, L. T. Heberlein and . Levitt, "Network intrusion detectionJournal of IEEE
Network Vol. 8, pp. 26-41, 1994.

D. Mutz, G. Vigna and R. A. Kemmerer, "Axperience Developing an IDS Stimulator for the
Black-Box Testing of Network Intrusion Detectionssgms",Proceedings of the 2003 Annual
Computer Security Applications Conference (ACSA, 10as Vegas, Nevada, USA, pp. 374-
383, 2003.

Glenford J. Myers, "The Art of Softwareding”, John Wiley & Sons, 1979.

Ludovic Mé and C'edric Michel , "Intrusiorelction: A Bibliography"Bibliographic Report-
SSIR-2001-01, Supélec, Rennes, France, 2001.

171



Evaluation of Intrusion Detection Systems Mohamr8e®adelrab

[NASLOS8] Michel Arboi, The NASL2 reference manuabD@B): www.nessus.org/doc/nasl2_reference.pdf.
[Nessus08] Nessus: Network Vulnerability Scann@0@): http://www.nessus.org/nessus/.
[Neumann89] Peter G. Neumann and Donn B. Parker,sidnhmary of computer misuse techniques”,

Proceedings of the 12th National Computer SecuCionference Baltimore, MD, USA, pp.
396-407, 1989.

[Nikto08] NIKTO: Open Source web server scannei0g0 http://www.cirt.net/code/nikto.shtml.
[Nmap08] NMAP: Free and Open Source Network Mag@en8): http://nmap.org/.

[Nss08] Network Security Services Group, NSS ID&lEation (2005): http://www.nss.co.uk/ips.
[Ortalo99] Rodolphe Ortalo, Yves Deswarte and MobkdnKaaniche, "Experimenting with Quantitative

Evaluation Tools for Monitoring Operational Secytjt IEEE Transaction on Software
Engineering Vol. 25, Number 5, pp. 633-650, 1999.

[Ossec08] OSSEC: Open Source Host-based IntrusédecBon System (2008): http://www.ossec.net/.
[Osvdb08] Open Source Vulnerability Databse-OSVR2BQ08): http://osvdb.org/.

[Packit08] Packit project at SourceForge.net (2088p://sourceforge.net/projects/packit.

[Pang05] Ruoming Pang, Mark Allman, Mike Benne#isan Lee, Vern Paxson, Brian Tierney, "A First

Look at Modern Enterprise Traffic"Proceeding of ACM SIGCOMM/USENIX Internet
Measurement ConferencBerkeley, CA, USA, pp. 217-231, 2005.

[Paxson97] Vern Paxson, "End-to-end Internet padgeamics",SIGCOMM Comput. Commun. Réxol.
27, pp. 139-152, 1997.

[Paxson97-a] Vern Paxson; Sally Floyd, "Why we td&now how to simulate the InterneProceedings of
the 29th conference on Winter simulatiétlanta, Georgia, United States, pp. 1037-1099,71

[Paxson99] Vern Paxson, "Bro: a System for Detectietwork Intruders in Real-time"Computer
Networks (Amsterdam, Netherlands: 1998)I. 31, pp. 2435-2463, 1999.

[Planetlab08] Planetlab: an Open Platform for Depilg, Deploying, and Accessing Planetary-scaleices

(2008): https://www.planet-lab.org/.

[Porras97] P. A. Porras and P. G. Neumann, "EMERAHvent Monitoring Enabling Responses to
Anomalous Live Disturbances"Proceeding of 20th NIST National Information System
Security Conferen¢éaltimore, Maryland, USA, pp. 353-365, 1997.

[Prelude08] Web Site of Prelude Hyberid Intrusiogté&xtion Framework (2008):
http://www.prelude-ids.org/.

[Ptacek98] Thomas H. Ptacek and Timothy N. Newshdnsertion, Evasion, and Denial of Service:
Eluding Network Intrusion Detection'Technical Report Secure Networks Inc., Alberta,
Canada, 1998.

[Puketza96] N.J. Puketza, K. Zhang, M. Chung, Bkharjee, R. A. Olsson, "A Methodology for Testing
Intrusion Detection SystemsIEEE Transactions on Software Engineerindpl. 22, Number
10, pp. 719-729, 1996.

[Puketza97] Nicholas Puketza, Mandy Chung, Ronaldison and Biswanath Mukherjee, "A Software
Platform for Testing Intrusion Detection Systemkurnal of IEEE Softwarévol. 14, Number:
5, pp. 43-51, 1997.

[Ramsbrock07] D. Ramsbrock, R. Berthier, M. CukiéRrofiling Attacker Behavior Following SSH
Compromises"37th Annual IEEE/IFIP International Conference omf2ndable Systems and
Networks (DSN '07)Edinburgh, UK, pp. 119-124, 2007.

[Raynal04] F. Raynal, Y. Berthier, P. Biondi, D. Mmsky, "Honeypot forensics part 1: analyzing the
network", Security & Privacy, IEEEVoI. 2, pp. 72-78, 2004.

[Realsecure08] IBM Internet Security Systems (Ig®ducts (2008):
http://www-935.ibm.com/services/us/index.wss/offenfly/iss/a1029097.

[Reassure08] Reassure: a Safe Virtual Imaging umsnt for Logically Destructive experiments (2008):
http://projects.cerias.purdue.edu/reassure/indek. ht

172



Evaluation of Intrusion Detection Systems Mohamr8e®adelrab

[Roesch99]

[Rubin04]

[Ruby08]
[Samhain07]

[Schaelicke03]

Martin Roesch, "Snort-Lightweight Infars Detection for Networks'Proceedings of the 13th
USENIX Systems Administration Conference (LISA'S@nttle, Washington, USA, pp. 229-
238, 1999.

S. Rubin, S. Jha, B. P. Miller, "Auton@agjeneration and analysis of NIDS attack'hceeding
of 20th Annual Computer Security Applications Corfee (ACSAC'04)Tucson, Arizona,
USA, pp. 28-38, 2004.

Ruby Programming Language (2008): httpsdwruby-lang.org.
The SAMHAIN file integrity / host-baséuatrusion detection system (2007): http://www.la-
samhna.de/samhain/index.html.

Lambert Schaelicke, Thomas SlabBcanden Moore and Curt Freeland, "Characterizirgy th
Performance of Network Intrusion Detection Sensd?sceedings of International Symposium
on Recent Advances in Intrusion Detection (RAID3}0Rittsburgh, PA, USA, Springer, LNCS
2820, pp. 155-172, 2003.

[Schneier99] B. Schneier, "Attack Trees: Modelirec&ity Threats"Dr. Dobb's Journal Vol. 24, Number
12, pp. 21-29, 1999.

[Sheyner02] O. Sheyner, J. Haines, S. Jha, R. Lppmand J. M. Wing, "Automated generation and
analysis of attack graphsRroceeding of 2002 IEEE Symposium on Security arhé,
Oakland, California, USA, pp. 273-284, 2002.

[Slammer07] Analysis of Microsoft SQL Server SapphiVorm (2007):
http://research.eeye.com/html/advisories/publisheg80030124.html.

[Snapp91] Steven R. Snapp, James Brentano, Gih&iag, Terrance L. Goan, L. Todd Heberlein, Che-
Lin Ho, Karl N. Levitt, Biswanath Mukherjee, S. Shaa T. Grance, D.Teal, and D. Mansur,
"DIDS (Distributed Intrusion Detection System) - dation, Architecture, and an Early
Prototype", Proceedings of the 14th National Computer Secu@iynference (NCSC'96)
Washington, DC, pp. 167-176, 1991.

[Snort08] Web Site of Snort intrusion detectiontsys (2008): www.snort.org.

[Snot07] Snot arbitrary packet generator (2007)vusecurityfocus.com/tools/1983.

[Somaya;jio8] Anil Somayaji, Steven Hofmeyr and $impie Forrest, "Principles of a computer immune
system”,Proceedings of the 1997 workshop on New securitpddigms Langdale, Cumbria,
United Kingdom , pp. 75-82, 1998.

[Sommers04] Joel Sommers, Vinod Yegneswaran, PaufoRl, "A framework for malicious workload
generation”,Proceedings of the 4th ACM SIGCOMM conference darmet measurement
Taormina, Sicily, Italy, pp. 82-87, 2004.

[Staniford-Chen96] S. Staniford-Chen,S. CheungCRwford, M. Dilger,J. Frank,J. Hoagland,K. Le\dtt,
Wee,R. Yip, D. Zerkle, "GrIDS: A Graph-based Intams Detection System for Large
Networks", Proceedings of the 19th National Information Syste8ecurity Conference
(NISSC'96)Baltimore, Md, USA, pp. 361-370, 1996.

[Systematic08] Systematic Testing web site: hipstematic-testing.com.

[TcpdumpO08] TCPDUMP/LIBPCAP public repository (2Q08ttp://www.tcpdump.org/.

[Tcprewrite08] Tcprewrite: pcap file editor (2008ittp://tcpreplay.synfin.net/trac/wiki/tcprewrite.

[Templeton00] J. Steven Templeton and Karl Levi#, requires/provides model for computer attacks",
Proceedings of the 2000 workshop on New securitgdigms (NSPW '0OONY, USA, pp. 31-
38, 2000.

[Thompson97] K. Thompson, G. Miller, R. Wilder, "t-area Internet traffic patterns and charactesisti
IEEE Network TransactionVol. 11, pp. 10-23, 1997.

[TidwellO1] T. Tidwell, R. Larson, K. Fitch and Hall, "Modeling Internet Attacks"Proceeding of the
IEEE Workshop on Information Assurance and Secguiist point, NY, USA, pp. 54-59,
2001.

[Trafficiq08] Karalon's Traffic-1Q (2008): http:/Mmw.karalon.com/trafficigpro.htm.

[Trinoo07] Trinoo Analysis (2007): http://staff.weiagton.edu/dittrich/misc/trinoo.analysis.

173



Evaluation of Intrusion Detection Systems Mohamr8e®adelrab

[Tripwire08]
[Vbox08]
[Vigna00]

[Vigna04]

[Vigna99]

[Vmware08]
[Weber98]

[Webster]
[Whisker08]
[Zanero07]

Tripwire (2008): http://www.tripwire @m/.
VirtualBox: Sun Virtualization System (280 http://www.virtualbox.org/.

Giovanni Vigna, Steven Eckmann, Richareninerer, "Attack Languagedf Proceedings of
the IEEE Information Survivability Workshoposton, MA, USA, pp. 163-166, 2000.

Giovanni Vigna, William Robertson, DavidBalzarotti, "Testing network-based intrusion
detection signatures using mutant exploit®tpceedings of the 11th ACM conference on
Computer and communications secyrityashington DC, pp. 21-30, 2004.

Giovanni Vigna, Richard A. Kemmerer, "IS8tAT: A Network-based Intrusion Detection
System” Journal of Computer Securijty/ol. 7, pp. 37-71, 1999.

VMware Virtualization products (2008}tf//mwww.vmware.com/.

Weber, Daniel James, "A taxonomy of cotepuntrusions”,Master Thesis Massachusetts
Institute of Technology, Dept. of Electrical Engimieg and Computer Science, USA, 1998.

Merriam-Webster Dictionary and Thesawmine (2008): http://www.merriam-webster.com.
Whisker: vulnerability scanner (200B}tp://www.wiretrip.net/rfp/.

Stefano Zanero, "Flaws and Frauds irEweduation of IDS/IPS Technologied®roceedings of
the Forum of Incident Response and Security TeRiRS({) Spain, pp. 167-177, June 2007.

174



Evaluation of Intrusion Detection Systems Mohamr8e®adelrab

175



