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Résumé

L'étude de programmes probabilistes intéresse plusieurs domaines de l'infor-
matique : les réseaux, 'embarqué, ou encore la compilation optimisée. C'est tache
malaisée, en raison de l'indécidabilité des propriétés sur les programmes détermi-
nistes a états in nis, en plus des dif cultés provenant des aspects probabilistes.

Dans cette these, nous proposons un langage de formules permettant de spéci-
er des propriétés de traces de systémes de transition probabilistes et non-déter-
ministes, englobant celles spéci ables par des automates de Blchi déterministes.
Ces propriétés sont en général indécidables sur des processus in nis.

Ce langage a a la fois une sémantique concrete en termes d'ensembles de
traces et une sémantique abstraite en termes de fonctions mesurables. Nous appli-
quons ensuite des techniques d'interprétation abstraite pour calculer un majorant
de la probabilité dans le pire cas de la propriété étudiée et donnons une ameé-
lioration de cette technique lorsque l'espace d'états est partitionné, par exemple
selon les points de programme. Nous proposons deux domaines abstraits conve-
nant pour cette analyse, I'un paramétré par un domaine abstrait non probabiliste,
l'autre modélisant les gaussiennes étendues.

Il est également possible d'obtenir de tels majorants par des calculs propageant
les mesures de probabilité en avant. Nous donnons une méthode d'interprétation
abstraite pour analyser une classe de formules de cette facon et proposons deux
domaines abstraits adaptés a ce type d'analyse, I'un paramétré par un domaine
abstrait non probabiliste, I'autre modélisant les queues sous-exponentielles. Ce
dernier permet de prouver la terminaison probabiliste de programmes.

Les méthodes décrites ci-dessus sont symboliques et ne tirent pas parti des
propriétés statistiques des probabilités. Nous proposons d'autre part une méthode
de Monte-Carlo abstrait, utilisant des interpréteurs abstraits randomisés.






Abstract

The study of probabilistic programs is of considerable interest for the valida-
tion of networking protocols, embedded systems, or simply for compiling opti-
mizations. It is also a dif cult matter, due to the undecidability of properties on
in nite-state deterministic programs, as well as the dif culties arising from prob-
abilistic aspects.

In this thesis, we propose a formulaic language for the speci cation of trace
properties of probabilistic, nondeterministic transition systems, encompassing
those that can be speci ed using deterministic Blichi automata. Those properties
are in general undecidable on in nite processes.

This language has both a concrete semantics in terms of sets of traces, as well
as an abstract semantics in terms of measurable functions. We then apply abstract
interpretation-based techniques to give upper bounds on the worst-case probabil-
ity of the studied property. We propose an enhancement of this technique when
the state space is partitioned — for instance along the program points —, allowing
the use of faster iteration methods. We propose two abstract domains suitable for
this analysis, one parameterized by an abstract domain suitable for nondetermin-
istic (but not probabilistic) abstract interpretation, one modeling extended normal
distributions.

An alternative method to get such upper bounds works is to apply forward
abstract interpretation on measures. We propose two abstract domains suitable
for this analysis, one parameterized by an abstract domain suitable for nondeter-
ministic abstract interpretation, one modeling sub-exponential queues. This latter
domain allows proving probabilistic termination of programs.

The methods described so far are symbolic and do not make use of the statis-
tical properties of probabilities. On the other hand, a well-known way to obtain
informations on probabilistic distributions is the Monte-Carlo method. We pro-
pose an abstract Monte-Carlo method featuring randomized abstract interpreters.
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Chapter 1

Cadre des recherches
developpees

Introduction

Linformatique, au cours de ses quelques dizaines d'années d'existence, est passée
du stade de technologie expérimentale réservée a quelques grands projets, le plus
souvent militaires, au stade de technologie courante, présente a la fois dans les
centres de calculs et autres bases de données et dans tous les bureaux mod-
ernes, mais aussi dans un grand nombre d'appareils, du plus petit appareil pho-
tographique jusqu'aux avions gros porteurs et aux centrales nucléaires. Dans ces
derniers cas, ou des vies humaines sont en jeu, on attend des systemes un fonc-
tionnement sdr.

Dans le cas de systemes non informatiques, il est courant d'estimer des prob-
abilités d'accident, notamment par décomposition d'un systeme complexe en
plusieurs composants, pour autant que les comportements de pannes soient quasi-
ment indépendants d'une piéce a l'autre. Les composants sont souvent décrits par
leur «temps moyens entre deux panneSt¥BF, mean time between failures
On peut alors estimer le comportement global du systeme par une combinaison
des probabilités de panne des composants. Cette approche a notamment été pop-
ularisée par le rapport Rasmussen sur les risques d'accident dans les centrales
nucléaires civiles aux Etats-Unis [66] et a depuis été appliquée a de nombreux
systémes industriels, ce qui permet, de nos jours, d'imposer réglementairement
des probabilités maximales d'accident [21, ch. X]. Une telle approche peut méme
étre employée pour des systemes naturels : c'est ainsi que I'on estime, par exem-
ple, la probabilité qu'un glissement de terrain se produise au dessus d'une courant
pendant une période donnée [33]. Lorsque les résultats de ces analyses sont con-
nus en fonction de certains parametres du systeme choisis par I'entrepreneur, on

15
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peut éventuellement optimiser une fonction tenant compte a la fois de la probabil-
ité d'accident et des codts.

Il est tentant de vouloir étendre de telles analyses a des systémes com-
prenant un composant informatique. Prenons un objet courant: une impri-
mante laser. Celle-ci comprend plusieurs dispositifs électromécaniques et des
senseurs, qui permettent de détecter la présence ou l'absence de papier dans les
différentes étapes du chemin de papier. Le systéme est contrdlé par un petit micro-
ordinateur. 1l est bien connu que ce type d'imprimante a parfois des ratés logi-
ciels: l'informatique de contrdle peut par exemple se persuader que le papier est
coincé alors gu'il ne I'est pas. On peut alors vouloir obtenir des données ables sur
la fréquence d'apparition de ce type de pannes, exaspérantes pour les utilisateurs.
Dans ce cas, il est possible de conduire des expériences pratiques sur le systeme
complet; on imagine par contre moins de telles expériences pour des avions de
ligne ! 1l semble donc souhaitable de pouvoir fournir des données sdres sur le
comportement d'un systeme informatique embarqué, moyennant la connaissance
de données sur son environnement. C'est dans ce but que les techniques présen-
tées dans cette thése ont été développées.

L'expression « probabilité qu'un logiciel soit able » peut avoir plusieurs sens
trés différents. Nous nous intéressons dans cette thése a un de ces sens, a savoir
celui qui étudie le comportement d'un systeme informatique donné en présence
de composants probabilistes, éventuellement incomplétement spéci €s. Nous ver-
rons ici qu'il existe d'autres dé nitions possibles, comme I'étude de la abilité du
processus de conception du logiciel lui-méme. Nous ne nous intéresserons pas a
ces aspects.

1.1 Techniques statistiques d'analyse de logi-
ciels

De nombreuses techniques statistigues ou probabilistes ont été proposées pour
mesurer la abilité des logiciels, notamment dans le cas des logiciels critiques.
Dans ces circonstances, une question naturelle est le rapport qu'il y a entre les
techniques présentées dans cette these et d'autres familles de techniques qui peu-
vent paraitre proches.

Bien que ces techniques aient en apparence le méme but (obtenir des données
guantitatives sur la abilité des logiciels), nous verrons qu'elles analysent souvent
des phénomenes différents et que la solidité de leurs bases mathématiques est tres
variable.
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1.1.1 Ingéniérie logicielle statistique

Dans de nombreux domaines d'ingénierie, la abilité d'un systeme est estimée en
se basant sur des données statistiques provenant d'essais, de versions similaires
ou de projets du méme type (historique). Des modeles établissent alors des cor-
rélations statistiques entre différentes données sur le développement du logiciel
(nombre de lignes de codes au total, nombres de lignes de codes modi ées depuis
la derniére livraison, nombre de travailleurs sur le projet....) etle nombre d'erreurs
trouvées [62]. De la méme facon, de tels modéles sont censés permettre d'estimer
le temps de développement des logiciels en fonction de différents parametres de
complexité du code. De telles techniques peuvent fournir des indices comme “le
nombre estimé d'erreurs pour 100 lignes de code”.

Il est important de noter que ce type de technique vise essentiellement a es-
timer la probabilité d'échec d'un processus social et technique, la programmation,
en fonction de différents facteurs, et non pas la probabilité de dysfonctionnement
d'un logiciel donné face a un jeu de données de distribution connue. L'estimation
de la probabilité gu'un logiciel contienne plus debogues est ainsi de méme
nature que I'estimation de la probabilité qu'une opération chirurgicale réussisse.

Une telle analyse est forcément de nature empirique. Selon une approche
courante en sciences expéerimentales, on rassemble des données statistiques perti-
nentes, on construit un modéle paramétrique et on ajuste les paramétres jusqu'a
ce que les données et le modéle s'ajustent bien (utilisation de tests statistiques tels
que le test dwc?, estimant quantitativement l'ajustement entre une distribution
expéerimentale et un modele). On essaye alors le modele sur d'autres jeux de don-
nées, a des ns de contrdle. Dans le but de mieux adapter de telles estimations
au cas particulier d'un logiciel donné, on peut ajuster de nombreux parameétres
du modele, parfois a l'aide de données obtenues par une analyse automatique du
code source, le plus souvent essentiellement syntaxiques.

Pour résumer, ces méthodesstigtistical software engineerirau demétrique
statistique du logiciet'intéressent a établir des statistiques répondant plutot a des
guestions comme « Si nous mettons un grand nombre d'équipes de programmeurs
dans ces conditions de développements, quel sera le nombre moyen de bugs dans
le logiciel ? », par opposition a notre approche qui répond a des questions comme
« Si nous considérons ce programme dans un environnement possédant ces pro-
priétés statistiques, quelles seront les propriétés statistiques des sorties du pro-
gramme ? ».

Les technigues proposées dans cette thése ne sont pas basées sur une analyse
du processus de développement du logiciel, mais sur le logiciel lui-méme. De
plus, nous nous basons sur le fonctionnement du logiciel (exprimé mathématique-
ment dans uneémantiquiet non sur des critéres syntaxiques.
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1.1.2 Test probabiliste

Considérons un systeme stochastique quelconque, dont le comportement est mod-
elisé par une variable aléatove On classe les comportements du systeme en un
nombre ni de cas par une fonctidd. Prenons un exempl&: est la sémantique
dénotationnelle d'un programni® laquelle associe a une entrée (ici aléatoire) la
sortie correspondante du programr@esi le programme ne termine pas sur cette
entrée eterr si le programme termine sur une erreur d'exécution (division par
zéro...).C pourra alors étre la fonction dé nie pat(? )= C(err)= 1,C(x)= 0

ou x est toute valeur de retour du programn@tV est donc la valeur aléatoire

qui vaut 1 si et seulement si le comportement du programme est indésirable (non
terminaison ou erreur d'exécution) et 0 sinon. La probabilité de comportement
indésirable du programme est alors I'espéraB(@+V) de la variable aléatoire
CtV.

Il est alors parfaitement loisible d'un point de vue mathématique d'effectuer
des statistiques s@+V; des techniques bien maitrisée permettent d'obtenir alors
desintervalles de con ance lesquels donnent des informations telles que «II
y a 99,9% de chances qigC +V) soit compris entre 0,25 et 0,3», que l'on
va souvent résumer par « Avec une bonne assurance, la probabilité d'erreur du
systéme est d'environ 0,28 ».

De tels résultats s'obtiennent par exemple par des méthodestdgatistique
ou I'on essaye le programme sur un grand nombre de cas d'entrées statistiquement
distribués [61, 77]; il s'agit donc d'unenéthode de Monte-CarloOn améliore
souvent ces méthodes par des techniqugmd#ion testing dans lequel I'espace
de test est partitionné selon certains criteres. Le programme est alors essayé sur
un ou plusieurs éléments tirés au hasard dans chaque élément de la partition. Le
choix de la partition se fait souvent sur des critéres de couverture du code source
ou des chemins d'exécutions possibles dans le ot de contrdle. Le choix du nom-
bre d'essais pour chaque élément de la partition peut se faire selon des estimations
de la probabilité d'erreur du systéeme relativement a I'élément de la partition con-
sidéré [61]. Il s'agit alors dstrati ed sampling[70, 4.3.4].

Il'y a en fait deux utilisations possibles de ces méthodes pour fournir des don-
nées quantitatives sur la abilité d'un programme. La premiére est d'appliquer ces
méthodes a un programme dont la distribution probabiliste d'entrée est connue,
en utilisant cette distribution pour I'échantillonnage. Il s'agit alors d'une méthode
mathématiquement bien établie ; c'est la base de notre méthokli®uke-Carlo
abstrait (chapitre 14). La seconde est d'appliquer cette méthode lorsqu'on ne
connait pas, ou seulement partiellement, la distribution d'entrée ; on utilise alors
souvent des distributions uniformes ou d'autres plus ou moins arbitraires (lorsque
la distribution uniforme ne s'applique pas, dans le cas d'ensembles in nis). Il
faut bien reconnaitre que dans ce cas les données numériques de abilité obtenues
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n‘ont pas de valeur mathématique ; quant a leur valeur heuristique, elle dépend
beaucoup du programme et des choix plus ou moins arbitraires qui sont faits sur
les distributions.

1.2 Meéthodes formelles d'analyse de pro-
grammes probabilistes

L'analyse de logiciels probabilistes a partir de leur sémantique a fait naitre dif-
férentes approches.

1.2.1 Methodes analytiques

Une question que I'on se pose rapidement au vu d'un algorithme est celui de sa
complexité. 1l 'y a en fait plusieurs notions de complexité, parmi lesquelles la
complexité dans le pire cas et la complexité moyenne. C'est en fait souvent la
complexité moyenne qui nous intéresse, car les pires cas arrivent peu en pratique
dans bon nombre de problemes. Qui plus est, une bonne complexité en moyenne
suggere I'utilisation dalgorithmes randomises

Les algorithmes probabilistes ont donc fait I'objet d'études approfondies;
citons notamment les travaux de Knuth [39], Sedgewick et Flajolet [73]. |l
s'agit souvent de démonstrations mathématiques combinatoires et probabilistes
assez subtiles, établies manuellement. Cependant, certaines techniques permet-
tent d'obtenir automatiquement des données probabilistes en moyenne lorsque les
algorithmes opérent régulierement sur des structures de données régulieres; des
techniques combinatoires automatiques, s'appuyant sur des séries génératrices et
des calculs formels sur des fonctions analytiques permettent d'obtenir les résul-
tats escomptés — citons notamment les travaux de Flajolet (une introduction a ce
genre d'analyses d'algorithms se trouve dans [73]).

Dans cette these, nous ne supposons pas que les structures de données et les
algorithmes sont « réguliers »; nous considérons des programmes quelconques.

1.2.2 Model-checking probabiliste

Les techniques demodel-checking10] permettent de véri er des propriétés de
systemes de transitions déterministes ou non-déterministes a nombre d'états nis,
notamment de propriétés aecurité(le fait que certains états représentatifs de
pannes soient inaccessibles). Ces techniques procedent par calculs exacts; par
exemple, dans le cas de propriétés de sécurité, I'ensemble des états accessibles est
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exactement calculé. Bien entendu, dans le cas de systémes avec de grands nom-
bres d'états, les ensembles d'états considérés sont représentés symboliquement,
notamment par des BDIbihary decision diagran)g10, ch. 5]. Des propriétés

plus complexes peuvent étre exprimées par des formules de logiques adaptées
(LTL, CTL, CTL* [10]).

Il est assez naturel d'étendre cette approche fructueuse aux processus prob-
abilistes, voire aux processus a la fois non déterministes et probabilistes, c'est-
a-dire auxprocessus de décision Markovief@l]. Bien que ceux-ci aient été
bien étudiés en recherche opérationnelle et en mathématiques nanciéres, on s'est
intéressé relativement réecemment a leurs applications informatiques [3, 7, 5, 50].
Nous citerons en particulier les remarquables travaux de thése de Luca de Al-
faro [1] et Roberto Segala [74], ainsi que les travaux de I'équipe de Marta
Kwiatkowska [7, 3,4, 34, 34,43].

Le point délicat dans cette extension est la sémantique assez particuliere des
systemes de transitions lorsqu'on permet a la fois des transitions non déterministes
(un choix parmi un certain ensemble sans notion de probabilité) et des transitions
probabilistes. Ainsi, I'extension des logiques temporelles habituelles [10, chap-
ter 3] n'est pas facile. De plus, la résolution des points xes demande I'utilisation
d'algorithmes plus complexes que les algorithmes habituels.

De méme que l'analyse statique par interprétation abstraite non probabiliste
permet de dépasser l'obligation de nitude cwdel-checkingion probabiliste,
les approches décrites dans cette thése permettent de dépasser I'obligation de ni-
tude dumodel-checkingrobabiliste.

1.3 Interprétation abstraite probabiliste

Dans cette thése, nous avons développé deux grandes familles de techniques.
La premiére est celle de l'interprétation abstraite sur les processus de décision
markoviens. Au chapitre 7, nous verrons comment ceux-ci sont une extension
naturelle a la fois des systéemes de transitions, usuels en informatique, et des
chaines de Markov. Nous verrons ensuite, au chapitre 8, comment analyser ces
systémes de transition par rapport a des formules logigues exprimant des pro-
priétés sur les traces; nous développons alors deux méthodes “duales” d'analyse,
l'une représentant des ensembles de mesures de probabilité, I'autre des ensembles
de fonctions mesurables selon la théorie de l'interprétation abstraite [16,18,15] et
Nnous proposons ainsi une véritable notiomt#rprétation abstraite probabiliste
Au chapitre 13, nous verrons une approche dénotationnelle de cette méme notion.
Nous fournissons au chapitre 9 deux treillis abstraits duaux, permettant
d'adapter a ces analyses probabilistes des treillis d'interprétation abstraite non
probabiliste et aux chapitres 11 et 12 deux treillis spéci ques visant a représen-
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ter exactement des distributions, I'exponentielle et la gaussienne, tres utiles pour
analyser certains phénomeénes. Nous verrons par ailleurs au chapitre 10 que cer-
tains formalismes proposés pour l'analyse de systémes probabilistes reviennent
en fait a des cas particuliers de notre notion d'interprétation abstraite.

L'autre famille de méthodes est Monte-Carloabstrait, que nous dévelop-
pons au chapitre 14. Cette méthode offre I'avantage de pouvoir étre implantée
facilement sur un interpréteur abstrait préexistant.

La majeure partie des propositions de cette these ont été décrites dans diverses
conférences internationales a comité de lecture [57, 56, 54, 55]. Par ailleurs, cer-
tains des techniques proposées ont été implantées dans un petit analyseur.
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CHAPTER 1. CADRE DES RECHERCHES DEVELOPPEES



Chapter 2

Sémantique et analyse

2.1 Sémantique des systemes de transitions

2.1.1 Systemes de transitions probabilistes

Dans cette partie, nous expliquerons progressivement notre notion de systéemes
de transitions a la fois non-déterministes et probabilistes, en partant des cas les
plus simples jusqu'aux cas les plus complexes. Nous introduirons notamment des
sémantiques de trac@®ur ces systemes.

Dans le cas de programmes déterministes on non-déterministes, sans notion de
probabilités, on peut formaliser le comportement pas-a-pas du programme par un
systéme de transitiorl s'agit d'un graphe orienté dont les sommets représentent
les difféerents états possibles du programme et les arétes les transitions possibles
d'un état a l'autre. Etant donné un état initial, il est possible de calculer I'ensemble
des états accessibles par un simple parcours de graphe.

Dans le cas de programmes probabilistes, on se donngrababilité de tran-
sition. Si I'ensemble des étatd/ est ni ou dénombrable, cette probabilité est
simplement une fonctiom : WE W! [0;1] telle que pour touk, &, T(x;y) = 1.

T(x;y) est alors la probabilité lorsque le systeme est dans bédaie le systeme
passe dans I'état. Un systéme dé ni par une probabilité de transition toujours
constante, owtationnaire au cours de son exeécution, est appelé cimgne de
Markov.

Considérons maintenant des propriétés que nous voulons analyser sur ces sys-
temes. Dans le cas de la sécurité, on voudra obtenir la probabilité de panne, c'est-
a-dire la probabilité d'atteindre tel ou tel ensemble d'états non désirés. Cette
propriété, comme d'autres, par exemple impliquant des contraintes d'équité, est
une propriété de traceet la probabilité de la propriété est en fait la mesure de
probabilité de 'ensemble de traces qu'elle délimite.

Nous construisons donc une mesure de probabilité sur 'ensemble des traces,

23
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c'est a dire I'ensembl&\WN des suites in nies d'états, a l'aide du théoréme de
lonescu Tulcea [60, proposition V-I-1]: étant donne un état intjat une prob-
abilité de transitiorT, nous dé nissons la mesure désirée .

2.1.2 Systemes de transitions non-déterministes et
probabilistes

Le cas de programmes a la fois probabilistes et non-déterministes est plus com-
plexe. Nous considérons alors plusieurs probabilités de transition, entre lesquelles
un choix est fait a chaque itération. On parle alors non plus de chaines de Markov,
mais desystemes décisionnels de Mark64]. Ce vocabulaire s'explique par la
vision, utile pour la compréhension, d'un individu qui ferait ce choix entre les
différentes probabilités en suivant upelitique ou stratégie par exemple d'un
adversairehostile voulant maximiser la probabilité de panne.

Cette notion de décision n'est pas aussi simple qu'il n'y parait. Nous pouvons
tout d'abord distinguer différentes classes de politiques :

2 |'adversaire prend sa décision a chaque étape d'exécution au vu du dernier
état atteint par le systeme.

2 |'adversaire prend sa décision a chaque étape d'exécution au vu de
I'historique des états atteints par le systeme.

2 |'adversaire prend ses décisions une fois que tous les choix aléatoires ont
été faits et au vu de ceux-ci.

Décision non-déterministe par rapport au passé et au présent

La encore, nous utiliserons le théoréme de lonescu Tulcea [60, proposition V-I-1].
Ce théoréme dit que si pour tominous dé nissons une probabilité de transition
Un entre lesn premiers états et le+ 1-iéme état, nous obtenons une probabilité
sur I'espace de traces.

Supposons que le systeme est dé ni par une probabilité de transitMEdée
versW, ouY est ledomaine des choix non-déterministés décision de l'intrus
est alors faite selon une probabilité de transition eWifeversY. La transition
probabiliste exécutée par le systéme est alors la composition

o
T=Tx )

une transition de probabilité d&" a W; nous entendons par cette notation la
transition dé nie par:

Tn(Xoi 253 %y 13%n) = T (X 13 Un(Xg3 525X, 1) 3 %n): (2.2)

2.1)
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Le théoreme de lonescu Tulcea construit alors a part{iTgleune probabilité de
transitionG(T; (Un),, ) deW (I'état initial) versWN. Notons alors

Z
Sr( f; (Un)nzN) =1 "ot f(to;‘t) d[G(T; (Un)nzN)(to)] (2.3)

(on noteraS s'il n'y a pas d'ambiguité) etR(f) I'ensemble des fonctions
S(T;(Un),on): (Un) o Parcourant I'ensemble des suites de probabilités de tran-
sitions,U,, étant une probabilité de transition W& versY (chacune de ces suites
constitue une politique).

SoitE, (f) = supR(f) lasémantique superieuetE. (f)= infR(f) laséman-
tique supérieurelntuitivement, sif est la fonction caractéristique d'un ensemble
de traces produisant une panig, est une analyse dans le pire cas, avec un ad-
versaire poussant a la panne, tandis Bueest une analyse dans le meilleur cas,
avec un adversaire voulant éviter les pangg.f) est souvent appeléevaleur
du processus décisionnel de Markov par rapport a la fonction de récompense
(notons toutefois que nous utilisons un cadre théorique quelque peu différent de
celui donné dans [64]).

Décision non-déterministe par rapport au présent

Nous considérons ici des politiqustationnaireset sans mémoirec'est-a-dire
celles qui restent les mémes a chaque pas et ne prennent en compte que ['état
actuel du systeme pour prendre une décision. Il s'agit ainsi d'une restriction du

Ce modeéle est particulierement important, parce que tout en étant consid-
érablement plus simple que le modeéle non stationnaire du §2.1.2, il lui est équiv-
alent pour certaines classes de propriétés (rem. 2.2.8).

2.1.3 Discussion

Le point de vue le plus naturel sur les processus non-déterministes et proba-
bilistes est que les décision non-déterministes sont prises au fur et a mesure de
I'exécution du programme en prenant en compte a la fois I'état actuel du systéeme
et I'historique des états passés. C'est de cette facon que I'on étudie habituellement
les processus décisionnels de Markov [64]. Au 82.2, nous verrons des méthodes
effectives d'analyse pour ce modele.

On peut considérer que ce modele est excessivement pessimiste, en ce que
le non-déterminisme, qui simule le comportement d'un environnement inconnu,
dépend de I'historique dedtat internedu systeme ; cela est excessif, il faudrait
gue seule la partie de l'historique observable depuis I'environnement soit prise
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en compte. Nous arrivons ainsi a I'étudemecessus décisionnels de Markov a
observation partielle

Les travaux de Cleaveland [11] s'intéressent plutét au modéle ou les choix
non-déterministes sont priaprés les choix probabilistes. Cela simplie la
théorie, dans une certaine mesure, puisque le produit du processus a analyser
et d'un processus d'observation tel qu'un automate de Bichi non-déterministe
est alors facilement analysable (voir §2.2.2 pour une discussion sur la dif culté
d'utilisation d'automates non-déterministes pour lI'analyse dans le modele ou les
choix sont faits au fur et a mesure de I'exécution). Nous verrons comment appli-
guer une méthode de Monte-Carlo pour analyser cette sémantique au 85.

Nous pouvons également envisager I'étude de processus probabilistes a temps
continu. Comme d'habitude pour les systemes a temps continu, il convient de
réduire le systéme vers un systeme a temps discret [45, 46].
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2.2 Analyse abstraite arriere et avant

Comme nous l'avons vu au 82, la sémantique que nous considérons pour les
systémes de transitions probabilistes prend en argument une fonction mesurable
dé nie sur I'ensemble des traces d'exécution (possibles ou impossibles). Cette
fonction exprime la propriété que nous voulons tester sur les traces (c'est-a-dire
les suites in nies d'états) ; il pourra s'agir, par exemple, de la fonction caracteris-
tique de I'ensemble des traces passant par un certain état (ou ensemble d'états) au
moins une fois, ou I'ensemble des traces restant dans un certain ensemble d'états.
L'intégrale qui est alors calculée est la probabilité d'atteindre cet état (ou ensem-
ble d'états) ou de rester dans I'ensemble d'états. Nous pouvons par ailleurs choisir
la fonction qui a une trace associe le nombre de fois ou elle passe par un état (ou
ensemble d'états). L'intégrale calculée est alors le temps passé (un pas d'itération
comptant pour une unité de temps) passé dans I'état (ou ensemble d'états). Nous
verrons ici des généralisations de ces propriétés et comment les analyser.

2.2.1 Les propriétés a analyser

Nous considérons une propriété a analyser sur les traces. A chaque état initial nous
associons sopotentie] c'est-a-dire l'intégrale de cette propriété sur les traces
partant de cet état (ou I'ensemble des intégrales possibles, si I'on prend en compte
le non-déterminisme). Les propriétés a analyser sont exprimées sous la forme
de fonctions mesurables positives dé nies sur I'ensemble des traces d'exécution;
nous appelons ces fonctionaluateurs de tracedNous considérerons en fait une
classe de valuateurs de traces dé nie syntaxiquement par certaines formules.

Fonctions de potentiel

Soitl =[0;1] ou[0; + ¥]. SoitX un ensemble d'états ni ou dénombrable — nous
imposons cette contrainte de cardinalité pour éviter des complexités théoriques.
P(X) est I'ensemble des parties tle c'est unes -algebre.

Soit XN'1 | I'ensemble des fonctions mesurables X{& dansl, muni de
I'ordre produit. Nous appellerons ces fonctions « valuateurs ».

Fonctions booléennes Prenong =[0; 1], voire mémd = f0; 1g. Nous nous
intéressons a .
( Ay ! )
RV)= Ity [hy; V(g t;::i)d T ) (M)pn2T N
k=1
(2.4)
Nous considérons des formules écrites dans le langage suivant :
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formulal::=
name
constant
name+ g formulal
constantt go;formulal
[fp(name7! formulal)
gfp(hame7! formulal)
shift(formulal)
let name= formulalin formulal

Soit shift :XN 1 XN: (shiftt), = t,, ;.

Soiteny I'ensemble des environnements de valuateurs (un environnement de
valuateurs associe a chaqueemeun valuateur), muni de I'ordre produit.

JormulaK :eny! (X"! 1) estdé nie par récurrence:

JnameX :env= enynamg (2.5)
Jconstanks :env= constant (2.6)

q Yy . .. LAY LAY
fi+sfy renv=Tticg(to):( fi enY+ cc(ty):( 7 eny (2.7)
Jfp(name7! f)K:env= Ifp(/f IfK:enyname7! f]) (2.8)
Jofp(name7! f)K:env= gfp(/f :JfK:enyname7! f]) (2.9)
Jshift( f)K :env= (qug :eny) £shift (2.10)

letname= f,in f," :env="f," ‘enyname7! qfly -eny (2.11)

t
Nous considérerons en particulier les valuateurs suivants :

Sécurité Soit A un ensemble (mesurable) d'états. La propriétcdessibilitéde
A dé nit I'ensemble des traces passant pai_a sécuritéest son contraire.

Ifp(f 7! 1+ , shiftf) (2.12)
Ce point xe est atteint en temps dénombrable :
G
pr(lf 7! q1+Ash{i;tfyt:[f 7! f]} = Y"0)

n

Y
Comme toutes les fonctiqps”(O) sont mesuraples (composition de fonc-
tions mesurables), la limitefp(f 7! 1+ , shiftf)” est mesurable.

Vivacité Soit A un ensemble (mesurable) d'états. La propriét&igacite de A
dé nit I'ensemble des traces restant indé niment d&nsC'est le dual de la
propriété d'accessibilité. Elle correspond a la formule

gfp(f 7! shiftf + , 0) (2.13)
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Comme précédemmerﬂgfp(f 7! shiftf + AO)yt est mesurable.

Acceptation de Bichi Soit A un ensemble (mesurable) d'états. La propriété
d'acceptation de Blchassociée & dé nit I'ensemble des traces passant
parA in niment souvent. Nous verrons ici comment dé nir cet ensemble a
I'aide de points xes.

Considéron¥\,, I'ensembqudes traces passantfaau moinsn fois. W, est
la propriété d'accessibil&élfp(f 7! 1+ 5 shiftf)” s W(2) est la propr>i,été
d'accessibilité imbriquéelfp(f 7! shiftlfp(f 7! Jq+Ashiftf)+ ashiftf)”;
et, plus généralement, notaMt(f) = Ifp(f 7! 'n+ shiftf” ):[n 7! f],
Wh = Y™(1). Clairement, (W), ©st décroissante, et la propriété
d'acceptation de Blchiy est la limite de la suite. De plud) est un
point xe de Y: considérons la trac8; si S passe paA un nombre in ni
de foisA, alorsWg (S = Y(Wk(9) = 1, sinonWg (S = Y (W () = 0.
W est alors le plus grand point xe d¥é: si nous prenons un point xe
F deY, alorsF - 1; par récurrence sur, F = Y"(F) - Y"(1) = W, et
doncF - Wy. La propriété d'acceptation de Bichi correspond donc a la
formule:

gfp(C 7! Ifp(R7! shift(C) + , shift(R))) (2.14)

Sif estmesurable, alohs(f ) est mesurable, puisque le plus petit point xe
est atteint en temps dénombrable ; tous(l&),,, sont donc mesurables.
Leur limite dénombrable est donc mesurable.

Valuateur de sommation Nous verrons maintenant une autre famille de val-
uateurs, lewvaluateurs de sommatiorLe valuateur de sommation associé a une
fonction f : X 7! [0; + ¥] est la fonction
do Y —XW 1| [0;+¥]
AL — o\
A% () pan 7! oo F(X)

Cette fonctions peut évidemment étre formulée comme un plus petit point xe:

(2.15)

JSTK = Ifp(f ! f+ f £shift) (2.16)
Cette construction a deux applications évidentes::

2 compter le nombre moyen de fois qu'un programme passe par un ensemble
d'étatsA — f est alors la fonction caractéristique Ale

2 compter le temps moyen utilisé par le processud -est alors une fonc-
tion qui a chaque état associe le temps passé dans cet état (0 pour les états
naux).
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2.2.2 Logiques temporelles

Les logiques temporelles [10, chapitre 3] permettent de spéci er des propriétés
des systémes de transition.

Automates de Bichi déterministes

La logique temporelle linéairéLTL) exprime des propriétés dé nissant des en-
sembles de traces. Comme les systemes de transitions probabilistes induisent des
probabilités non pas sur les états mais sur les ensembles de traces, LTL semble fort
bien convenir pour les analyses probabilistes. Rappelons brievement la syntaxe de
cette logique:

LTL_formula::= state_formula
LTL_formulg * LTL_formula,
LTL_formulg _ LTL_formula,
. LTL_formula
LTL_formulg until LTL_formula
LTL_formulg releaseLTL_formulg
eventually LTL_formula
alwaysLTL_formula

et sa sémantiqua(= ( bn) ,\ 2 SY):

B F state_formula() by F state_formula
BF : LTL formula() B6j LTL formula
BF %textitf,~f, 0 (BF f)"(BF f,)
BFf,_f, 0 (BF fl)lfz_ (BF )
(8j < kshifti(B) F f,)
" (shift{(B) j:. f,)
(8i < j shift'(B) 6 f;)
(shift!(B)  f,)

BF fyuntilf, 0 9 k, O
BF f,releasef, ) 8 j, O

ou shif(B) est le suf xe de la suit® & partir de I'indicek.

Nous allons maintenant rappeler quelques propriétés des automates de Blichi
[10, ch. 9] [76, 8I.1]. Les automates de Blichi sont une extension aux mots in-
nis des classiques automates nis sur les mots nis. Un automate de Buichi
non-déterministe sur I'alphab&test dé ni par un ensemble ( ni) d'étatq, une
relation de transitiod u Q£ S£ Q, un ensemble d'états initiau®, 1 Q et un
ensemble d'états acceptatst Q. (sy;1;s;) 2 D veut dire que l'automate peut
passer de I'étag, a I'états, lorsqu'il lit la lettre | ; nous imposons que pour tout
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fa;bg

(a) Equité pour (b) Equité poua etb

(2d) (b;?) (&7?)

(%0 (&7

(0;?)

(c) Equité poura etb et accessibilité pour

Figure 2.1: Automates de Buichi pour diverses conditions. L'alphabébgsg £
fc;dg. L'état initial est encadré ; les états acceptants sont entourés en gras.

états, et lettrel il y ait au moins un étas,; tel que(s;;l;s;) 2 D. Considérons alors
une suite de lettrs=( I),,, 2 SN. On dit qu'une suite d'état®=(rp) , 2 RY
est uneexécutiorpourL siry 2 Q, et si pour toun, (rp;In;r,,. 1) 2 D. Une exé-
cution est diteacceptantesi elle passe un nombre in ni de fois pAr Une trace
(suite d'états) esaicceptées'il existe pour elle une exécution acceptante.

Les automates de Blichi, et c'est la un de leurs grands intéréts, fournissent une
méthode élégante pour I'analyse des propriétés de la logique temporelle linéaire
(LTL) [10, 83.2]. Considérons une formule LTE. AppelonsZ I'ensemble des
formules atomiques sur les états a l'intérieurFdell existe un algorithme [10,
89.4] qui construit un automate de BucAi sur l'alphabetP(Z) tel qu'une
trace (@Jite d'états)s,) 2 SV est un modeéle d€ si et seulement sh accepte

(by) 2 0;1¢% Nouz2 bn si et seulement s, F z. Véri er la formule F sur
un systeme de transitions non-détermini8tsst alors équivalent & véri er la con-
dition d'acceptation de Buchi (voir 82.2.1) sur le produit synchron&e¢ de
A.

Le non-déterminisme du produit synchrone provient de deux sources: le non-
déterminisme d& et celui deA. Malheureusement, lorsque I'on rajoute les prob-
abilités, nous ne pouvons plus considérer ces deux non-déterminismes ensemble.
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En effet, ce que nous voulons calculer est un majorant de:

0 1
( L
1 siexécution accepta
sup E sup .
nondéterminisme nondéterminisme 0 sinon
du systéme de l'automate

et nous constatons que l'automate prend ses choix non-déterministes au vu de la
suite complete des choix probabilistes. Les méthodes d'analyse expliquées dans
ce chapitre ne s'appliquent pas a de tels systeme (mais la méthode de Monte-Carlo
du Ch. 5 s'applique).

D'un autre c6té, nous pouvons éviter ce probleme en nous restreignant aux
automates de BichiéterministesUn automate de Bichi déterministe est un au-
tomate de Buchi dont la relation de transiti@rest en fait une fonction (pour tout
étatqy, il existe exactement un étgj tel que(d,;9;) 2 R). Nous considérerons
alors une fonction de transitioh: Q£ S! Q.

L'ensemble des automates de Blchi déterministes est clos par produit ni
(mais pas par complément [76, example 4.2]). Ceci est intéressant, puisque I'on
peut ainsi exprimer desontraintes d'équité On spéci e souvent les systemes
concurrents sans préciser I'ordonnanceur, mais on suppose souvent que celui-ci
esteéquitable aucun processus ne devrait rester in niment bloqué (d'une fagon
équivalente, pour tout processus a tout instant, il existe un instant dans le futur ou
ce processus pourra progresser). Ce que nous voulons mesurer est la probabilité
de mauvais fonctionnement du systéme sous hypothése d'équité (Fig. 2.1).

Etant donné un automate de Biichi détermindstéespace d'état®, fonction
de transitionf) et un processus décisionnel de Marl(espace d'étaX, espace
d'entrées non-déterminist&§ probabilité de transitiom de X £ Y a X), nous
dé nissions leur produit synchrone comme le processus décisionnel de Markov
PO d'espace d'étaiX £ Q et probabilité de transitioT®de (X £ Q) £ Y dans
XE£ Qdé nie par:

TA(X: 1) Y)5 (%03 o)) = T (X1 ¥); %) (2.17)

Logiques en temps arborescent

La logique en temps arborescent CTL [10, 8§3.2] est trés utilisée pour I'analyse
de systémes non-déterministes (mais néanmoins non probabilistes). Il est donc
naturel d'envisager de I'étendre aux systemes probabilistes. Malheureusement,
I'extension L'extension pCTL [30], est malheureusement a la fois plutét tech-
nique et en fait peu utile. Il est toutefois possible d'approximer certains ensembles
d'états dé nis par ces formules par interprétation abstraite.
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2.2.3 Analyse supérieure en arriere

Une solution bien connue au probleme de la valeur optimale d'un processus dé-
cisionnel de Markov est itération de valeur[64, 8§7.2.4]. Cette méthode est
d'un intérét principalement théorique pour l'analyse de processus décisionnels de
Markov a ensembles d'états nis, puisque I'on ne contréle pas sa vitesse de con-
vergence alors que de bien meilleurs algorithmes existent. 1l s'agit en fait d'une
généralisation aux processus décisionnels de Markov de I'analyse d'accessibilité
en arriére pour les systémes non-déterministes ; nous appliquerons donc similaire-
ment des techniques d'interprétation abstraite, donnant effectivement des majo-
rants des probabilités des propriétés a analyser.

Sémantique supérieure en arriere

Soitenw I'ensemble des environnements de fonctions de potentiels (un environ-
nement de fonctions de potentiels associe a chagogeune fonction de poten-
tiel), muni de I'ordre produit.

Jormulak,, : (X! I)! (X! 1) estde nie par induction:

Jnamex,, :env= eny(nameg (2.18)

Jeonstank,, :env= | x:constant (2.19)

fitgfy o, renv= CS:(qflye+ eny + c§:(qf2ye+ eny (2.20)

Jfp(name7! f)K,, :env= Ifp(/f :IfK, :enfname7! f]) (2.21)

Jofp(name?! f)K,, :env= gfp(/f :JfK,, :en\name7! f]) (2.22)

Jshift( f)K,, :env= szqu(é (JfK., :eny) (2.23)

qletname: f,in fzye+ -env= afzye,r -enfname?! qflye+ -eny (2.24)
Quant au valuateur de sommation,

M ~ T
JSTK, =1Ifp f 7! f+ Tszqu('Ql”:f) (2.25)

Calcul approximé effectif

Notre but est, étant donné une formdlade fournir un majorant (pour I'ordre pro-

duit) deJfK,, , ce qui, comme nous le verrons aux Th. 2.2.3 et 2.2.6, nous donnera
un majorant dee, (JfK). Notre méethode est un cas particuliemgierprétation
abstraite[18, 16, 15, 14]: nous désirons utiliser desjorants symboliquesur
lesquels appliquer les opérations. Nous supposons avoir a notre disposition un
domaine abstrait tel que ceux décrits aux 84.1 ou 84.2.
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2 On approxime les plus petits points xes a l'aide ogérateurs
d'élargissement |l existe par ailleurs dans certains domaines (84.1.3)
d'autres méthodes pour certaines classes de formules, comme par exem-
ple l'accessibilité ou le plus petit point xe imbriqué dans la formule
d'acceptation de Buichi.

2 0On approxime les plus grands points xes en s'arrétant a un nombre
d'itérations déterminé heuristiquement. Comme toutes les itérations sont
des majorants du plus grand point xe, cette approche est sdre. Les heuris-
tiqgues peuvent par exemple utiliser une distance comparant les itérations:
les itérations s'arrétent lorsque la distance passe en dessous d'un certain
seuil.

Adversaire basé sur le présent

Dans la dé nition des adversaires ou des politiques, il est nécessaire de choisir si
I'adversaire considére uniquement le dernier état du systéme ou toute I'histoire de
I'exécution. Nous verrons ici les adversaires qui ne regardent que I'état actuel du
systéme, également appefisitiques sans mémoirési nous xons la politique,

le systéme devient une chaine de Markov.

Sémantique concréte  Notons XN l'espace des suites dénombrables
d'éléments deX muni de las -algébre produiP(X)  N. Soit T une probabilité
de transition entr&X £ Y et X. Considérons I'ensemble des transitions de proba-
bilité

T =fTxx7' (xf(xX))r] f2X! Yg;

en notanty; la probabilité de transition associée a l'opération détermirgyste
+ la composition des transitions de probabilité. Remarquons que l'opérateur (en
arriere) associé sur les fonctions mesurables est

i15'\ =ff7! (ﬁ:f)i(x?! (x;9(x))jg2 X! Yq:

La relation d'abstraction entre les sémantiques

Theoréme 2.2.1.Soit f une formule ne contenantlffp ni gfp et ou pour toute
construction f+ , f,, f; est une constante. Soit env un environnement de valu-
ateurs. Notant E(eny) I'application de E. & env coordonnée par coordonnée,

JfK,, ((E; (eny) = E, (JfK:eny (2.26)
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Corollaire 2.2.2. Soit f une formule ne contenantlfpp ni gfp et ou pour toute
construction f+ , f,, f; est une constante. Soit env un environnement de valu-
ateurs. Notant E(eny) I'application de E. a env coordonnée par coordonnée,

Jifp fK,, :(E; (eny) = E, (Jfp fK:eny (2.27)

Theorem 2.2.3.Soit f une formule. Soit env un environnement de valuateurs.
Supposons que H E, (eny coordonnée par coordonnée. Alors

JfK, «(H), E,(JIfK:eny (2.28)

Adversaire connaissant le présent et le passé

Une autre facon de considérer les adversaires est de leur permettre de prendre
leurs décisions en fonction de toute I'historique du calcul. Cela semble en fait
mieux modéliser les réactions d'un environnement inconnu.

Theoreme 2.2.4.Soit f une formule ne contenant pgfp. Soit env un environ-
nement de valuateurs. Notant geny) I'application de E. a env coordonnée par
coordonnée,

JfK,, ((Er (eny) = E, (JfK:eny (2.29)

Theoreme 2.2.5.Les sémantiques véri ent:
E, (JSTK) = JSfK, : (2.30)

Theoreme 2.2.6.Soit f une formule. Soit env un environnement de valuateurs.
Supposons que H E, (eny coordonnée par coordonnée ; alors

JfK, (H), E.(JfK:eny: (2.31)

Remarque.2.7. Les résultats ci-dessus restent valables méme si nous n'utilisons
gue des politiques déterministes dans la dé nitiorEge

Ce fait est remarquable ; en effet, dans des cadres théoriques plus larges, tels
que les jeux a deux personnes, cette propriété n'est plus vraie. Prenons par exem-
ple le jeu bien connu rocher—papier—ciseubu point de vue du premier joueur :

il va chercher une stratégie qui maximise le gain minimal our une perte, 1

pour une victoire) qu'il puisse obtenir selon la stratégie de I'adversaire (point de
vueminimax tres utilisé dans la programmation de jeux tels que les échecs). Il est
évident que toute stratégie déterministe est mauvaise de ce point de vue, puisque

11 s'agit d'un jeu pour deux personnes, qui jouent des parties successives. A chaque partie,
les deux joueurs font simultanément un geste «rocher», « papier» ou «ciseaux» ; «rocher» bat
« ciseaux », « papier » bat « rocher » et « ciseaux » bat « papier ».
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l'autre joueur a alors a sa disposition une stratégie déterministe qui fait perdre le
premier joueur a tout coup, le résultat du minimax sur les stratégies déterministes
estj 1. Toutefois, une stratégie stationnaire faisant un choix aléatoire uniformé-

ment distribué donne un résultat de minimax de 0.

Remarque2.2.8 Pour les propriétés d'accessibilité (un seul point xe, un plus
petit point xe), les politiques stationnaires et sans mémoire sont équivalentes aux
politiques avec mémoire.

Nous avons constaté qig (qlfp(f 71+, f)yt) ne changeait pas selon que
I'on se restreigne aux politiques stationnaires sans mémoireEan€ette pro-
priété n'est malheureusement pas vrai pour la plupart des formules. Prenons
d'abord un exemple simple :

SO G

et la formule pr'f 7! Ifp(y 7! 1+ gshift(y))+ Ashift(f)¢ (passage pah puis

par B). Toute stratégie probabiliste stationnaire peut étre exprimée comme la

probabilitéa d'aller de S a A (ainsi, la probabilité d'aller d& a B est 1; a).

En tout cas, la probabilité de la formule ci-dessus est strictement inférieure a 1.

D'autre part, il est évident que la stratégie déterministe non stationnaire de passer

parA au premier pas, puis p&; donne une probabilité 1 a la formule étudiée.
Considérons maintenant une formule avec un plus grand point xe:

while (random() < ndt_[0,1]) { };

ndt_[0,1[() retourne de fagcon non-déterministe un realans[0; 1] (nous
pouvons également choisir un entier positiét prendrex= 1 1=n). Nous nous
intéressons a la propriété de vivacité de rester indé niment dans la boucle. Le
choix d'une politique stationnaire est le choix deet pour toute valeur xée de

x la probabilité de rester indé niment dans la boucle est évidemment 0. |l est par
contre possible de fourni;; x,;:::, changeant a chaque tour de boucle, telle que
la probabilitéd; x; soit arbitrairement proche de 1.

Non-déterminisme et plus grands points xes Pourquoi semblons-nous
perdre de la précision si la formule contient des plus grands points xes ? Nous
verrons ici qu'il s'agit d'un probleme fondamental avec le non-déterminisme et
les traces in nies.
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Start

A

Eigure 2.2: Un systéiye de transition pour quﬂg(qgfp(f 7! shiftf +A0)yt) <
ofp(f 7! shiftf + ,0)" , . Tandis que pour tout il existe une trace passant par

A nfois, il n'existe aucune trace passant un nombre in ni de foisAaPour ce

systéme, l'analyse de plus grands points xes est intrinséquement imprécise.

Pas de non-déterminisme Dans ce cas, il n'y absolument pas de perte
de précision. Un fait essentiel est qitg est alors non seulement continue
supérieurement, mais aussi continue inférieurement.

Theoréme 2.2.9.Considérons un systeme sans non-déterminisme. Soit f une
formule. Soit env un environnement de valuateurs. Notaije®) I'application
de E, a env coordonnée par coordonnée,

JfK,, ((E; (eny) = E, (IfK:eny: (2.32)

Non-déterminisme  Nous avons vu que, lorsqu'on ajoute le non-détermi-
nisme, E, reste continue supérieurement mais non plus inférieurement. Nous
n‘avons pu prouver qui, (JgfpF K):env= JgfpF K., :E, (eny), mais seulement
l'inégalité E, (JofpF K):env- JgfpFK,, :E. (eny. Malheureusement, 'égalite
est fausse, et nous donnerons ici un contre-exemple. Il n'y a d'ailleurs pas be-
soin de probabilités, le probleme se pose sur les systemes non-déterministes.
Voyons maintenant le contre-exemple (Fig. 2.2). Considérons la foriede
shift(gfp(f 7! shift(f)+ ,0)) etles itérations pour gfp, a la fois paifrK etJf K, .

Jf K estl'ensemble des traces passant in nimentAudt n'existe évidemment pas
de telle trace, donk, (Jf K) = 0. D'autre partJf K,, est la fonction(A;n) 7! 1.
Il s'agit donc d'une sur-approximation stricte.

Analyse abstraite

Nous verrons ici comment calculer des approximations supérieurgskge par
interprétation abstraite.
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Cas général Nous introduisons une sémantique abstrdft@s_“ approxima-
tion supérieure dé:

2 e treillis utilisé fournit une approximation prele la fonction “shift”;

2 les plus petits points xes sont approximés supérieurement par la limite
stationnaire des itérations accélérées par un opérateur d'élargissement [18,
84.3];

2 |es plus grands points xes sont approximés supérieurement par itération
nie: gfp f - f"(>) pour toutn.

Partionnement  Dans le cas de programmes informatiques, l'espace des états
est généralemem£ M, ouP est I'ensemble des points de programmes, ou, plus
généralement, un quelcongpartitionnementni du programme — par exemple,
suivant le context d'appel des procédures.

Nous prenons ici un modéle ou chaque instruction du programme peut se dé-
composer en:

2 un choix nondéterministe ;

2 un choix aléatoire;;

2 une opération déterministe ;

2 un saut conditionnel déterministe selon I'état du programme.

L'équation de transition peut alors s'écrire :

A !

o i ¢
F(h)= choicd £randong +F% & {0 h(1%2) (2.33)

2P
en utilisant les opérateurs suivants :
choice/(h) = m7! suph(m;y) (2.34)
Y

randorf%(h)z m7!  h(mr) d%l(r) (2.35)
Fo(h) = hxF (2.36)

fR(h) = hic, (2.37)
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Considérons maintenant les itérationsFdeour atteindre un plus petit point
xe. Nous pouvons écrire ['itération coordonnée par coordonnée sous la forme::

(ntl) — pE(fn)..... (n)
f 2 )

|
T
—~~
—h
=~
>
N—r

(2.38)

(1) - M..... (")
FOD = F(f(0;00; £0)

Nous pouvons alors appliquer des techniquetédtions chaotiques et asyn-
chrones[16, 82.9], qui permettent une implémentation plus efcace de la
recherche de tels points xes.

2.2.4 Analyse en avant

Nous nous intéresserons ici a des formules closes
2 ne contenant pas de lieutet>» ;
2 pour lesquels les liaisons établies par Ifp et gfp ne traversent ni Ifp ni gfp.

Nous utiliserons la sémantique abstraite suivante :

Jnamé{wd(nam%) = m 7! nl siname= name, (2.39)
Jconstanll{wd(nam%) =f0g (2.40)
q Y _a.y :

fi+sf, Fwd(namg) — 11 Fwd(name) if name, 2 f; (2.41)
U 41! = ¢ if name, 2 f (2.42)

1" S'2 Fwd(nameg) 2 Fwd(name) & 1 :
3shift( )Kgnamey = I Kbwamamey £ T (2.43)
IP(F 7' H)Hgnamgy = O (2.44)
Jofp(f 7! f)&wd(nam%) =0 (2.45)

(2.46)
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Jnaméd, = fOg (2.47)
Jeonstank, ,:m = 1 (constantnd) (2.48)
OIfl+sf2y]om:n”1 = Jf K, ffgmm2 mig+ (2.49)

Jf2I<}Out:ff§:n]'m2 mg
Jshift( ), :m = Jfgomﬂ 1(m) ) (2.50)
Jfp(name, 7! Ky, = S m 70 IR, IR e i1 (2.51)

Jofp(name, 7! f)K M = downlJfI{)uti(n] 70 m+] Jf%wd(nam%)(n])) No( i)

+ I](Jflﬂzwd(nam%))'\‘o(f?’ﬂ); m)
(2.52)

Dans cette derniére dé nitionlN, est un entier quelconque déterminé par
l'analyseur au cours de l'analysedown(X) est la cl6ture inférieure de:
fy2R, j9x2 Xy- xg.

Nous avons alors la propriété suivante :

Theorem 2.2.10.Pour toute formule f, mesum et politique non-déterministe
(Un)nZNi Z r Z]
JFK d(G(T; (Un)):m 2 o( m o (2.53)

2.2.5 Discussion

La méthode d'analyse en arriére que nous avons décrite est une généralisation de
la méthode d'itération de valeur utilisée en recherche opérationnelle pour cal-
culer la valeur optimale de processus décisionnels de Markov. Notre analyse
d'accessibilité est reliée a I'étude de modéles positifs bornés [64, §7.2], ou la ré-
compense 1 est donnée la premiére fois que le processus passe a travers I'ensemble
d'états considéré. L'analyse de vivacité est reliée a I'étudendeéles négat-
ifs [64, 87.3], ou la récompengel est donnée la premiére fois que le processus
quitte I'ensemble d'états considéré. Nos remarques du 81 se retrouvent d'ailleurs
sous une autre forme dans l'analyse des modeles négatifs. Notre point de vue est
toutefois plus général, puisque nous permettons des spéci cations de propriétés
de traces complexes, avec une sémantique intuitive et une sémantique effective,
ces deux sémantiques étant liées par des égalités et des inégalités.

Une extension possible de cet ensemble de propriétés esbliEes atténugs
dans lesquels l'importance des actions lointaines est atténuée par un facteur mul-
tiplicatif /| 2]0;1[ a chaque itération. |l s'agit alors d'étudier des points xes
d'opérateurs contractants dans des espaces de Banach. L'intérét de telles formules
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pour l'analyse de programmes informatiques n'est pas évident. Une autre exten-
sion possible est I'étude de moyennes non seulement dans I'espace, mais aussi
dans le temps — le calcul de la moyenne d'une fonction le long de I'exécution
d'un processus. Comme la propriété a évaluer est le quotient de deux propriétés
de sommation, il n'y a pas de maniére évidente de la calculer par itérations.

Nous avons mentionné brievement (82.2.3) la différence entre les processus
décisionnels de Markov et les jeux a deux joueurs. Ces jeux peuvent modéliser des
questions tels que le choix d'une stratégie optimale par le programme pour min-
imiser la probabilité d'une panne pour tous les environnements possibles. L'étude
de méthodes effectives pour ces modeles est trés dure [22].
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Chapter 3

Treillis abstraits pour l'analyse
en avant

3.1 Sommes nies de mesures localisées

Nous avons propose [54] un treillis permettant de réutiliser a la fois dans sa théorie
et dans son implémentation des treillis d'interprétation abstraite non probabiliste.

3.1.1 Dé nition

Une suite nieA; de sous-ensembles mesurables<deleux a deux disjoints, et
des coef cients associes; 2 R, représentent 'ensemble des mesunetelles
que:

, S
2 mest concentrée surA,

2 pour touti, n(A) - a;.

En termes d'implantation, |e% sont des concrétisations d'éléments abstraits, par
exemple des polyédres (Fig. 3.1).

Cette abstraction est intuitive, mais elle est malheureusement dif cilement
utilisable. En effet, la contrainte de disjonction des ensembles est dif cile a con-
server avec des sémantiquie non injectives. Nous utiliserons donc plutét la
dé nition suivante : une suite nie;, de sous-ensembles mesurables<det des
coef cients associéa; 2 R, représentent 'ensemble des mesursdslles que :

2 m=am;
2 pour touti, m est concentrée su;
2 pour touti, n(A) - a;.

43
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0.5

0.4

Figure 3.1: Une valeur abstraite représentant les mesutedtes quen(A) - 0.5,
mB) - 0:4 andnm(C) - 0:4.

05 N\ |

y <= 6-X

Figure 3.2: La valeur abstraite de la Fig. 9.1 aprés étre passée dans la premiére
branche d'un test y<=6-x...
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Chacun des sous-ensemblesest la concrétisation d'un élément d'un treil-
lis abstraitX!, muni d'une fonction monotone de concrétisatign (X!;v ) !

(P(X);p).
3.1.2 Opérations abstraites
Voyons maintenant les opérations abstraites correspondant a ce domaine:

Constructions déterministes Soit f : X ! Y une opération d'abstractiofd :
X!t Yl: L'opération correspondante sur les mesures abstraites est

fhoAa), i 7 (1A a), 1w (3.1)

Générateurs non-déterministesConsidérons I'opération de choix non déter-
ministe dans un ensembYe Nous utilisons I'abstraction:

(Z, 5w, ) 7! (H](ZI )iW, ) o (3.2)
ouHI est une abstraction @7! AE Y.

Choix aléatoires Considérons un générateur de données aléatoamedom
suivant une distributiomy. Nous désirons une abstraction @&! m- n?.
Supposons queP= é?zl nfou nfest concentrée Slg(B]j) etde poidsbj

au maximum. Prenons maintenand'abstractior(A% ;8)1. ;. m- Alors

m- nP= é m- n‘? (3.3)
1-i-m
1 j:n

etm- nPpeut étre représenté pi - ]B]J.;aibj)l, mL o

Tests Rappelons qué,, (m est la restriction dena W. Supposons que nous
disposons d'une abstracti(Fd/ deX 7! X\ W. L'opération correspondante
(voir Fig. 3.2) sur les mesures abstraites est

oA a), i m 7 RUAY @) i (3.4)

3.1.3 Elargissement
Un opérateur d'élargissement simpliste est
(A )y i (NB D), = (ARBLaND), o (D)

suivi d'un rassemblement de certaines zones a n de borner la taille de la structure.
Nous proposons des variantes heuristiques autour de cette technique.
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1.4 | | | |

12p m+lng

N
N
1 -
.
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N

0.8 i
0.6
0.4}

0.2
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i
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0 |
0 2 4 6 8 10

Figure 3.3: Addition abstraite de mesureS, = ( 1,0:3), ax = 3, by = + ¥,
WO= 0:7,C%= none, ad= 0,b9= 2.

3.2 Queues sous-exponentielles

Nous proposons ici un domaine spécialisé exprimant la décroissance sous-
exponentielles des queues de distributions des variables entiéres. Ce domaine

3.2.1 Domaine de base

Nous dé nissons ici un domaine représentant des ensembles de masles
ensemble symbolique de mesures est3o#oit contient d'une part un majorant
du poids total de chaque mesure, d'autre associe a chaque variable gntiere

2 un intervalle entier, avec éventuellement des bornes in nies;

2 une donne€, : soit un symbolenone, soit deux coef cientya;; b;), ou

0< a;< 1,b, 2 R, . (a;; b)) impose la contrainte

8n2 N mvjv,=n)- ab" (3.6)

Nous dé nissons par des majorations aisées des versions abstraites des opéra-
tions arithmétiques :

2 assignement d'une variable dans une autre ;
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1.2 | | | |

0.8

0.6

0.4

0.2F

e ______

Figure 3.4: * Addition abstraite de mesuré&3.= none, ay= 0,bx= 1,W= 1,
ad= 2,09= 3,WO%= 0:856.

2 addition d'une constante a une variables;

2 addition de deux variables vers une troisieme ;

2 générateur aléatoire (simpliste).
ainsi que les opérations suivantes :

2 addition de mesures;

2 borne supérieure ;

2 elargissement.

L'opérateur d'élargissement consiste essentiellement a appliquer un élargisse-
ment sur les réels a et au logarithme dé. Le probleme est que l'usage de réels
approchés en virgule ottante peut provoquer des élargissements trop pessimistes.
Des heuristiques de seuil pourront étre nécessaires.

3.2.2 Sommes nies

Le domaine exposé au 83.2.1 est encore insuf sant, notamment pour le traitement
des générateurs aléatoires. Nous appliguons donc une construction de sommes
nies semblable a celle du §3.1.
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Chapter 4

Treillis abstraits pour l'analyse
en arriere

4.1 Fonctions en escalier

Nous avons proposé [57], d'une facon duale du 83.1, de majorer des fonctions
mesurables par des fonctions en escalier.

4.1.1 Dé nition

Prenons un treillis abstrak!, muni d'une fonction monotone de concrétisation
g: (X:v) ! (P(X);n). Nous imposons de plus que les images gaoient
mesurables. La suite niQA};ai)l, .. m représente I'ensemble des fonctiofs
inférieures point par point é{‘;lai:cg(A]). Notons qu'il n'y a pas unicité de
représentation : on peut représenter le méme ensemble de fonctions de plusieurs
fagons.

Il est toutefois possible de faire un test de comparaison par décomposition des
fonctions sur une partition commune de sous-ensembles.

4.1.2 Opérations abstraites

Constructions déterministes Soit f : X ! Y dont l'image inverse est abstraite

par fi .yl X L'opération correspondante sur les mesures abstraites
est

fho(Aha), 7t (f Hyia), i (4.1)

49
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step function——
g(x;y)

o O

(=)

= e N

o

NTTTTTTTTTI

4
Figure 4.1: Exemple de fonction en escalier:2(f.fi

vz T 030 g *
o'1C[i 30E[i 41]°
Choix non-déterministe Nous voulons une abstraction de
A !
Jchoice{li: f71 x7!supf(xy) : (4.2)

y2Y

Supposons que nous avons une abstra(nlodle la fonction de projection
p; deX £ Y aX; Alors une abstraction possible est

JChOlCG‘Y|€] (XI]’aI)IZL 7! (P]l(xl]),a,)IZL (43)

Cette abstraction n'est pas forcément trés bonne ; suivant comment la méme
fonction est décomposeée, la projection approximée peut étre bonne ou mau-
vaise (Fig. 4.2). Nous discuterons donc maintenant d'améliorations possi-
bles. Considérons la partition suivant la valeur dqz)]l(XI] ). Consid-

érons un élément de cette partitiohu L tel que

K=1fljpl(x)= Zg: (4.4)
Prenons
o
a, = sup a a (4.5)
T 'V'HK] I 2M
[ am90X)80

En regroupant leg! et lesa_;, nous avons maintenant une meilleure ap-
proximation (p.ex. pour le cas de la Fig. 4.2). Cette meilleure approxima-
tion est bien plus simple si I@XI] ) sont deux-a-deux disjoints. Cela arrive

par exemple si le treillis abstraft est le treillis plat généré par une partition
deX.
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y
y
1
2
3 1
4
5
by x
5 1
X X
(a) Mauvaise projection (b) Bonne projection

Figure 4.2: Projeter directement la décomposition peut donner des résultats trés
sur-approximes, suivant la décomposition utilisée. Ici, la méme fonction est dé-
composeée soit en la fonction caractéristique d'un rectangle, soit comme la somme
de cinq fonctions caractéristiques. Dans le premier cas, le résultat est bon, dans le
second cas, c'est une trés mauvaise approximation.
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Notons qu'un domaine abstrait particulierement intéressant est obtenu
quandX! estP(D), I'ensemble des parties d'une partitidh de X: les
valeurs abstraites peuvent alors étre mémorisées comme des éléments de
[0;1]P (et non[0; 1]2°) aprés I'étape de simpli cation suivante :

—[0;1]P®) 1 [0;1)P

SiCf 77! & yopip) FW) (4.6)
d2w

Il'y a une connexion de Galoif0; 1]Xip|5_iﬁj [0;1]° ou a(f)(d) =
sup,4 f(X).

Choix aléatoire Nous voulons obtenir ici une abstraction Besrandom ouR
est une nouvelle variable eindom suit la mesure de probabilité.

Supposons query = ap-4 M ou chaquem, est concentré sur un sous-
ensembleM, de R. Par exemple, pouR = R, la mesure de probabilité
uniforme sur[0; 1] peut étre décomposée eanmesuresm, la mesure de
Lebesgue sujk=n; (k+ 1)=n]. Appelonspy et pg les projections dX £ R
surX etRrespectivement.

La sémantique abstraite proposée esk:=random K’](A];ai)l, m
1
s'envoie sur(A};k;ai:bi;k)l_ i ml k n ou A};k est une abstraction de

px(g(A})\ (XE M) eth,,., m(pg(A)) (Fig. 4.3 explique comment nous
avons construit les approximations de Fig. 4.4).

Tests L'abstraction des tests est aisée, pourvu que nous ayons des abstractions de

Ry et+:

% b then c, else czy:]:f] = R]JbKJ_rq

yn].] 1 ol q yn]_]
C i RJbP@i C i
4.7)

ouRy : f7! ficy.

L'abstraction+] est juste la concaténation des suites nies; quaRj,a
R=(Xa), 7 (x\VIwhia), 5, (4.8)

Opérateur d'élargissement Nous utilisons des heuristiques de rapprochement
semblables a celles suggérées pour les mesures.
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Figure 4.3: Construction de la valeur de sortie de Fig. 4.4 poar10. Le
domaine abstraifx+ yj- 1 est découpé en tranches selon I'axe Chaque
trancheS, est projetée sur l'axg et l'intégrale de la fonction de distribution

h de (centered_uniform()+centered_uniform())/2 est prise sur
cette projection, donnant un coef cieaf. La tranche est alors projetée sur l'axe
desx et cette projectiofB,, associée au coef cierdt,, est un élément de la valeur
abstraited ;_; a,:Cg - Les approximations données dans Fig. 4.4 ont éte obtenues
pour plusieurs nombres de tranches.

4.1.3 Cas d'un domaine non-déterministe ni

Dans le cas d'un domaine non-déterminixfe ni, les éléments du domaine ab-
strait pour les fonctions de potentiel s'expriment comme des suites nies dans
[O; 1]X]. L'analyse de propriétés d'accessibilité revient alors a la recherche de la
plus petite solution d'un systeme d'inéquations linéaires, qui peut étre résolu par
programmation linéaire [64, 87.2.7]. Dans le cas d'espaces d'états de la forme
f0;1gV, il existe des algorithmes pour la programmation linéaire basés sur des
MTBDDs [23, 44].
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Figure 4.4: Deux abstractions de la méme fonction de potentialité

4.2 Gaussiennes

Nous proposons un domaine abstrait de gaussiennes généralisées, pouvant par
exemple aider a démontrer le peu d'in uence des valeurs extrémes sur le com-
portement des programmes.

4.2.1 Dé nition
Nous considérons des fonctions gaussiennes généralisées, de la forme

E ! R,
v 7! exp(i QW)+ L(v)+ qp)

ou Q est une forme quadratique positiveLetine forme linéaire suE telles que
kerQ u kerL, un R-espace vectoriel de dimension nie représentant le domaine
d'évolution des variables, ef, est un reel.

4.2.2 Opérations

Borne supérieure et élargissemeniNous diagonalisons les deux formes quadra-
tigues dans une base orthogonale commune, et prenons une borne inférieure
des polynébmes quadratiques coordonnée par coordonnée. Dans le cas de
l'opérateur d'élargissement, au bout d'un certain nombre d'itérations, nous
approximons inférieurement sur une des coordonnées par le polynéme nul.
Comme cela fait décroitre strictement le rang de la forme quadratique, la
convergence est assurée.
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Générateurs aléatoiresNous voulons l'opérateur abstrait associé ra=
random , our estune nouvelle variable.

4
g=J = randomK:f =v7!  f(v+ xe) dny(x) (4.9)

ou-e est un vecteur de base supplémentaire correspondaret &, est la
distribution der . Nous supposons de plus qug est donné par la gaussi-
enne expi (I x>+ ¢,)), et f par(Q;L;c), alors

Z +¥ - ¢
glv) = expli (Q+ x€) + L(v+ )+ c+ | x*+ ¢;) dx
0 io* 11

1o 1 L(e)?
- exp%i %lQ(vH @Q (v;e);+ I_(v)+ 5?2 (v;e)L(é;+ e+t i‘:}gg
0

Q) L)
(4.10)

Opérations linéaires Nous considérons ici les opérations de programme telles
quevn = 4, a;V; et plus généralement toute transformation linékirasso-
ciant le vecteur de variabl&°= M:V en sortie de l'instruction au vecteur
V d'entrée. Alors(Q%L%c) = ( 'M QM;LM;c).

Autres opérations Lorsqu'une variable est affectée par une opération non décrite
plus haut, on met a zéro les coef cients de la forme linéaire et de la forme
quadratique affectant cette variable.



Chapter 5

Méthode de Monte-Carlo

Les méthodes exposées dans les chapitres précédents se fondent sur la représen-
tation symboliqgue d'ensembles de mesures ou de fonctions mesurables. Nous
n‘avons pas encore utilisé les propriétés statistiques des probabilités, en partic-
ulier l'utilisation possible de générateurs aléatoires au sein méme de I'analyseur.
L'approche expérimentale est pourtant classique, s'agissant par exemple d'évaluer
les probabilités des différentes faces d'un dé pipé. Nous verrons ici comment
combiner cette approche avec l'interprétation abstraite.

5.1 Fondements de la méthode de Monte-Carlo

Nous verrons d'abord les grandes lignes de la méthoddatge-Carlo abstrait
proposée.

5.1.1 La méthode de test de Monte-Carlo

«Monte-Carlo », en allusion aux célébres casinos de cette ville, est un terme
général désignant un ensemble de méthodes mettant en jeu des générateurs aléa-
toires et justi ées par la convergence statistiqgues. Nous considérerons ici le prob-
leme de l'estimation de la probabilité d'un certain événement.
Considérons par exemple le choix d'un poMtuniformément dans le carré
[0; 1]%. Nous voulons déterminer expérimentalement la probabilité de la propriété
P(M): «M appartient au quart de disque de centre O et de rayon 1» (Fig. 5.1).
Nous pouvons utiliser I'algorithme suivant:
cAO
fori= 1tondo
xA random
yA random

57



58 CHAPTER 5. METHODE DE MONTE-CARLO

Figure 5.1: Calcul d@p=4 par la méthode de Monte-Carlo.

if °+ y?. 1then
cA c+1
end if
end for
pA c=n
Il s'agit d'approximer I'espéranc&V d'une variable aléatoire a image dans
[0; 1] par la moyenne expérimentalé” surn essais.

Bien entendu, dans cet exemple géométrique simple, cette méthode est peu
ef cace, car il en existe d'autres largement plus performantes. Elle devient in-
téressante lorsque l'aire a estimée est délimitée par une fonction caractéristique
compliquée. L'analyse de programmes tombe généralement dans ce dernier cas.

Combien devons-nous effectuer d'itérations ? Nous pouvons utiliser la borne
de Chernoff-Hoeffding [75, inequality A.4.4]:

3

PrEV, VD4t . g2 (5.1)

Cette borne, justi ée mathématiquement, signi e que la probabilité de sous-
estimeV en utilisantv(™ de plus de est inférieure & 21,
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Figure 5.2: Calcul d@=4 par une méthode de Monte-Carlo approxime.

5.1.2 Meéthode de Monte-Carlo abstrait

Nous considérons maintenant un programme dont les entrées peuvent étre sé-
parées en deux groupes, représentées chacun par une seule variable : la variable
x est prise dans I'ensemble selon une mesure de probabilité la variabley est

dans un ensembM. Nous cherchons a majorer la probabilité

nmfx2 Xjo9y2Y Jekhx;yi 2 Wg;
ou JcKest la sémantique dénotationnelle du progransnidotant

() = 1 s!9y2Y JeKhyi 2 W
0 sinon,

, la probabilité recherchée est I'espérancégle

Malheureusement, la fonctidy, n'est pas (en général) calculable au sens de
Turing, et nous ne pouvons donc pas appliquer directement la méthode de Monte-
Carlo.

Imaginons maintenant que nous disposons d'une approximation supérieure
et calculableTy,, dety: pour toutx, t,(x) - T,(X). Nous pouvons alors nous
en servir pour obtenir une approximation supérieur&gepar une méthode de
Monte-Carlo. Pour reprendre notre exemple gu4, cela revient par exemple a
approcher le disque par un polygone et a faire les tests sur le polygone (Fig. 5.2).
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Figure 5.3: Majorant de la probabilité que I'estimation de probabilité calculée
excede la vraie valeur de plus gepourt = 0:01.

Puisquet(® - T, la borne de Chernoff donnée précédemment reste valide
en remplagant,, parT,,. En particulier, il y a une pr(?babilité d'au moing 1le

. , o o 30— n i Ioge
que la vraie espéeranés,,, soit inférieure ap°= Tv(v) + .

5.2 Implantation

Nous randomisons un interpréteur abstrait existant en interprétant l'instruction
de choix d'une donnée aléatoire dans le programme analysé comme le choix
d'une constante aléatoire dans I'analyseur. Il faut donc bien prendre garde, en cas
d'analyse a passe multiples par exemple, de mémoriser les valeurs sur lesquelles
on s'est décidé.

Dans le cas de boucles, nous ne randomisons que les premiéres itérations, et
considérons les choix aléatoires ultérieurs comme purement non-déterministes.
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Chapter 6

Introduction

6.1 Probabilistic and nondeterministic pro-
grams

Let us begin with a few informal de nitions.

2 A deterministic programs a program whose current state uniquely deter-
mines the next state.

2 A nondeterministiprogram is a program whose current state uniquely de-
termines a set of possible next states. Of course, computers are basically
deterministic machines. But, usually, programs are run in a software and
hardware environment that is not totally known at the time of conception
due to various factors:

input les;

user interactions;

external hardware for embedded systems;

scheduling by the operating system (a same multi-process program
may see its processes scheduled differently depending on many fac-
tors).

All these unknown factors can be accounted for by assuming nondetermin-
istic behavior. For instance, the operating system is supposed to choose
nondeterministically the process to run at each step. Of course, this means
that our model supposes that the system can do more than it can actually do;
in this sense, it is aafeapproach, since any property that has been proved
on this pessimistic abstraction of the reality will hold on the real system.
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2 A probabilistic program is a program whose current state uniquely deter-
mines a probability distribution on the possible next states. Such proba-
bilistic choices may model the use of random number generators as well as
inputs from a stochastic environment. A natural model for such programs
is theMarkov chain

2 A nondeterministiand probabilistic program is a program whose current
state uniquely determines a set of possible probability distributions on the
next state. This model thus encompasses both the nondeterministic and
probabilistic models. The nondeterminism may be used to model partially
unknown probability distributions. A natural model for such programs is
the Markov decision process

In chapter 7, we shall describe formally the model of Markov decision pro-
cesses and the subtle interactions between probabilities and nondeterminism.

6.2 Semantics and abstract semantics

6.2.1 Semantics

Our goal is to develop ways to analyze automatically probabilistic and non-
deterministic programs and give safe results about their behaviors. Since our
goal is to provide mathematically sound facts about the possible executions of
the studied programs, we must associate a mathematical object, caiethds-
tics[80, 53] to each program.

Even considering fully deterministic programs, there are several ways to mod-
elize their behavior, depending on the properties that are to be studied. Mathemat-
ical relationships ofbstractionexist between those various semantics [13]. We
shall be more particularly interested in:

Small-step operational semanticsde ne the behavior of the systems as transi-
tions from a state to another state. The simplest such semantics is to con-
sider a transition system — a directed graph whose vertices represent the
possible global states of the process or set of processes (memory, program
counters) and edges represent the possible transitions. In chapter 7, we shall
see how to extend this approach to probabilistic and nondeterministic pro-
grams, using discrete-time Markov decision processes.

Denotational semanticsde ne the behavior of a sequential program as a func-
tion mapping its input to its output. Such semantics are generally de ned to
becompositionalthat is, are de ned by induction on the syntactic structure
of the program when written in a structured programming language such as
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Pascal. In chapter 13, we shall see how to derive a denotational semantics
for probabilistic programs and how to apply abstract interpretation to it.

There are many issues pertaining to the semantics of Markov decision processes.
We shall see in chapter 7 how to specify and analyaee propertiesof those
systems.

There have been many proposal for semantics for probabilistic programs [41,
42,58] or, even more complex, probabilistic and nondeterministic programs [35,
31,36,49,51]. We shall note here that the goal of this thesis is to praviakysis
methodsfor in nite-state probabilistic (and nondeterministic) programs, not to
provide domain-theoretic semantics. We hope that abstraction relation such as the
ones presented in [13] will be provided between some of the proposed semantics.

6.2.2 Limitations of total static analysis

We shall not give excessively formal de nitions of the theory of recursive func-
tions and computability [68]; nevertheless, we shall recall a few facts from it.

A well-known fact about computer programs is that tredting problemis
undecidable. That is, there exists no algorithm that, given the source code of a
program written in a general-purpose programming language, says whether this
program is bound to terminate always or it can enter an in nite loop. More gen-
erally, the following theorem [68, §2.1], which apply to any “Turing-complete”
programming languages, assuming unbounded memory, says in effects that “any
non-trivial property of the denotational semantics of programs is undecidable”.

Theorem 6.2.1 (Rice).Let F(x) be the recursive function associated with pro-
gram X. For any set of recursive functionsEi, 1(C) is recursive if and only if C
is either the empty set either the set of all recursive functions.

A recursiveset is a set whose characteristic function is recursive. A recursive
function is a function that can be computed by an always terminating program.

This theorem means in effect that any “in nite horizon” properties on pro-
grams running on unbounded state machines cannot be decided by other pro-
grams, even with unbounded memory. It could be argued that real-life computer
systems have nite memory; nevertheless, solutions using that memory niteness
in the studied system are likely to need exponentially more memory for the ana-
lyzer. The state of the art in the techniquesraidel checkinguch nite systems
is about 180 to 1020 states (representing the con gurations of about 60 to 360
bits of memory) [10, 81.5] memory sizes of hundreds of megabytes, as it is com-
mon on today's personal computers, are of course of of reach. It seems therefore
impossible to simulate most programs exactly.
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A solution to this problem is t@pproximatethe properties that we want to
analyze. Instead of requiring a “yes or no” answer to questions such as “can the
program reach that error state”, we shall restrict ourselves to answers like “yes,
no or maybe”! In building such analyzers, we shall have two goals:

2 The analysis should beafe that is, the analysis should not answer that a
program cannot reach a certain state whereas it can actually do so. Since
this is a formal goal, we shall establish this safety by theorems linking the
results of the analysis to properties of the semantics of the programs.

2 The analysis should, as much as possible, give interesting results. It is of
course possible to make a safe analyzer that answers “maybe” to every ques-
tion; but it would have no interest to users. We therefore have the heuristic
goal that the analyzer provide reasonably precise answers on reasonable
programs and properties.

Applications of such analyses exceed the veri cation of programs. Compil-
ing optimizations often rely on some property of execution of the program (for
instance, that two pointers can never point to the same location) that cannot be
inferred immediately from its syntax. If the approximate analysis establishes the
desired property, the optimization may be applied; otherwise, it is not applied.
The taken action is safe in all cases.

6.2.3 Abstract interpretation

Patrick and Radhia Cousot propossuktract interpretationas a way to provide
safe and ef cient analyses [19, 18, 16, 20, 15, 14]:

Abstract interpretation is a theory of semantics approximation which

is used for the construction of semantics-based program analysis al-
gorithms (sometimes called data- ow analysis), the comparison of

formal semantics (e.g.,construction of a denotational semantics from
an operational one), the design of proof methods,etc. Automatic pro-
gram analysers are used for determining statically conservative ap-
proximations of dynamic properties of programs.Such properties of

the run-time behavior of programs are useful for debugging (e.g.,

type inference), code optimization (e.g., compile-time garbage col-

lection, useless occur-check elimination), program transformation

(e.g.,partial evaluation, parallelization), and even program correctness
proofs (e.g., termination proof).

1The Company Polyspace Technologies markets analyzers which color the source code in
green, red and orange depending on whether the analyzer establishes that that portion of code
will, will not or maybe will elicit errors.
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The basic idea of abstract interpretation is thaapproximationin a known
direction (greater or lower than the real property). With a view to program analy-
sis, those approximations are chosen so that they can be represented symbolically
by ef cient data structures. Let us take a simple exampi&erval analysis An
elementary way to check whether a program may try to access arrays using out-
of-bound indices is to associate to each integer variable at each program point an
interval in which it is known to stay. If that interval for an array accessing in-
struction is a subset of the permitted range, then that access is safe. Since such an
analysis does not allow array sizes that are unknown at the time of analysis of the
program (which is the case for most real-life programs), more complex analyses
have been introduced such@amvex polyhedr§20] and other domains [52]. Out-
side of array bound checking, abstract interpretation has been for instance applied
to variable aliasing [25, 24] and other aspects of programs.

6.3 Mathematical prerequisites

6.3.1 Notations

2 Al Bis the set of mappings from to B (also noted3?);
2 P(X) is the sets of subsets ¥f (sometimes called itsower-sel.;
2 cg:A!f 0;1gisthe characteristic function of subdgof A.

2 gy is the Dirac measure at(86.3.3).

6.3.2 Ordered sets and lattices

De nition 6.3.1. Let T; andT, be two ordered sets. A functioh: T,! T, is
said to bemonotonef for all x;y2 T,;,xv y) f(x)v f(y). The set of monotone

functions (ormonotone operatojsrom T, to T, will be notedT, [ T,.

6.3.3 Measures and integrals

We shall express probabilities usingeasure$71, 81.18]. Measures express the
intuitive idea of a “repartition of weight” on the domain; probabilities are a par-
ticular case of measures. A measure on a spdessigns a “weight” to subsets
of W. A probability measure is a measure of total weight 1.

Before entering the mathematical de nitions, let us see a few familiar exam-
ples:
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2 Inthe case wher@/is nite or countable, de ning a positive measure is just
de ning a functionf : W!' R, (the weight ofAp Wis thend , 5 f(d)); it
is a a probability measured ,,, f(w) = 1. A measure on a nite space is
said to be equidistributed &w f(w) = Jﬁ

2 Inthe case of the real el®, the Lebesgue measumas so that the measure
of a segmenfa; b] is its length. The Lebesgue measure[@yi] formalizes
that familiar notion of a real “equidistributed [0; 1]". The Lebesgue mea-
sure can be de ned oR", and the measure of an object is its area B8y
or volume (forR3).

2 The unit point masgor Dirac measurg at X is the measurek de ned by:
(A) = 1if x2 A, d(A) = 0 otherwise.

In the general case, for technical reasons, not all sets can be measured and
we have to restrict ourselves to some suf ciently large set of measurable subsets
of W. While in general in computer science the state spaces to be considered are
nite or countable, at some point we shall have to consider sets of in nite traces
and compute integrals on them (see Ch. 8). We therefore shall do our work in the
general theory of Lebesgue integrals.

Let us see now the formal de nitions:

De nition 6.3.2. A s-algebrais a set of subsets of a 9¢tthat contains 0 and is
stable by countable union and complementation (and thus coidaind is stable
by countable intersection).

In the case of the Lebesgue measure, we shall consider a sistatigebra,
such as the Borel or Lebesgue ones [71]. It is suf cient to say that most sets that
one can construct are Lebesgue-measurable.

De nition 6.3.3. A setX with as -algebrasy de ned on itis called ameasurable
spaceand the elements of thee-algebra are theneasurable subsets

We shall often mention measurable spaces by their name, omitting-the
algebra, if no confusion is possible.

De nition 6.3.4. If X andY are measurable spacds, X! Y is a measurable
functionif for all W measurable iy, fi (W) is measurable iix.

De nition 6.3.5. A positive measurés a functionmde ned on as -algebrasy
whose range is if0; ¥] and which is countably additivenis countably additive
if, taking (An) .,y @ disjoint collection of elements afy, then
A " !
m An, =

n=0

mAn): (6.1)

0

T Qo
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To avoid trivialities, we assume(A) < ¥ for at least oné\. Thetotal weightof
a measuren notedjnj, is M X). mis said to beconcentratecon A X if for all
B, m(B) = m(B\ A). We shall notéM , (X) the positive measures of1

De nition 6.3.6. A s- nite measureon X is a measurensuch that ther§ exists a
countable family of measurable sé#s,) ,\ such thaBn n(A,) < ¥ and A, =
X. We note byM , (X) the s - nite measures orX.

De nition 6.3.7. A probability measurés a positive measure of total weight 1; a
sub-probability measurieas total weight less or equal to 1. We shall nidte, (X)
the sub-probability measures &n

De nition 6.3.8. Given two sub-probability measuresand i (or more gener-
ally, two s - nite measures) orX andX°respectively, we noter- nfthe product
measure [71, de nition 7.7], de ned on the produgtalgebrasy £ sy, The char-
acterizing property of this product measure is that {AE A9 = m(A):nf{A9
for all measurable ses andA°

These de nitions constitute the basis of the theory of Lebesgue integration [71,
ch. 1, 2].

De nition 6.3.9. Given a positive measurg on W and a measurable function
f:W! R,, their product is the measufemde ned as:

Z
A= 1(x) dn(y (6.2)

Let us note that we shall not make use of “distributions” in the sense of
L. Schwartz's general theory of distributions.ptobability distributionwill then
just be a probability measure. Technical theorems on integrals and measures are
given in Appendix A.1.
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Chapter 7

Transition systems: semantics

In this chapter, we explain gradually our notion of nondeterministic probabilistic
transition systems. We shall start from the simplest cases and go to the most com-
plex ones. Most notably, we shall introduce thece semanticsf such systems.

7.1 Transition systems

Transition systems formalize the intuitive notion of a system whose state changes
with time, assuming a discrete notion of time. We shall begin by the simplest
kind, not taking probabilities into account.

De nition 7.1.1. Let Wbe a set of states. Lét be a binary relation ovew.
(W1 ) constitutes gnondeterministic) transition syster is called thetransi-
tion relation

The successorstates of a state; are the states, such thaw,; ! w, ; the
predecessorstates of a state, are the stateg, such thaw; ! w,.

If w, 2 Wnotes arinitial state, then theaccessible stateare the states/ 2 W
such that,! ® wwhere! ® notes the transitive-re exive closure bf.

If Wis nite, the relation relation can be given bytnsition matrix Let us

i! j,0otherwise.

De nition 7.1.2. If for any statew 2 W, then the set of successor statesudfias
at exactly one element, we say that the transition systetaterministic

Figure 7.1 represents the transition system associated with the following pro-
gram:

X
X

ndt_coin_flip();
X XOR ndt_coin_flip();

71
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Figure 7.1: A deterministic transition system

whereXORis “exclusive or” anchdt_coin_flip() nondeterministically ips
a coin between 0 and 1.

Now that we have the rules that say whether an execution may proceed from a
state to another state, we can de ne whole properties on executions.

De nition 7.1.3. A trace of executioor simplytrace) is a sequencg, ), 2 WN
of states.

The reader should note that our de nition whce does not say whether the
actual trace is possible. This is taken care of by the following de nition:

De nition 7.1.4. A trace of executiorft, ), 2 WV is calledpossibleif for all k,

tk- tk+l-

7.2 Probabilistic transition systems

The natural extension of transition systems to the probabilistic casebabilistic
transition systemslso known adarkov chainor discrete-time Markov process

7.2.1 Discrete case

In this section, we assume that the set of statesiis or countableso as to
introduce the elementary notions of probability transitions while not drowning
the reader into the subtleties of measure theory.

The natural extension of the notion of deterministic state is the notion of prob-
ability distribution on the set of states, which introduces the probabilistic indeter-
minacy.
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Figure 7.2: A probabilistic transition system

De nition 7.2.1. Let Wbe a nite or countable set of states. A functiéon W!
[0; 1] is called aprobability distributionif & ,\,f(w)= 1. We shall notéd(W)
the set of probabilistic distributions oA,

Now that we have the probabilistic counterpart of the notion of state, we need
to have the counterpart of the notion of transition.

De nition 7.2.2. Let Wbe a nite or countable set of states. Let us consider a
functionT : WE W! [0; 1] such that for allv; 2 W, éWZZWT(Wl; w,)= 1. (WT)
is called agprobabilistic transition systertor Markov chair) (Fig. 7.2).

Figure 7.2 represents the transition system associated with the following pro-
gram:

x = coin_flip();
X = X XOR coin_flip();
where XORIis “exclusive or” andcoin_flip() probabilistically ips a coin

between 0 and 1 with probability 0.5 for each possibility.

If Wis nite, the relation can be given by probabilistic transition matrix
Let us assimilatéVto f1;:::;Ng. Then the transition matrid is de ned by
m.; = TG pifit ,0 otherW|se.

The intuitive notion of a probabilistic transition is that it mapsiaput dis-
tribution to anoutput distribution This corresponds to the intuitive notion of a
successor state.

De n|t|on 7.2.3. LetT be a transmon probability betweeN andW,. Let us
dene T : D(W,)! D(W,) as follows: T (d)(w,) = & wow, T(Wy; o) d(wy).
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(a) Nondeterministic (b) Probabilistic (proba-
bilities a andb)

Figure 7.3: Nondeterminism vs probabilities in graphical notation. Edges are
labeled by the value chosen in the probabilistic or nondeterministic choice.

| .
Proof. We need that check tht (d) is indeed a probability distribution oW,
that is, thatd , o\, &, 2w, T(Wy;W5)d(wy) = 1. Since all terms are positive

o o

aWZZWZaW12W1T(W1;Wz)d(Wl): éW12W1d(W1) a T(wy;w,) = 1. [

(2% 3

1

Deterministic and nondeterministic transition systems have a notion of prede-
cessor state. In order to nd the probabilistic counterpart to this notion, we must
think a bit more about its meaning. When we take the set of predecessors of a set
of statesA, we think of A as aconditionand we obtain the set of states that may
lead to that condition. As for probabilistic state spaces, we de ne the probability
that conditionA holds with respect to distributioth by & ,, ,d(w). Equivalently,
we can write ithc ,;di wherec, is the characteristic function #tand

hf;di = § f(w)d(w): (7.1)
w2W

A natural extension of this notion of condition is to consider any function
f 2 P(W) whereP(W) = W! [0;1]. We call such functionsondition functions
or potentiality functions Please note that while those functions look similar to
distributions, they are quite different in their meaning and will be different math-
ematical objects when treated in the general, non discrete, case.

De nitign 7.2.4. Let T be a transition probability betweat) andW,. Let us
de ne'%L P(W,) ! P(W,) as follows:T (f)(w,) = éWZZWZT(Wl; w,) f(ws,).
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Proof. We have to check thff (f) 2 P(W). é‘WZZWZT(Wl; W,) lf({vzvzg 1O
1

7.2.2 General case

The extension to non-countable systems is a bit complex. Most notably, one must
substitutentegrals(in the sense of Lebesgue integfelg1]) for sums.

Transition probabilities

The right way to consider probabilistic transitions on possibly uncountable states
spaces is to useteansition probability[60, 59, de nition 111.2.1]. This de nition
generalizes the intuitive notion of a probabilistic transition being a function map-
ping each state of the rst state space to a probability distribution on the second
state space.

De nition 7.2.5. Let (W;A ;) and(W,;A,) be two measurable spacestransi-
tion probability F% is an application fronW, £ A, to [0; 1] such that:

1. forallw; 2 W, P21(W1; 9 is a probability on(W,; A ,);
2. forallA,2 A, P3(¢A,) is a measurable function qiv;;A ).

A probability P, on a state spac#/, and transition probability?} between
W, and W, induce a probability distribution on their produd, £ W, [60, 59,
proposition 111.2.1]. Intuitively, this product probability describes the probability
for a succession of two statés,; w,) 2 W, £ W, such thatw; follows P, andw,
follows P} relatively tow;.

Proposition 7.2.6.Let(W,; A ;) and(W,;A,) two measurable spaces. Lgtlie a
probability on(W;;A;) and F]§ a transition probability oW, £ A,. There exists
then one unique probability P W, £ W,;A ;- A,) such that

Z
P(AL£ A) = . P (wy; A,)Py(dw,) (7.2)

forany A2 Ajand A 2 A,

1Some people have argued that the full machinery of Lebesgue integrals is overkill. Itis indeed
quite possible to build up the beginning of the theory of probabilistic transition systems on nite
or countable state spaces only using nite or in nite positive sums. However, de nition of the
properties ofn nite sequence of events is dif cult in any case.
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For any real random variable X de ned (W, £ W,;A ;- A,;P) and positive
(resp. quasi-integrable), the function
4
Y(wy) = . X, (W) P3(wy; dwy) (7.3)

1
is de ned everywhere (resp.,falmost everywhere), i& ;-measurable oW, is
positive (resp. quasi-integrable with respect {9. FFurthermore,
Z Z Z
XdP=" P(dw;) X (w5)P5(w;dw,) (7.4)
W, E W, W, W,
Using this proposition, we can build a notionaa@fmpositiorof transition prob-
abilities.

De nition 7.2.7. Let (W;A;), (W,;A,) and (W;;A;) be three measurable
spacesP? a transition probability oW, £ A, andP? one onW, £ A,. Let us
de ne

Z

P(wy; A) = WP%(WZ;Ag)P%(wl:dwz): HP2(G AP (W 9i;  (7.5)

thecompositiorof both transition probabilities. TheFr’éTl is a transition probability
onW, £ A,.

Proof. Letw; 2 W,. Let us consider a familj, of disjoint elements oA ,.

A !
1 G
Py w; Aq

A A !

2 G 1
Wps Wy, An 1Py(wy;dw,)
| —fz 3}

ZénPg(wz;An)

a  P2(Wy An):Py(wy; dws,)
n W

= & PH(w;AY) (7.6)

P?}(Wl; @ is thus a positive measure.
Z
Pr(wiiWg) = P5(upi Wa) Py (wy;dws,) = 1 (7.7)
3(Wp, V5 WJ°3_"¥3_3¥212
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thusP3(wy; 9 is a probabibility.

Let A, 2 A,. Let us de neX(w;;w,) = P5(w,;A;). X is a positive random
variable on(W, £ W,;A, - A,;P). Applying Prop. 7.2.6 tX yields thatY =
PP}(G; A,) is de ned everywhere and is measurable. l

We similarly de ne a notion oproductof two transition probabilities.

De nition 7.2.8. Let (W;A;), (W,;A,) and (W;;A;) be three measurable
spaces; leP} be a transition probability betwee®, and W, and P a transi-
tion probability betweei, andW;. Let us takew; 2 W, andA2 A,- Aj; then
let us de ne
zZ Mz 1
Pi- P2(wy;A) = ww Ca(Wy; Wa) PE(Wsy; dw)  Pr(wy;d(ws,)):  (7.8)

2 3
P}- PZis then a transition probability betwe&4 andW, £ W,

Proof. LetustakeA2 A ,- Aj. Using Prop. 7.2.6 on the random varialile c,,
the functionY tw, 7!y, CA(Wy; W3) PZ(w,; dws) is a positive random variable on
W,, de ned everywhere. Usir';g Prop. 7.2.6 on the random variXBleéwl; w,) 7!
‘Y 0- : 20 - pl. p2 i -

Y(w,), the functionY®: wy 71y, XYwy; wy) PE(wy;dws) = P- P5(wy) is a de
ned everywhere o\, and measurable.

Let w; 2 W,. Let us consider a famil@, of disjoint elements ofA,- A,.
Then

A [ I HZ 1
PI- P2 w; Ay = " WCA(WZ;W3)P§(W2;dW3) P (wy; d(w,))
z uz "o 2 1
= A Cpn (Mo W) P5(wyrdwy)  P(wy;d(wy)) = & P3- P5(An)
W2 W3 n n
(7.9)

and thusA 7! P}- P2(w,;A) is a measure. O

De nition 7.2.9. Let (E;F ), ,. , be a nite sequence of measuraple spaces
and, foranyjk 2 N, let T, be a transition probability betwedp , andT,. |-, T,
\l/viII note liQe transition probabilityiy- (T, - (¢ ¢T) ¢ ¢ebetween(Ey; F () and
Ok=1BE¢ k=1F i -
The probabilistic analogue of a discrete potentiality function, which we shall

also call potentiality function, will be a measurable function. Let us now consider
the probabilistic counterparts of de nitions 7.2.3 and 7.2.1.
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De nition 7.2.10. Let (W;;A,) and(W,; A ) be two measurable spaces. Let us

de ne a linear operati)ii’z1 fromM . (W) to M, (W,) as follows:
¥ Z
(PEm(A,) = " P (wy; A) mdw,): (7.10)

1

Let us also de ne a linear operat% from M(W,;R,) to M(W;; R, ):
i& Z
(Py:f)(wy) = o, fw) P2 (wy; dws): (7.11)

2

Those functions are linked by the followiragljunction relation

Proposition 7.2.11.Let (W;;A,) and(W,;A ) be two measurable spaces. LBt
be a measure oW, and f be a measurable function &,. Then
Z I Z A
fd(P:m= (P:f)dm (7.12)
Proof. Let us apply Prop. 7.2.6 to the probabilityon W, and the transition prob-
ability P21. Equation 7.3 applied to the random varialiigv; w,) = f(w,) yields
Z A
(P:f) dm
W,

1 Z Z
= dw. PL(w,:dw,) f(w.
Wln( zl) " 5 (wy; dws,) F(ws,)
= d(w,) dP
WLE W, .

- sz(wz)rﬂ{lizd_%i (7.13)

R
whereP(A £ A)) = A, P21(W1;A2)n(dwl). ReplacingP into this equation yields
the result. n

Probability measure on traces

One essential fact on the probability of traces is that all trace may have each zero
probability; this is not contradictory with the fact that “the probability of a set is
the sum of all probabilities of the elements in that set” since that rule apgpies
sefor at most countable sets, while there are uncountably in nitely many traces
(if the state space contains more than one state, of course). One must consider
thereforesets of traceso have meaningful probabilities. Let us give a simple ex-
ample. Let us consider sequences of tosses of a fair coin: the coin has probability
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0:5 of giving 0 and @ of giving 1. A trace is then an in nite sequence of zeroes
and ones. Let us consider the (regular) SK0j1)" of sequences starting by at
leastn zeroes. It is obvious that the probability of falling into that setii§.2The
probability of the singleton containing the sequence of zeroes only is O.

The following theorem [60, 59, proposition V-I-1] is crucial in de ning the
probability on traces.

Theorem 7.2.12 (lonescu Tulcea)Let (E;;F {),,, b€ an in nite sequence of

tive to the spaceso;OEs, LoFs et (E[+ 1F (+1)- Then there exists for any
Xy 2 Eq @ unique probability R on

(WA )= C:)(Et;F

whose value for all measurable cartesian prodQ¢F is given by:
L Z Z
R R =c PO(x,; dx POL(x; %, ; dx
%o 9 t AO(Xo) Y 2F, (%o Zl) x2F, > (Xgs Xq5 0X5)
¢Ce PO;ZZZ;Ti 1(XO ..... XTI 1,dX-|-) (7 14)

Xp2F¢

as long as T is suf ciently great such that¥ E; ift > T (the second member is
then independent of the chosen T). For any positive random variablg YW.én)
only depending on the coordinates up to T, we have:

Z Z

Z
WY(w%PXO(dwfb = PY(%pd%,) POl(x0 Xq; dX,)
¢ Y(XO ..... XT)PO ..... Ti 1(XO ..... XT 1,dXT) (7 15)

Furthermore, for any positive random variable Y Qi A ),
4

X 7' Y(WHR (dwH (7.16)

is a positive random variable ofEy; F ).
This theorem induces a notion iof nite product of transition probabilities.

De nition 7.2.13. Let (E;F {),,) be an in nite sequence of measurable spaces
and ,\qor anyt 2 N, let T, be a transition probability betwedn . 1 an,gF n. We
note k_ 1lejthe tra@smon probablllty betwee(EO, Fo) and(ok_ Ek, k_ 1F
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Rroof. From theorem 7.2.12, for any,, B is a measure, and for amy, x, 7!
caR, is measurable. O

Lemma 7.2.14.Let(E; F {),,) be anin nite sequence of measurable spaces and,
for aiwiz N¢Ietl\]l}1¥be a transition probability betweef . ; andF . Then
T- 0 k2l & kel
Proof. Let us takex, 2 E,.

Let us take a nite sequendéy),. ;.  (t > 1) such thak p E. Let us con-
siderF, £¢ ¢ &. Applying equations 7.8 and 7.14, it follows that

A A I A 1
o

T, - T, (pFECCH)= ° T, (XgpFECCH):
k=2 k=1
: i iNg _¢¢ . sy
Sljr,{FeA e Ty- k=2 T (X5 A) is a probability measure 00,-, T, and
AT T (% FLE£¢ ¢ ) is the unique probability measure having such val-
ues on all those nite cartesian products, then the equality of the two measures
follows. O

7.3 Nondeterministic and probabilistic transi-
tion systems

We shall see how to combine the notionsiohdeterministic choicésets of pos-
sible choices for which we know no probabilistic properties) anobabilistic
choice(sets of possible choices for which we know probabilistic properties). This
is the notion ofdiscrete-time Markov decision procdégl] , which has been stud-
ied more particularly in the eld of operational research and nance mathematics,
as well as machine learning.

7.3.1 Different models of probabilistic nondeterminism

Let us now consider the case where the system must be able to do both nondeter-
ministic and probabilistic transitions (examples in Fig. 7.4 and 7.5). The system
then has the choice between different transition probabilities, in & set

For instance, on Fig. 7.4, in staf®, the system has the choice between two
partial transition probabilities: the rst goes @, with probability 1, the second
goes toQ, with probability 1.

For an easier intuition, one may think about this choice as if it were made by an
adversary willing to induce certain behaviors. The adversary is supposed to follow
a strategy ompolicy [64, 82.1.5]. We shall examine here three subtly different
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Figure 7.4: A probabilistic-nondeterministic transition system

Figure 7.5: Another probabilistic-nondeterministic transition system
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(b) Lower transitions

Figure 7.6: Two purely probabilistic transition systems that de ne, when com-
posed together nondeterministically, the same probabilistic-nondeterministic tran-
sition system as in Fig. 7.4.
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conceptions on this notion of policy, which induce three different modelings and
different properties:

2 The adversary may see only the present state.

2 The adversary may see the present state and the past of the execution (the
past states). This is the most realistic model of the three, since:

— a real adversary may well record all past states of the system; if the
adversary only records some external view of the system, the model
still holds for security analyses, since the capabilities of the adversary
are over-estimated by allowing it to look at more than it would be able
to;

— the state of the physical world with which an embedded system inter-
acts depends on all the past actions that were ordered by the embedded
system.

2 The adversary takes its decisions after all the random choices have been
generated, taking them into account. It is as if it could foresee the future of
random generators.

7.3.2 Nondeterministic decision based on the past and
the present

Let us recall lonescu Tulcea's theorem (Th. 7.2.12). What this theorem means, in
intuitive terms, is that if, for any, we de ne a transition probability taking from
the rst n states to then+ 1-th one, then we induce a probability on the whole
in nite sequence (a transition probability from the initial state to the rest of the
sequence, to be precise).

Let us now suppose that our system is de ned by a transition probaility
fromWE Y to W, whereY is thedomain of nondeterministic choicdsor instance,
for the systems given in Fig. 7.4 and 7Yais f 0; 1g (choice between the upper and
lower arrows, as seen in Fig. 7.6). The operation of the intruder for the transition
between states andn+ 1 is modeled using an unknown transition probability
Un from W' to Y. The whole transition that is executed by the system is then the
composition ,

Th=T=* llen ;

which is a transition probability betweah” andW. By this notation, we mean
that, using the notation of Def. 7.2.2,

(7.17)

Tr,(xo;:::;xni 1 %n) = T(xni 1;Un(xo;:::;xni 1) %n): (7.18)



84 CHAPTER 7. TRANSITION SYSTEMS: SEMANTICS

lonescu Tulcea's theorem then constructs from (flig a transition probability
G(T; (Un), o) from W(the initial state space) toN. We note

Z
Sr(F;(Un)on) = to 70 1t (trt) d[G(T; (Un) ) ()] (7.19)

(Sshort forS; if there is no ambiguity aboull) andR( f) the set of all functions
S(T;(Un)on) When(Up) ., is @ sequence of transition probabilitiek, being a
transition probability fromA" to Y.

Let E, (f) = supR(f) be theupper semanticandE; (f) = infR(f) be the
lower semanticsintuitively, if f is the characteristic function of a set of “faulty”
traces,E, expresses a “worst case” analysis, modeling an adversary willing to
make the system err arfif] a “best case” analysis, modeling an adversary willing
to prevent the system from erring., (f) is often called thevalueof the Markov
decision process with respect to the reward functiofeven though we use a
slightly different framework as the one given in [64]).

7.3.3 Nondeterministic decision based on the present

We focus here omemorylesspolicies: those only look at the current state of
the system to reach a decision. This model can be obtained by restricting the one

This model is of particular importance, since it is considerably simpler than
the memory-aware model of 87.3.2 and nevertheless is equivalent with respect to
certain classes of properties (see remark 8.3.17). A patrticular case is when the
policy is stationary that is, it is the same at each iteration.

7.4 Discussion

The most natural point of view on the nondeterministic-probabilistic processes is
that the nondeterministic decisions are taken as the program proceeds, taking into
account the current state as well as the previous ones. This how Markov decision
processes are usually studied [64]. Chapter 8 will provide effective methods of
analysis in this model.

It can be argued that this model is excessively pessimistic. Indeed, if nonde-
terminism is used to model the environment of an embedded system, then it is
excessive to assume that the behavior of this environment depends on the history
of theinternal stateof the system; only the part of this history observable from the
environment should be taken into account. This leads to the stualyrtélly ob-
servable Markov decision procesg€OMDP); however, their effective analysis
is much more complex than that of fully observable processes [48].
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Cleaveland's work [11] focuses on the model where the nondeterministic
choices are takeafter the probabilistic ones. This simpli es the theory to some
extent, since taking the product of the analyzed process with an nondeterministic
“observation” process such as a nondeterministic Biichi automaton is then easy
(see 88.2.1 for a discussion on why it is not possible in the model where the non-
deterministic choice are taken as the execution proceeds). We shall see how to
apply a Monte-Carlo method for such semantics in chapter 14.

Another possible direction is the study of continuous time probabilistic sys-
tems. As usual with continuous-time systems, some kind of reduction to discrete
time processes is to be done [45, 46].
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Chapter 8

Backwards and forward abstract
analysis

As we have seen in the preceding chapter, the semantics we consider for proba-
bilistic transition systems take as a parameter a measurable function on the set of
(possible or impossible) traces of execution. This function expresses the property
we wish to test on the trace (i.e. countable sequence of states); for instance, it
may be the characteristic function of the set of sequences that reach a certain state
(or a set of states) at least once, or the set of sequences that stay in a certain set
of states. The computed integral is then the probability of reaching the state (or
the set of states) or of staying in the set of states. Alternatively, the function could
be the number of times that the sequence reaches a certain state (or set of states).
The computed integral is then the average time (one iteration step counting for one
time unit) spent in the state (or set of states). We shall see here generalizations of
these properties and how to analyze them.

8.1 The properties to analyze

We consider a property to analyze on the traces. To each initial state we attach its
potentiality, that is, the integral of the property to analyze over the traces starting
from this state (or the set of integrals, if considering nondeterminism). The prop-
erties to analyze are expressed as measurable functions from the set of (possible)
traces of execution; we call these functidngce valuators We shall actually
consider a class of trace valuators de ned syntactically by certain formulas.

87
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8.1.1 Potentiality Functions

Letl =[0;1] or [0;+¥]. Let X be a nite or countable set of states — we impose
this cardinality constraint so as to avoid theoretical complexit¥X) is the set
of subsets oK; it is a s -algebra.

Let X! | be the set of functions fromX to I. These are the
potentiality functionof our system. The space! | of potentiality functions
is ordered by point-wise; is a complete lattice

Lemma 8.1.1.Let X be a nite or countable set of states. Let K be a directed
(Def. A.2.1) subset of X I. Then there exists an ascending sequence of elements
of K that converges point-wise tK, the point-wise upper-bound of K.

caseN = ¥), depending on its cardinality. L& =t K.

Let us construct such a sequer(dg) ,\- Of elements oK that converges
point-wise toF. Letn2 N. Let us construct by recurrence an ascending sequence
(91 min(n:N; 1) of elements oK:

n= 1 Thereexists g, 2 K such thay,(0), F(0)i 1=nif F(0)< ¥ org,(0), n
if F(O)=+ ¥.

n> 1 There exists g2 K such thag(k) , F(k)i 1=nif F(k) < ¥ org(k), n
if F(0) =+ ¥; sinceg and O 1 belong toK andK is directed, we can
therefore take), 2 K such thag, , gandg,, g ;.

Let f, begn. N
Let us now construct by recurrence an ascending sequéRgg . of ele-
ments ofK:

n=1 Letf, = f,.
n> 1 There exists &, 2 K such than;,, f,andf, f 1.
Let us show that f,,) 2Ne Converges point-wise t6. Letx 2 X.

2 Casewherfr(x) < ¥.Ifn, X thenfo(x), F(X)i 1=n. ThusF(X)i 1=n-
fa(X) - F(X) and limn! ¥ f(X) = F(X).

2 CasewherF(x)= ¥.Ifn, x thenfy(X), nthuslimy y fn(X) = F(X).
N

Corollary 8.1.2. If a : (X! 1) ™Y s anw-upper-continuous operator, then
it is an upper-continuous operator.
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Proof. Let F be a totally ordered subset &f! 1. F is directed, and thus
lemma 8.1.1 implies that H1ere exists an asq:ending ]gequ(eqa%NFof ele-
ments ofE such thatt F = x,. a(tF)= a( %)= paxn)v a(F).
a(t F)w a(F) follows from lemma A.2.2. O

8.1.2 Trace valuators

Let XN1 | be the set of measurable functions frofl to |, ordered point-wise.
We shall call such functions “valuators”.

Boolean trace valuators

We takel =[0;1] or evenl = f0;1g. We shall consider formulas written in the
following language:

formulal::=j name
| constant
] name+ 4o formulal
wheresety X
J constant+ i formulal
j Ifp(name7! formulal)
] gfp(name7! formulal)
| shift(formulal)
j letname= formulalin formulal

Let shift: XN 1 XN: (shiftt), = t,, ;.

Let eny be the set of environments of valuators (an environment of valuators
maps eaclmameto a valuator), ordered point-wise.

JormulaK :eny ! (XN1 1) is de ned inductively as follows:

JnaméK :env= enynameg (8.1)
Jconstank :env= constant (8.2)

q Yy .. LAY Ay
fi+gfy renv=Tticg(ty):( f,"  eny+ csc(to).( f, . eny (8.3)
Jfp(name7! f)K:env= Ifp(/If JfK:enyname7! f]) (8.4)
Jofp(name7! f)K:env= gfp(/f JfK:enfname7! f]) (8.5)
Jshift( f)K:env=( Jf§ :en\) shift (8.6)
letname= f,in f,” :env= qu . ‘enynamer! qflyt -eny (8.7)

cs is the characteristic function &andS® the complement 08, t, 2 X is the
rst state of the sequence of state® XN.
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Lemma 8.1.3. For all formula f,JfK is monotonic.

Lemma 8.1.4. For all formula f withoutlfp or gfp, JfK is continuous.

Proof. By induction onf. All cases are trivial. O
Lemma8.1.5.E,(>)=>andE (?)= ?.

Lemma 8.1.6.E, is monotonic and upper-continuous.

Proof. It is trivial that E, is monotonic. Let us now prove it ig/-upper-
continuous. Leff, be an ascending sequence of trace valuators. Then

R : . (iN ¢
sug, E. (fo)(tp) = sup, /“1;:3:':fn(“o?t1;i:,{|3')d ¢§:1Tk (ty) .
= I hyvcicsugd iy fa(hgty; i) d f:lTk (t)= E+( nfn)

From corollary 8.1.2, it follows theE, is upper-continuous. m

Some particularly interesting Boolean valuators

We shall consider in this section three very important classes of properties: reach-
ability, liveness and a combination of the two, Blichi acceptance. We shall show
that all those properties are measurable.

Reachability Let A be a (measurable) set of states. Téachabilityproperty
associated witlh de nes the set of traces that pass throdgat some point.

Ifp(f 7! 1+ , shiftf) (8.8)
This xpoint is reached in countable time:

q Y _G un
pr(lf 7! 1+Ash{|;tf 7! f]}— Y "(0)

n

Y
Since all theY rgO) functions are m;asurable (composition of measurable func-
tions), the limit Ifp(f 7! 1+ , shiftf)” of the sequence is also measurable.

Liveness Let A be a (measurable) set of states. Tikenessproperty associ-
ated withA de nes the set of traces that always remairirit is the dual situation
of safety. It corresponds to the formula

afp(f 7! shiftf + , 0) (8.9)

As before,qgfp(f 7! shiftf +AO)yt is measurable.
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Bilchi acceptance  Let A be a (measurable) set of states. Biehi accep-
tance property associated witA de nes the set of traces that pass througjh
in nitely often. We shall see how to de ne it in terms of xpoints.

Let us consideW\, the set of traces that pags througlat leastn times. W,
is the reachab(ijity propertylfp(f 7! 1+ 5 shiftf)” ; W(2) is the nested reacha-
bility property Ifp(f 7! shiftlfp(f 7! 1+ ,shiftf)+ 5 shiftf)” ; and, more gen-
erally, notingY (f) = Ifp(f 7! ‘n+ pshiftf” ):[n7! f], Wh = Y"(1). Obviously,
(Wh) »\ decreases, and the Blchi acceptance proptis the limit of the se-
guence. Furthermor& is a xpoint of Y: let us take a trac§&, if S passes
throughA an in nite number of times, thel\ (S) = Y (W (S) = 1, otherwise
W (S = Y (W (9) = 0. But thenW is the greatest xpoint ofY : if we take a
xpoint F of Y, thenF - 1; by induction oven, F = Y"(F) - Y"(1) = W, and
thusF - W4. The Blchi acceptance property is thus written as:

gfp(C 7! Ifp(R7! shift(C) + , shift(R))) (8.10)

If f is measurable, thevi(f) is measurable, since the least xpointis reached
in countable time; thus all th@\,) ., are measurable. Their countable limit is
thus measurable.

Summation valuator

A related family of trace valuators are tsemmingvaluators. The summation
valuator associated with a (measurable) functiorX 7! [0; + ¥] is the function

do ¥ —=XN 1 [0;+¥]

AL o 8.11
an. Cn)n2n 74 &= F(%) (6.1

Obviously, this function can be formulated as a least xpoint:
JSTK = lfp(f ! f+ f £shift) (8.12)

This construct has two obvious applications:

2 counting the average number of times the program goes through a certain
set of state#\; here,f is the characteristic function &

2 counting the average time spent in the process; liar@aps each state to
the amount of time spent in that state (O for states meaning “termination”).

8.2 Temporal logics

Temporal logics [10, chapter 3] are expressive means of specifying properties of
transition systems.
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8.2.1 Deterministic Buchi automata

The Linear Temporal LogidLTL) expresses properties de ning sets of traces.
Since probabilistic transition systems induce probabilities not on states, but on
sets of traces, LTL looks like a natural starting point for probabilistic analyses.
We shall recall brie y the syntax of LTL.:

LTL_formula::= state_formula
LTL_formulg * LTL_formula,
LTL_formulg _ LTL_formula,
: LTL_formula
LTL_formulg until LTL_formula
LTL_formulg releaseLTL_formulg
eventually LTL_formula
alwaysLTL_formula

and its semanticsB(= ( bn) , 2 SV):

B F state_formula() by F state_formula
BF : LTL_formula ) B 6 LTL_formula
BF %textitf, ~f, 0 (BF f)"(BF f,)
BFf_f, 0 (BF fl)l/z—(Bj: f,)
. _ (8j < kshift/(B) = f,)
PR huntlh 09 k.0 ,,, (Sift(B) F 1)
2 .
: : (8i < j shift(B) &j f,)
BF f,releasef, ) 8 j, O (shifti (B) F 1)
where shiff(B) is the suf x of sequence® starting at offsek.

We shall now recall a few facts on Blchi automata [10, Ch. 9] [76, §I.1].
Bilichi automata are an extension to in nite words of the familiar nite automata
on nite words. A nondeterministic Blichi automaton on the alph&bistde ned
by a ( nite) set of state€), a transition relatioD u Q£ S£ Q, a set of initial
statesQ, 1 Q and a set of accepting statdgl Q. (sy;1;s;) 2 D means that the
automaton takes a transition from stgieo states, on letterl; we require that for
any states, and letter there exists a statg such thai(sy;1;s;) 2 D. Let us now
consider a sequente= (In) ,\ 2 SN of letters. A sequence = ( M) on 2 RN of
states is said to beran for L if ry 2 Q, and for alln, (rn;ln;r,, 1) 2 D. Arunis
said to beacceptingif it goes in nitely often throughA. A sequence iaccepted
if there exists an accepting run for it.

A major interest of Blichi automata is that they give an elegant way to analyze
Linear Temporal Logi€LTL) [10, 83.2]. Let us consider a LTL formulg. Let
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fa;bg

(a) Fairness for (b) Fairness for andb

(2d) (b;?) (&7

(%0 (&7

(0;?)

(c) Fairness fom andb and reachability foc

Figure 8.1: Bulchi automata for various conditions. The alphabég;ibg £
fc;dg. The initial state is boxed; accepting states have a thicker frame.
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us callZ the set of atomic state formulas lh There exists an algorithm [10,
89.4] to construct a Bichi automatén on alphabetP(Z) such that the trace
(sequen¢ce of state¢,) 2 SV is a model ofF if and only if A accepts(by) 2

IfO; 194 N wherez 2 b, if and only if s, F z Model-checking the formul& on a
nondeterministic transition syste®is then equivalent to model-checking a Bichi
acceptance condition (see 88.1.2) on the synchronous prodSetrafA .

The nondeterminism of this synchronous product arises from two sources: the
nondeterminism of and the nondeterminism &f . Unfortunately, when adding
probabilities, those two nondeterminisms cannot be considered together. Indeed,
what we are trying to compute is a bound on:

0 1

(
1 ifanaccepting ru
sup E% sup o pung g
nondeterminism @ nondeterminism O Otherwise

of the system of the automaton

and we see that the nondeterminism of the automaton is taken knowing the full
sequence of probabilistic choices. The analysis methods explained in this chapter
do not work for such systems (but the Monte-Carlo method does, see chapter B).
On the other hand, an obvious workaround is to restrict ourselest&rministic

Bilchi automata. . A deterministic Blichi automaton is just like a nondeterministic
one except that the transition relatibns actually a function (for any statg and
letter|, there exists exactly one stajg such thai(qg,;1;q;) 2 R). We then prefer

to use a transition functioh: Q£ S! Q.

The class of deterministic Blichi automata is stable by nite product (but not
by complementation [76, example 4.2]). This is interesting, since it makes it possi-
ble to expresfairness constraintsConcurrent systems are often speci ed without
precising the scheduler, but the scheduler is often assumedféarbeo process
should be inde nitely prevented from running (equivalently, at any process at any
point in time, there exists a point in the future when that process will be allowed
to proceed). What we want to quantify is the probability of failure of the system
given the fairness constraints (Fig. 8.1).

Given a deterministic Blichi automatén (state spacé), transition function
f) and a Markov decision proce$s(state space, space of nondeterministic
inputsY, transition probabilityT from X £ Y to X), we de ne their synchronous
product as the Markov decision procé®swith state spacX £ Q and transition
probability T%from (X £ Q) £ Y to X £ Q de ned by:

TH(X3 ) ¥); (3 B)) = T((Xq3Y)5 %) (8.13)
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Lemma8.2.1.Letg: XN! | be atrace valuator. Let

pri (XEQN 1 (8.14)
(Xn O oy 7! Py(XgiXg5100)

then we can test g equivalently on P arfti P

E,r(f)= Eupdf2py) (8.15)

Proof. Let(Up),, be apolicy forT (U is a transition probability fronX" to Y).
We de ne the policy(U9) ., whereU?is a transition probability fronfX £ Q)"
toY as follows:

3 4 3

U2 (%90 ken = Un (%o, ken (8.16)

Letx, 2 X. Then

4 4

[ ¢ [ ¢
gd G(T;(Un) o )(%) = prxgd GTSUD o) (%i0) ¢ (8:17)
Let U2 be a policy forT?(UQis a transition probability fronfX £ Q)" to Y).
We recall thatf is the transition function of the Blichi automaton. We de ne the
policy (Un), . WhereUy is a transition probability frongX £ Q)" toY as follows:

3 7 3
Un (XJo. ken = Ur? (X 90. ken - (8.18)
whereq is the initial state of the Blichi automaton aqd ; = f(x,;q,) for all k.
Z z
¢

. | A
9d' G(T;(Un) o) (%) = Prtad GTEUY L )(%0itp) ©  (8.19)

The result follows. O

8.2.2 Branching-time logic: pCTL and pCTL*

The branching-time logic CTL [10, 83.2] has had much success in the analysis of

nondeterministic (albeit non probabilistic) systems. It is therefore quite natural to

extend this notion to probabilistic systems. The extension described here, pCTL
[30], is quite technical in its nature and we invite the reader to consult the relevant
literature on CTL* [10, 83] before proceeding. Furthermore, we do not see a clear

intuitive meaning of the formulas it allows to write.

CTL* formulas de ne sets of states as the starting states of sets of traces de-

ned by LTL path formulas (in which state formulas are CTL* state formulas).
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CTL, a restricted version of CTL, restrict the kind of path formulas that can be
used.

The operation that makes a CTL* state formula out of a LTL path formula is
the taking of the initial states: i K denotes the semantics bhs a state formula
andJf Ko its semantics as a path formula, then

JK=1xg2 XjOxg;iit g xg;iii2 I Kg: (8.20)

In the case of probabilistic systems, we do not have sets of starting states but
potentiality functions; such potentiality functions are then compared to a threshold
value, which gives sets of states. This yields to several ways of going from a state
formula, noted ag; ; wheref is a trace valuatoranfl is- ,<,=,> or, . The
semantics of this construct is as follows:

Jf) aK= %52 Xj8(Un) o IFK 5 (Un) on)(X0) /1 ag (8.21)
Inthe case ok and- , we have an upper bour:icﬂl{e+ of E, (XK) (see 88.3.5):

8x I, (%) / a =) x,2Jf 4K (8.22)

8.3 Backwards Upper Analysis

A well-known solution to the problem of the optimal value of a Markov decision
processes isalue iteration [64, §7.2.4]. This method is mainly of theoretical
interest for the analysis of nite state Markov decision processes, since there is
little control as to its rate of convergence and much better algorithms are available
(see 810.3.1). Since it is actually a kind of generalization to Markov decision
processes of the backwards reachability analysis for nondeterministic systems, we
shall apply abstract interpretation techniques so as to provide an effective mean to
compute upper bounds on the probability of the properties to analyze.

8.3.1 Backwards Upper Semantics

Let eny be the set of environments of potentiality functions (an environment of
potentiality functions maps eactameto a potentiality function), ordered point-
wise.
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Jormulak,, : (X! 1)1 (X! 1)is de ned inductively as follows:

Jnamex,, :env= eny(namg (8.23)
Jeonstank,, :env= | x:constant (8.24)
f,+ szye+ env= csz(qflye+ eny + c§:(qf2ye+ eny (8.25)
Jfp(name7! f)K,, :env= Ifp(If JfK, :enfname7! f]) (8.26)
Jofp(name?! f)K,, :env= gfp(/f :JfK,, :en\fname7! f]) (8.27)
Jshift( f)K,, :env= sup('ﬁL (JfK., :eny) (8.28)

q y o a,y
letname= f in f,”  env= 'f,"  :enjname7! ‘f;" _ :eny (8.29)

This semantics is thus some form @ifcalculus, except that “Ifp” replaces time
binder and “gfp”n; but since we also us@to note measures, it would have been
confusing to also use it in the syntax of the formulas. Similar constructs have been
introduced by other authors, suchqgntitative gamercalculus[22].

Jformulak,, is monotonic.

Lemma 8.3.1. Let f be a formula not containingfp. JfK,, is w-upper-
continuous.

Proof. By structural induction orf. Let eny, be an ascending sequence of envi-
ronments, whose limit isny . The cases foname constantand “let” are trivial.

F q y qa.y
2 let t; 2 S n2Nf f1+5f2{%+ :en\ﬁ)(tof = ( f . eng)(ty) =
q y (Jf1K,, :enV(ty)
( fit+sfy o eny )(ty). Similarly forty 2 S

2 The shift case:
Jsh.ft(f)%, ‘eny = m '%‘(JfKH enﬁr))

FTRT (~ nJfle, leMA) = o7 (JTK, zenw)
= 0 T2t (Jflg.;,F enw) = L Jshift(f)K,, :enw

2 The Ifp case follows by applying lemma A.2.13 to the induction hypothesis.
O

As for the summation valuator,
H z T
JSTK, =1Ifp F 7! f+ sup('%‘:f) (8.30)
T2T



98 CHAPTER 8. BACKWARDS AND FORWARD ABSTRACT ANALYSIS

8.3.2 Present-knowing adversary

When de ning adversaries, or policies, one has to decide whether the adversary
only looks at the last state of the system or considers or whether it looks at the
whole history of the execution. We shall see here the adversaries that only look at
the present state of the system, also knowmasoryless policiedf we x the

policy, the system becomes a Markov chain.

Concrete semantics

Let us noteXN the space of countable sequences of elemenXs with the prod-
uct s -algebraP(X)" N. LetY be a measurable set of “choices”. [Tebe a tran-
sition probability betweerX £ Y and X. Let us consider the set of transition
probabilities

T =fTxx7' (xf(X)r]f2X! Yg;
calling g; the transition probability associated with the deterministic operajjon
andz* the composition of transition probabilities. Let us note that the associated
(backwards) operator on measurable functions is

B _tin (*%‘:f)t(x?! (xg(x) jg2 X! Yg:

mon

Lemma 8.3.2.% p(Xt Ny (X! 1) is optimizing(see Def. A.2.7).

Proof. Let f 2 X! I. Letf,=h7! (.'%”:h)i(x 7' (x,0,(x)) andf, = hT7!
() £ (7! (6,0

Letus de neg;: X! Y as follows.
Letxin X. If (T :h)(%9,(X)) , ('Ql‘ :h)(x;9,(xX)) thengz(X) = g;(X) elsegs(X) =
9,(X). Letfz=h7! (T th) £(x 7! (X;05(X))).
~ Letus show thaf,(f), f,(f) andfy(f), f,(f). Letxin X. f5(f)(X) =

('%‘:f)(x;gs(x))h (T ) (x:9,(0) = f,(F)(x) and similarlyf ,(f)(x) , f,()(x).
Thusfo(f), f,(f)andf(f), fy(f). O

Lemma 8.3.3. For all transition probability T 'él* IS w-continuous.

A R
Proof. Let f, be an ascending sequenc(glf f)(X) =  frdTx. The lemma fol-
lows from theorem A.1.1. [

The set according to which we de &, is
( 5 Ay ! )
R(f)= [Tty [ hycii(fK:eny(Hyty;:ii)d T ) i(M)pn2T N

k=1
(8.31)



8.3. BACKWARDS UPPER ANALYSIS 99

The abstraction relation between the semantics

Lemma 8.3.4. For all t; inX,
E, (I tieg(ty):Vy(t) + Csc(to) V(1) 15 = cg(ty) :(Ex (V) 1)+ csc(to):(E+ (V,):ty):

Proof. Lett,2 X.
Let us suppose thaf 2 S Then E+(|I ticg(ty) :Vl(t?{+ Csc(to):vz(tg):to =
z

Vl
Cs(t):(Ex (V1):tg) + C(to):(Ex (V) to). Similar proof forty 2 S l

Theorem 8.3.5.Let f be a formula not containinifp nor gfp and where we allow
only constants as the left operand of each operator of the fogmLet env be an
environment of valuators. Noting, Eeny) the point-wise application of Eto env,
we have

JfK,, ((E: (eny) = E, (JfK:eny (8.32)

Proof. We shall demonstrate additionally the property tR4ffK:eny is di-
rected. Proof by induction on the structurefof

2 Jname,, :(E; (eny) = E, en namg = JnameX (E, (enV);
R(JnameKeny) is the singletori ennamgg and thus is directed.

2 Jeonstank, :(E, (eny) = constant= Jconstank (E. (eny);
R(Jconstant  Ken\) is the singletorf constang and thus is directed.

2 Lett,2 X.

qf1+sf2yQ+ '}gEJ, (env) 1, q.y

= cg(ty):( f1qz+ 'SJE+(en\):t0)+ Ce(to):( f ey:EJ, (eny:ty)

Co(to):(Es ( flqt:9n\b:to)+ csc(to):(EJrg, fy" renyity) (induction)

= E, (&t:cs(to)')f firenvi+ co(to):( fy envh):t, (lemma 8.3.4)
E.( fi+sfy )ity

fld"”lg',s'[ be aconstant R(qf1+ Zyt:en\%z f, + R(quyt .eny); since

R( f," ., ) isdirected, then so iR( f; +4f," :eny.
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¥ on : iNy ¢
2 Letty 2 X.T*(x) isanotationfor — _, T, (X).

E, (Ishift(f)K :eg\) 1

= sup IHl;:::i:(JfK:en\bishift(Ho;tl;:::i)dT¥t0
(Tn)nZN

Z
= sup | Hl;:::i:(JfK:en\b(Hl;:::i)dT¥tO
%T”)nZNZ
= sup It Hz;:::i:(JfK:en\)(Hl;:::i)dT¥t1dT(tO)
(Tn)nZN
= Z
= sup sup ('%1(/ t: |/ h2;:::i:(JfK:en\)(hl;:::i)dT¥t1))(tO)
T1 (Tn)n’ 2

G A
= sug & O)ty:

T f2RrUfK:eny

From lemma 8.3.3&%1 is @ monotonic,w-continuous, operator; from the
induction hypothesiR(JfK :eny) is directed; from lemma A.2.6,

X X G
(élf) = '%1( f):

f2R(ITK:eny f2R(JIfK:eny

2 The case for “let” is trivial.

]

Corollary 8.3.6. Let f be a formula not containini@p nor gfp and where for all
construction f+ , f,, f; is a constant. Let env be an environment of valuators.
Noting E, (eny) the point-wise application of Eto env,

Jfp fK,, :(E; (eny) = E, (Jfp fK:eny (8.33)

Proof. Jfp(name7! f)K,, :env= Ifp(If JfK,, :enfname7! f]).

From lemma 8.3.1/f :JfK,, :enfname7! f]is w-upper-continuous.
Jfp(name7! f)K:env= Ifp(/f JfK:enfname7! f]).

From lemma 8.1.4/f :JfK:enfname7! f]is w-upper-continuous.
From the theorem 8.3.5,

E, £(If JfK:enfname?! f])=(If JfK,, :E, (eny[name7! f])):

From lemma 8.1.6E, is w-upper-continuous. The corollary then follows
from lemma A.2.17. O
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Theorem 8.3.7.The semantics of the summing operator satisfy:

E, (JSfK) = JSfK,, (8.34)
Proof. Similar as the proofs of the preceding theorem and corollary. ]

Theorem 8.3.8.Let f be a formula. Let env be an environment of valuators. Let
us suppose that H E, (eny pointwise. Then

JfK, :(H), E,(JfK:eny (8.35)
Proof. Proof by induction on the structure éf
2 Jname,, :(H)= H(namg , E.(en namg)= Jname (E, (enV).
2 Jeonstank,, :(E, (eny) = constant= Jconstank (E. (eny).
2 Letty2 X. Then
q y
f1+sf2q+'3§H)3to q.y
= cg(ty):( flq3+ '3,-|:t0)+ Celto):( fy g, ”a':to}
cs(to):(Es ( flqt:9n\b:t0)+ csc(to):(EJrg, fy" . ;enyity) (induction)

E, (at:cs(tO)S; firenvi+ co(ty):( fy" envd):t, (lemma 8.3.4)
= E ( fi+gfy )ity

2 Letty2 X. T*(x) isanotation for -1 T, (X). Then

E, (JIshift( f% eny:ty

=supq, RI bty ;ois(IfK ey £shift(hty;ty; o) dT¥t,

= supq, RI th:::i (IfKeny(fty; o) dT ¥t

=supq, Itl:_~l hz;:é:i:(JfK:en\b(Hl;:::i)dT¥t1dT(tO)
SUpfls:QTn)n 2( 1(’}1: Iy i(IFKeny (i) dT¥t))(t)
= sup ( f2R(JfK:en\)( 1:D)(t):

Let us apply lemma A.2.2 t%l:

A G
(T f) - I%1:( fo):
f2R(ITK:eny |f2R(Jf{§.en\) }

E, (JfK:eny- JfK, H
(8.36)
Taking the least upper bound yields

E, (Jshift()K :emy:t, - sup, (IFK, :H) = Jshift(f)K,, H:
Tl
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2 Let us x env Jfp(name7! f)K:env= Ifpy, where y,(f;) =
JfK:enyname7! f,]. Jfp(name7! f)K, :H = Ifpy, wherey(f,) =
JfK,, :H[name7! f,]. By the induction hypothesis,

y,xE, (f;) = JfK, :H[name7! E, (f,) ,
JfK:enyname7! f,]= E, zy,(f,):

From lemma 8.1.6E, is upper-continuous. From lemma 8.167,(?) =
?. Fromlemma A.2.20E, (Ifpy,) v Ifpy,, thus

E, (Jfp(name7! f)K:eny v Jfp(name7! f)K,, :H:

2 Let us x env Jgfp(name7! f)K:env= gfpy, where y,(f;) =
JiK:enyname?7! f,]. Jgfp(name7! f)K,, :H = gfpy, wherey,(f,) =
JfK,, :H[name7! f,]. By the induction hypothesis,

y,+E, (f)) = JfK, :H[hame7! E, (f,) ,
JfK:enyname7! f,]= E, xy,(f,):

From lemma 8.1.6, is monotone. From lemma 8.15, (>)= >. From
lemma A.2.22E, (gfpy,) v afpy,, thus

E. (Jofp(name7! f)K:eny v Jgfp(name7! f)K,, :H:

2 The case for “let” is trivial. O

Remark8.3.9 The above results hold even if we only use deterministic policies
in the de nition of E, .

8.3.3 Present and past knowing adversary

Another way to consider adversaries is to allow them to take their decisions ac-
cording to the full history of the computation. This actually seems a more accurate
modeling of an unknown environment.

Concrete semantics

Lemma 8.3.10.For any trace valuator f, for any gand g, in R(f), for any
Ap W, the function g de ned by g(t) = g,(t) ift; 2 A, g5t) = g,(t) otherwise,
belongs to Rf).
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Proof. Let g; = S(f;(U}) o) andg, = S(;(U2),,n)- Let us de ne(U3d)
as follows: Ust;W) = U, (t;W) if t; 2 A, U,(t;W) otherwise. Letgs =

S(f;(Ur?)nZN). Obviously, ift; 2 A, theng,(ty) = g,(t;), otherwiseg,(ty) =
gz(to)- OJ

Corollary 8.3.11. For any x and y in Rf), sugx;y) 2 R(f) (also said as: Rf)
is a sub-upper-lattice).

Proof. LetA= ft; 2 Wj g,(ty) > 9,(t;)9. By the lemmag, = sugg;;9,). O

8.3.4 The abstraction relation between the semantics
Lemma 8.3.12.For all f,t;and U,

S“'[iun)n,zR’ it (g ) G(T: (Un)pa) ol

= SURUn)n) ,Un does not depend op t I Hl; N :f(Hl; 1) d[G(T; (Un) n2 N) :to]

Proof. Letaandb be respectively the left-hand and right-hand sides of the equal-
ity to be provena, bis obvious sincd is an upper bound on a smaller set than
a. Let us now proveb, a. Let us taket, 2 X and(Un)n ,- Let us now con-

S|der(Un)n , de ned by Un(t®W) = Up: (to,tl;::" ni l,W) Un(to;::"W) does
not depend otf. Furthermore,

Z
by f (e i)d[G(T;(Un%nZN):tO]

= Ry ) dIG(T; (Un) o) itol:

Thusa(ty) - b(t). 0

Theorem 8.3.13.Let f be a formula not containingfp. Let env be an environ-
ment of valuators. Noting Heny) the point-wise application of Eto env,

JfK,, ((E; (eny) = E, (JfK:eny (8.37)
Proof. Proof by induction on the structure 6f
2 The cases for “let’/nameandconstantare trivial.

2 For f; +f,, proofasinTh. 8.3.5.

h i A
2 Letus rst x U;. Letus noteT, = T+ L',dl and consideﬁ‘l:E+ (JfK).

From lemma 8.3.3%1 IS a monotonicw-continuous, operator;
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from lemma 8.3.10R(JfK) is directed;
from lemma A.2.6,

f2R(ITK:eny f2R(JIfK:eny
It follows that

"i\l:a UKt R R | |
SURu,). , [ P :(JfK:en\)(hl;:::|)d[G(T;(Un)n> 5) 4] Ty (Lo dty)
Un not depending oy R . '
= sup Un), | ;i (IfK eny(hty;:oi) d[G(T; (Un)n, 1)l
Un not depending ofy,

Let us apply lemma 8.3.12 to that last expression. We obtain
x z
l(f‘l:EJ, (JfK):ty= sup [ h,;:ci :(JfK:en\)(Hl;:::i)d[G(T;(Un)n, 1)1l

Un n, 2

(8.38)
Lett, 2 X. Let us now consider all;'s.

E. (Jshift( f)ﬁ -eny:t,

= supy, . | rtl;':?::i :(JfK:eny £shift(hty;t,; ) d[G(T; (Un)n’ RN
= ﬁumlsﬁf“’wwr [ P :(%fK:en@(Hl;:::|)d[G(T;(Un)n’ 1)t
= sup, Tt 5l E.(JfK) ity (using equ. 8.38)

= Jshift( f)K,, :E, (eny

2 The proof for Ifp is the same as the one in corollary 8.3.6. O

Theorem 8.3.14.The semantics of the summing operator satisfy:
E, (JSTK) = JSfK, : (8.39)
Proof. Similar as the proof of the preceding theorem. O

Theorem 8.3.15.Let f be a formula. Let env be an environment of valuators. Let
us suppose that H E, (eny) pointwise. Then

JfK,, (H), E,(JfK:eny: (8.40)
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Proof. Similar as Th. 8.3.8. ]

Remark8.3.16 The above results hold even if we only use deterministic policies
in the de nition of E, .

This is quite a noticeable fact. In other, more complex, frameworks, such as
two-player games, this is no longer true. Let us analyze the well-known rock—
paper—scissors gantefrom the point of view of the rst player: he will try to
nd a strategy that maximizes the minimal gain X for a loss, 1 for a win) he
may achieve for all strategies of the adversamnimaxpoint of view, very much
used in the programming of computer players for games such as chess). It is quite
obvious that any deterministic strategy is bad in that respect, since it is possible to
nd a corresponding deterministic strategy of the adversary that makes the player
lose each time, thus the result of the minimax on the deterministic strategies is
i 1. On the other hand, a stationary policy taking one of the three possibilities at
random with equal probability yields a minimax result of 0.

Remark8.3.17 For reachability properties (one single xpoint, a least xpoint),
memoryless and memory-aware adversaries are equivalent.

Let us remark that such equivalences between classes of policies are not al-
ways evident. For instance, stationary policiesrarBequivalent to non-stationary
policies for certain properties. Let consider an example involving a greatest x-
point:

while (random() < ndt_[0,1]) { }

ndt_[0,1[() nondeterministically returns a real numbein [0; 1] (we could
also choose a positive integerand takex = 1j 1=n). We are interested in the
liveness property of staying inde nitely in the loop. The choice of a stationary
policy is the choice ok, and for any xed value ok the probability of staying
inde nitely in the loop is O (the probability of staying at leasttimes isx").
Let us consider, on the other hand, the memory-aware policies consisting in the
successive choiceg;X,;:::. The probability of staying in the loop inde nitely is

[

¥ ¥
Ox. =exp i & log(1l=x) (8.41)
k=1 k=1

For any positive real numbaer, there exists a sequengeof positive real numbers
such thata = &, yn. Let us takeL 2]0;1[, (Yn) oy 210;+¥ [N such thatt ,yn =

i log(L), xn = exp(i Yn); then(")?f:lxk = L. Thus the least upper bound of the
probabilities of staying inde nitely in the loop for all memory-aware policies is 1.

1This game is played by two people in rounds. In each round, each player makes a gesture,
either “rock”, “paper” or “scissors”; both gestures are made simultaneously. “Rock” beats “scis-
sors”, “paper” beats “rock” and “scissors” beats “paper”.
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Start

A

Eigure 8.2. A trarg,sition system for whichk, (qgfp(f 7! shiftf +A0)yt) <

gfp(f 7! shiftf + ,0)" , . While for anyn there exists a trace that goes through
A for n steps, there does not exist any trace going in nitely throdghOn this
system, greatest xpoint analysis is inherently imprecise.

Nondeterminism and greatest xpoints

Why is that that we seem to lose precision if the formula contains greatest x-
points? We see that it is an essential problem with nondeterminism and in nite
computations.

No nondeterminism In this case, we have absolutely no loss of precision. An
essential fact is thdt, is not only upper-continuous, but fully continuous.

Theorem 8.3.18.Let us consider a system without non-determinism. Let f be a
formula. Let env be an environment of valuators. Notinddny) the point-wise
application of E to env,

JfK,, ((E; (eny) = E, (JfK:eny: (8.42)
Proof. Proof similar to the proof of Th. 8.3.13, except that we use lemma A.2.18
and the fact thakE, is continuous to treat the case of gfp. ]

Nondeterminism  We have seen that, when nondeterminism is addg&d,

is still upper-continuous but not lower-continuous. We have not been able
to prove thatE, (JgfpFK):env= JgfpFK,, :E, (eny, but only the inequality

E. (JofpFK):env- JgfpFK,, :E, (eny. Unfortunately, the equality is false, and

we shall give here a counterexample. This problem actually arises as soon as
we have nondeterminism, not even needing probabilities, and our counterexample
does not use probabilities. Here it is, written in pseudo-C:

int n=nondeterministic_nonnegative_integer_choice();
int k;
for(k=0; k<n; j++) /* A */,
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We actually rather use a symbolic transition system (Fig. 8.2). Let us now consider
the formula shiftgfp(f 7! shift(f)+ , 0)) and look at the iterations for gfp, both

for Jf K andJf K,, . Jf K is the set of traces passing throug§jlan in nite amount

of time. Obviously, such traces are not possible, faugJf K) = 0. On the other
hand,Jf K,, is the function(A;n) 7! 1. Of course, since ¢ 0, this is a coarse
approximation.

An intuitive vision of this phenomenon is that it is possible for a system to
have traces of any integer length, but no trace of in nite length. This problem is
inherent in the approach of usidgfp fK,, and is one of the reasons that plead for
the development of domains especially suitable for liveness analyses.

8.3.5 Abstract analysis

We shall see here more precisely how to apply abstract interpretation to that back-
wards semantics.

General case

We compute safe approximations #ffK,, by abstract interpretation. We intro-
duce an abstract semanti]:fgg as an upper approximation of

8eny 8enV; enV | env=) JfK, :end | JfK, :env (8.43)

The computations faif P{w will be done symbolically in aabstract domairsuch
as those described in § 9.2 and 8§12.

2 We shall assume that we have an abstract operation for “shift”. That is, we
have a monotone operation peaich that

8f: 8T2 T ;pre:fl, Tl (8.44)
This operation will be supplied by the abstract domain that we use. Then

8eny 8enV; enV | env=) Jshift(f)K, :enV | Jshift(f)K, :env
(8.45)
provided that

8eny 8enV; enV | env=) JfK, :end | JfK, :env

2 We shall approximate least xpoints usingnmadening operatoff18, 84.3].
A widening operatoN is a kind of abstraction of the least upper bound that
enforces convergence:
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— fNg, sup f;g) (pointwise);

— For any ascending sequent®) . the sequenceun),,, de ned
inductively byu,, ; = unNv;, is to be ultimately stationary.

Then the limitL! of the sequence de ned by, = 0 andu,, ; = unNfl(up),
wherefl is an upper approximation df, is an upper approximation to the
least xpoint of f. More precise upper approximations of the least xpoint
of f can then be reached by iteratifiy over L!. More precise upper ap-
proximations of the least xpoint of can then be reached by iteratirg
overL! using a so-calledarrowing operatorg18, §4.3].

2 We shall approximate greatest xpoints using a limited iteration approach:
if f! is an upper approximation df, then for anyn2 N, f1"(>) . gfpf.
Here again, we could us®rrowing operatorg§18, 84.3].

Partitioning in programs

In the case of programs, the state space is gend?@ll, whereP is the ( nite)

set of program points anill the set of possible memory con gurations. More
generally,P may be a kind of nitepartitioning of the program — for instance,
according to the call context of the procedures. Non-probabilistic analysis gener-
ally operates on abstractionsfP£ M)' PEM!f 0;1g' P! P(M). Given

an abstraction oP(M) by a latticel!, one obtains a pointwise abstraction of
P! P(M)byP! Ll ElementsoP! U are justvectors gfPj elements of!.

This approach can be directly extended to our measurable functions: we shall
abstracP£ M! | (wherel =[0;1] orl =[0;+¥])byP! L!if Ll is an abstract
domainforM ! 1.

The rst problem is to get an abstraction of the operation used in the “shift”
construct:

F_EP£M! Il PEM! |
" h 70 (15m) 7! suRLy & jorpapem T (1 m);y; (1%m9) :h(1% m9
(8.46)
Let us take the following form for the program instructions: at program point
[, the executed instruction representedlbig the sequence:

1. a nondeterministic choigeis taken in the seY;
2. arandom choiceis taken in seR, according to distributiofiRp;

3. the memory state is combined deterministically with the two choices to form
the new memory state using a functign (M£ Y) £ Ry!  M;
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4. depending on the memory statethe program takes a deterministic jump
to program point(l; m).

Let us notet (19 = fmj J(I;m) = |% (the set of memory values that lead to
program poini®from program point; tl(l() is then essentially the condition for
a conditional jump). Then we can rewrite the transition equation as follows

A !

o i ¢
F(h)= choic trandonf, tF% & f{0 h(1%2) (8.47)

2P
using the following building blocks:
choice;(h) = m7! suph(m;y) (8.48)
Y

randorrﬁ’q‘(h): m7!  h(mr) dng?l(r) (8.49)
Fo(h) = hxF (8.50)
FR(N) = hic, (8.51)

The reasons for those notations are explained in §13.3.4.
We shall abstradt as the composition of abstractions for:

2 choicey, nondeterministic choice;

2 randon%, probabilistic choice;
2 F,S, deterministic run (arithmetic operations and the like);

2 f,, tests.

89.2 will give an abstract domain featuring those operations; Ch. 12 will give

another abstract domain where the tests are approximated by the identity function.
Since the functiorr is w-upper-continuous, the least xpoint &fis obtained

as the limit of F"(0) (let us recall that this is the point-wise limit of a sequence

of functions fromX to |). The expression of the iterates using a partition with

respect td” is as follows:

f£n+1) - Fl(fl(n);...;fj(;}))
: (8.52)
(nt1) — ny..... (n)
fjpj Fij(f1 ""’ijj)

In terms of implementation, this means that we update in parall¢Pjredements
of the vector representing the iterate. As noted by Cousot [16, §2.9], this parallel
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update may be replaced biaotic iterationsor asynchronous iterationsChaotic
iterations allow us to compute the iterations by taking into account the recently
updated elements. All these iteration strategies lead to the same limit (the least
xpoint of F).

Let us consider for instance the following strategy:

f£n+1) — Fl(f(n);..:; fj(Fl;}))

f(n+1) = E f(n+1).:::.f(n)

2 AT ) (8.53)
' (n+1) : (n+1)..... (n)

ijj I:ipj(fl ""’ijj)

This strategy is itself a monotonic operator whose least xpoint is to be deter-
mined. It has an obvious abstract counterpart yielding an approximate xpoint in
the usual way (88.3.5).

8.4 Forward analysis

In this section, we only take care of closed formulas of the following form:
2 they do not contain any “let” binding; if necessary, inline the bindings;

2 the bindings used in Ifp and gfp do not traverse any Ifp or gfp4 construct.
Lemma 8.4.1.For any formulalfp(name, 7! f) of the above form,

f 71 JfK:enyname, 7! f]is continuous.
8.4.1 Absence of nondeterminism

We de ne a semantics showing the forward progression of the distribution of val-
ues inside the program.

JNameE 4namgy = M7 Mif name= name, (8.54)
a]constan;gwd(namﬁ):g y (8.55)
fi+gf = if name, 2 f; (8.56)

2 Fwd(name) — q 1yFwd(nam§)

fi+sfy Fwd(name) = f, Fwd(name) if name, 2 f; (8.57)

. !
Ishift( F)Keanamey = IF Kewdgnamey * T (8.58)
JIfp(f 7' F)Kewagnamg = O (8.59)

3(f 7' H)Keweinamgy = O (8.60)
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Jnameés, = 9 (8.61)
Jconstank, ,:m=  constandm (8.62)
q y q,y q,y
fitsfy guem= 11 Otif ) Gt (8.63)
Jshift( f)Ky,:m= Jfl%ut.(ﬁ' :m (8.64)
¥
Jfp(name, 7! f)K, :m= é Jﬂ%utiJféwd(nam%):m (8.65)
Jofp(name, 7! f)K, m= a IRyt Jfléwd(nam%) m (8.66)
=0 .
Z 3
+lim#y v d (OfKygnamg) M (8.67)
Z 3 4
Lemma8.4.2.Forany fandm  d Jikyypnamegy:m - dm
Proof. By induction on the structure df. All cases are trivial. ]

Lemma 8.4.3.If for allg and m

Z Z
y9gd(Rm= H;:m+ gd(RtH,:m (8.68)
then for all n,
yhgd(Rm= g HyzHE:m+  gd(R£H:n): (8.69)
k=0

Proof. By recurrence om, 1. Casen= 1 is in the hypotheses. We shall now
suppose that the property holds for ran&nd prove that it holds for rank+ 1.
R n+1. — n
yon 1gd(RT) )é (v:9) d(Rn)n
: h::ngi_:Hk(nM (v:0) d(R+|—l2 m. (|nduct|on hyQLothesns)
=0 1_Hk(m)+4‘-:e H, (HJ: n‘):rl gd R+H,:(H):m) (hypothesis)
oMy £H (M + “gd(ReH ) O

L]

Theorem 8.4.4.For any formula f satisfying the conditions laid at the beginning
of §84, 7

(IfK:eny d(T" Nim) = IfKy m (8.70)
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Proof. Proof by induction on the structure of
R R
2 (Jeonstank :eny) d(T-N:m) =~ constandm= Jconstank, ;:m

2 The case of- g is obtained by splittingninto Ms and Mg

N.
R[} ZntVS(n'? ?‘(T @qf Y envd(T”
it y"s” S/

f1" outMs fz out' M = f1+sf2 out- m

N

Using the induction hypothesis:
Z Z

(Ishift(f)K:em) d(T" Nimy = (IfKenyd T-N:(Tem) = 3k, (T m);

2 From lemmas 8.4.1 and A.2.11, the following least xpoint is written as a
countable least upper bound:

R\][{p(nam% 7! f):enk d' TN m¢ ¢
= sup,(f &' JfK:eminame, 7! £])"(0) d'T N 'm
= lim"y ¥ (f 7! JfK:enyname, 7! f])"(0) d'T-N:m

Let us now apply lemma 8.4.3 t8; = Jfky , H, = J“%wd(nam%)’ g=0
andR m7! T-N:m:
¢
Jlfp(rha\mgﬂl f):enk d' T N:m 3 ‘i
= Sup éEl cl)‘]ﬂ%ut ‘]ﬂéwd(namg) m+ Od ‘]ﬂgwd(nam%) m
= Jfp(nameg, 7! f).enky ,:m

2 From lemmas 8.4.1 and A.2.12, the following least xpoint is written as a
countable greatest lower bound:

R\]gfp(nam%2 7! f)ienk d' TN m¢ ¢
= infg(f 7! JfK:enname, 7! £])"(2) TN :my
= infy, (f 7! JfK:enfname, 7! f1)"(1) d'T-N-m

Let us now apply lemma 8.4.3 td, = JfK, , H Jflgwd(nam%), g=1
andR m7! T-N:m:

Jlfp(narrp]% 7! f)ienk TN m¢ 3 ‘i
limy ¥ &L 1‘]fK)ut—‘]]cléwd(namv,%{) m+ 1%' Jﬂ@wd(nam%) m

8- 0 I Kot I KSgnamey T lim#y y Rd It Kd(namgy -
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Hz 3 &l
Fromlemma 8.4.2, the sequence d Jf 'de(nam%) ‘m is decreas-

. n2N
Ing.

8.4.2 Abstraction, with nondeterminism

We now go to the general case, directly introducing the abstract semantics.

Jname‘%wd(nam%) = m 7! nl if name= name, (8.71)
Jconstanll{wd(nam%) =f0g (8.72)
q Y] _a. .y :

fi*sh Fwd(namg) — fy Fwd(namg) if name, 2 f, (8.73)

q Y _a. v :
fi+sf, Fwd(name) — f, Fwd(name) if name, 2 f; (8.74)
3shift F)Kgnamey = I Kbwamamey £ T (8.75)
IP(F 7' F)Hgnamgy = O (8.76)
Jofp(f 7! f)@wd(nam%) =0 (8.77)
(8.78)
Jnamed, = f0g (8.79)
Jeonstank, .:m = 1] (constantm) (8.80)
Uegt)) m= O y]?utffs:m'mz mg+ (8.81)

f, Outffsc'n"jmz mg

Jshift(f) K, = JfK]Out_T I(m) ] (8.82)
Jfp(name, 7! )k, cm = & m 71 IR, IR amey 1 (8.83)

Jofp(name, 7! f)Ky :nd = down JfK, +(nl 7 M+]Jfl~%5wd(nam% (MMt (8.84)
+ 1 (I Ko namey) ot m). M

In this last de nition, Ny(f; m) is any integer, determined at run-time by the
analyzer. The results exposed here are proved correct for any debéfofrﬂ)

but of course the upper-approximation can be more or less precise depending on
this choice (normally, the larger, the better, but also the larger, the lengthier the
computation)down(X) is the downwards closure of: fy2 R, j9x2 X y- xg.
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Lemma 8.4.5. Let us suppose that:
gal; 0l +1al = d (8.85)
Then for alln2 N, forall m, o

3

el 7 H](n4)+]H](n4) "= a7 m+THm) "(d) (@8.86)

Proof. Proof by recurrence. The case= 0O follows from Equ. 8.85. The other
cases are proven easily by recurrence. O

Lemma 8.4.6. Let us suppose that:

gal; 8bl; Hl(a)+ Hl(b)) p Hl(a+1b) (8.87)
8d; 0l +1d = d (8.88)
8g; 8m; I(y :g;m) u Hi(nd)+ 11(g;HY(M)) (8.89)

Then for all n,
3

DyMgmyp Hle n 7l Ryl ")+ 1) gH(m) ¢ (8.90)

Proof. The case fon= 1 is trivial. Let us prove cases for> 1 by recurrence.

Let us apply the recurrence hypothesisrior
3

- \ ,

y™Lg:m)p Hl= nl 7! H;(M)HH](n]) r"1(ol>+ 11 g HL ()

wHLE 1l 70 Rl + T () e (01).4, Hl (g + 1 g H™ ()

wHL nl+1 nl 70 HI(m)+ T HY(m) ; (01) +11 gHI™Y(n) (Equ.8.87)
) ,

wHL gl 71 Hi(m)+ 1 (o) n(ol)+3|1 gH™ (1) (lemma 8.4.5)

v HlE 70+ THim) T(O)+ 1) gHI™ Y (Equ.8.4.6). O

Lemma 8.4.7.Let us suppose the hypotheses of lemma 8.4.6, and additionally the
following on K:

gm; 11(0;mM)= 0 (8.91)
. KI 7t m +1 Rl (KD v KI (8.92)
oN, 71l +1Hi(A) NO(ol)v K! (8.93)

We also suppose the following properties fcin H
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2 Hl is monotonic;

2 all the elements of the image set 0} ke topologically closed subsets of
the real eld with the usual topology;

We also suppose the following properties for | ahd |
2 |lis an abstraction of I: ifm2 g(m), then for all g Kg; m) 2 11(g; M);
2 for any ascending sequen@g) ,n: liMn ¥ [(Gn; M = 1(limp ¥ gny M.

We then have, for ain2 g(m):
Z

im"n ¥ y™0dm2 Hl(K)) (8.94)
Proof. Let us rst apply lemma 8.4.?1‘09: 0. For alln, ]
H(y™Lo;m)yp Hl+ nl 70 +1H] (M) r](O]) (8.95)
Foralln, N,

3 -

Hlx nl 70 m+ () " (0) u HI(K) (8.96)

R
Letm2 g(m). Letn2 N. I(y " 1:0:m) 2 1 (y ™ 1:0; M) and thus y ™ 1:0 dm
2 HI(KI). sinceH](K!) is topologically closed, littin ¥ 1(y ™ 1:0;m) 2 HI(KD).
O

Theorem 8.4.8. For all formula f, measurem and nondeterministic policy
(Un)nZN' d

r z
]
JFK d(G(T;(Un)):m 2 o( m o (8.97)
Proof. Proof by induction on the structure 6f
2 f cannot be amame sincef is supposed to be closed.

2 +4is handled through simple decomposition, using the abstraction proper-
ties of f1, f]SC and+1:

RQ y
Zf1q+ syfz t:en\./d(G(T;(U.n)):nj ¢ Z qy 3
[
= f,"renvd G(T;(Un)):(fgm + f,":envd G(T; (Un)):(f :m)
{z b {z
2936, K 2 1(m)) 29(Jf2I{)uttféc(ni))

2 g(qf1+ sf2 ou(mu))
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2 The case for “shift” follows from the abstraction propertyTof:

RJﬁhiﬂ(f)K:eaniG(T;(Un)n 0):m¢ ¢
= (JfK:en\biﬁhiftdiG(T;(Un)n 0):m L

= R(Jfl{:en\) d%G(T;(Un)n, 1) Ul{; §

2MTMm»
2 g(IfK,, (m)):

2 From lemmas 8.4.1 and A.2.11, the following least xpoint is written as a
countable least upper bound:

RJH (name7! f)K:envd' G(T; (Upy, o) m
pr(lf JfK:enfname7! f]) d G(T; (Un)q 0).m ¢
I|m (If JfK:enfname7! f)"(0) d. G(T; (Un)n E My
lim" oy v (If JfK :enviname7! F1)"(0) d' G(T: (Un)y, o):m

We wish to apply lemma 8.4.7, witH] = IR, andH] = Jf@wd(name)
To get the required xpoink!, we proceed as follows: we take aNy (the
larger, the better; but the larger, the lengthier the computation) and compute
Kl="nl 7t m+TH](nD) & (0). Then we compute an approximate least
xpoint of abstm 7! m +1Hl(nl) aboveK,]\IO. We then apply the Iem¢ma
with y = f 7! JfK:enfname7! f], I(g;m) = Rg d'G(T;(Un)n= 0):.m,
H(g;m)= f1(g;m j m2 g(n)g. Then

Z i ¢
Jfp(name7! f)K:envd G(T;(Un), o):m 2 H}(K]): (8.98)

2 From lemmas 8.4.1 and A.2.12, the following greatest xpoint is written as
a countable greatest lower bound:

J@fp(name7I fK: envd G(T; (Ur])n NE m¢
gfp(lf JfK:enfname7! f]) d G(T (Un)p 0).m ¢
Ilm#n. ;h(lf :JfK :eniname7! f])"(1) dIG(T (Un)n E My
lim#y ¥ (If :JfK:eniname7! f])"(1) d G(T; (Un)n’ 0):m

We can therefore approximate it safely from above by stopping at a certain
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iteration counN,(f; m): lemma 8.4.5:

Z

' ¢
Jgfp(name?! f)K:eanlG(T;(Un)nA 0):m
z TR No( ;) b~ ¢
(If JfK:enname7! f])"0* "/ (1) d G(T,(Un)nﬁ 0):m

From lemma 8.4.6 applied tH] = Jﬂ%ut, H = Jfl{wd(nar@) y =fFfT
JfK:enjname7! f],g= 1,1(g; n) gd G(T (Un)n 0):m, H(g;m)=
fi(g;mj m2 g(m)g,

(I fK renname7! £ )N (1) pd)

H ‘Jﬂéﬂ,‘ £ nl 70 i+ Jﬂ4:wd(narﬂe)( )
(f;n)
+1 g ‘]ﬂéwd(name)o (rﬁ)

o(f:m)i
N 1(01)

It follows that
Z

(If :3fK:eniname7! f)M(fim™ (1) diG(T;(Un)n: 0):m¢
2 Jgfp(name, 7! F)K, 2

and thus the result follows. O

8.5 Discussion

The backwards analysis method we described is a generalization of the value itera-
tion method used in operational research to compute the value of Markov decision
processes. Our reachability analysis is related to the stugpsitive bounded
models[64, §7.2], where the reward 1 is granted the rst time the process runs
through the set of states to consider. The liveness analysis is related to the study
of negative modelf4, 8§7.3], where the reward1 is granted the rst time the
process leaves the set of states to consider. Our remarks fro; 84 are re ected
in [64]:

Surprisingly, for negative models, optimal policies exist under weaker
conditions than for positive models; however, they are more dif -
cult to nd because algorithms need not convergence to [the optimal
value].
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However, our point of view is more general, since we allow the mixing of least
and greatest xpoints, allowing complex speci cations of trace properties. Those
speci cations are written in a simple formulaic language similartoalculus [10,

Ch. 7], for which we give an easy to understand semantics and a more operational
one, linked by equalities and inequalities.

A possible extension of these propertiesdiscounted modelf4, Ch. 6].

In these, the importance of the future decreases exponentially; for instance,
discounted reachability would count passing throddbor the rst time at stem

as/ "instead of 1 (of course,® | < 1). The theoretical study of those models

is considerably easier than that of non-discounted models, since the xpoints to
study are the xed points of contraction mappings in Banach spaces. While the
extension of the techniques exposed in this thesis to discounted models is easy
(it suf ces to add a multiplication by in the semantics of the “shift” operation),

the practical interest of such models in computer program checking remains to be
seen.

Another possible extension is the computation of averages not only on the
trace space, but also on the time: computing the average value of a certain function
as long as the program is running. Since this property is the quotient of two
summing properties, there is no obvious method to evaluate it iteratively.

We mentioned brie y (88.3.4) the differences between Markov decision pro-
cesses and two-player games. Such games can model questions such as the choice
of an optimal strategy by the program so as to minimize the probability of a failure
for all possible environments. The study of effective methods for such models is
very hard [22].



Chapter 9

Finite sums

9.1 Finite sums on measures

As considerable effort has been put into the design and implementation of non-
probabilistic abstract domains (see 86.2.3 for examples), it would be interesting
to be able to create probabilistic abstract domains from these. In the this section,
we shall give such a generic construction.

9.1.1 The Intuition Behind the Method

A nite sequenceA; of pairwise disjoint measurable subsets<aind correspond-
ing coef cientsa; 2 R, , represent the set of measurasuch that:

. S
2 mis concentrated on A,

2 foralli, mA) - a;.

For practical purposes, th# are concretizations of abstract elements, polyhedra
for instance (Fig. 9.1).

This abstraction is intuitive, but lifting operations to it proves dif cult: the
constraint that sets must be disjoint is dif cult to handle in the presence of non
injective semanticscK This is the reason why we rather consider the following
de nition: a nite sequence?; of (non-necessarily disjoint) measurable subsets of
X and corresponding coef cientg; 2 R, represent the set of measumasuch
that there exist measuregsuch that:

2 m=am,
2 for alli, mis concentrated oA;;
2 foralli, n(A) - a;.

119



120 CHAPTER 9. FINITE SUMS

0.5

0.4

Figure 9.1: An abstract value representing measunesich thatn(A) - 0.5,
mB) - 0:4 andnm(C) - 0:4.

05 N\ |

y <= 6-X

Figure 9.2: The abstract value of Fig. 9.1 after going into the rst branchif a
y<=6-X... test.
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We shall see how to formalize this de nition and how program constructs act on
such abstract objects.

9.1.2 Theoretical Construction

Let us take an indexing s&t, an abstraction (see §13.2@) = hsy;X!; g,i and

an abstractiorG,, = hP([0; 1]L);W];gNi. We de ne an abstractioﬁEL;GA;qN =
rC(Xp);SL;q(;qN;q_;q(;qu. C(Xp) is the set of closed sets of the topological
spaceX,, for the set-wise topology [27, §l11.10] — this is a technical requirement
that is easy to ful ll. We wish to de ne compositionally abstract semantics for
our language (de ned in 813.1.1). We shall omit thgG, ; G, subscript if there

iS no ambiguity.

Domain

= ]L ] i .
Let § g .q, = X' £ W' be our abstract domain. We then de g .
S-;GX;GW I P(Xp) such that((Z),, ;w) maps to the set of measures?2
M. 1(X) such that there exist measuies ), ,, such that

2 foreachl 2 L, m is concentrated og,(Z, );

R
2 the family(" m d), , of total weights of those measures isgp(w).

Deterministic constructs
Given two such constructior§ g . andQ g . and measurable functioh:
X | Y such thatf! is an abstraction of (see formula 13.5), we de ne
— |
fodew | S
(Z) ;W) o THENZ oWy ), g

Theorem 9.1.1. ] is an abstraction of .

Nondeterministic generators

We want a functiorﬂchoicgl& such that

m2 GJchoicg K (n) =) (A7! n{A£ Y)) 2 G(m): (9.1)
The following function works:
(Z5w,) 5 7P (HIZ )iw), 5, 9-2)

whereH! is an abstraction oA 7! AE Y.
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Random Inputs or Generators

To accommodate calls tcandom -like instructions, we must be able to ab-
stract a product of two independent random variables knowing an abstraction
for each of the variables. More precisely, let us suppose we have two abstrac-
tlonss_;Gx;qN andS_quqNO. Let us also suppose we have an abstra(ﬂgp:

HP([O; 1]'-£LO);Wp;g(Npi and an abstractiop! : W £ WO°! W, of
O£y 1 [0 y-ELC
W) 2 (W o) o0 TH(W W 0) 06 L0

Let us also suppose we have an abstracn= hP(X £ X();P];gji and an
abstraction£! : X1 £ X4 1 X, of £ : P(X)£ P(X9 | P(X£ X9 (see for-
mula 13.6). Let us take abstract elemeAts (( Z;),, ;W) 2 S-;(%(;GW and
0— (( 70 :
A%=((ZD), g W) 2 S-O.C&O'Gwo then we de ne
3 ,

A-1A%= (Z) €] Z)9( 1 921500 p (W, W)

Theorem 9.1.2.(Al; Ad) 71 Al- 1 Ad is an abstraction ofm nP) 7! m- nf. That
is, if m2 g ;GX;GW(A]) andnf2 g :%Ci,vo(Ad) thenm- nP2 gy(Al- 1A9).

Tests
Lifting equation 13.2 to powersets yields the concrete semantics:

% ¢ then e else ezy[p(W)= qely[pifJ[cK(W)J’[qezy[pifJ[cKC(W)

which can be abstracted right away by repladiisgby ]'s. All that is therefore
needed are suitabl‘(%cK(W) and+!.

We de ne
((Z))) 20 W+ (ZD)) s WI = ((Z))) 5 g o WO WY

where®©! is an abstraction of the canonical bijection betwfgd]" £ [0; 1]'-0and
[O; 1]'-'L0WhereL mL %is the disjoint union of. andL? Itis easy to see that such
a+! is an abstraction of [.

Let us suppose we have a suitable abstradgi&n X!t X! of the intersection
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functionW! 7! WI\ JcK We also require thex! 2 X! IﬁcK(x]) v X.I Then we
can de ne (see Fig. 9.2)

FLAZ)) 20w = (1 g2 5 A (W)

Theorem 9.1.3.f}cKis an abstraction of ..

9.1.3 Multiplicity of Representations and Coalescing

The reader might have been surprised we consider a preorder on the abstract val-
ues, not an order. The reason is that we want to talk of algorithmic representations,
and a same concrete set can be represented in several ways. For instance, rational
languages can be represented by an in nity of nite automata. Of course, an in-
teresting property is that there is a minimal automaton and thus a canonical form.
Yet we point out that this minimal automaton is de ned up to state renaming, thus
it has several representations.

We propose twaoalescing operation® simplify representations without loss
of precision:

1. Ifthere is a certaid, such that several are such thaZ, = Z,, and our nu-
merical lattice enables us to represent exactly a sum, then one could replace
all the entries for all thesk's by a single one.

2. Similarly, if Z,l and Z,2 are such that there exist§ such thatg,(Z, l) [
% (Z, 2) = g«(W), then one can coalesZ(?1 andz, , intoW, with probabil-
ity min(w,1 + W s 1).

9.1.4 Practical Constructions

In the previous section, we have given a very parametric construction, depending
on parameters and assuming the existence of some operators. In this section we
shall give examples of instances of suitable parameters and experimental results
on a simple example.

10ne possible construction for this functiorMd 7! W)\ 1 Jck using an approximatiodck
of the set of environments matched byand an approximatioh! of the greatest lower bound.
This does not in general yield optimal results, and it is better to com;}&(wl) by induction

on the structure of if cis a boolean expression. An example of suboptimality is the domain of
integer intervals on one variable, witki = [ 0; + ¥[ and boolean expressi@r > 2) _ (x < j 2).

The abstraction of the domain matched by the expression ishich gives us the approximate
intersectionO; + ¥ [ while recursive evaluation yield®;+ ¥[. Further precision can be achieved
by local iterations [29].



124 CHAPTER 9. FINITE SUMS

Abstract Domain

We shall rst de ne a narrower class of abstract domains for probabilistic appli-
cations, for which we shall give algorithms for some operations.

Finite Sequences Let us suppose tha! has a minimum elemert, ;. We

then takeL = N. We noteX]™) the set of sequences with nite support; that
is, those that are stationary on the vam%. We shall restrict ourselves to such
abstract sequences.

As for the set of numeric constraints, one can for example use polyhedric
constraints. Such constraints have the following nice property:

Theorem 9.1.4.Let us suppose that:

2 the numeric constraints are expressed as convex polyhedra, and the inclu-
sion of two such polyhedra is decidable;

2 the intersection test overl¥s computable.

Then the preorder test or(®!) (i.e. the function that, takin@a; b) 2 S(X])2 as
parameter, returnd if and only if av X)) b andO otherwise) is computable.

Proof. Let a= (( Z);<\;W) andb = (( Z9,.yoW9. Let us calla; = m(Z) and
aiO: m(Zi(). Let(X;);< u be the set of all nonempty intersections of elements of the
sequenceg andZz,. LetE be the system of equations of the foay= 3 x; taking
only thexj such thath n Z, E%the system of equations of the foraf = éxj
taking only thexi; such thatX; u Z. F the system of linear inequations yielded
by (a;)i< 2 W andF the system of linear inequations yielded @), 2 W°
Given a system of (in)equatiorss, we call S(s) the set of solutions o§. We
claim that

avg,, b0 SE[EYF)uSELEYF):
The right-hand side of the equivalence is decidable by hypothesis. O

Our claim is the consequence of the following lemma:

Lemma 9.1.5.1f Z is a nonempty measurable set and &, , then there exists
m2 M, (Z) such that(Z) = c.

Proof. Letz, 2 Z. Then we de nenfA) to be equal ta if z, 2 Aand to 0 other-
wise. O
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0-3 | | | | | | |
abstract——

- exact-----

0.25F _

0.15f B M .

0.05F

Figure 9.3: Experimental resultX; + X, + X3+ X, where theX; are independent
random variables equidistributed[in 1; 1]. The approximate simulation divided
[i 1;1] into 10 sub-segments each of maximal probability. Estimates on seg-
ments of length @.

Simple Constraints  We propose a very restricted class of polyhedric con-
straints, given by nite sequencés.),, 2 [0; 1™, such that

(an)nZN 2 g/\/((cn)nZN) 08 n2Nap- cn

An abstract element is thus stored a nite sequefiecy) of pairs inX! £ [0;1].
Similar convex hullshave already been proposed for rules operating on concrete
semantics [31].

It is very easy in such a framework to get an upper approximation of the
probability of a set, if we have a functiort, : X! 1'f true;falseg so that

tW(X]): true ( W\ g((x]) 6 0: just taked N2 Nty (Zo)= trueg 0"

Experiments
Using our framework, we analyzed the following C program:
double x=0.0;
int i;
for (i=0; i<4; i++)
x += drand48()*2.0-1.0;
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0> ! ! I I I Iabstraclt—
0.451- exact----- -

0.4 =
0.35f =
03F e =
0.25 =
0.2 i
015+ [0 | T =
0.1 i

Figure 9.4: Same computations as Fig. 9.3. Approximations on segments of length
1 give more accurate results than approximations on smaller segments.

0.09 | | | | T |

0.08} 11 T s —
0.07F .
0.06F AT L 4
0.05F - 1 4
0.04F — | N .
0.03F
0.02F

0.01F

-4 -3 -2 -1 0 1

Figure 9.5: Same computation as Fig. 9.3, but the approximate simulation divided
[i 1;1] into 100 sub-segments each of maximal probabili10 The sampled
segments are of lengthd As with Fig. 9.4, precision is improved is sampling
segments are bigger than the segments used in the computation.
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The drand48()  function returns alouble number equidistributed if0; 1[.
We chose such a simple program so as to have an easy exact computation.

As an accurate representation of ttheuble type would be complex and
dependent on the particular C implementation, we rather chose to use an idealized
version of this type as the real numbers. Figures 9.3, 9.4 and 9.5 show results of
the experiments with different parameters, comparing abstract samples and exact
computations.

In those testsdrand48() is supposed to return an uniformly distributed
real number in0;1]. Itis abstracted agn=N;(n+ 1)=N];1=N), .. WhereN
is a parameter. The “samples” are segméatd]; for each sample segmeWt,
both an upper bound and an exact resulta®/) are computed, whermis the
distribution of the nal value ofx in the above program. The upper bound is is
computed from the abstract result, by the method described in 9.1.4. The bars
displayed in the gure are the chosen segmdatsb] in x and their exact and
approximate probabilities in

Those gures illustrate the following phenomenon: as computations go, the
abstract areaZ, grow bigger. If the samples are not enough bigger than those
areas, the approximation are bad (Fig. 9.3). Results improiei# increased
(Fig. 9.5) or the sample size is increased (Fig. 9.4). An intuitive vision of this
somewhat paradoxical behavior is that our abstract domain represents masses
quite exactly, but loses precision on their exact location. If we ask our analy-
sis to provide information on the probability of a very small area of the output
domain (small compared to the precision of the input distribution and of the com-
plexity of the transfer function), it tends to overestimate it (Fig. 9.3) because lots
of masses could be located at that point. If we ask on a wider area, the error on
the locations of the masses compared to the area becomes small and thus the error
on the result becomes acceptable (Fig. 9.4).

Widenings

The crucial problem of the abstract domains not satisfying the ascending chain
condition is the “widening” to choose. By widening, we mean some kind of over-
approximation that jumps higher in the abstract domain to allow for convergence
in nite time even if the abstract domain does not enjoy the property that every
ascending sequence is stationary. Let us take a simple example on a nonproba-
bilistic program, with the domain of intervals: if successive abstract values are
[1;1], [1;2], [1;3], [1;4], the system might try jumping tfl;+ ¥[ for the next
iteration. As this overestimates the set, it is safe.

The design of widenings is experimental in order to nd a satisfying balance
between cost and precision. While it is always possible to give a widening in all
abstract domains with a maximum element (just jump Joit is quite dif cult to
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design widenings giving interesting results. Here, we shall propose a few ideas:

2 |et us suppose we have a widening operatoXin When successive ab-
stract values in an iteration af&n; cn) ,. \ such that botiz, andc;, increase,
then try the next iteration wit{Z; c,,) whereZ is the result of the widening
in X1,

2 We can also apply widenings on the numerical coef ciemts-or instance,
if we have an increasing sequer(@cy),, \, We can jump tqZ;c) where
cis slightly abovec,;, possibly 1.

Both approaches can be combined.

Another important area is simpli cation. Each calltandom -like functions
yields a product of measures and multiplies the number of length of the sequence
making up the abstract environment by the length of the sequence approximating
the measure of the function. This of course can mean fast explosion. While co-
alescing (see 9.1.3) can help, we might have to consider more energic steps. A
possibility is to coalesce several abstract sets that have high probability (let us say,
> 0:8) and are “close enough”, such[@s2] and[1; 3].

We are currently working on designing on implementing such strategies and
testing them on realistic examples.

9.1.5 Conclusions and Prospects

We have given simple probabilistic semantics to a deterministic language supple-
menting the usual constructions by functions returning random values of known
distributions. We have a generic construct to lift usual (that is, non-probabilistic)
abstract analyses to probabilistic analyses. The analysis we propose can be used
to get upper bounds on the probability of certain events at certain points of a pro-
gram. We tested it on some simple examples where an exact computation of the
probabilities was possible, so as to have early experimental results of the in uence
of certain parameters over the quality of approximation.

We have proposed heuristics for some operators needed to handle large pro-
grams or loops. We expect to be able soon to propose results as to ef cient heuris-
tics on certain classes of problems.

9.1.6 Proofs of Convergence and Norm of the Concrete
Semantics
This appendix is meant only for the purpose of refereeing. It contains technical

proofs necessary for the construction of the concrete semantics. They are not
relevant to the main topic of the paper, which is the analysis of this semantics.
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Normal and random basic operations

Let us rst remark that ifH is a continuous operator on measures, using the
norm of total variation, thelkkHk = sugk H:nk j knk - 1g can be computed
on nite positive measures only: lekHk, = sugkH:nkj m, 0~knk -
1g:if m= i m, kH:nk= kH:ni | H:m k - k| H{m + H{/Zﬂ -

k Hk,:kntk -k Hk, :kmi k
] k; sokHk - k Hk, . But nite positive measures are signed

kHK, : fj m Kk d
kmk
measures, skHk , k Hk, and thukHk = kHKk, .

If f:X! Y is an application, thekfy:nk = knk: on positive measures,
kfp:mk=( fprm)(Y)= n(fi 1Y) = m(X) = knk and the result extends to signed
measures.

If ny is a probability measure, then for any km- gk = knsk This, com-

bined with the norm of assignment, implies thét( =random }g = 1.

Flow control

Let us rst remark that i is measurable, then for ah kf,y:mk+ kf,, c:mk =
knk. q y
Equation 13.2 de nes linear operater=if, c then e, else g p 8S

O|elyp_chK+ qezy tf ¢ Letus suppose thétqelypg- 1and?’0|%ypo 1.

Then

KH:mk - °qeyp° °f m>+°q?yp° °fM:m>
|_{1zl_ e

°chK'm’ + ochré::m = knk;

thuskHK - 1.
In equation 13.4, we de ne a measure as the limit of a sequence of measures:

¥
Jwhile ¢ do el :m= é_ degi(Jflﬁ)ichK)”(nj (9.3)
n=0
This limit is taken set-wise: ie, we mean that for any measurabl¥, set
¥
(Jwhile ¢ do ek;:m)(X) = é(fJC}gi(JeiﬁjichK)”:n')(X):
n=0

If mis a positive measure, sum 9.3 indeed de nes a positive measure: the partial
sums are measures and the set-wise limit of an increasing sequence of positive
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measures is a positive measure [27, 8ll1.10]. The result extends to signed mea-
sures by splitting the measure into its positive and negative parts. It is also quite
evident that equation 9.3 de nes a linear operaigrso we have shown that this
linear operator maps measures onto measures.

Let us de ne the partial sumsl, = 5?:0%,@ J_r(Jﬂg)ichK)k. H, can be

equivalently de ned by the following recurrence:
HO - f.]c}@
Ho g = fJCKc
By induction, we prove that for ati, kHyk - 1, similarly as for thef construct.
Let us now consider the sequence of meashkest It converges set-wise to
H:m also, for alln, kHn:nk - k nk. For all measurabl&, j(Hh:m(X)j - k nk

and thus, using the set-wise limji(H:m(X)j - k nk. It follows thatkH:nk - m
This achieves provingHk - 1.

Remark9.1.6 In generalH, does not converge norm-wisekh

+ Hn:JerJcK'

Proof. Let us consider the following C program:
[* x is in ]O, 1] */
while (x<=0.5)

X=X*2;

R R

Itiseasytoseethat(H:md= md. Letus consider the operatothat maps the
1-tuple containing to the O-tuple and the operatdsg, of the loops.p +Hy(m)
is then the probability of termination on input measmdf H,! H in norm, we
would havep£H,! pzH in normtoo. Nevertheless, ify is a measure of weight
1 lying in]0;2i " 1], (p£Hn):m = Owhile (p+H):my = 1sokp+H| p+Hnk=
1. O

Continuity of the various operators enables us to swap them with in nite sums,
which is important to get some of the results in equation 13.4.

9.1.7 Proofs of Abstraction

Theorem 9.1.1.5f) is an abstraction of }I
Proof. This amounts to:

8x2 S(X!) 8m2 (g )(x) fp(m 2 S(g,)(S()):

Let ((Z;),,.:W) 2 S(X!) andm2 M, (X). Let us suppose that there exists a
family of measuresn each respectively iM . (Z, ) such thatm= &,, m and
(M ((Z)), - 2 gy(w). We want to prove that there exists a family of mea-

suresnf each respectively iM, (f!(Z,)) such that
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1. fo(m= &,,, nf and

2. (MP(gATNZ ), 5 2 w.

Let us take candidatensf(U): m (fi L(U)). The rst condition is then obviously
met. As for the secondif(f1(Z,)) = m (fi }(g,£f1(Z,))). As ! abstractsfl,
fleg (Z,) u g +f1(Z,); thisimplies thatfi 1(fl+g (Z,)) p fi1(g,=f1(Z))).
As g(Z,) p fiY(flxg(Z,)), by transitivity g (Z,) p fi (g, +f!(Z,)). This
implies thatP (g, = f1(Z,))= m (fi Y(g,=f1(Z,))) = m ((Z,)), whichinturn
implies that(nf(g{if](zl N oL 2 Gu(w). l
Theorem 9.1.2. (A1: Ad) 71 Al- 1 AQ s an abstraction of Al;Ad) 71 Al- [ Ad
with respect tchLELQGXp:qu. Thatis, ifm2 g (Al) andnP2 g (AY) thenm- nP2

(A - 1AT).

Proof. We have to prove that there exists a family of meas(m@s, ())(, 1 02LELO
de ned respectively ovefZ, £ Z, 0)(, . %ZLELosuch that

L.nf=2&; 9a¢L0M . 9and
2. (nf[ | (b(zl sZ/OO))([ | g2|_£|_02 p](W,W(b

We takenf, o = M- nfo as a candidate. The rst point is trivial since is

bilinear. SinceE! is an abstraction of , g(Z,) £ gZ°) u g(Z, £12°). By
the de nition of the product of measures, sinee is concentrated og,(Z, ) and
nPoongdZPo), thenm - nfois concentrated og,(Z, ) £ g,«(ZPo), which, using
the above inclusion, yields

7 10(G(Z £)200 = 11 9(6(Z, ) £ GulZ00)
By the de nition of the product of measures,
nfl | %(g((zl )E Q(O(ZIOO)) = m(Z ):’TPO(Z, 0):
The second point then follows from the fact thphtis an abstraction of! . l

Theorem 9.1.3.f}cKis an abstraction of}cK.

Proof. Let us take((Z;),,, ;W) 2 S(X1) and mone of its concretizationsm=
a,,_ M wherem is concentrated o, andsdm = a, such that(c, ),,, 2

w. We have to show that, (m) 2 gx](f}M); that is, that there exists a family
(nf), ,_ such that
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1. | 2L, nf is concentrated ogd(lﬁcK(Z, )) and

2. (1), 1. 2 gu(d(w)).

We takenf (X) = m (X\ 9<(|ch))'
The rst condition is trivial. I\]]C}((Z, )V Z, so by monotonicitygx(lch(Z, )
o (Z, ). Therefores dnf - &, , which proves the second point. O

9.1.8 Nondeterminism

We shall now see with more precision aspects of our analysis pertaining to non-
determinism. Probabilistic nondeterminism means that the outcome of a program
can be a set of possible (sub)probability distributions; this encompasses ordinary
probabilistic behavior (single distribution in the set) and ordinary nondetermin-
ism (set of Dirac point-mass distributions). To a progi@we associate a séd:lf

of linear continuous operators on measures of norrh, the set of all possible
denotational semantics for all possible nondeterministic choices:

2 Ordinary constructs
JeK = fJcK g
2 Nondeterministic choice

qc1| ¢ed cnyi’:qcly‘;’[ctmpcnrﬁ

Please note that there is no reason why nondeterminism should be nite or
countable.

2 Sequence
a . ¥s_4d ¥s 4 ¥s
Ci G = G o F G

wherefS+5gS= f f+gj f 2 fSA g2 gy
2 Tests

U b then c, else czyi: qclyiisffJng+sqczy§iSffJb}{;g

wherefS+SgS=ff+gjf2 fSr g2 g5

2 Loops Let us consider a sequer{(dg),, of elements oﬂclﬁ. Let us now
consider the sequence of linear operatdss 5E:ofJch i(fkichK)k' As
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in section 9.1.6, we can show thet= limn! ¥ exists and is a con-
tinuous linear operator of norm 1. Furthermore, as in equation 13.4,
H:m= chKC (limp ¥ ny) wherem, is de ned inductively:
%
’ my=1X:0
M1 = m+ R 2f,m

We then de neJwhile b do clé to be the set of all sucH for all pos-
sible (fn) o -

Let us now de neJclﬁD an additive map from sets of measures to sets of mea-
sures such thahl{):n{ f f:mjf2 Jclﬁ?" m2 nig;

2 QOrdinary constructs
JeK () = £3ck,:mj m2 nig

2 Nondeterministic choice

qc1 | ceq L= %) (nf) [¢ ¢ ¢ [Jead, ()

p 1p
2 Sequence
qC_ CY[:qCY[+qCY[
1 2 p 2 p— Y1 p
2 Tests
% b then c, else czy[p: qclyLJ_rf J[bK+[qczyLJ_rf Le

wheref\,(m) = ff,,:mj m2 mgandm +Inl = f m+ njm2 M~ n2 nlg.

2 Loops

dwhile ¢ do ek, (mf)= fL c(Adh(fp, . o(In L:m+LaeK £ L (D))

9.1.9 Fast equality test
The purpose of this section is to prove the following property:

Theorem 9.1.4.We use the following abstractiorg((Xi;ak)l_ . N) Is the set of
measuregnthat are the sums of measureg, each concentrated ogxxll) and

of weight less or equal ta,. Theng((X};a,),) = o((Y}; b)) if and only if the
sequences are a permutation of each other.
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This theorem allows for very fast equality testing if the sequences are stored
as nite sets or partial maps with a fast equality testing. We implemented such a
scheme as follows:

2 abstract areax{) are hashed with a collision-resistant hash functign2,
ch. 18]; this means that for all practical purposes, this function behaves as
if it were injective;

2 partial mapsh(X!) 7! (X];aX]) over the totally ordered set of hash values
(can be implemented as balanced binary trees);

2 the concatenation of thga(X!); a) couples, ordered according to their rst
coordinate, is taken and hashed,; this yields a hash \Hiﬂ(l)él](; ay),), well-
de ned.

This construct allows for the collision-resistance of functidn Comparing two
abstract valueé\ and B is therefore equivalent to comparin(A) and H(B).
Using the theorem, we prove that it is also equivalent to compag{Ag and

a(B).

Finite repartitions

The purpose of this subsection is to prove the theorem in the case Whesre
nite.

Let Wbe a nite set. LetM(W) =(P(Wnf0g)! R,. Letus denec:
MW ! P(W! R,)suchthatv:W! R, isinc(a) if and only there exists a
repartition functiork : (P(W)nf0g) £ W! R, such that:

sw2Www) = & KwA (9.4)
A2 P(W)nf Og
and
8a2 P(Wnfog; a(A) = § K(w;A (9.5)
w2W

Lemma 9.1.5.1f c(A) = ¢(B) then for allw 2 W, A(f wg) = B(f wg).

Proof. Taking a seSuy W! R, , we note inf, (S = inf Jf wg). We then prove
that inf,(c(A)) = Sf wg). Indeed:

2 infy(c(A) , Sfwg): for any repartition functiok, K(f wg; w) = Yf wg)
thus the corresponding weight functians such thatv(w) , Sf wg).

2 Let us now consider a repartition functihsuch that:
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— K(f wg; w) = Yf wg) (forced)
— for any setX 2 P(Wnfwg) nf0g, let us choosey 2 X and

1
’ 8y 2 Wnfw;x,0,K(X;y)= 0
K(X;xy) = S(X)

This repartition yields a weight function such thatw(w) = Sw). There-
fore, inf,(c(A)) , Sfwg).

Supposing(A) = ¢(B), the lemma follows. O

Lemma 9.1.6. Let us considew 2 Wand S2 M(W). Let us consider the set
cw(S=Tfw2 c(Sjww)= 0g:

Letus de ne § 2 M(Wnfwg):

—P(Wnfwg)nfog! R, _
S X 7V S(X)+ SXtf wg)

Then ¢Sy) = cw(S).

Proof. Trivial. O
Lemma 9.1.7.c(A) = ¢(B) if and only if A= B.
Proof. Let us prove that property by induction on the cardinad\bf

2 JW = 0 andjW = 1 are trivial cases.

2 Let us suppose tha¥\j > 1 and the property is valid for sets of cardinal
Wi 1. Let us suppose tha{A) = c(B). Let us now prove that for all
X2 P(W) nf0g, A(X) = B(X). Let us proceed by induction giXj.

— jXj = 1: follows from lemma 9.1.5.

—jXj> 1. Letus x x2 X. Using the notations of lemma 9.1.6,
cx(A) = c(B); thus following lemma 9.1.65(Ax) = ¢(Bx). Applying
the induction hypothesis to s&tnfxg and functionsAy and By, we
obtain that for ally 2 P(X nfxg) nf0g, Ax(Y) = Bx(Y); in particular,
Ax(X'nfxg) = By(Xnfxg). Using lemma 9.1.6, this gets rewritten as
A(X)+ A(Xnfxg) = B(X)+ B(Xnfxg). By the induction hypothesis,
A(Xnfxg) = B(Xnfxg), thusA(X) = B(X). l
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Let us now de nec. similarly asc, replacing equation 9.5 by the following
inequality:
8a2 P(Wnfog; a(A), a K(w;A (9.6)
w2W

Lemma 9.1.8.1fc. (A)= c. (B) then A= B.
Proof. Obviously, for anyS2 M(W),

c(9="fw2c (9j & W= § X2 P(WnfogS(X)g:

w2W

Thusc(A) = ¢(B). Applying lemma 9.1.7, the result follows. ]
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step function——
9(x;y)

s%
o
K

4
Figure 9.6: An example of a step function:260 + 0:3c

0-1¢; 30e(; 4y
ting software.

3£ [1:4)

[i 1;1£[0;2]
The non-vertical slopes are of course an artefact from the plot-

9.2 Step functions

Our goal now is to have an ef cient way of representing sets of weight functions.
In this section we propose an abstract lattice basedtep functions As usual

in Lebesgue integration theory, a step function is a nite linear combination of
characteristic functions of (measurable) subsets of the domain (see Fig. 9.6); this
generalizes the usual de nition when the domairRisc,, will denote the char-
acteristic function of subsé&tl — that is, the function mappingonto 1 ifx2 M

and O elsewhere.

9.2.1 Representation

Let us take an “ordinary” abstract interpretation lattiefor the domainX. This
means we have a non-decreasing funcgox!;v)! (P(X);p). We shall only
consider the sex], of step functions of the forrﬁkak:c%]K whereAl 2 XI. This

function can be represented in machine by a nite list of coupk%(sak)l, K n
The seiX], is pre-ordered by the usual pointwise orderiﬁ@};; a,) v (B]k; b,)

if and only if for all x 2 X, thenékak:c%]((x) . ékbk:ch]k(x). Please note that

while the pointwise ordering on step functions is indeed antisymmetnc,

is only a preorder since representation is not unigugo; 1];1); (]1;2]; 1)g and
f([0;2];1)g both represend:[o,z]. Let us de ne

ZOV) ! (PIM(X;R,))5 1)
Gv-—(A;a) 7! F2MOGR,) | f - ékak:ch{g (9.7)
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(X];v) is therefore a suitable abstract domain for weight functions.

9.2.2 Comparison

Our abstract lattice does not have unicity of representation, as noted above. Yet
comparison and equivalence testing are easily computable, provided the under-
lying abstr@lct domain provides an intersection test — a computable function

1 ifg(A)\ g(B)6 0O
0 otherwise
Let us take two abstract values\, = ((A;a);. ;. ) and Bl =
((B]j;aj)l_ i ). Let us consider the s€ of nonempty intersections g(ADm\
g(B]j)j2J 6 0 wherel is a subset of the indices:fn andJ is a subset of the

(Al;B) 7!

indices 1:n: each element o€ is denoted by a coupl@;J).
Letus de ne

WEC I R
’ (I,J)7'§.,2|a,| é‘jZJbi:

ThenAl,v Bl, 0 8 c2Cwc)- 0.

9.2.3 Abstract operations
Deterministic constructs
Let us now suppose we have an abstraciit d of the functiondcK 1 : P(Y) !
P(X). Then an abstraction GtK; is
i 11
Ikl =(xia,),, 7K P ()ia,), 5 (9.8)

Nondeterministic choice

We want an abstraction of i |

Jchoice{li: f71 x7!supf(xy) : (9.9)
y2Y

Let us suppose we have an abstracp'%)mf the projection functiom, from X£'Y
to X; then a possible abstraction is

Jchoicevlﬁ] ((Xsa)), 0 TPl (XD)sa)), (9.10)

This abstraction is not necessarily very good. For instance, depending on how
the same function is decomposed, the projection may be good or bad (Fig. 9.7).
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y
y

1
2
3 1
4
5
by x
5 1

X X
(a) Bad projection (b) Good projection

Figure 9.7: Projecting the decomposition straightforwardly may lead to very bad
approximations depending on the original decomposition. Here, the same function
is decomposed either as the characteristic function of a rectangular area, either as
the sum of the characteristic functions of ve areas. In the former case, the result
is good; in the latter, we have a very bad approximation.
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We shall now discuss improvements. Let us cons{d&}b; a,);, - Letus parti-

tion theX,] according to the value qjll(xl] ). Let us consider an element of that
partition: K p L so that

K=1fljpl(xl)= Zg: (9.11)
Let us take
o
a, = sup a g (9.12)
T MHK] I 2M
| am 9(X1)60

Collecting all theZ! and thea_,, we now have a better approximation (for in-
stance, in the case in Fig. 9.7). Obviously, this better approximation is much sim-
pler if all g(XI]) are disjoint pairwise. This happens, for instance, if the abstract

lattice X! is the at lattice generated by a partition Xt
Let us additionally note that a particularly interesting domain is constructed
whenX! is P(D), the power-set generated by a partitidof X: the abstract values
can be memorized as elements[6f1]° (and not[O; 1]2D) after the following
“simpli cation step™
~[0;2]°P®1 [0;1]°P

S:Zf 71d7! f(W) (9.13)

aw2p(D)
d2w

There is a Galois connectid@; l]xig IAII: [0; 1]° wherea (f)(d) = Sup, 4 f(X).

Random number generation

We shall obtain here an abstractiorRatErandom whereRis a new variable and
random follows the probability measurey. Let us suppose the random variable
lies in a seR. Jr:=random K is therefore a linear operator fromM(X £ RR,)
to M(X;R,).

Let us suppose thaty = &, m where eachm, is concentrated on a subset
M, of R. For instance, takin®= R, the uniform probability measure ¢@; 1] can
be split inton measuresn, the Lebesgue measure [kn; (k+ 1)=n]. Let us call
py andpg the projections oK £ RontoX andR respectively.

Using prop. 13.3.14,

nZ
Jo=random K:c,=x7! §  cA(xy) dm(y): (9.14)
k=1

R R
But c,(xy) dm(y) - m(pr(A)),and ca(xy) dm(y) = 0if x62py (A). There-
fore
Jr:=random K:c, @(pR(A)):ch(A): (9.15)
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T T
(=) Y=Y
N ONO |+

ololololo|:

Figure 9.8: Construction of the output value of Fig. 9.9 for 10. The
jX+yj- 1 abstract area is sliced along divisions along yhexis. Each slice

S is projected onto thg axis and the integral of the distribution functidn

of centered_uniform()+centered_uniform() is taken on this projec-
tion, yielding a coef cienta,. The slice is then projected on tkaxis and this pro-
jectionB,, with thea, coef cient is an element of the abstract vallig. , ay:Cp, -

The approximations plotted in Fig. 9.9 are those sums, with various numbers of
slices.

Lifting to abstract semantics is then easyr:=random ! (A};ai)l_ i m
maps t(A]:8;:b4) 1. 1. m1. k. n WhereAl, is an abstraction afy (g(A))\ (X£
M) andb,.,., m(pg(A)) (Fig. 9.8 explains how we built the approximations for
Fig. 9.9). Both theA};k and theb;,, can be computed easily for many underlying
abstract domains, such as the nondependent product of intervals [14].

Of course, there is some amount of choice in how torpinito m. We sug-
gest to cut into measures of equal weight. Of course, the higher the number of
m's, the better the immediate results (Fig. 9.9), nevertheless a high number of
elements in abstract values may necessitate an early use of widenings. We hope
the forthcoming implementation will help adjust such heuristic parameters.
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1 . T —
o Approx.n= 10 --
08k .-‘f\pprox. n=30---_]
d
0.6 ' -
S
B
0.4 -
0.2 —
0 |
2
X
Figure 9.9: Two approximations of the actual potentiality function of

Fig. 13.2, resulting from the abstract interpretation of the program of
Fig. 13.1. Our generic lattice is parameterized by the product lattice of
intervals.  Different discretizations of the probability measine) dx of
centered_uniform()+centered_uniform() yield more or less precise
abstractions. Here, the intenval 1; 1] whereh is nonzero is divided into seg-
ments of equal size, yieldingelements in the output abstract value.

Tests

The semantics for tests gets straightforwardly lifted to the abstract semantics, pro-
vided we have abstract operators Ry; and+:

% b then c, else czy:]:f] = R]JbKJ_rq

cly:]:f] +] R]Jb
whereR,, : f 7! f.c,.

Abstracting+ is easy:+! is the concatenation operator on sequences (or fam-
ilies); as forR,:

R]N]:(XI];aI)IZL 7! (X,]\]W];a/)lzL (9.17)

Widening operators

We shall here propose a few heuristics for widenings. Widenings are not only
useful in the computation of xpoints, they also provide a way to “simplify” ab-
stract elements, to save memory, even if such a simpli cation results in a loss of
precision.
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Figure 9.10: Construction of the output value of Fig. 9.9 for 10. The
jx+yj- 1 abstract area is sliced along divisions on yhaxis. Each slice§

is projected onto the axis and the integral of the distribution functidnof
centered_uniform()+centered_uniform() is taken on this projec-
tion, yielding a coef cienta,. The slice is then projected on tkaxis and this pro-
jectionB,, with thea, coef cient is an element of the abstract vallig. , ay:Cp, -

The approximations plotted in Fig. 9.9 are those sums, with various numbers of
slices.

Let us suppose we have a widening sequdiilgn x!. We shall now give
heuristics for computingi,y wherex=(Xl;a)),. ;. , andy= (Yj];b-)l_ i pr For
the sake of simplicity, we shall suppose we aim at keepingdex sets less than
n elements for a certain xed. We shall suppose that- n.

The main idea is coalescing. For each elerr(éﬁt) nd “close” elements

(Y] ) """ (Y] ) the closeness criterion being largely heuristic and dependent on

the chosen Iattlce this criterion does not in uence the correctness of the method,
only its precision and ef ciency. Thg. are supposed to be pairwise distinct and
to cover the whole range 1.:;n. We then de ne

3

Ny = (XN, Y] [¢¢¢[Y] 'max(a;; b b ) (9.18)

P i ' im

Let us now take a sequened¥),, , such thak* D = x®WNyM. Then for all 1-
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i~ n, XD = xWRVK for somevi, so the sequendex™®),,  is stationary.
Since this holds for all, this means thatx(¥) is stationary.

9.2.4 Using a nite nondeterministic domain

In the case wherX! is nite, we can consider our computations as a linear pro-
gramming problem. First, instead of comsidering element&X@fv ), we can

consider them as nite vectors in[0; 1]X] ;- . Let us now notice that apart from

the nondeterministic choice construct 89.2.3, all our operations are linear opera-
tions on those vectors (which is not surprising since they abstract linear operations
on the weight functions). In 88.3.5, we saw a model for which the function to be
iterated is

A !
o i ¢
F(h)= choicd £randonf, £(F)5 & ffo h(1%2) (9.19)
2P
and thus, the abstract version is
A !
o i ¢
(FI:h)(1) = choicd! £randong! +(F)7! 3! f;jlol 'h(1%2) (9.20)
2P
| {z }

Ll

wherell is thus a linear operator. Let us now rewrite Equ. 9.12:

(choicgl:f)(Z)= " sup G a (9.21)
T MpK " yom
1 2m X])80
where
K=1fljpl(x)= Zg: (9.22)

The wholeF! function can therefore be rewritten as the point-wise least upper
bound of a nite number of linear functior(sL})i:

FI(f1) = supLl(f!): (9.23)

The abstract xpoint problems can then be solved exactly using linear pro-
gramming, as in §10.3.1. In the case of abstract state spaces of theGgigY,
there exist algorithms for linear programming using MTBDDs [23, 44].

Let us additionally note that a particularly interesting construct is made when
X! is P(D), the power-set generated by a partitDmof X : the abstract values can
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Figure 9.11: Simpli cation step. Instead of the sum of the characteristic functions
of two elements oP(J0; 3K2), we rather consider a functial®; 3K !  [0;1] (thus
assigning a value to each square of the grid).

be memorized as elements [6f 1]°. A “simpli cation step” (Fig. 9.11) can be
applied after each operation:

PO 1P
SiCf 77! & yyopp) FW) (9.24)
d2w

There is a Galois connectig; 1% ?ﬁj [0; 1]° wherea (f)(d) = sup,4 f(X).

9.2.5 Comparison with other methods

Let us rst remark that our method is a natural extension of conventional back-
wards abstract interpretation. Indeed, let us consider only programs containing no
random -like operations; any program, even includirepdom -like operations,

can be transformed into a program containing none by moving the streams of ran-
dom numbers into the environment of the program (this corresponds to the rst
semantics proposed by Kozen [41, 42]).

With such programs, our framework is equivalent to computing reverse im-
ages of sets:]cl{.’):mcW = mJcK l(W)) and our proposed abstract domain just

expresses thalcl%:mcW - mxg+JcK 1l (W!). There is nevertheless a differ-
ence that makes our abstract domain more interesting: in the presence of streams
of random numbers, our abstract domain just makes use of an ordinary abstract
domain, while computing approximate reverse images in the presence of in nite
streams requires an abstract domain capable of abstracting in nite sequences such
that the results remain interesting.



146 CHAPTER 9. FINITE SUMS

9.3 Discussion

The abstract domains proposed in this chapter are highly generic; they are inter-
nally use non-probabilistic abstract interpretation domains. Their limitations are

twofold:

2 |n order to get good precision, long tuples must be used, which leads to long
computation times.

2 While widening operators are available, their performance is highly heuris-
tic.



Chapter 10

Related formalisms

10.1 Probabilistic Bisimulation
Larsen and Skou [47] proposed a notiorpodbabilistic bisimulation

De nition 10.1.1 (probabilistic bisimulation). Let X be a countable set of states
andr : X£ X! R, be atransition probability. An equivalence relatioron X
is said to be a probabilistic bisimulation if for all statesndd such thatc» d

and any equivalence classin S , thenr(c;9 = r(d;S). Letus then de ne
r .S JE S , ! R, asfollows:” (S = r(sS)wheres2 s

»

Lemma 10.1.2.Letr andt be two transition probabilities ané an adapted
probabilistic bisimulation. Then ¢ is also a transition probability such that

. P .. . t _ It
is an adapted probabilistic bisimulation ald =S .

Proof. Let c andd be two» -equivalent states. L&2 X ,» - We then have

rxt(c;,
= & t(cDr (X9
22X

= a4 atcs S
L9 ae Y[R3
» »(S),S)
= a4 " (829 4 t(cSh
X 29}
” t(c:H=t(d;)

= r+t(d;9 (10.1)

147
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Therefore we can de n& *! ,, atransition probability o .
Lets2 S Then

' ))it ))(S;§5

— 2 . N
- 8 L
2 » r(sS
= & A& rssY (£°9)
| 2z
§QX » e t(9S)
= & r(ss:t(s79
P2 X
=rst(sH="* (ss)
(10.2)
_ =t u

. . t +
which establishes that N .

10.1.1 Probabilistic bisimulation as a form of abstract in-
terpretation

Let us suppose there exists a probabilistic bisimulatioon X compatible with

a probabilistic transition relation. Let us consider abstract elements in the at
X
lattice on the seR, > . The concretization of an elemems)szx is the set

»

of probability distriRutionsr such tha)g\for als2 X 5 aesl (5= a(s).
Letusdener! (a = 3 r (9:a . Then
( S)SZX s)2)( » (559 Sy X

» »
2 »

rl is an abstraction af!.
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10.2 Probabilistic forward data- ow analysis

Ramalingam([65] introducedata ow frequency analysidHere, traditional data-

ow analysis (a particular case of abstract interpretation) is extended to cases
where the control ow of the program is a Markov chain. We shall see in this
chapter how to express such analyzes within our probabilistic abstract interpreta-
tion framework and how to generalize this approach.

10.2.1 Finite distributive non probabilistic data ow
analysis

Let X be the set of states amp P(X) a ( nite) set of properties. We abstract
P(X) by P(D) as follows:

ZP(D)! B(X)

P TS op (10.3)

Obviously, elements d?(D) can be implemented as bit-é{ectors of lengdip.

We considedistributive abstract operationst!(P) = IO2F,f](f pg). Let us
note that if the elements dd are pairwise disjoint, or more generally [if is
a (complete) lower sub-lattice ¢(X), thenP(D) is a (complete) lower semi-

lattice and there exists a Galois connect{&®{X); ) fij( (P(D);u). In this

X
conditions, for any concrete distributive operationP(X) ! P(X) there exists a
distributive best abstractiofl : P(D)! P(D).

10.2.2 Probabilistic data- ow analysis
Abstract lattice

We wish to abstract the lattide= P(M (X)) of sets of positive measures on
X. We build a latticel] similar to the one in §9.1t! =[0; + ¥]P where+]! is the
point-wise sumy is the point-wise comparison, is the point-wise maximunt,
is the point-wise minimum.

The abstraction betwedn andL! is de ned as follows: g(f) is the set of
positive measuresisuch that there exist measuies,) 4, such that:

2 the total weight of is less tharf (d);
2 m is located ind.

If the elements oD are pairwise disjoint, this condition is equivalent8d 2

D;m(d) - f(d).
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Semantics will be de ned as pseudo-linear operators over vectofsirD !
[0; +¥]: by “pseudo-linear” we mean that all operatbtsare such that for angn
andnfinL! and/ 2 R, ,H:(/ :m+ nf)= 1 :H(mM)+ H(nf). As the vectors are
nite, those operators can be represented as square matrices whose elements be-
long to the semiringR, ;+;:;0;1) (no in nite elements appear in the operators).

Deterministic Operations

Let f : X! X be a deterministic operation ard : P(D) ! P(D) a (non-
probabilistic) abstraction of. The operator on measures associatetli®

=M (X)) M (X)

o m 7'W 7! fi Y(w)) (10.4)
An abstraction of this operator is
—U
fl.Z . (10.5)
Pr—m71d7! & 4y 11(f d%) m (d)

Tests

Let Cu P(X) be a (measurable) Boolean condition. We wish to abstract the
function

_M 1(X)' 1(X)
fei=m ™ Tnw T mwh o): (10.6)
An obvious abstractian is
- U
].— i
fC':M?!d?! 1 ifd\C860 (20.7)

0 otherwise

Combinations using least upper bounds

The problem is that, due to nondeterminism, we sometimes would like to consider
a common upper approximation over several operafiprket us suppose thél'g,

are respective linear approximations of forward transition probabllft];es Of
course, a safe common approximation is
¢
m 7t T(nl) (10.8)
y

but this is not a linear operation. On the other hand, an obvious linear upper ap-
proximation is the coef cient-wise least upper bound ofT@eif the Ty are repre-

sented by matrica), then we take the matrix whose coef cients éseig t{¥); ;.
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Least xpoints

As noted by Ramalingam [65, 85], the least xpoint problem (used to solve reach-
ability) within this framework amount tos solving a linear equatfoni + B= ni

for its smallest solution i ! [0;+ ¥]. This is an algebraic path problem over the
closed semiringR, ;+;:;2;0; 1) and can be solved by standard algorithms [69].

10.3 Backwards data- ow analysis

Discussion of positive bounded models [64, §7.2].

10.3.1 Linear programming

The technique of/alue iteration[64, 8§87.2.4] does convergence, but we do not
quite know the speed of convergence: there are not iteratively improving bounds
[64, 87.2.4]. We shall see here a techniques dealing with least- xpoints that ap-
plies better since we are on a nite-dimensional space [12,44].
Surprisingly, our problems of least xpoints can also be solved uimg

ear programming64, 87.2.7], that is, nding effectively the minimum of a lin-
gar form on an extenged convex polyhedron [37]. Our reachability problem

Ifp(f 7! H+ ,shift(f))”,, (where H is some function) is the least solution in

[0; 1]° of the following Bellman equation

X=Cpt Cpc sup.'% X (20.9)
T2T

From theorem A.2.10, this solution is also the minimal elem¢wof [0; 1]° that
satis es the following inequation:

X, Cat Cpe sup.'%L X (10.10)
T2T

coordinate-wise. Let us recall that we can restrict ourselves to deterministic poli-
cies: T is the set of transition probabilitidd from D to D such that there exists
afunctionf : D! Y such thaD(x;x9 = T(x; f(x);x9. We can therefore rewrite
the above inequation as follows:

8d2DX,, 0 (10.11)

8d2D8y2Y X;, ca(d)+ c,c(d) é T(d;y;d():xdo (10.12)
d2D

Let us remark that there ayBj + jYj:jDj inequations in the system.
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Chapter 11

Sub-Exponential Queues

11.1 Basic Abstract Domain and Abstract Op-
erations

We wish to represent sets of (sub)probability measures symbolically. In this sec-
tion, we give a basic abstract domain expressing exponentially decreasing tails
of probabilistic distributions on integers. This abstract domain is not very satis-
factory by itself (it is very crude when it comes to loops), but is a basis for the
de nition of a more complex domain (section 11.2).

11.1.1 Abstract Domain

LetV be the set of variables. Each element of the abstract dobaira tuple of
coef cients. Those coef cients will represent three kinds of known facts on the
measures:

2 an upper bountlV on their total weight;

2 upper bounds on the intervals of probable variation for the integer variables:
for any variablev, the probability thav is outsidefa,; by] is O; of coursea,
and/orb, can be in nite @, - by);

2 for each integer variable some dat&, on its exponential decreasing: ei-
thernone or a pair(ay; by) 2 R, £ [0; 1] meaning that the probability that
variablev is k is bounded bya\,b\',‘.

& (W, (av;by),oy: (Ch)oy) is the set of all measures matching the above con-
ditions. We shall note{condition) for the application of the measureto the set

153
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of environments matching conditiamondition The three conditions above then
get written as:

m2 gE(W, (av;bvégv;(cv)vzv) 0
< ntrue) - W
8v2V mvza;b])=0 (11.1)
8v2V C,=(ayh))8 k2Z mv=K) - ayb¥

11.1.2 Arithmetic operations

We do not provide an abstract operator for each of the basic operations that a
program may encounter; for instance, we say nothing of multiplication. In cases
that are not described, we just apply interval propagation [15] ang,sethone

for every modi ed variables. In some case, we shall provide only for some cases,
while some others can be handled by using the symmetry of the operation and
reverting to a described case.

We focus on the operations that will be most useful for our analysis goals
(number of iterations taken in a loop, number of used CPU cycles). For instance,
we consider the case of the arithmetic plus since it will be used to count loop
iterations or program cycles, whereas multiplication is of little use for such tasks.

Arithmetic plus

We de ne here the abstract operati(; (ay; by),\/; (Cv)o\) 7! (W6 (ad; be)vzvi
(Qwov) = z = xty ]pi(W; (av;bv)\ov s (Ch)yoy)-

The distribution after applying an arithmetic plus obeys the following convo-
lution equation:

(X+yK:m(z=1t)= § mx =k Ny =tj K): (11.2)
k2z

Let us suppose tham?2 g-(W;(av;bv),,y: (C)oy); We want to produce
(WO (ad; b\g)vzv; (C\(/))vzv) such tha(Jx+y K;:m2 QE(WO, (ad b\?)vzv; (C\(/))\/zv)-

Obviously we can tak#/%= W, a2 = a, + ay, b9 = by + by, andb?= b, and
CO= C,forallvé z.

We therefore have four cases:

2 Cx = none andCy = none, thenC2= none;

2 Cx= none andCy = ( ay; by). We then haver(x= k" y=tj k) - ayh{i ¥
if k2 [ax; bx] mx= k™ y=tj k)= 0 otherwise. Inequality 11.2 then yields
P(x+y=1)- aydX_biik

k= ay
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Letaf= aybi D211 andpO= b, In particular, ifby = ay (variabl
eta;= ayby =g — andb;= by. In particular, ifbx = ayx (variablex
is actually a constant), them?= ayb)} bx
Then(Jx+y|§J:n”)(z =t)- adb?. If a%= ¥, we takeC2= none else we
takeC9= (alb.

2 Cx = ( ax; bx) andCy = none; this ismutatis mutandishe previous case.

2 Cx = (ax; by) andC, = ( ay; by); we then apply the previous cases and take
the greatest lower bound of both.

11.1.3 Random Generation

We de ne here the abstract operati®; (ay; by) o\ ; (Cv)o\) 7! (WS (ad; b\(,))\,zv:
(Cyoy) = r = random L:(W;(asby)yoyi (Co)yoy)-

Letus recall that :=random ,;:m= m- nywherenyis the distribution of the
generator. Let us noW&y, the total weight of, (it can be less than 1, see §11.2.3).
We takeWO= WR:W, and for any variabler exceptr, aS = ay andb\? = by; if
Cv = (av; by) thenCQ = (Wg:ay; by), elseCl = none. If the generator has an
integer output and is bounded[ia; bg], thena? = ag andb? = b. CP = none.

11.1.4 Flow control

As with preceding operations, we only de ne the cases that will be actually used
for our analysis goals. Other cases are handled by simple interval propagation and
settingC, to none for every modi ed variablev.

Least upper bound

We de ne here the abstract operation

i ¢
(W (@) o (o) (WS (8B oy (G 7t (WO(@B 0 (C100)

noted as

(W; (av; by) oy (Co)yay) (WS (2 00) oy (COo0):

Given (W; (av; by) oy (Ch)ypy) and (W8 (a2%09),,y: (CY,,o\), we want to
obtain (W*?(ad?h(3,,v: (Vo) such thatge (W; (av; by) i (Co)yay) [ ge(WO

(@2 09) oy (CA o) 1 g (WOO(E090DS 5 (CY9,,0\/) With little loss of precision.
Let us takeV9%= maxW; W9 and for allv:

2 a9% min(ay;a% andb%®= max(by; )
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2 if C, = (ay; by) andC0= (a2 b then we takebd%= max(by; b) andal®=
00 00
max(ayb@: a%b%):p%® & .

2 if C,= none or C= none thenCJ% none.

Widening

We shall de ne here the abstgact operation mapping
L ng(a - . - (WO (30 . 00( 4000 :

(Wy (aV1 bV)vZV!(C:V)VZV)i(W !(%1b8)@V1(C\%V2V) to (W 1(avybvgv2V|
(C%,,\) noted as

(W: (av; bu) o5 (Co) v ) NE(WC (a3 D) oy s (CO) oy )

Given (W;(av;by) oy (Ch)yy) and (WO (&% 09 o\ (Cyny), we want
(WO9(a2b98 ,\/; (C99,5\) such that

G (W: (av; by) o (Co) o) [ G (W2 (82509 o5 (CY o) 1 ge(WO2(229605 0, (COF o)

We shall note this operatidan!. We also want that for any sequer(ad])nZN, the
sequence de ned inductively byf, . = nft 1 nj, is stationary.

We shall use a widening operatif, on the reals:

2 xNgy= ¥ if x<y;

2 xNRy = yotherwise.

Let us takaV%% maxW:W9 and for allv:

2 jf a,> a0, ad% i ¥ elsedld%: ay;

2 if by < bY, bO% + ¥ elsebd%: ay;

2 two cases:
— If Q% + ¥ orC, = none or C¥= none thenCY%= none.
— Otherwise, ifC, = ( ay; by) andC{= ( a b then we take

bd% exp(i (i Inby)N5(i Inbd)

and 00 9%, 2053y 00 &°
a, = (avby"Ngayby™)):b;" ™:

If ad% ¥ thenCI% (22999, otherwiseCO% none.
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1.4 | | | |

12p m+lng =

1 -
08k -
0.6
0.4

0.2F

|
I
I
I
I
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I
I
i
|

0 |

0 2 4 6 8 10

Figure 11.1: Abstract addition of measurds, = (1;0:3), ax = 3, by = + ¥,

WO= 0:7,C%= none, a= 0,0 = 2. For the sake of readability, the discrete dis-
tributions are extended to continuous ones. The near-vertical slopes are artefacts
of the plotting software replacing vertical slopes.

Addition

We shall de ne here the abstgact operation mapping
P (A - : (WO (20- 10y - 00( 5000 .

(W1 (a\/y b\/)v2V|(CV)V2V)!(W 1(a\/! bV)vZVr(C\(I))QV) to (W !(a\/lbvysz)
(C%,,\/) noted as

(W; (33 Bu) oy (Gl ) + 1 (WS (80 D) oy (G2 ):
Two cases are of particular interest:

2 Forallt2Z, mv=1t)- ayb{,t2[a;b]) mv=t),t2[abd) niv=
t) andnH{true) - WO
Two cases:
— b0< a2 then let us take?% max(ay;WChi ) and b%% by, then
m+ mt=v) - a%%% (see Fig. 11.1 for an example);

— otherwise, let us taka9% a,; W%+ b\',[’8 andb?% by, thenm+ nit =
v) - ad®o®,

2 Forallt2 Z,t2[a;b]) mv=1),t2[a%bd%) nfv=t), whereal> b.
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1.2 | | | |

L ________.

| | |
4 6 8 10

Figure 11.2: * Abstract addition of measur€s.= none, ax= 0,by= 1,W= 1,
ad= 2,b0= 3,W%= 0:856.

1
Let us takeb%%= (W=2WO 5% b and a%= W:b%%, then m+ nit = v) -
a%h2® (see Fig. 11.2 for an example).

11.1.5 Machine Reals in our Abstract Domain

Our abstract domain makes ample use of real numbers: each coefajemt

by is a priori a real number. A possible implementation of these coef cients is
machine reals (IEEE 754 or similar); another is rational numbers as quotients of
arbitrary-precision integers. We discuss here the possible consequences of the use
of machine reals for the implementation of those coef cients.

The use of machine reals leads to two implementation problems. The rst
problem is that it is dif cult to ascertain the loss of precision induced by machine
reals throughout computations: how can the user be convinced that the output of
the analyzer is sound? This can be worked around by using directed rounding
modes.

A more annoying problem, relevant in implementation, is the fact that accrued
imprecisions may lead to “drift”, especially when using directed rounding modes.
By “drift”, we mean that a sequence of real numbers that, mathematically speak-
ing, should appear to be stationary may be strictly ascending in the oating-point
approximation. In that case, our widening operator on the ﬂt@le@ll.lA) may
jump prematurely te- ¥.
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It may be desirable to consider that small changes in some real coef cients do
not indicate that the coef cient is actually changing but rather indicate some loss
of precision. We expect the current work on abstract domains for real numbers
[67] to provide better solutions to that problem.

11.2 Abstract Domain of Finite Sums

The preceding domain is not yet very suitable to handle random generation. In this
section, we lift it to the domain of its nite sums. This is similar to [54, section 4].

11.2.1 De nition

We shall de ne another domais and another concretization functiag. S
consists of nite tuples of elements & or, more interestingly, of a reduced
product [18, 84.2.3.3P of E and another domai®. For our subsequent ex-
amples, we shall use fdP the product ofE and the lattice of real intervals
(for real variables). g is the concretization function for this reduced product:
(e d) = g (&) go(d)).

As a running example we shall use forthe lifted domain of real intervals:
to each real variable we attach an intervdhy; by], with possibly in nite bounds.
The probability that variable is outsid€]ay; b] is zero.

Iltems of S are therefore nite tuples of elements Bf The concretization
function g is de ned as follows:m2 gy(pt;:::; pl) if and only if there exisin 2

G(py), ---» M 2 g-(pn) such thatm= &_, m.

11.2.2 Arithmetic operations
Deterministic operations

Basic operations are handled by linearity: since for any program cong?ruct
its semantics]PI$ is a linear operator, it follows that in2 gs(p] o p]n) then

11.2.3 Random operations

Let us consider a random genera@pperating according to the distribution,.
The semantics of the random operatiodiandom K;:m= m- ny (Equ. 13.1).

We shall suppose that our underlying domBihas an abstract operatien.
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Let us suppose thaty = 4, m. Thenm- my= &, m- m thus if m2
gS(JPI%D p];""JPP{) pl) thenm- I‘I‘thS(JPl% p]]ni ----- Jp% IO]]niI .....
JP'%Jp]_]ni ..... Jpl%p]_]nil)

As an example, let us consider the case of an uniform random generator in
[0;1]. Let us “cut” it into N equal sub-segments: let us natg the uniform
measure off0; 1]. nx = ;21 m with m(X) = nx(X\ [(ii 1)=N;i=N]). For the
abstractlon ofn?' m- m over our example for the domai (e;(d;;:::;dp)) 7!

11.2.4 Flow control

i )= £l 1] ] 1 (X
Jwhile ¢ do ek (wW!) fl (ifp! X 70 wit Jek (F1 (1))

Addition

Addition is very simple:

such thatlwhile b do eK: (p];::"p])—(H :plinHpl). HI is de ned
following equation 13.4:

Hlwl) = fjc K:(pr] X171 merge(W! t W +1 ek (f1 (X)) :

We construct the “approximate least xpoint operation”! fp!) as follows:
we consider the sequenag=(0), Ul , - u Ko fl(ul). All elements of the se-
quences are 1-tuples of element$otf Ny is a widening operator for the domain
P, then this sequence is stationary, and its limit is an approximation of the least
xpoint of fl.

Such a N, operator can be dened as follows: (e d)Np(e%d) =
(eNz€® dNpd9 wherelN. is the widening operator de ned at §114.
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11.3 Examples and Applications

11.3.1 Proof of Probabilistic Termination

Let us consider the following program:

double X, y;
int kK = 0;
do

{

X

y
k++;

}
while(x < 1.4 || y < 0.2)

uniform()  is assumed to be a random generator uniformly distribut¢@ ij.

In this simple case, the probability that the loop is taken is independent of the input
data and of the number of iterations done so far. Furthermore, we can compute
it mathematically (6B56), with our knowledge of the distribution of the random
variables and the computation of an integral.

Let us examine here what happens if we apply the above method, dividing the
random generator intd = 20 sub-segments of equal length (811.2.3). At the end
of the rst iteration, after the merge, the analyzer establishes that the probability
of reaching 1 iteration is less tharB805! Applying the last case of §11.1.4, we
obtaina, = 1, b, = 2, b, = 0:8805,a, ¥41:1357. After another iteration, we
obtaina, = 1,b, = 3, b, = 0:8805,a, ¥41:1357. The analyzer widens& = 1,

b, = ¥, b, = 0:8805,a, ¥41:1357, which is stable.

We have therefore established that the probability khatx at the beginning
of the body of the loop is less thar8B054 1. That is of course not as good as the
exact computation, but still offers a reasonable bound.

uniform()+uniform();
uniform();

11.3.2 Statistical Inference of Average Running Times

It is often needed to derive statistical facts such as average running times for real-
time systems. Results achieved by the preceding method can be too rough to give
precise estimates; nevertheless, they can help in making mathematically accurate
some experimental statistical results.

Intuitively, to get the average running time of a system, we should take a large
numbem of random sample&,),. .. , for the input (distributed according to the

1This result has been computed automatically by the Absinthe abstract inteifitptér
cgl.dmi.ens.tr/cgi-bin/monniaux/absinthe
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supposed or inferred distribution on the inputs of the system). Let uRglthe
running time on inpuk; we then hope to have an approximation of the meéans
by taking 2 &R R(X,)-

Unfortunately, this method is not mathematically sound, essentially because
R is not bounded, or rather because we have no information as to the very large
values ofR (the “tail” of the distribution). For instance, let us suppose tRat
is 0 for 99.99% of the input values antdfor 0.01% of the input values. With
90% probability, the experimental average obtained by the Monte-Carlo method
using 1000 samples will be 0, whereas the correct val\ei9000. AsV can be
arbitrarily large, this means we cannot gain any con dence interval on the result.

On the other hand, if, using the analysis described in this paper, we can show
that the tail of the distribution decreases exponentially, we can get a con dence
bound. Let us not®(A) the probability of an everA. Let us suppose that our
analysis has established that the probability of running a loop at keases is
less thara:bX. LetN | 1. Let us run the program times, stopping each time
when either the loop terminates or it has been exechitéthes. Let us consider
the random variabl® whereR(x), the number of iterations the program takes
when run on inpuk. We wish to determin®= & ,k:P(R= k). To achieve this,
we split the sum in two partR= R+ R, WhereR = &[L  k:P(R= k) and
Ry = &f=ns 1 KP(R= K). B

We wish to obtain an upper bound By

b h [
8 kbk= o ill)z; b ((b+ 1)(bi 1)i b)i b(a(bi 1)i b) (11.4)
k=a
and thus
- ba
a kb= B 1)2:(bi albi 1) (11.5)
k=a

ThereforeR, , a:%:(b i (N+ (b 1)).

On the other handR_ , can be estimated experimentally [56]. Let us consider
the random variabl&: R%(x) = 0 if R(X) > N andR%(x) = R(X)=N if R(x) < N;
this is a random variable whose range is a subs¢®;df. It is therefore possi-
ble to apply toR® the various techniques known for estimating the expectation
of such random variables, such as Chernoff-Hoeffding bounds (see [32] [75, in-
equality A.4.4] or inequation B.1) or simple Gaussian con dence intervals, using
the Central Limit Theorem. We then obtaRa = N:R".

We therefore obtain a con dence upper boundron
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Gaussian Distributions

12.1 Parabolas

12.1.1 Common lower bound

Let P (X) = a;x2+ byx+ ¢; andP,(X) = a,x?*+ b,x+ C,. Let us nd a quadric
polynomial Py(X) = agx?+ box+ ¢, less thanP, andP,. Obviously,a; must be
less than botla, anda,, elseP; is aboveP,; or P, near§ ¥.

Let us rst suppose that neith®; - P, norP, - Py, since those cases have an
obvious solution. Let us remark that this condition holds if and onB; iindP,
intersect, that is, when digd®; i P,) > 0.

Let us rst note that there is in general no “greatest lower bound” among
quadratic polynomials. Indeed, let us consiBgx) = ( X 1)2 and P,(X) = ( x+
1)2. If we try az! a; = a,= 1, we get parabolas whose lower point goe¥ to
(see Fig. 12.2.

The rst choice, an arbitrary one, will thus be af less thara, anda,.

We chooseP; to be tangent to botR, andP,. This means tha®;j P, and
PYi PYhave a common root (resp. f&i P, andP?j PS). This is equivalent
to P;j P, andP,j P, each having a double root. That property is ensured by
the conditions on the discriminants of the polynomials: dBgr P;) = 0 and
disc(P;j P,)= O, thatis:

(byi by)?= 4agi a)(Csi ¢y (12.1)
(b3i by)?= 4(azi a,)(csi Cy) (12.2)

Let us suppose for now that > a,. Solving this 2-unknown, 2-equation

163
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Figure 12.2: No greatest lower bound in parabolasRgx) = ( X 1)2 and
P,(X) = ( x+ 1)2. It is impossible to optimize both for the in nite branches and
the middle of the curve.
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system yields:
p_
i &b+ ag(byi by)+ ab,8 D
aji a,
D=(a;i ag)(i &+ ag)(i (byi by)®+4(ari a)(cii ¢))  (12.4)

b3 = (123)

We aim to maximize inlP; = ﬁ therefore we minimizé. Sincea, > a,,
we choose

- H 1 p D
b3 | a2bl+ aS(bal_l i bi-l_ aleI : (12.5)
1
_ (bsi by)?
Cy= C + TERE (12.6)

The case, < a, is treatednutatis mutandis
Let us now treat, = a,, which is a degenerate case.

_ bl+ b2 2(ali a3)(clj c2)

s 2 blj b2 (12.7)
_ (bgi by)?

12.2 Positive quadratic forms

12.2.1 Elementary facts

Proposition 12.2.1 (Cauchy-Schwarz)Let Q be a positive quadratic form. Then
forany x andy, p
Q*(xy) - QXQY):

Proof. Let | 2 R. Q(x+ Iy) = 12Q(y)+ 2] Q°(x;y)+ Q(X). SinceQ is pos-
itive, this quadric polynomial is positive for all. This polynomial therefore
cannot have separate zeroes and thus its discrimir@Hixa)2i 4Q(x)Q(y) is
no greater than zero. O

Corollary 12.2.2. Let Q be a positive quadratic form. Its isotropic cone 1soQ is
then equal to its kernéderQ.

Proof. Obviously keQ p 1soQ. Let us now prove the reverse dnclusion. Let
x 2 IsoQ andy 2 E. By the Cauchy-Schwarz inequalif@”(x;y)j - P{(Zx; Q(Y)
0

and thusQ®(x;y) = 0. Thereforex 2 kerQ. ]
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Figure 12.3: An example of common lower bounds in quadratic polynonigls (
andP; for P, andP,).

Lemma 12.2.3.Let E be a vector space. Let Q be a quadratic form over E. Let
F be a nite dimension subspace of E so that FsoQ= f0g. Then F has an
orthonormal basis.

Lemma 12.2.4.Let E be a nite dimension vector space. Let Q be a quadratic
form over E. Let F be a subspace of E so that BoQ= f0g. Then E= FOF?
where F is the orthogonal of F with respect to Q.

Proof. Let us rst show thatF\ F? = f0g. Letxin F\ F?. In particularx ? x,
and thusx 2 1s0Q. SinceF \ 1soQ = f0g, x= 0.

Let us now de ne the orthogonal projectignover F. From lemma 12.2.3,
there exists an orthonormal bagig),. ;. , of F. Let us now de ne

k
P = & Qv
i=1

It is easy to see that is linear, thapp+p = p and thatAp = F. Let us takex2 E,
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1.2

0.6

04

Figure 12.4: The Gaussians corresponding to the preceding gure. Note that
while the central part is grossly overestimated (and truncated in the gure), the
gueues are nely approximated.
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let us show thaxj p(x) ? F. For this, let us show thatj p(x) ? Vi foranyj.
Q(xi p(x);v)= Q*(xi & Q(xw)v;v)
- T & Ty
diJ
= Q(xv)i Qxvy) =10
Foranyx?2 E, x=( Xj g(x) + . O]
(2B Bl

2F? 2

12.2.2 Common diagonalization

We shall often have to consider two different quadratic forms at the same time. It

is then very useful to consider both of them in the same orthogonal basis. The fol-

lowing theorem guarantees that it is possible provided at least one of the quadratic
forms is positive de nite (or negative de nite) [2, th. [11.3.1]:

Theorem 12.2.5.Let E be a nite dimension vector space. Lef kg a quadratic
form over E and Q be a positive de nite (or negative de nite) quadratic form
over E. Then there exists a base where bofta@d Q, are diagonal.

WhenQ, is the canonical dot product ov&", this theorem rephrases into a
well-known matrix formulation:

Corollary 12.2.6. Let M be a symmetric matrix. Then there exists a diagonal
matrix D and an orthogonal matrix P such thatMPDPi 1,

We shall suppose that we dispose of certain numerical algorithms (algo-
rithms 1, 2, 3). Those are available in the general literature (see [9, chapter 6]
for algorithms on how to nd eigenvalues and vectors) as well as free and com-
mercial software [28].

Algorithm 1 QUADDIAGO, diagonalize a symmetric matrix in an orthonormal
basis
Require: M a symmetric matrix
Ensure: [P,D] whereD is a diagonal matrix an& is an orthogonal matrix such
thatM = PDPi 1.
{Use your favorite numerical analysis algorithm here.}

As for the more generic operation where a second quadratic form is chosen,
its matrix formulation is as follows:
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Algorithm 2 ORTH, get an orthnormal basis of the image space of a matrix
Require: M a matrix
Ensure: BwhereAB= AM and the columns d8 form an orthonormal free fam-
ily
{Use your favorite numerical analysis algorithm here.}

Algorithm 3 NuLL, get an orthnormal basis of the null space of a matrix
Require: M a matrix
Ensure: B whereAB = kerM and the columns oB form an orthonormal free
family
{Use your favorite numerical analysis algorithm here.}

Algorithm 4 QuUADDIAG1, common diagonalization of a quadratic form and a
positive de nite quadratic form
Require: [Q,;Q,] whereQ; a symmetric matrixQ, a positive de nite symmetric
matrix
Ensure: [P,1;d;D,] whereP is an invertible matrix| its inversed = detP, D, is
a diagonal matrices such th@ = 'l D;l andQ, = !l
[P,;D,] A QUADDIAGO[Q,]
7 6 D|2 1=2
HA P,z
GA 'HQ,H
[P Dl]é QUADDIAGO[G]
IA P, D,'R,
PA P,ZP,
dA detz
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Corollary 12.2.7. Let Q, be a symmetric matrix, let Qbe a positive de nite
symmetric matrix. Then there exists an invertible matrix P and a diagonal matrix
D, such that Q= 'Pi1D,Pi L and Q = 'Pi 1Pi 1. The columns of P are an
orthogonal base for both Qand Q..

Algorithm QUADDIAG1 (Alg. 4) computes effectively the new badts as
well asPi 1 and deP, which will be of future use.

Unfortunately, in our case, we have to handle quadratic forms that have
isotropic vectors. On the other hand, we only consider positive forms, and we
thus have a second theorem:

Theorem 12.2.8.Let E be a nite dimension vector space. Let §hd Q, be two
positive quadratic forms over E. Then there exists a base where boan@Q,
are diagonal.

Proof. Let us take a supplementary subspé&cef kerQ,;\ kerQ,. Obviously,
F ? kerQ,\ kerQ, for bothQ, andQ,.

Let us consider the restrictiod ;- andQ,- of those quadratic forms ove.
Both are positive quadratic forms. Furthermapg + QZjF, the restriction of their
sum, is a positive de nite quadratic form: if for2 F, Q,(x)+ Q,(x) = 0, then
sinceQ;(x) , 0andQ,(X), 0,Q;(X) = Qx(X) = 0. xis thus in Is@,\ 1s0Q,.
SinceQ, andQ, are positive, IsQ, = kerQ, and Is®, = kerQ, (lemma 12.2.2)
and thus<2 F\ (kerQ;\ kerQ,)= f0g, x= 0.

Let us apply theorem 12.2.5 @Q;;r andQ,+ Q,;-. There exists a base

Q(&;xDb) = &;/,x* andQ,(&;xb,) = &;nx2. Let us complete this base by a
base of ke@Q,\ kerQ,, letus takd ;= n = Ofori> dimF, m=[,j n forany
i. ThenQ,(&;%1,) = &;/x2 andQ,(&;x1,) = &; mx?. O

Let us now develop an effective algorithm for this theorem (Alg. 5). For ef-
fectiveness reasons, we chodséo be the orthogonal of k€, \ kerQ, for the
canonic dot product. Since k&;\ kerQ3 = AQ, + AQ, (lemmas 12.2.9 and
12.2.10), we obtain an orthonormal basisFoby orthogonalizing a generating
family of AQl (the columns of),), extending that basis to an orthonormal basis
of AQ, + AQ, using a generating family 0AQ, (the columns 0fQ,). We then
have an orthonormal basis Bf which can be extended to a baBisf R" using a
generating family oR (the canonical basis).

We consider both quadratic forng® andQ, on that basid. Their matrices
are of the form u q

Q0

Q-,='BQB= 7 , (12.9)
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where Q9 and Q9 are square matrices of size dim We diagonalizeQ with
respect to the de nite positive matr'@?+ Qg and output the results with respect
to the right bases.

Algorithm 5 QUADDIAG2, common diagonalization of two positive quadratic
forms
Require: Q, andQ, two positive symmetric matrices
Ensure: [P 1;d;D,;D,] whereP is an invertible matrix] its inverse,d = detP,
D, andD, two diagonal matrices such th@, = I D, andQ, = 'l D,
F A ORTH|1 @p)]

KA NulL &
[P%1%4¢;DI-A QuADDIAGL('F Q;F;'F (Q;+ Q,)F)

x DJo
DlAsoo

X 1,020
D2~A '010
PA {FPoK)

~ |Ot|:
AT

Lemma 12.2.9.Let M be a symmetric matrix. ThékerM)? = AM.
Proof. AM p (kerM)?: let us takeM:x 2 AM, y 2 kerM, IM:x;yi = hx; f'\flz:}li =
0

0. But those spaces have the same dimensjodim kerM and are thus equal.[]

Lemma 12.2.10.Let E be a vector space and A and B two subspaces. Then
(A+B)? = A’\ B?.

Proof. SinceAp A+ B, A” 1 (A+ B)?, similarlyB?  (A+ B)? and thusA? \

B” 1 (A+ B)?.

Let us takex2 A’ \ B? andy = + ,thenhqyi = px.aj + pebj. O
3 * 1) [’:iga.j P{O{’}

12.3 Extended normal distributions

12.3.1 Construction

De nition 12.3.1. LetE be a nite dimensional real vector space. Let us consider
a positive quadratic forr@ and a linear fornk overE such that ke@Q p kerL. q,
is a real number. The function

E ! R,
v 7! exp(i QW)+ L(v)+ qp)
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is called arextended normal distributiorit shall be note®g, .

De nition and proposition 12.3.2. Letf v 7! exp(j Q(v)+ Lv+ q) be an ex-
tended normal distribution over an euclidean spaceThen there exists an or-
thonormal basi¢v,),. ;. ,,, @ positive real numbeK, coef cients(/),. ;. , and
coordinategp;),. ;. , such that

f (@ x%)= Kexi é Lixi p)2):

The pointP, whose coordinates in the bagig), ;. ,are(p,);. ;. , is called the
centerof the distribution.

Proof. Let us apply theorem 12.2.5 @ and the canonic dot product (a positive
de nite quadratic form). There exists an orthonormal bsj,. ;. , so thatQ is

Let us write the linear fornh in this basisL(&; x¥;) = a a;;.

i Q(é XM ) + L(é X¥)+ qq

= doi Ui ax)
0 1!
= @q+ § a—izAi a 104 2><-5+a—i2)
1
i=ai604 [ i=ai80 | 2l il al i2

= @+ 3 aizA.éI(X.ai)2
= GA (x| S
° iaso?i C 2l

3 2'
Noting p; = 5~ andK = exp Go+ &,_, g0 - the result follows. O

12.3.2 Least upper bound and widening

Let (Qq;L4;0;) and(Q,;L,;0,) be two extended normal distributions. We wish
to get a common upper bound for them.

Let us note that, in general, there is no least upper bound in Gaussian distri-
butions. Let us simply consider the case where Him 2 and the Gaussians are
centered and unscaleg:7! exp(j Q;(¥)) andv 7! exp(j Q,(¥)) whereQ, and
Q, are quadratic forms; let us remark that in this case, the point-wise ordering of
the Gaussians coincides with the inclusion ordering of the elliQgég) = 1 and
Q,(v) = 1. On Fig. 12.5 are two ellipses andB for which we want to obtain
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— ellipses to bound from above
---------- least upper bound in common orthogonal base
----- other common upper bounds

Figure 12.5: Common upper bounds for two ellipses. One of them is the result
of the procedure de ned in 812.3.2 (least upper bound in the common orthogonal
base). Other common upper bounds demonstrate the absence of a least upper
bound in the ellipses.

a common upper bound (with axes parallel to those of the gure for the sake of
readability), the common upper bound output by the procedure described in this
section and two common upper bounds that demonstrate the impossibility of a
least upper bound &t andB in the ellipses.

We note(Q,;L4;0,)t (Q,;L,;0,) the extended normal distribution de ned as
follows. SinceQ, andQ, are positive, we diagonalize them in the same base
(V). 1. o (theorem 12.2.8). The®@,(&;xv,) = & /%% andQ,(&;xv,) = & mx2.

Let us write the linear form$,; andL, in this basis:L,(a;xv,) = & a;x and
L,(&;%V,) = & bXx;.

Let s; andt; be partitions ofy; andq, respectively§;s; = q, anda; t; = q,).
We can takes; = g,=nandt; = g,=n.

Let a X2+ bX+ ¢ = (/; X2+ aX+ s;))u (mX2+ bX+ t;) (as de ned
in §12.1).

Let Q(&;xv,) = &;ax?, L(&;xv,) = &;bx andg= &;c;.

Let us check that keép pu kerL. Since keR is the isotropic cone of and
thewv, form a diagonal basis fa@, it follows that a subset of the form a basis
of kerQ. For any index such thatv; is in that basisa, = 0 and thusb, = 0 by
construction, se; 2 kerL.

We de ne

(QuLi;a)t (Qyls,a,) = (Q;L;0): (12.10)
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Let us remark that
dimkerQ, maxdimkerQ,;dimkerQ,) (12.112)

since for alli such that ; = 0 orm= 0,4, = 0.

We de ne the widening operator similarly, except that this time we need to
ensure convergence of the ascending sequances= uNvy. We shall modify
the least upper bound operator in two respects to obtain the widening operator:

1. Intuitively, whena; < I, this means that along that particular vector
the Gaussian gets atter and atter. The natural widening is to upper-
approximate it by a at line. In this case, we taé®= b’= 0 and

. 2
O— mina.y2 _ib°
Ci= mingx”+ b+ c= T (12.12)

2. Ifall a; = O andcis still decreasing, we take the last resort of jumping to

The convergence of the method is ensured by the fact that whenever step 1 is
applied, dimke@ strictly increases. Since in non-widening steps, dintkar-
creases or stays constant, it follows that at mosttlstep 1 may be applied. After
this, thea, stay constant. The only way the sequence can still go on ascending is
by an increase in. Then step 2 ensures termination.

12.3.3 Random generators

Let us recall Equ. 13.1 and Prop. 13.3.14: the backwards operation associated
with r = random , wherer is a fresh real variable

Z
g=Jr = randomK:f =¥ 7! f(v+ xe) dmy(X) (12.13)
X

whereeis an additional basis vector corresponding to the fresh varralled ny
is the distribution of the new variable. t is given by the Gaussian egp(/ X2+



176 CHAPTER 12. GAUSSIAN DISTRIBUTIONS

c,)), andf is given by(Q;L;c), then

Z.y . ¢
agWw) = expli (Qw+ xe)+ L(v+ xe)+ c+ | X2 + c) dx
i ¥ 0 1

= e QLW o ) expl (Q g+ L) ( Qe 1 PAK dx
b

. Z, i
= expli (QW)+ L(w)+ c+ c1)¢ ’ exp(i (bx+ ax?)) dx
. i ¥¢r — M bzﬂ
= exp i (QW)+ L@+ c+c) “exp -
0 0 a

2
= exp% %Q(v)+ &Q (ve)}2+ :_(v)+ _? (ve)l_(el)+ c+ Cl ( ) §§
QW) LYw)

(12.14)

Because of the de nition of as the integral of a bounded function versus a mea-
sure of nite total weightg is bounded; thu® is positive and kelt p kerQ.

12.3.4 Linear operations

We shall deal here with program statements suoh &s a; a;v; and more gener-

ally any linear transformatiol where the vector of variabl&&after the instruc-
tion is M:V whereV is the vector of variable before the instruction. Following

Prop. 13.3.10, r 7

V=MV :f=1fztM (12.15)

and thugQ%L%c) = ( 'M QM; LM:;c).

12.3.5 Other operations

We shall approximate other operations by releasing all constraints on the variables
affected by them: forgetting variable in 8¢iis achieved as follows:

2 g = q;ifizVandj2V, g = 0 otherwise;
2 =L ifi2v,L=0.

It is quite obvious that iff : E 7! E leaves all coordinates outside dfintact,
GQ;L;qoif - GQQLQ% point-wise.
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12.4 Discussion

The domain presented in this chapter purports at representing exactly one of the
most widely used distributions, the Gaussian distribution. It actually represents
Gaussian measurable functions with a view to backwards analysis. As shown in
Fig. 12.4, this analysis yields coarse results in the center of the functions; on the
other hand, it leads to very precise results in the queues of the distribution. It
therefore seems desirable to use it as a way to bound the in uence of the queues
of the random generators while using other methods, including abstract Monte-
Carlo, for the center of the distribution.

The main problem with this domain is that it does not interact well with pre-
cise bounds, obtained for instance with a test with respect to an interval. A possi-
ble direction of research is an abstract domain covering both precise bounds and
Gaussian bounds.

An application of this Gaussian analysis could be the study of the propagation
of computational inaccuracies introduced by oating-point arithmetics, modeled
by random choice$.We hope to contribute to that recently opened eld [67] of
abstract interpretation applied to round-off errors.

This idea of modeling inaccuracies by random choices is the basis of the CESTAC method
[78/8179].
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Chapter 13

Denotational approaches

Following earlier models, we lift standard deterministic and nondeterministic se-
mantics of imperative programs to probabilistic semantics. This semantics allows
for random external inputs of known or unknown probability and random number
generators.

We then propose a method of analysis of programs according to this seman-
tics, in the general framework of abstract interpretation. This method lifts an “or-
dinary” abstract lattice, for non-probabilistic programs, to one suitable for proba-
bilistic programs.

13.1 Probabilistic Concrete Semantics

Throughout this paper, we shall de ne compositionally several semantics and
expose relationships between them. We shall use as an example some simple
Pascal-like imperative language, but we do not mean that our analysis methods
are restricted to such languages.

13.1.1 Summary of Non-probabilistic Concrete Seman-
tics

We shall here consider denotational semantics for programs. (equivalent opera-
tional semantics could be easily de ned, but we shall mostly deal with denota-
tional ones for the sake of brevity).

The language is de ned as follows: the compound program instructions are

instruction::= elementary
instruction; instruction
if boolean_expthen instructionelse instructionendif

179
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while boolean_expdo instructiondone

and the boolean expressions are de ned as

boolean_expr:= boolean_atomic
boolean_expand boolean_expr
boolean_expor boolean_expr
not boolean_expr

elementaryinstructions are deterministic, terminating basic program blocks like
assignments and simple expression evaluatiboslean_atomit®oolean expres-
sions, such as comparisons, have semantics as sets of “acceptable” environments.
For instance, &oolean_atomiexpression can bg < y + 4; its semantics
is the set of execution environments where variableendy verify the above
comparison. If we restrict ourselves to a nite numioeof integer variables, an
environment is just a-tuple of integers.

The denotational semantics of a code fragnesta mapping from the set
of possible execution environments before the instruction into thé sfpossible
environments after the instruction. Let us take an example. If we take environ-
ments as elements @, representing the values of three integer variakleg
andz, thenJx:=y+z Kis the functionhx;y;z 7! hy+ zy;zi. Semantics of basic
constructs (assignments, arithmetic operators) can be easily dealt with this way;
we shall now see how to deal with ow control.

The semantics of a sequence is expressed by simple compaosition

gy dyaqy
e, & = & t g

Tests get expressed easily, using as the semalckad a boolean expression
c the set of environments it matches:

qif c then e, else ezy(x)= if x2 JcKthenqely(x) elseqezy(x)

and loops get the usual least- xpoint semantics (considering the point-wise exten-
sion of the Scott at ordering on partial functions)

Jwhile ¢ do fK= Ifplf :I xif x2 JcKthenf +JfK(x) elsex:

Non-termination shall be noted 13y.
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13.1.2 Our Framework for Probabilistic Concrete Se-
mantics

We shall give a semantics based on measures (86.3.3). Our semantics shall be ex-
pressed as continuous linear operators between measure spaces, of norm less than
1, using the Banach norm of total variation on measures. This is necessary to en-
sure the mathematical well-formedness of certain de nitions, such as the concrete
semantics of loops. As the de nitions for these concepts and some mathematical
proofs for the de nition of the concrete semantics are quite long and not relevant

at all to the analysis, we shall omit them from this paper and refer the reader to an
extended version. As a running example for the de nitions of the semantics, we
shall use3 a program with real variabbesy andz; the set of possible environments

is thenR®.

General form

Let us consider an elementary program stateroenth thaticK: X! Y, X andY
being measurable spaces. We shall also supposéciatmeasurable. Let us rst
remark that this condition happens, for instance, for any continuous function from
X andY if both are topological spaces asd is the Borels -algebra [71, 81.11].
X = y+tz K= hxy;z2 7' hy+ zy,z is continuous.

To JcKwe associate the following linear operafioi;:

=M (X)) M (Y) .
A R ' 7!/W:ln{JcK'l(W)) '

We shall see that all ow control constructs “preserve” measurability; i.e., if all
sub-blocks of a complex construct have measurable semantics, then the construct
shall have measurable semantics. We shall then extend the framework to programs
containingrandom -like operators; their semantics will be expressed as linear
operators of norm less than 1 on measure spaces.

Random Inputs or Generators

An obvious interest of probabilistic semantics is to give an accurate semantics to
assignment such as=random(); , whererandom() is a function that, each
time it is invoked, returns a real value equidistributed between 0 and 1, indepen-
dently of previous call$. We therefore have to give a semantics to constructs
such as<:=random(); , whererandom returns a value in a measured sp&ce

10f course, functions such as the POSIX C functiband48()  would not ful Il such re-
quirements, since they are pseudo-random generators whose output depends on an internal state
that changes each time the function is invoked, thus the probability laws of successive invocations
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whose probability is given by the measurgand is independent of all other calls
and previous states.
We decompose this operation into two stéps:

Jx:=random() K

/_\
Xp— NXER) 4ﬁ

P Jr :=random() * K X:=

The second step is a simple assignment operator, addressed by the above method.
The rst step boils down to measure products:

Xp (XER)p .

Jr:=random() K:— m7m m

(13.1)

Tests and Loops

We restrict ourselves to test and loop conditiinsuch thatloKis measurable.
This condition is ful lled if all the boolean_atomisets are measurable since the
s-algebra is closed by nite union and intersection. For instadge< y K=
fhx;y,z1j x< ygis measurable.

The deterministic semantics for tests are:

qif c then e, else ezy(x)= if x2 Jthhenqely(x) elseqezy(x):

Let us rst compute

% ¢ then e, else e2 Lw)= (q Vi 1(W)\Jc|<)[(qe2y Low)\ Xk

JcKis the set of environments matched by condittorit is obtained inductively
from the set of environment matched by the atomic tests (e.g. comparisons):

, 4 yquy
cpor c = ¢ |

2 qc1 and czy— qcly\ q 2y

2 Jnot cK= Jok

are not independent. However, ideal random generators are quite an accurate approximation for
most analyses.

2Another equivalent way, used by Kozen [41, 42], is to consider random values as countable
streams in the input environment of the program.
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Using our above framework to lift deterministic semantics to probabilistic
ones, we get

qif c then e, else ezyp(m): X7! n(qif c then e, else ezyi 1(X))
= X7 n((qelyi LOON IR (O'ezyi LX)\ JcK)
= X 7! n(qelyi LX)\ JeK + n(qezyi L)\ Jck)
= g pJ_rfJCK(m)+ e pichKC(m) (13.2)
wheref,,(m = | X:m(X\ W).
We lift in the same fashion the semantics of loops (we rotan union of
pairwise disjoint subsets of a set):
Jwhile ¢ do eK }(X)
=(Ifplf :(st:if x 2 JeKthenf +JeK(x) elsex)i 1(X)
= (I Y:3eK 1Y)\ IR (X\ IcK)

n2N
(13.3)
We therefore derive the form of the probabilistic semantics oithiée  loop:
A !
G .
Jwhile ¢ do ek (m=1Xm — (IY:JeK*(Y)\ JK(X\ JcK)
3 n2N .
= IX: & m (Y:deK 1Y)\ IR (X\ IcK)
n2N
¥
- & n
- a chigi(J%ichl() (m
=0 A !

¥
= f e @ (eEf 1 "(m
3 n=0 .
=f e r|];n;£(/m°.m+ JeK,+f L (M) (1 X:0)  (13.4)

Limits and in nite sums are taken according to the set-wise topology. We refer
the reader to an extended version of this paper for the technical explanations on
continuity and convergence.

13.1.3 Probabilities and Nondeterminism

It has been pointed out [49, 31] that we must distinguish deterministic and non-
deterministic probabilistic semantics. Deterministic, non-probabilistic semantics
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embed naturally into the above probabilistic semantics: instead of axalué
1 ifx2X

0 otherwise
How can we account for nondeterministic non-probabilistic semantics?

We move from deterministic to nondeterministic semantics by lifting to power-
sets. Itis possible to consider nondeterministic probabilistic semantics: the result
of a program is then a set of probability measures. Of course, nondeterministic
non-probabilistic semantics get embedded naturallyA £ P(X) we associate
fdaja2 Ag2 P(M, (X)). We therefore consider four semantics:

we consider the Dirac measuiig2 M ,(X) de ned by dx(X) =

determinism| nondeterminism
probabilistic\ nondeterministic probabilistic

The advantage of probabilistic nondeterminism is that we can consider pro-
grams whose inputs are not all distributed according to a distribution, or whose
distribution is not exactly known. Our analysis is based on probabilistic nondeter-
minism and thus handles all cases.

13.2 Abstract Semantics

We shall rst give the vocabulary and notations we use for abstractions in gen-

eral. We shall then proceed by giving an example of an domain that abstracts
probabilistic semantics as de ned in the previous section. This domain is para-
metric in multiple ways, most importantly by the use of an abstract domain for the

non-probabilistic semantics of the studied system.

13.2.1 Summary of Abstraction

Let us consider a preordered $€t and a monotone functiogy : X't P(X).
xl 2 X1 is said to be arabstractionof Xl %2 X if Xl p g (¥). g is called the
concretization functionThe triplehP(X); X! oI is called arabstraction P(X) is
theconcrete domaiandX! theabstract domainSuch de nitions can be extended
to any preordered s&tl besideP(X).

Let us now consider two abstractioh3(X): X!; gi and hP(Y):Y!: g,i and a
functionf : X! Y. flis said to bean abstraction of fif

8x 2 X1 8x2 X x2 g.(x)) f(x) 2 g, (f1(¥)) (13.5)

More generally, ifiX[;X1; g i andhv(;Y]; g i are abstractions antl : X['1 Yl
is a monotone function, thefl is said to bean abstraction of f if

gx2xted 2xIxv gdy) fladyv g (F1(¥)) (13.6)
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Algorithmically, elements irX! will have a machine representation. To any
program construat we shall attach an effectively computable functieid such
thatJc K is an abstraction alcK Given a machine description of a superset of the
inputs of the programs, the abstract version yields a superset of the outputs of the
program. If a state is not in this superset, this means that, for sure, the program
cannot reach this state.

Let us take an example, thdgomain of intervals if X! = Yl = T3 where
T=1f(ab)2 Z[fi ¥;+¥gja- bg[f?g , g(ab)=fc2Zja- c- bg
and g induces a preorder ; over T and, pointwise, ovekl, then we can take
Ie=y+z R((ax;bx);(ay;by); (az;b,)) = ((ay + az3by + b,); (3ysby); (825b2)).

13.2.2 Probabilistic Abstraction

The concrete probabilistic domains given in 13.1.2 can be abstracted as in the
previous de nition. Interesting properties of such an abstraction would be, for
instance, to give an upper bound on the probability of some subsets of possible
environments at the end of a computation.

13.2.3 Turning Fixpoints of Af ne Operators into Fix-
points of Monotone Set Operators

Equation 13.4 shows that the semantics of loops are given as in nite sums or,
equivalently, as xpoints of some af ne operators. In non-probabilistic semantics,
the semantics of loops is usually the xpoint of some monotone operator on the
concrete lattice, which get immediately abstracted as xpoints on the abstract
lattice. The approximation is not so evident in the case of this sum; we shall
nevertheless see how to deal with it using xpoints on the abstract lattice.

De ning my recursively, as followsmy = | X:0 andm,, ; = ymn, withy (n) =
m+ Jelg)ifJCK(n), we can rewrite equation 13.4 awhile c¢ do elﬁ)(n”) =
de@(Iimn! y my). We wish to approximate this limit in the measure space by an

abstract element.

We shall use the following method: to get an approximation of the limit of a
sequencéun),, de ned recursively by, ; = f(un), we can nd a closed set
Sstable byf such thatuy 2 Sfor someN; then limy v uy, 2 S Let us note than
nding such a set does not prove that the limit exists; we have to suppost ithat
such that this limit exists. In our case, this condition is necessarily ful lled.

Let us taken] and n} respective abstractions @f Let us cally!(nl) =

m +1 Jel%if}cK(n]). Let us take a certaiN 2 N and callL! = Ifp/n ]:y]N(nﬂ))t
y1(n!); then by induction, for alh, N, m 2 g(L!). As g(L!) is topologically



186 CHAPTER 13. DENOTATIONAL APPROACHES

closed, lim! ¥ 2 g(Ll). ThereforeL! is an approximation of the requested
limit.

Let us suppose that we have an “approximate least xpoint” operation Ifp
(X1 oM x1y 1 x1. By “approximate least xpoint” we mean that i :
X1t X1 is monotonic, then, notingl = Ifpl(f), (X)) v . The justi cation
of our appellation, and the interest of such a function, lies in the following well-
known result:

Lemma 13.2.1.1f fl : X1t X! is an abstraction of ff: P(X) ! P(X) and
f1(d) v ), thenlfp flu g ().

Of course, building such an operation is not easy. Trying the successive iter-
ations of 1" until reaching a xpoint does not necessarily terminate. One has to
use special tricks and widening operators to build such a function (see 9.1.4).

Provided we have such an operation, abstraction follows directly:

- N 1y] ] ] .
Jwhile ¢ do ed (W)= fl c(ifp! XI 70 Wit JeK (1 (X))

As usual in abstract interpretation, it might be wise to do some semantics-
preserving transformations on the program, such as unrolling the rst few turns of
the loop, before applying this abstraction. This is likely to yield better results.

13.3 Adjoint semantics

In his seminal papers, Kozen proposed semantics of probabilistic programs as
continuous linear operators on measure spaces. We shall see that operators repre-
senting the semantics of probabilistic programs have adjoints, in a certain sense
that we shall de ne. These adjoints are the basis of our analysis techniques; fur-
thermore, their existence gives a straightforward proof of Kozen's theorem.

13.3.1 Intuition

Let us consider a very simple C program (Fig. 13.1) where
centered_uniform() Is a random generator returning double uni-
formly distributed in[j 1;1], independent of previous calls. We are interested
in the relationship between the probability of executiBgdepending on the
probability distribution generated i by A. What we would therefore like is

a (linear) functionf mapping the probability measura generated aA to the
probability f(m) that program poinB is e>§§cuted. It will be proved that there
exist a “weight function'g such thatf(m)= gdm We shall see how to compute
such ag.
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double X, y;
o 1A
x += centered_uniform()+centered_uniform();

it (fabs(x) <= 1)
{

}

o ¥ B ¥

Figure 13.1: A simple probabilistic program

09
0.8
0.7F
0.6
0.5F
04
0.3F
0.2F
0.1F

9(x)
[ T N TN N

Figure 13.2: Weight functiog such that the probabilityzof outcome of stBfjsee
Fig. 13.1) given the probability measuneat stepAis gdm xis the value of
variablex.
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double X, vy;
v A
if (x+ty >= -1)
{
X += 2;
}
y = centered_uniform()+centered_uniform();
X += y/2;

if (fabs(x) <= 1)

{
o I B ¥
}

Figure 13.3: Another probabilistic program

A plotting of g is featured in gure 13.2. Let us give a few examples of the
use of this function:

2 The probability thaB ﬁvill happen ifA drivesx according to some uniform
b

distribution in[a;b]is  g(x) dx.
a

2 The probability thaB will happen ifA setsx to a constan€ is g(C).

The setg' 1(0) is the set of values at stefothat have no chance of starting
a program trace reaching st& Please note that this is slightly different from
the set of values that cannot start a program trace reachingBst€pis is the
difference between “impossible” and “happening with O probability”. Let us see
the following example:

while (centered_uniform() > 0) { };

Nontermination happens with probability 0 — that is, it is extremely unlikely,
negligible. However, it is possible, however in nitely unlikely, that the random
number generator outputs an in nite stream of reals less than 0, thus producing
nonterminating behavior.

13.3.2 Summary of semantics according to Kozen

The semantics of a probabilistic prograncan be seen as a linear operalc,
mapping the input probability distribution (measum to an output measure



13.3. ADJOINT SEMANTICS 189

weight function———

a(x;y)

(=)

R eNeNe)
NSO

o

Figure 13.4: Weight functiog such that the probabilitypf outcome of sBj¢see
Fig. 13.3) given the probability measureat stepAis g dm x andy are the
respective values of variablesandy .

Jekytm Values given by random number generators can either be seen as suc-
cessive reads from streams given as inputs or are handled internally in the seman-
tics [41, 42]; here we shall use the second approach, though both approaches are
equivalent. We shall not discuss here the technical details necessary to ensure con-
tinuity of operators, convergences etc...and we shall refer the reader to [54][ex-
tended version].

The semantics of a progracrwhose initial environment lies in the measurable
setX and whose nal environment lies in the measurableYsshall be given as a
linear operator (of norm less than 1 for the norm of total variation on measures). If
c contains no calls to random number generatirkjs just a measurable function
(a function f is said to bemeasurablef and only if for any measurable sét,
fi 1(X) is measurable).

We shall base ourselves on an ordinary denotational semadtiis. a func-
tion from setX to setY if c has typeX! Y. For the sake of simplicity, we shall
not deal with nontermination here so fiovalue is needed. To make meaningful
probabilities X andY are measurable sets (for instance, countable sets)c&il
assumed to be a measurable function. These restrictions are of a technical nature
and do not actually restrict the scope of the analysis in any way; the reader shall
refer to [54] for more details.
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Let us summarize the probabilistic semantics:

Elementary constructs (assignments etc...) get simple semantidslﬂj:m:
I X:mJcK 1(X)).
Random number generation Let us suppose each invocationrahdom yields
a value following distributionmy, each invocation being independent from

another, and stores the value into a fresh variable. Tohgp:m= m- ny
where- is the product on measures.

Tests Let us de nef,,,(m = | X:m(X\ W). Then

q y qy qy
if cthen e else e (M= e *f, (M+ & *f (M
(13.7)
Loops The semantics for loops amounts to summing inductively the semantics of
the tests:
¥
Jwhile ¢ do eK,(m = n?ochl@i(Jﬂﬁ’ifJCK)n(nﬁ); (13.8)

the limit being taken set-wise [27, §111.10].

13.3.3 Adjoints and pseudo-adjoints

In this section, we shall recall the de nition of an adjoint of a linear operator and
give a de nition of a pseudo-adjoint. We shall also give some easy properties,
without proofs for the sake of brevity.
Let us consider two measurable s€¥ssy) and(Y;sy). Let us rst de ne,
for f a measurable function anda measure,
Z
hf;m = fdm

Proposition 13.3.1. Taking f in the bounded functions (norkt k) and min
the signed measures (norm of the total variatiobh, this de nes a continuous
bilinear scalar form. Moreover, this form has the following properties:

2 forall f and m jhf; mj-k fky:knk;
2 hf;¢i= m7!'hf; m has normkfky;
2h¢m = f 7'hf; m has normknk.
Corollary 13.3.2. If hf;¢i= Othen f= 0. If h¢m = Othenm= 0.
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Let us consider a linear operatbr from the signed measures ofito the
signed measures ofi and we can consider whether it admitsaatfjoint operator
R z z

(Rf)ydm=fdH:m (13.9)

> hR:f;m = hf;H:m: (13.10)
Remarkl3.3.3 If an operator has an adjoint, then this adjoint is unique.
Lemma 13.3.4.1f R is the adjoint of H:

2 Ris continuous if and only H is continuous;

2 kRk = kHk.

Corollary 13.3.5. The operator mapping an operator onto its adjoint is therefore
a linear isometry.

The reason why we consider such adjoints is the following lemma:

Lemma 13.3.6.1f H 2 L (M (X);M (Y)) has an adjoint operator R2
L (B (Y;R);B (X;R)) and H is zero on all the Dirac measures, then H is zero.

The implications of this lemma on probabilistic program semantics is that if
we can prove, which we shall do later, that linear operators representing program
semantics have adjoints, then the semantics of two programs will be identical
on all input measures if and only if they are identical on discrete measures [42,
th. 6.1].

Remark13.3.7 In general, not all positive continuous linear operators on mea-
sures have adjoints in the above sense.

For technical reasons, we shall also have to use a notion of pseudo-adjoint. Let
H be a function fronM . (X) to M, (). Let us suppose there exists a functi®n
such that for all measurable function Y ! [0;¥]R(f) : X! [0;¥], hf;H:m =
hR: f; m. We shall then calR the pseudo-adjoinbf H. As previously, we have:

Remarkl3.3.8 An operator has an unique pseudo-adjoint.
Adjoints and pseudo-adjoints are identical notions in well-behaved cases. A
continuity condition ensures that we do not get unde ned cases¥q.g¢.

Lemma 13.3.9.1f H is a continuous positive linear operator on measures (pos-
itive meaning thatn, 0) H:m, 0) and R is a positive linear operator that is
the pseudo-adjoint of H, then R is the adjoint of H &tk = kHKk.
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13.3.4 Program semantics have adjoints

A few facts are easily proved:

Proposition 13.3.10.Operators on measures that are lifted from functions (e.g.
fo where f:mis the measure X! nifi 1(X))) have (pseudo-)adjoints: the
(pseudo-)adjoint of fis g 7! g*f.

Proposition 13.3.11.1f H; and H, have (pseudo-)adjoints,Rnd R, then R+R;

is the adjoint of H+H,,.

Proposition 13.3.12.f,,, has (pseudo-)adjoint,\R= f 7! f:c,, wherec,, is the
characteristic function of W.

Proposition 13.3.13.If H; and H, have respective (pseudo-)adjoinf Bnd R,
then H + H, has (pseudo-)adjoint R R,.
Proposition 13.3.%4.” nyis as - nite positive measurem?7! m- nx has pseudo-
adjoint f 7! (x7!  f(x; @ dny).

This is an application of the Fubini-Tonelli theorem [27, VI.10].

Lemma 13.3.15.1f f : X! [0;¥]is a positive measurable function aga) ,
is a sequence of positive m%\asuresi then
S S
fdam =a fdmy (13.11)
n=0 n=
The sum of measures is taken set-wise.

Corollary 13.3.16. If (Hn),, are operators on measures with respective pseudo-
adjoints (Rn) o thené -gHn has pseudo-adjoin&?,‘:ORn (these sum being
taken as simple convergences).

Lemma 13.3.17.Let c be a probabilistic program. Then the linear operaioK,
has a pseudo-adjoint.

Corollary 13.3.18. Since program semantics operator are continuous, of norm
less tharl, then they have adjoints of norm less tHan

Kozen proved [41,42] the following theorem:

Theorem 13.3.19.Semantics of probabilistic programs differ if and only if they
differ on point masses.

Proof. This theorem follows naturally from the preceding corollary and
lemma 13.3.6. O

We shall often notd ® the adjoint ofT. We therefore have de ned an adjoint
semantics for programslcl{, 2 L(M(Y;R,);M(X;R,)) whereM(X;R,) is the
set of measurable functions froito R, .
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13.4 Abstract interpretation of reverse proba-
bilistic semantics

We wish to apply the usual framework of abstract interpretation to the above se-
mantics; that is, for any program we want to build a monotonic functia]ml{,] :
M(Y;R)I T M(X;R,)! such that iff 2 g,(f1) thenJek™ f 2 gk(Jc@,](f])).

g (respectivelyg,) is aconcretization functiorthat maps an elemeril (with a

nite, manageable machine representation) to a subsgt(oésp.Y).

13.4.1 Backwards abstract interpretation

We shall suppose we have an abstraction of the normal, non-probabilistic, seman-
tics, suitable for backwards analysis: for any elementary constrsoch that

JK: X1 Y, we must have a monotonic functidek ¥ 111 X1 such that for all
Al ok (g, (A1) g (oK 1 (A)). We also must have abstractions for the,
functions.

Let us note the following interesting property of the “usual” assignment op-
erator: X = ek l= pxxf, _ 4 Wherepy is the “projection parallel to”:
Px(W) = fvj 9v08x°x°8 X) Vo= wag. Itis therefore quite easy to build reverse
abstractions for the elementary constructs.

13.4.2 General form of abstract computations

Let us now suppose we have an abstract domain with appropriate abstract oper-
ators for the elementary constructs of the language (we shall give an example of
construction of such domains in the next section). We shall see in this section how
to deal with the ow-control constructs: the sequence, the test and the loop.

Sequence

L A Yo _ G Yo O Yo q Yo _ A Ya1 4 Yu]
Since e;; e, ;= & ,* e thene1,92p— e,k e .

Tests

Let us recall the reverse semantics of iheconstruct:

4 VYa 4 Yo
JCKi & p+ R p

qif c then e, else ezy:= €T ©

(13.12)
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This equation gets straightforwardly lifted to the abstract domain:

q. Ya] q Yol q Ya]
if cthen e else e =R *e '+R ) et &, (13.13)
is a valid abstraction.
Loops
Let us recall the reverse semantics of wigle construct:
y 3
Jwhile ¢ do e = § RJcK_Jerg (13.14)
n=0

De ning fn recursively, as followsf, = | x:0 andf, ; = y f,, with
y(9=R_of+ Ryt

we can rewrite equation 13.14 ashile ¢ do elﬁ):f = limy y fn. We wish
to approximate this limit in the measure space by an abstract element.
y gets lifted straightforwardly to an abstract operatpt(g!) = R]J K::f] +1
C

RlJcKiJe@ g Let us de nef] to be an abstraction of the sef,g and f! , =
y1(fl). Obviously, for alln, f, 2 g(fl). If there exists aiN such thai8n, N,
then limy y fn 2 gf,]\l sincegf,]\I is topologically closed. We have therefore found

an abstraction adwhile ¢ do ek:f.

If the lattice T! is such that all ascending sequences are stationary, then such a
N will necessarily exist. In general, suciNadoes not exist and we are forced to
use so-calleavidening operator$18, 84.3], as follows: we replace the sequence
fo by the sequence de ned by = fl and fl = flN.yI(fl) whereR, are
widening operators:

2 for allaandb, av aNb andbv aNb;

2 for all sequence{un)nZN and any sequendgn),, de ned recursively as

Vieq = = vnNup, then(vy) is stationary.

Obviously, for alln, f,v g(fA,]]). Since(ﬁ%)nZN is stationary after ranN, and
g(ﬂ]\I) is topologically closed, this implies that limy f, 2 gfl as above.
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13.5 Discussion

Our forward denotational semantics for purely probabilistic programs is essen-
tially the same as the one proposed by Kozen [41,42]. We on the other hand intro-
duced the adjoin semantics, which gives rise to a particularly important backwards
analysis while providing an elegant proof to some results that were tediously
proved in Kozen's papers.

It should be noted that while both semantics are equally accurate when dealing
with purely probabilistic programs (containing no nondeterminism), they are very
different when dealing with programs containing nondeterministic choices. The
problem is that the forward semantics on the tests is a very coarse approximation
when there is nondeterminism; for instance, considering the following program:

X = nondeterministic_choice_01();

f ()

else

A o Ay

then, applying our formulas, the measured upper bound on the probability of ter-
mination of the program is... 2!

Let us see of such a coarse result can be produced. The state space of our
program isX = f 0; 1g, depending on the value of variable We useP(M . (X))
as the abstract domain. After the rst step of execution, the set of measures is the
set of measures ox of total weight 1. Then the abstract version of equation 13.2
is:

% ¢ then e, else ezy]p(n”l)

qy q 'y
- & pifch(n%)+] ©

pif\]lclg(rﬁ)

= fmjm1) - 1” n(0)= 0g+!fmjm0)- 1~ m(1)= 0Og
3f mjm0)= 1" m(1)= 1g: (13.15)

That latter measure has total weight 2.

Informally, the weakness of the forward analysis is that it is not relational
with respect to the branches of the test: it does not conserve the information that
the total weight of the measures on both sides must be the same as the weight
of the measure before the test. The obvious solution to this problem is to use
the forward analysis of the operational semantics (8 8.4), which conserves that
relation by integrating the program counter into the machine state.
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On the other hand, the backwards analysis is a direct counterpart of the back-
wards analysis for Markov decision processes (8 8.3.1). We conclude that the
backwards analysis is to be preferred when following the denotational point of

view.



Chapter 14

The Abstract Monte-Carlo
Method

The methods exposed in the preceding chapters have focused on symbolically
representing measures, or measurable functions. We have not so far made use
of possibilities of the probabilities, among which the possibility of using some
probabilistic choice in the analyzer itself. This is after all a very familiar way of
proceeding: to study the respective probabilities of the faces of an imperfect die,
one can roll it a great number of times and count the frequencies of the outcomes.
We shall see here how to extend that approach using abstract interpretation.

14.1 The Monte-Carlo Testing Method

Monte-Carlo sampling is a widely used techniques in the resolution of probability
problems for which no analytical solution is known. Its name comes from it being
based on randomization, just like gambling in casinos. While its name would
make Monte-Carlo sampling look like an unsound, hazardous method, it actually
is a mathematically sound method. We shall begin by a summary on Monte-Carlo
sampling.

14.1.1 An Intuitive View

Monte-Carlo is a general term for a wide range of methods, all having in common
the use of random generators and statistical convergence. Here we consider the
problem of nding the probability that a certain event holds.

For instance, let us consider the random choice of a pidintuniformly
distributed in[0;1]2. We want to determine experimentally the probability of

197
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1

Figure 14.1: Computing=4 using the Monte-Carlo method.

the propertyP(M): “M belongs to the quarter-disc of center O and radius 1”
(Fig. 14.1). We can use the following algorithm:
cA O
fori= 1tondo
xA random
yA random
if x>+ y?- 1then
cA c+1
end if
end for
pA c=n

Of course, in our simple geometric case, using such a method would be very
inef cient, since there are faster methods of computing the desired area. Yet such
amethod is interesting if the shape the area of which is to be estimated is described
by a complex characteristic function. Program analysis is generally in this latter
case.

A lenghtier explanation of the Monte-Carlo method is featured in appendix B.
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14.1.2 The Monte-Carlo Testing Method Applied to Pro-
grams

The reader unfamiliar with probability theory is invited to consult appendix 6.3.3.

Let us consider a deterministic programvhose inpuix lies in X and whose
output lies inZ. For the sake of simplicity, we shall suppose in this sub-section
thatc always terminates. We shall naleK: X 7! Z the semantics af (such that
JcK(X) is the result of the computation ofon the inputx). We shall takeX and
Z two measurable spaces and constidaiito be measurable. These measurabil-
ity conditions are technical and do not actually restrict the scope of programs to
consider, since they are ful lled as long as all elementary operations (assignments,
arithmetic) have measurable semantics [54] — which is always the case for count-
able domains such as the integers, and is the case for elementary operations over
the real numbers.

Let us consider that the inputto the program is a random variable whose
probability measure ismand thatV p Z is a measurable set of nal states whose
probability we wish to measure. The probabilityWfis thereforen{JcK 1(W)).
Noting

1 if JK(X) 2 W

(X)) =
w(X) 0 otherwise,

this probability is the expectatidt,, .

Let us apply the Monte-Carlo method for averages to this random vari-
able t,, (see appendix B). Et,, is then approximated by random tri-
als:

cA O
fori= 1tondo
xA randon{m)
run progranct on inputx.

if program run ended in a state\ithen

cA c+1

end if

end for

pA c=n
A con dence interval can be supplied, for instance using the Chernoff-Hoeffding
bound (appendix B, inequation B.1): ttbereiat least aelprobability that the

true expectatiortt,, is less tharp®= p+ 1 Izonge (We shall see the implications

in terms of complexity of these safety margins in more detail in section 14.3; see
also Fig. 14.3).
This method suffers from two drawbacks that make it unsuitable in certain
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cases.

2 |t supposes that all inputs to the program are either constant or driven ac-
cording to a known probability distribution. In general, this is not the case:
some inputs might well be only speci ed by intervals of possible values,
without any probability measure. In such cases, it is common [61] to as-
sume some kind of distribution on the inputs, such as an uniform one for
numeric inputs. This might work in some cases, but grossly fail in others,
since this is mathematically unsound.

2 It supposes that the program terminates every time within an acceptable
delay.

We propose a method that overcomes both of these problems.

14.1.3 Abstract Monte-Carlo

We shall now consider the case where the inputs of the program are divided in
two: those, inX, that follow a random distributiomand those that simply lie in
some se¥. Now JcK: X£ Y ! Z. The probability we are now trying to quantify
isnfx2 Xj9y2Y Jekhyi 2 Wg.

Mathematical conditions

Some technical conditions must be met such that this probability is well-de ned;
namely, the space$ andY must be standard Borel spaces [38, Def. 12.5]. Since
countable setsR, products of sequences of standard Borel spaces are standard
Borel [38, 812.B], this restriction is of no concern to most semantics.

Let us rst prove that the probability we want to evaluate is well-de ned.

Lemma14.1.1.1f IcK: XE£ Y! Zis measurable, then for any measurableV¥,
fx2 Xj9y2 Y JcKx;yi 2 Wgis measurable for the completed measure.

Proof. Let us suppos& andY are standard Borel spaces [38, 812.B{.£ Y

is thus a Polish space [38, §3.A] such that the rst projectigris continuous.
LetA=fx2 Xj9y2 Y JeKhxyi 2 Wg; thenA= p,(JcK 1(W)). SinceJcKis a
measurable function anf is a measurable sekK 1(W) is a Borel subset in the
Polish spac&X £ Y. Ais therefore analytic [38, Def. 14.1]; from Lusin's theorem
[38, Th. 21.10], itis universally measurable. In particular, irisneasurable [38,
817.A]. mA) is thus well-de ned. O
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Noting
1 if9y2Y Jekhxyi2 W

(X)) =
w(X) 0 otherwise,

this probability is the expectatidt,, .

While it would be tempting, we cannot use a straightforward Monte-Carlo
method since, in generdy],, is not computable, even if we restrict ourselves to
programs that always terminate. Indeed:

Lemma 14.1.2.Let us consider a Turing-complete language L, and its subset
L; of programsN ! f 0;1g that terminate on all inputs. Let us consider. f

Ly !'f 0;1g such that {P) = 1if and only if9b 2 N JPK(b) = 1. Then f is

not computable.

Proof. Let us take a Turing machine (or program in a Turing-complete language)
F. There exists an algorithmic translation takiRgas input and outputting the
Turing machineé= computing the total function - such that

1 if F terminates iry or less steps on input

[ =hxyi = ,
J ey 0 otherwise.
Let us remark thaf terminates on all inputs. N

Let us takeX = Y = N andZ = f0; 1g and the progrank, and de net; 1g @S
before.t; 1g(x) = 1if and only if F terminates on input. It is a classical fact of
computability theory that thl?1g function is not computable for aff [68]. [

Abstract Interpretation Can Help

Abstract interpretation (see 86.2.3) is a general scheme for approximated analyses
of safety properties of programs. We use an abstract interpreter to compute a
functionT,, : X !'f 0;1g testing the following safety property:

2 Tyw(X) = 0 means that no value §f2 Y results inJcK(x;y) 2 W;
2 Ty(X) = 1 means that some valuep? Y mayresult inJcK(x;y) 2 W.

This means that for any, t,,(x) - Ty (X).

Let us note the intuitive meaning of such an approximation: since we cannot
check algorithmically whether some points belong to a certainﬁn(gi,gl(f 19)),
we check whether they belong to some area that is guaranteed to be a superset
of A. This is analogous to what would happen if we tried to compute the area
of our quarter disc (Fig. 14.1) but we were restricted to testing the belonging to,
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Figure 14.2: Computing=4 using an approximate Monte-Carlo method.

say, convex polygones. We could then use the following scheme: nd a convex
polygone enclosing the disc (Fig. 14.2) and compute the area of this polygon using
the Monte-Carlo method.
Let us use the following algorithm:
cAO
fori=1tondo
xA randon{m)
cA c+ Ty (X
end for
pA c=n
With the same notations as in the previous sub-sectffh: T,
As in the preceding section, we wish to obtain a con dence interval. Let us
taket > 0. Using the Chernoff-Hoeffding bound or some other bound, we obtain

an upper bound of Pr Et,,, t"+a . Sincetd - TV, the eventEt,, ,

TV(\;) + a is a sub-event oET,, Tv(vn) + a, thus we can meaningfully declare that

Pr Et,, . Tv(vn) +a - B. Thusany con dence upper bound obtained for the
concrete average is valid if considering the abstract averalgeparticular, the
Chernoff-Hoeffding bound establishes that thﬁ:rwt least a firobability that
the true expectatiofit,y is less tharp®= TV + i loge,

We shall see in the following section how to build abstract interpreters with a
view to using them for this Monte-Carlo method.
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14.2 Analysis Block-Structured Imperative
Languages

From the previous section, it would seem that it is easy to use any abstract inter-
preter in a Monte-Carlo method. Alas, we shall now see that special precautions
must be taken in the presence of calls to random generators inside loops or, more
generally, xpoints.

14.2.1 Concrete Semantics

We have for now spoken of deterministic programs taking one inpthosen
according to some random distribution and one input some domain. Calls to
random generators (such as the PO8F4And48() function [63]) are usually
modeled by a sequence of independent random variables. If a bounded number
of calls ( N) to such generators is used in the program, we can consider them
as input valuesx is then a tuplex;;:::;xy;vi wherex,, ..., X, are the values
for the generator and is the input of the program. If an unbounded number of
calls can be made, it is tempting to consider as an input a countable sequence of
values(xn),, Wherex; is the result of the rst call to the generator, the result
of the second call...; a formal description of such a semantics has been made by
Kozen [41,42].

Such a semantics is not very suitable for program analysis. Intuitively, an-
alyzing such a semantics implies tracking the number of calls made to number
generators. The problem is that such simple constructs as:

if (...) { random(); } else {}

are dif cult to handle: the countings are not synchronized in both branches.

Denotational Semantics for Non-Random Programs

We shall now propose another semantics, identifying occurrences of random gen-
erators by their program location and loop indices. The Backus-Naur form of the
programming language we shall consider is:

instruction::= elementary
J instruction; instruction
j if boolean_expr
then instruction
else instruction
endif
] while boolean_expr
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do instruction
done

We leave the subcomponents largely unspeci ed, as they are not relevant to our
method. elementaryinstructions are deterministic, terminating basic program
blocks like assignments and simple expression evaluatim®ean_expboolean
expressions, such as comparisons, have semantics as sets of acceptable environ-
ments. For instance,l@olean_expexpression canbe < y + 4 its seman-
tics is the set of execution environments where variablasdy verify the above
comparison. If we restrict ourselves to a nite numioeof integer variables, an
environment is just a-tuple of integers.

The denotational semantics of a code fragneista mapping from the set
of possible execution environments before the instruction into thé sigpossible
environments after the instruction. Let us take an example. If we take environ-
ments as elements @, representing the values of three integer variaileg
andz, thenJx:=y+z Kis the strict functionx;y;zi 7' hy+ zy,zi. Semantics of
basic constructs (assignments, arithmetic operators) can be easily dealt with this
forward semantics; we shall now see how to deal with ow control.

The semantics of a sequence is expressed by simple composition

qel; ezy: qezyiqely (14.1)

Tests get expressed easily, using as the semalckad a boolean expression

c the set of environments it matches:

qif c then e, else ezy(x) = ifx2 JcKthenqely(x) elseqezy(x)
(14.2)

and loops get the usual least- xpoint semantics (considering the point-wise exten-
sion of the Scott at ordering on partial functions)

Jwhile ¢ do fK = Ifp(If :I x:if x2 JcKthenf +JfK(X) elsex): (14.3)

Non-termination shall be noted I3y.

Our Denotational Semantics For Random Programs

We shall consider a nite séb of different generators. Each generagautputs a
random variableg with distributionng; each call is independent from the prece-
dent calls. Let us also consider the Baif program points and the sHf' of nite
sequences of positive integers. TheGet P£ N” shall denote the possible times
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in an execution where a call to a random generator is mhgigr, n,:::ni notes
the execution of program poiqtat then,-th execution of the outermost program
loop, ...,n-th execution of the innermost loop at that poi@tis countable. We
shall suppose that inside the inputs of the program there is for each gemngrator
G a family (@hp;wi )hp;wi2 c of random choices.
Our goal is to express the semantics of a progPeas a functiodPK: X£ Y !
Z whereX = g2 GF{3, R being the range of the random generator. The
semantics of the language then become:
For composition:
q y _qy qy
e, & = & t g (14.4)
Tests get expressed easily, using as the semalecked a boolean expression
c the set of environments it matches:

qif c then e, else ezyr:h/\r,xi=
if x2 JcKthenqely:hN, Xi elseqezy:h/v, xi (14.5)

Loops get the usual least- xpoint semantics (considering the point-wise ex-
tension of the Scott at ordering on partial functions):

Jwhile ¢ do fK :hwyx,i =
Ifp (If :I hwxi:if x2 JcKthenf £S+JfKhw xi) elsex):hl:wg; X, (14.6)

whereShcw,xi = h(c+ 1):w;xi. The only change is that we keep track of the
iterations of the loop.
As for random expressions,

Jp:random gK :hw; xi = @hp.wi (24.7)

wherep is the program point.

This semantics is equivalent to the denotational semantics proposed by Kozen
[41,42, 2nd semantics] and Monniaux [54], the semantic of a program being a
continuous linear operator mapping an input measure to the corresponding output.
The key point of this equivalence is that two invocations of random generators in
the same execution have different indices, which implies that a fresh output of
a random generator is randomly independent of the environment coming to that
program point.

14.2.2 Analysis

Let us apply the Monte-Carlo abstract interpretation technique (814.1.3) to our
concrete semantics (814.2.1). Let us rst recall that in this case, the random input
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generator named(for instascej can be textttdrand48() sandom() )...); for

a generatog, §; is a family §( of random choices.
oWl ppwi2 € _
We shall suppose we have a normal abstract interpreter for the target language
at our disposal. To adapt it to our probabilistic requirements, we shall rst add

the semantics of the random generators. FO{maIIy speaking, the semantics of an

operationJx:=random() Kis x:= @ga“dor.‘o) whereH ;:::;1ni is the tuple

il
of numbers of xpoinst iterations. T?is equality is lifted to abstract operations:
]

..... Ini
stract interpreter encounters a call to a random generator, it effectively computes
a random numbel and uses it as if it were interpreting the instructionC .

The problem now is that the abstract semantikssrandom() I{ may
change from iteration to iteration. How can we do xpoint computations? The
answer is to provide a second possible abstract semantics, not depending on the
current number of iterationgx:=random() }{K . This semantics treats the call
to the random generator as purely nondeterministic, it just asserts that the variable
X lies in the rangeR ,yom ©Of the random generatoandom() .

The Monte-Carlo abstract interpreter should therefore run as follows:

X:=random() K= x= an”dono) . This simply means that when the ab-
1

2 initial iterations of xpoints should be randomized;

2 when trying to stabilize the xpoint (computing successive iterations, possi-
bly with widenings, until a xpoint is reached), treat the random generators
as purely nondeterministic.

14.2.3 Arbitrary control- ow graphs

The abstract interpretation framework can be extended to logic languages, func-
tional languages and imperative languages with recursion and other “complex pro-
gramming mechanisms (call-by-reference, local procedures passed as parameters,
non-local gotos, exceptions)” [6]. In such cases, the semantics of the program are
expressed as a xpoint of a system of equations over parts of the domain of envi-
ronments. The environment in that case includes the program counter, call stack
and memory heap; of course a suitable abstract lattice must be used.
Analyzing a progran® written in a realistic imperative language is very sim-

ilar to analyzing the following interpreter:

sA initial state forP

while sis not a termination stat@o

sA N(s)
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end while

whereN(s) is the next-state function fd? (operational semantics). The abstract
analyzer analysis that loop using an abstract state and an abstract verBion of
Most analyses partition the domain of states according to the program counter, and
the abstract interpreter then computes the least xpoint of a system of semantic
equations.

Such an analysis can be randomized in exactly the same fashion as the one
for block-structured programs presented in the previous section. It is all the same
essential to store the generated values in a table such that backwards analysis can
be used.

14.2.4 Ineffective or unsound suggestions

In many cases, we shall analyze programs whose source of randomness is a
pseudo-random generator [40, chapter 3]. It is therefore possible to use ordinary
abstract interpretation to analyze them. This is a perfectly sound approach, albeit
an ineffective one. Abstract interpretation is designed to exhibit structures and
invariants in programs. A pseudo-random generator is designed to avoid exhibit-
ing any structure in its output. A pseudo-random generator whose behavior could
be analyzed by ordinary abstract interpretation would therefore be a low-quality,
predictible one.

It has also been suggested that we should randomize the end of the iterations
(that is, the nal part of terminating loops) as well as the initial sequence. Alas,
there does not seem to be a way to make this work easily. Let us take the following
program, whereandom() is 0 or 1 with probability 0.5:

n=0;
while (random()==0) n++;

Since the program terminates if and only if the lestdom() call is 1, a naive
randomization may conclude that the program terminates only half of the time.
This is false, since the program terminates with probability 1.

We could think of improving this method by randomizing taking into account
reachability conditions: termination of the program should be reachable from the
chosen random value. This is unfortunately not doable: there is no algorithmic
means to compute the set of random values that allow termination. Furthermore,
over-approximating this set would under-estimate the probability, while our aim is
to over-estimate the probability. It might be possible to achieve an over-estimation
result using backwards under-approximating abstract interpretation, but in any
case it would be dif cult and imprecise.
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Figure 14.3: Upper bound on the probability that the probability estimate exceeds
the real value by more thanfort = 0:01.

14.3 Complexity

The complexity of our method is the product of two independent factors:

2 the complexity of one ordinary static analysis of the program; strictly speak-
ing, this complexity depends not only on the program but on the random
choices made, but we can take a rough “average” estimate that depends
only on the program being analyzed,;

2 the number of iterations, that depends only on the requested con dence
interval; the minimal number of iterations to reach a certain con dence cri-
terion can be derived from inequalities [75, appendix A] such as inequation
(B.1) and does not depend on the actual program being analyzed.

We shall now focus on the latter factor, as the former depends on the particular
case of analysis being implemented.

Let us recall inequation (B.1): PEt,, tW+t - ¢ 20 |t means that to
get with1j e probability an approximation of the requgsted probability it is
suf cient to compute an experimental average ovpr’%9 trials.

This exponential improvement in quality (Fig. 14.3) is nevertheless not that

interesting. Indeed, in practice, we might warandt of the same order of mag-

nitude asm Let us takee = at wherea is xed. We then haven » | ";_gt which
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Figure 14.4: Numbers of iterations necessary to achieve a probability of false
report on the same order of magnitude as the error margin.

indicates prohibitive computation times for low probability events (Fig. 14.4).
This high cost of computation for low-probability events is not speci ¢ to our
method; it is true of any Monte-Carlo methaince it is inherent in the speed of
convergence of averages of identically distributed random variables; this relates
to the speed of convergence in the central limit theorem [75, ch 1], which says in
effect that the average of identically distributed random variables resembles a
Gaussian whose deviate decreasesinn:

Theorem 14.3.1 (central limit). Let X, X,,... be independent, identically dis-
tributed random variables having meanand nite nonzero variances?. Let
S = X + ¢¢€ X,. Then

T
limn! ¥P %p% x = F() (14.8)

WhereF (x) is the probability that a standard normal variable is less than x.

It can nevertheless be circumvented by tricks aimed at estimating the desired
low probability by computing some other, bigger, probability from which the de-
sired result can be computed.

Fortunately, such an improvement is possible in our method. If we know that
pl(JcK l(W)) U R, with a measurablB, then we can replace the random variable

ty by its restriction taR: t;; thenkt,, = Pr(R) :Et. If Pr(R) andEt,, are on
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the same order of magnitude, this means Eﬁﬁ)iR will be large and thus that the
number of required iterations will be lovuch a restricting R can be obtained by
static analysis, using ordinary backwards abstract interpretation.

A salient point of our method is that our Monte-Carlo computation$aylely
parallelizable, with linear speed-ups iterations on 1 machine can be replaced
by n=m iterations onm machines, with very little communication. Our method
thus seems especially adapted for clusters of low-cost PC with off-the-shelf com-
munication hardware, or even more distributed forms of computing. Another im-
provement can be to compute bounds for sevfadets simultaneously, doing
common computations only once.

14.4 Practical Implementation and EXxperi-
ments

We have a prototype implementation of our method, implemented on top of an or-
dinary abstract interpreter doing forward analysis using integer and real intervals.
Figures 14.5 to 14.7 show various examples for which the probability could be
computed exactly by symbolic integration. Figure 14.8 shows a simple program
whose probability of outcome is dif cult to gure out by hand. Of course, more
complex programs can be handled, but the current lack of support of user-de ned
functions and mixed use of reals and integers prevents us from supplying real-
life examples. We hope to overcome these limitations soon as implementation
progresses.

14.5 Equivalence of Semantics
We shall here prove that our semantics based on generator occurences are equiva-
lent to the denotational semantics given in §13.1.2.
Theorem 14.5.1.For any program P, for any subset W of the rangdei
(JPK,:m(W) = ( m- n)(IPK (W) (14.9)
Proof. Let us proceed by induction on the structure of the program.

Non-probabilistic constructs Let us apply the de nitions oprIﬁj and JpK
where p is a basic, non-probabilistic construct such as an assignment or
an arithmetic operation:

(JpK, :m(W) = m(JpK * (W)
= m- mp(IpK L(W) £ R)= m- myp(IpK *(W)) (14.10)
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int x, i
know (x>=0 && x<=2);
i=0;
while (i < 5)
{
x += coin_flip();
i++;
}
know (x<3);
Figure 14.5: Discrete probabilities. The analyzer establishes that,

with 99% safety, the probability p of the outcome X < 3) is less than
0.509 given worst-case nondeterministic choices of the precondition (
on x - i2). The analyzer usedh = 10000 random trials. ¢ Formally,
p is Pr coin_flip 210;1g°j9x2 [0;2]\ Z JPK(coin_flip  ;x)< 3. Each
coin_flip is chosen randomly ih0; 1g with a uniform distribution. The exact
value is0.5.

double x;

know (x>=0. && x<=1.);
x+=uniform()+uniform()+uniform();
know (x<2.);

Figure 14.6: Continuous probabilities. The analyzer establishes that,
with 99% safety, the probabilityp of the outcome X < 2) is less than
0.848 given worst-case nondeterministic choices of the precondition (
O"i X - 1). The analyzer used = 10000 random ¢rials. Formallyp is
Pr uniform 2 [0;1]%j9x 2 [0;1] JPK(uniform ;x) < 2 . Eachuniform is
chosen randomly if0; 1] with the Lebesgue uniform distribution.

The exact value is5 ¥4 0:833
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double x, i;
know(x<0.0 && x>0.0-1.0);
i=0.;

while (i < 3.0)

{
X += uniform();
i += 1.0;

}

know (x<1.0);

Figure 14.7: Loops. The analyzer establishes that, witB9%
safety, the probability p of the outcome X < 1) is less than B59
given worst-case nondeterministic choices of the preconditor Q" x >
iJI.). The analyzer usech = 10000 random trigls. Formally,p is
Pr uniform 2 [0;1]%] 9x 2 [0;1] JPK(uniform ;x)< 1. Eachuniform is
chosen randomly ifD; 1] with the Lebesgue uniform distribution. The exact value
is 5=6 ¥4 0:833

double x, vy, z;
know (x>=0. && x<=0.1);
z=uniform(); z+=z,
if (x+z<2.)
{
X += uniform();
} else
{

X -= uniform();

}
know (x>0.9 && x<1.1);

Figure 14.8: The analyzer establishes that, v@8%% safety, the probabil-
ity p of the outcome X > 0:9”" x< 1:1) is less thar0.225 given worst-case
nondetf:rministic choices of the precondition,( 0™ x - 0:1). Formally,
p is Pr uniform 2 [0;1])?j 9% 2 [0;0:1] JPK(uniform ;x) 2 [0:9;1:1] . Each
uniform is chosen randomly ifD; 1] with the Lebesgue uniform distribution.
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Random number generation Let us apply the de nitions ofrandom() K, and
Jrandom() K and the fact that is a product of independently distributed
measures, the one corresponding to this occurrencamafom() being

mandom() :

(Jrandom() K;:m}(W)= mE Myngomg (W)
= mE my(Jrandom() K *(W)) (14.11)

Composition Let us rst apply the induction hypothesis:

(o py ymW)=(p," & 'py im(w)
=(("p, - Znh)(quyi = oy miSp, W)y di(y)
= momp, SR, W)y da)
277

= ca(x¥i2) dn(x) dng(y) dm(2) (14.12)

whereA is the set of triplegx;y; 2) such that

xy) 2 o HETp, W) 2)
qy da VY1

'y) 2 W);
0 Py (XY) qS(ypzd g/)Z)

0 P, (P (X)) 2W: (14.13)

We also have
*q Vi1, %%
m- g Py Py, (W) cg(xy) dm(x) dmy(y) (14.14)

Thus the equality(qplthgzyp:nj(W) = (m- nﬁ)(qpl; pzyir 1(W))

equivalent  to Ca(Xy;2)  dnm(x) dni(y) dnip(2 =
Ccg(Xy) dm(x) dng(y).

Let us split the variableg andz into pairs(y,;y,) and(z;;z,) , the rst
element of which contains the sequences pertaining to program points in
p, and the second to program pointspg (or in other code fragments).
Since all random generators are independently distributedy, andz;

will be distributed according tag andy, andz, according tam, such that

MR = Np - Mk, Up to variable naming. Let us also de @kthe set of triples

(X;¥4,2,) such thatquyr (qplyr (Xy1):2,) 2 W (this is possible sincthe
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semantics ofp; only depend ony, and the semantics ofp, only depend
onz,).

Then
2727

CA(XY:2) dm(x) dry(y) dng(2)
77

= cA(;:Z (Zyl;yz): (21:2)) dm(x) dg, (yy) d (y,) dng, (z;) dg (2,)
= cC(x2 V zy) dg, (y1) dng (y,) dng, (z)) dng, (2,)

= 'Y1:2) d d
Sy Cc(X%Y1:2p) dmg (y1) dng, (2)

= (% (Y1:Y2): (Y1;¥2)) A (yy) dnig (y,)  (14.15)
The equality is thus established.

Tests Let us apply the de nition o1gif c then e, else %yp:

(qif c then e, else ezyp:n)(W)
=) 1t emowy+ (%) 21 _omow) (4.16)

We can apply the induction hypothesis, thus:

=(Fyem- m( e W) (1 cm- m(e W)
= m nh(qelyfr LW\ JeK+ m- %(q%y; Low)\ 3oy

Yi tw) (14.17)

r

= m- ngz(qif c then e, else e,
Loops Let us de neX,m as follows:

2 Xon=(W\ JK) £ R,

2 forO- m<n,
3

Xom= " [(xY) 70 (MW KX Y)W P (Kme 1)\ (JCKE R):

Let us show by induction onj mthat for alln, 0, 0- m- n, and all

S - nite measuremn
3

m mp(Xom) = f e (IFKEF ™ Tm (W) :
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m=n m- M) = m- MW\ JK) £ R) = mw\ XK) =
(f 1yeiMW)

0- m<n M- M) = Ca, (6Y) AN() dm(y) where (xy) 2
Anm 0 X2 3K (Mwe ITKXY)5Y) 2 X 10
y can be split into two variablesy; andy, such tha(x;y) 2 A, ;
only depends om andy,; andm:w,JfKx;y) only depends ox andy,.
By an abuse of notation, we shall wrig; (y;;Y,)) 2 Axm ( X2
JeKY (Mwr IFKXY,)5Yp) 2 X - Furthermorey, andy, are inde-
pendently distributed, according t%l andngz2 respectively. There-
fore

77

m- n?;(énzm) = CAn;m(X; (Y1) dm(X) dnhl(yl) dn?zz(yz) =
szn;rm 1(U;y1) d(‘]ﬂﬂ)if‘]d(: m(x) dnﬁl(yl) =

Ko 1(UrY) dQIFK £ 3, 0m)(x) dip(y) =
(Jflﬁ):n”)- M(Xyme 1)t (14.18)

Let us apply the induction hypothesis:
3

m n}!z(xn;m) - chI@ i(Jf}%if.]cK)ni (1) i‘]ﬂﬂJichK.m (W)
and we know have the property for rank

We can therefore apply this equality for thg's:

0 (14.19)

14.6 Variance reduction techniques

The problem of imprecision inherent in the statistical methods is the variance of
the sampled result. We shall see here that it is possible to improve this result given
some additionnal knowledge about the behavior of the system on different zones
of the input domain [70, 84.1].

The variancey,, of the system we test is equal pgpi 1). The variance/
of an-sample average M,=n. Let us now consider the method, widely used for
political and other social polls, where we partition the input domain mntmnes



216 CHAPTER 14. THE ABSTRACT MONTE-CARLO METHOD

(“socio-professional categories” in polling) that allegedly have different behavior
with respect to the studied problem; we then run separate polls in each of the
categories and take the weighted average of the result:

m
p= a pE (14.20)
k=1

wherep, is the probability of zond andE, the probability of the test taken on
that zone. We aim to approximate this result by takijgsamplegs,;);. ;. N in

zonek. The approximation is then

D op
P=a  a i (14.21)
k=1"‘ki=1
and its variance is
D pt
V=3 Nk (14.22)
k=1 "k

whereV, is the variance of, ;.

An interesting question is how to minimize this variance, keeping &, N,
constant — how to get the best result with a xed number of samples. To simplify
the case, we shall analyze it as if tNgwere real numbers, . The problem then
becomes that of nding a maximum of the function

D op?
V(X5 5%m) = & —KV, (14.23)
k=1 %

on the hyperplang, + ¢ ¢€ x, = N. Such a local optimum only happens where
the gradients of the two function¥ @ndx, + ¢Ig{+:_xk) are colinear, which means
that there existk such that for alk, N, = L:p,:" V,.

In a real implementation, we do not aim for an optimal repartition into sam-
pling zones; for soundness, any repartition will do to construct safety intervals.
On the other hand, we want heuristics to minimize the width of the safety inter-
vals. Given the above formula, it is a waste of time to allocate tests to zones of
small variance; and a4 = p,(1i p,) wherep, is the probability of the test on
zonek, V, » p, whenp, is small. Butp, itself can be estimated by sampling! The
zones to consider can be generated for instance from the output of a backwards
reachability analysis (see §8.3.1).

14.7 Discussion

We have proposed a generic method that combines the well-known techniques of
abstract interpretation and Monte-Carlo program testing into an analysis scheme
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for probabilistic and nondeterministic programs, including reactive programs
whose inputs are modeled by both random and nondeterministic inputs. This
method is mathematically proven correct, and uses no assumption apart from the
distributions and nondeterminism domains supplied by the user. It yields upper
bounds on the probability of outcomes of the program, according to the supplied
random distributions, with worse-case behavior according to the nondeterminism;
whether or not this bounds are sound is probabilistic, and a lower-bound of the
soundness of those bounds is supplied. While our explanations are given using a
simple imperative language as an example, the method is by no means restricted
to imperative programming.

The number of trials, and thus the complexity of the computation, depends on
the desired precision. The method is parallelizable with linear speed-ups. The
complexity of the analysis, or at least its part dealing with probabilities, increases
if the probability to be evaluated is low. However, static analysis can come to help
to reduce this complexity.

his sampling technique has the strong advantage that it can be quite easily
implemented onto an existing abstract interpreter. We implemented it into a small
prototype interpreter, and we collaborated in getting it implemented into a more
“real-life” system. Its sources of over-approximation are twofold:

2 the con dence interval, inherent to all sampling techniques;
2 the treatment of loops (stopping randomization);

2 the underlying abstract interpreter.

We can see two possible disadvantages to this method:

2 |t overestimates the power of the adversary, since it assumes it knows all the
future probabilistic choices. This is not of great consequence, since other
analysis methods tend to do the same to a certain extent.

2 1t only randomizes a pre x of the computation and approximates long-term
behavior. On the other hand, applying abstract interpretation and using a
widening operator to force convergence amounts to the same.

A third objection was made by H. Wiklicky, which is that with this method,
while the approximation introduced by the randomization can be controlled quite
strictly, the approximation introduced by abstract interpretation is unknown. In-
deed, the quality of a randomized abstract interpreter depends on the quality of
the underlying abstract interpreter, and current abstract domains do not give an
error amount. We hope that the current work on quantitative probabilistic abstract
interpretation [26] will bear some fruit.
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Chapter 15

Conclusion

The analysis of nondeterministic and probabilistic in nite state systems is a very
challenging enterprise. Indeed, the rst dif culty lies in providing a meaningful
semantics of those systems, especially since there are different ways to view the
same system with respect to the interleaving of probabilistic and nondeterministic
choices.

We proposed two classes of methods. The rst class of methods involves
the representation of symbolic sets of measures (forward analysis) or of sym-
bolic weight functions (backward analysis). As explained in the discussions of
those methods, the backward analysis is generally to be preferred for reasons both
of ease of implementation and of precision. While symbolic representations us-
ing linear combination of symbolic characteristic functions are dif cult to handle,
they provide “hard” upper bounds on the probabilities of properties. The domain
of Gaussian functions has some obvious limitations, especially with respect to the
tests, but provides a way to bound the in uence of the extreme values of the inputs
of the program.

The primary target of our analyses was to provide upper bounds on the proba-
bility of reaching certain states. We nevertheless allowed for more elaborate prop-
erties to be expressed, including fairness constraints, and extended the traditional
value iteration of Markov decision processes so as to apply to those extended prop-
erties. As usual in program analysis, termination analysis is harder than reachabil-
ity analysis, and the greatest- xpoint approach is not necessarily very effective.
On the other hand, probabilistic termination can be simpler than general termi-
nation: while general termination proofs involve nding a well-founded ordering
and showing that iterations descend in that ordering, proving probabilistic termi-
nation is proving that a real-valued decreasing sequence converges to zero. We
provided a domain aimed at proving probabilistic termination in the case of the
iteration counts following a sub-exponential queue.

The other class of methods is the Monte-Carlo randomization of a conven-
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tional abstract interpreter. This method is easy to implement given an existing

abstract interpreter, and the inherent slowness of Monte-Carlo computations can
be avoided by running preliminary analyses to narrow the scope of the sampling,

as well as by massive parallelization. We expect it to be the most applicable

method exposed in this thesis.

While the original goal was to provide analysis methods for trace properties
of embedded systems, we hope that those methods can be adapted for other uses.
For instance, oating-point systems have notoriously been dif cult to analyze, and
sutble analysis methods have been devised [67]; some of them use a probabilis-
tic model of error([78]. We hope that a method based on probabilistic abstract
interpretation may be proposed.
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Appendix A

Mathematical technicalities

In this thesis, we make ample use of many mathematical concepts. As some of
the de nitions and theorems used are largely independent of the context in which
they are used, and often are “classical” mathematical tools, I've chosen to group
them in this appendix, sorted by broad categories.

Some of the lemmas are trivial and thus given without proof. Some of the def-
initions and theorems are well-known, and given here only for the sake of coher-
ence of notation and self-containedness; they are given with pointers to textbooks.

A.1 Measure theory and integrals

One of the most essential results of Lebesgue's theory of integration is the follow-
ing [71]:

Theorem A.1.1 (Lebesgue's monotone convergence theorenbet (X; m) be a
measured space. Let be an q§cending sequence of functions, whfgse point-wise
Hnit is f. Then the sequencef,dmis also ascending antimy y f,dm=

fdm

A.2 Lattice Theory

A.2.1 Monotone operators and directed sets

De nition A.2.1. An ordered sefL;V ) is calldirectedif for all xandy in L there
existsz such that botlxv zandyv z

Lemma %.2.2. For any monotone operatof : X ! Y and subset K of X,
F(EKYw (o F(T).

223
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Proof. For anyf 2 K, f vt K andthus (f) v f(t K). The result follows. [

De nition A.2.3. LetL, andL, be two ordered sets. We say that a monotonic
functionf :L;! L,is

2 w-upper- cg_ntlnuous if for algy ascendlpg sequeQeg,,\ of elements of
L such that % g%, exists,f( foXn) = e F(Xn);

2 w-lower- co&mnuous if for any descend@g seque(Gg,, of elements of
L such that n—oXn exists, f ( n—oXn) = o f(Xn);

2 w-continuous Iif it is bothw-upper-continuous ang-lower-continuous.

Lemma A.2.4. The least upper bound of a setwfupper-continous functions is
w-upper-continous.

De nition A.2.5. LetL, andL, be two ordered sets. We say that a monotonic
functionf:L;! L,is

2 upper-continuous if for any totally ordered sublsedf L,, f(t K) =t f(K);
2 lower-continuous if for any totally ordered sub&eof L,, f(uK) = u f(K);

2 continuous if it is both upper-continuous and lower-continuous.

Lemma A.2.6. LetY be an ordered set. LEt: (X! [)! Y be a monotoniay-
Hpper- -continuous function. Let K be a directed subset bf X Thenf (t K) =

roi F ().

Proof. From lemma A.2.2f (t K) w - o F(F).
K is directed. From lemma 8.1.1, there exists an ascending sequence
fn Slrgch thatt nfﬁ = F. Sincef is w-upper-continuous, ,f(fy) = f(t K).
Eut nf(fn) v o ok F(f) since thef, belong toK. Thereforef (t K) v
ok F(F). O

De nition A.2.7. LetF andY be two ordered sets. L& F! Y be a set of
monotone operator® is said to beoptimizingifforall f 2 F,ff(f)jf 2 Ogis
directed.

Lemma A.2.8. 1f K p X! Iis directed and Qu (X {™" 1) {™" (X {™" 1) is
optimizing, therf f (f) j f 2 O™ f 2 Kgis directed.

Proof. Letf, andf, in O. Let f; andf, in K. K is directed, therefore there exists
fyin K such thatf; | f, andf;, f,. Ois optimizing, thusf(f;)jf 2 Ogis
directed, therefore there existg in O such thatf5(f;) , f,(f;) andfy(f;) ,
f,(fy). Sincef, andf, are monotonicf (f;) , f,(f)) andf,(fy), f,(f,).
Thenfy(fg), f,(f) andf,(fy), fo(f,).



A.2. LATTICE THEORY 225

A.2.2 Fixpoints
We are interested in xpoints over monotone operators over a complete lattice.

De nition A.2.9. A xpoint of a monotone operatdr: T! T over a complete
lattice is a poink 2 T such thatf (x) = x.

Theorem A.2.10 (Tarski). Letf be a monotone operator over a complete lattice
T. The set of xpoints of has a least element, notéd f , and a greatest element,
notedgfpf . Furthermore,

Ifpf = uf xj f(x) v xggfpf = tf xjxv f(x)g (A.1)

LemmaA.2.11.Lety be anw-upper-continuous operator over a complete lattice
T. Thenfpy = ,y"(?).

LemmaA.2.12.Lety be anw-upper-continuous operator over a complete lattice
T.Thenfpy = ,y"(?).

Lemma A.2.13. Let T, and T, be two complete lattices. Let : T, £T,! T,
be anw-upper-continuous operator. Then7y Ifp(x 7! y (x;y)) is an w-upper-
continuous operator.

Eroof. y7! Ifp(x 7! y (x;y)) is w-upper-continuous and thus (7! y (xy)) =
(Y 7! Ep(x 7! y (xy))) " (?). The result then follows from lemma A.2.4. [

We take the following from Cousot & Cousot [17, de nition 2.1]:

De nition A.2.14 (Upper iteration sequence).Let L be a complete latticenthe
smallest ordinal such that the clds$: d 2 ng has a cardinality greater than the
cardinality CardL) of LandF : L! L a monotone operator. Thetermed itera-
tion sequence for F starting with B L is the mtermed sequendd (D)) d2m Of
elements ot. de ned by trans nite recursion in the following way:

1. F9D)= D
2. F9(D) = F(F% (D)) for every successor ordindl2 m

F
3. F9(D) = Fb(D) for every limit ordinald 2 m

b<d

De nition A.2.15 (Limit of a stationary trans nite sequence). We say that the
sequencgX?) ,, .is stationaryif and only if 9e2 m:8b2 mb, e =) Xe=

XP, in which case thémit of the sequence X¢. We denote by lingX* this limit.
Such trans nite sequences enable giving a “constructive” version of Tarski's

theorem, without any hypothesis of continuity of the operator whose xpoint is
sought [17, corollary 3.3]:
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Theorem A.2.16. A mtermed upper iteration sequen¢e?(D)) 4o m fOr F start-

ing with D such that Fv F(D) is a stationary increasing chain, its limit
IimdFd(D) is the least xpoint of F greater than or equal to D.

A.2.3 Fixpoint transferts

Lemma A.2.17.Let T, and T, be two complete lattices. Let: T, ! T, be an
w-upper-continuous operator such tha(?) = ?. Lety,:T;! T, andy,:
T,! T, be twow-upper-continuous operators such thay+a = a+y,. Then
a(lfpy,) = Ifpy..

Proot. a(ipyy) = a( oy ()= nazyi(?)= " yH@E)= by, O

We of course have, dually:

Lemma A.2.18. Let T, and T, be two complete lattices. Let: T, ! T, be an
w-lower-continuous operator such that(>) = >. Lety,:T;! T, andy,:
T,! T, be twow-lower-continuous operators such that+a = a+y,. Then

a(gfpy,) = afpy..

Lemma A.2.19. Let T, and T, be two lattices. Lea : T;! T, be a monotone
operator. Lety, : ;! T,andy,:T,! T,betwo monotone operators such that
y,xa=azy,. If fisa xpointofy, thena(y,) isa xpointofy.,.

Proof. f,(x) = xthus[a+f (X)) = a(x). O
{z.}
fyxa

Lemma A.2.20. Let T, and T, be two lattices. Lea : T;! T, be a monotone,

upper-continuous operator. Let, : T, ! T, andy,:T,! T, be two monotone
operators such thag +y,(X) v y,xa(x) forall x2 T,. Then for all X2 T;, for

alld2 ma(yf(x) v y§(a(x).
Proof. Proof by trans nite induction o
2 d= 0, the inequation becomeqx) v a(x);

2 d is a successor ordinal; theaxyd(x) = a+y,(yJ (X)) v y,+
a(yfi 1(x)) by the hypotheses of the lemma; by the induction hypothe-
sis,a(y fi 1(x) v y Ji Y(a(x)); sincey , is monotonicy ,+a(y & (x)) v
yo(ydiHax)) = yda(x);
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2 lc:I is a limit ordinal; thenyl(x) = b<dyb(x) and yz(a(x)) =
b - b :
b<d¥ > (a(x);a(yy d(x)) = b<da(y (X)) sincea is upper-continuous;
by the induction thothesns fora< d, a(yb(x)) % yz(a(x)) and thus

p<g@(Y 2V gy 2(a(x); thereforea(y /() v y§(a(x). O

O

Corollary A.2.21. Let T, and T, be two lattices. Lea : T; ! T, be a monotone
upper-continuous operator such thaf? )= ?. Lety, : T,! T,andy,:T,! T,
be two monotone operators such tleaty ,(X) v y,xa(x) forall x2 T,. Then
a(lfpy)) v lfpy.,.

Proof. Applying theorem A.2.16, there exis{ ande, such that for allb , e,
y2(?)=Ifpy, andforallb, e,y2(?)= Ifpy, Lete= maxe;e,). The
Iemma givesus(y;(?)) v yZQ(Ff ;) thus the result. O

Lemma A.2.22. Let T, and T, be two lattices with a maximal element. L&t
T, ! T, be a monotone operator such tha{(>) = >. Lety, :T;! T, and
y,:T,! T, betwo monotone operators such tleaty,(x) v y,*a(x) for all
x2 T,. Thena(gfpy,) v gfpy..

Proof. Actually, the only property we shall use xf= gpryl isthatitisa xpoint

of y,. a(Xp) = axy (X)) v y,xa(xy). Since gfpy, = fyjyv y,(y)g (from
Th. A.2.10), the results follows. ]
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Appendix B

Estimating the probability of a
random event by the
Monte-Carlo method

We consider a system whose outcome (success or failure) depends on the value
of a parametek, chosen in the seX according to a random distribution The
behavior of this system is described by a random varighl& ! f 0;1g, where

0 means success and 1 failure.

The law of large numbersays that if we independently choose inpus
with distribution m and compute the experimental avera® = &7, V(x),
then limy V(™ = EV with probability 1, wherdEV is the expectation of failure.
Intuitively, it is possible to estimate accuratdly by effectively computing/ ("
for a large enough value of

Just how far should we go? Unfortunately, a general feature of all Monte-Carlo
methods is their slow asymptotic convergence speed. Indeed, the distribution of
the experimental averayyé" is a binomial distribution centered arouie. With
large enough values of (sayn, 20), this binomial distribution behaves mostly
like a normal (Gaussian) distribution (Fig. B.1) with mearrs EV and standard
deviatep—(éiﬁ—p). More generally, the central limit theorem (Th. 14.3.1) predicts
that the average of random variables identically distributed as has the same ex-
pectationEV asV and standard deviaﬂéﬁ wheres is the standard deviate Wf.

The standard deviate measures the error margin on the computed result: samples
from a gaussian variable centeredxgnand with standard deviate fall within
[Xgi 2S;Xy+ 2s] about 95% of the time.

We can better evaluate the probability of underestimating the probability by
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0.4 . .
0.35}-

0.3}
0.25}

exp(j {2:2) —

68%in[j s;s]

95% in[j 2s;2s]

—~+ O

Figure B.1: The Gaussian normal distribution centered on 0, with standard devi-
ate 1.

more thart using the Chernoff-Hoeffding [32] [75, inequality A.4.4] bounds:
s .

PrEV, VW4t . g2 (B.1)

This bound, fully mathematically sound, means that the probability of underesti-
matingV usingV(™ by more thar is less tharei 2.

Any Monte-Carlo method has an inherent margin of error; this margin of error
is probabilistic, in the sense that facts such as “the value we want to compute is in
the interval[a; b]” are valid up to a certain probﬁbility. The size of the interval of
safety for a given probability of error varies i1 n.



Bibliographie

[1] Luca de Alfaro. Formal Veri cation of Probabilistic SystemsPhD thesis,
Stanford University, Department of Computer Science, June 1998. CS-TR-

98-1601.
ftp://cstr.stanford.edu/pub/cstr/reports/cs/tr/98/1601

[2] J.M. Arnaudies and H. Frayss€ours de mathématiques, 4 : Algebre bili-
néaire et géométrieDunod Université, 1990.

[3] Christel Baier, Edmund M. Clarke, Vasiliki Hartonas-Garmhausen, and
Marta Kwiatkowska. Symbolic model checking for probabilistic processes.
In P. Degano, R. Gorrieri, and A. Marchetti-Spaccamela, edifarsgmata,
Languages and Programming (ICALP '9®olume 1256 of_ecture Notes
in Computer Sciencé&pringer-Verlag, 1997.

[4] Christel Baier and Marta Z. Kwiatkowska. Domain equations for probabi-
listic processes. Technical Report CSR-97-7, University of Birmingham,
School of Computer Science, July 1997.
ftp://ttp.cs.bham.ac.uk/pub/tech-reports/199 //CSR-9/-07.ps.
gz

[5] A. Bianco and L. de Alfaro. Model checking of probabilistic and nondeter-
ministic systems. I+ST TCS 95 : Foundations of Software Technology and
Theoretical Computer Scienceolume 1026 ol ecture Notes in Computer
Sciencepages 499-513. Springer-Verlag, 1995.

[6] Francois BourdoncleSémantiques des Langages Impératifs d'Ordre Supé-
rieur et Interprétation AbstraitePhD thesis, Ecole Polytechnique, 1992.

[7] C.Baier, M.Kwiatkowska, and G.Norman. Computing probability bounds
for linear time formulas over concurrent probabilistic syster&$ectronic
Notes in Theoretical Computer Scien24, 1999.

[8] Jean-Marie Chesneaux and Jean Vignes. Sur la robustesse de la méthode
CESTAC.C. R. Acad. Sci. Paris Sér. | Matt807(16) :855-860, 1988.

[9] Philippe G. Ciarletintroduction a I'analyse numérique matricielle et a I'op-
timisation Masson, Paris, 1982.

231



232 BIBLIOGRAPHIE

[10] Edmund M. Clarke, Jr, Orna Grumberg, and Doron A. Pelgiddel Che-
cking MIT Press, 1999.

[11] Rance Cleaveland, Scott A. Smolka, and Amy E. Zwarico. Testing preorders
for probabilistic processes. In Werner Kuich, edithutomata, Languages
and Programming, 19th International Colloquiywolume 623 ofLecture
Notes in Computer Sciencpages 708-719, Vienna, Austria, 13-17 July
1992. Springer-Verlag.

[12] C. Courcoubetis and M. Yannakakis. Markov decision processes and regu-
lar events. InProc. ICALP'9Q volume 443 ofLecture Notes in Computer
Sciencepages 336—-349. Springer-Verlag, 1990.

[13] P. Cousot. Constructive design of a hierarchy of semantics of a transition
system by abstract interpretatidBlectronic Notes in Theoretical Computer

Science6, 1997.
http://www.elsevier.nl/locate/entcs/volume6.html

[14] P. Cousot and R. Cousot. Static determination of dynamic properties of
programs. InProceedings of the Second International Symposium on Pro-
gramming pages 106-130. Dunod, Paris, France, 1976.

[15] P. Cousot and R. Cousot. Abstract intrepretation : a uni ed lattice model for
static analysis of programs by construction or approximation of xpoints. In
Conference Record of the 4th ACM Symposium on Principles of Program-
ming Languageages 238-252, Los Angeles, CA, January 1977.

[16] Patrick Cousot.Méthodes itératives de construction et d'approximation de
points xes d'opérateurs monotones sur un treillis, analyse sémantique de
programmes Thése d'état és sciences mathématiques, Université scienti -
gue et médicale de Grenoble, Grenoble, France, 21 mars 1978.

[17] Patrick Cousot and Radhia Cousot. Constructive versions of Tarski's xed
point theoremsPaci ¢ J. Math,, 82(1) :43-57, 1979.

[18] Patrick Cousot and Radhia Cousot. Abstract interpretation and application
to logic programsJ. Logic Prog, 2-3(13) :103-179, 1992.

[19] Patrick Cousot and Radhia Cousot. Introduction to abstract interpretation.
Notes de cours du DEA, extraites de [18], 1998.
http://www.dmi.ens.tr/~cousot/cours/IDEASP2/CoursDEA SP2
1998 JLP 92.ps.gz

[20] Patrick Cousot and Nicolas Halbwachs. Automatic discovery of linear re-
straints among variables of a program. Rroceedings of the Fifth Confe-
rence on Principles of Programming Languag8€M Press, 1978.

[21] Didier Dacunha-CastelleChemins de I'Aléatoire — Le hasard et le risque
dans la société modern€hamps. Flammarion, 1999.



BIBLIOGRAPHIE 233

[22] L. de Alfaro and R. Majumdar. Quantitative solution of omega-regular
games. I'6TOC'01, 33rd Annual ACM Symposium on Theory of Computing
Association for Computer Machinery, 2001.

[23] Luca de Alfaro, Marta Kwiatkowska, Gethin Norman, David Parker, and
Roberto Segala. Symbolic model checking of probabilistic processes using
MTBDDs and the kronecker representation. TRRCAS'2000volume 1785
of Lecture Notes in Computer Scien&pringer-Verlag, January 2000.

[24] Alain Deutsch. Interprocedural may-alias analysis for pointers : Beyond
k-limiting. In Proceedings of the ACM SIGPLAN'94 Conference on Pro-
gramming Language Design and Implementation (PL[PHges 230-241,
Orlando, Florida, 20-24 June 1998IGPLAN Notice29(6), June 1994.

[25] Alain Deutsch. Semantic models and abstract interpretation techniques for
inductive data structures and pointersPimceedings of the ACM SIGPLAN
Symposium on Partial Evaluation and Semantics-Based Program Manipula-
tion, pages 226-229, La Jolla, California, June 21-23, 1995.

[26] Alessandra Di Pierro and Herbert Wiklicky. Concurrent constraint program-
ming : Towards probabilistic abstract interpretation. 2imd International
Conference on Principles and Practice of Declarative Programming (PPDP
2000) 2000.

[27] J.L. Doob.Measure Theorywolume 143 ofGraduate Texts in Mathematics
Springer-Verlag, 1994.

[28] Free Software FoundatioNU Octave : A high-level interactive language
for numerical computations
http://www.octave.org/doc/octave toc.html

[29] Philippe Granger. Improving the results of static analyses programs by local
decreasing iteration. In R. K. Shyamasundar, edkogndations of Soft-
ware Technology and Theoretical Computer Science, 12th Conference, New
Delhi, India, volume 652 ofLecture Notes in Computer Sciengages 68—

79. Springer-Verlag, December 1992.

[30] Hans Hansson and Bengt Jonsson. A logic for reasoning about time and
reability. Technical Report R90-13, Swedish Institute of Computer Science,
December 1990.
ftp://ftp.sics.se/pub/SICS-reports/Reports/

SICS-R--90-13--SE.ps.Z

[31] Jifeng He, K. Seidel, and A. Mclver. Probabilistic models for the guarded

command languagécience of Computer Programmir2i(2—3) :171-192,

April 1997. Formal speci cations : foundations, methods, tools and applica-
tions (Konstancin, 1995).



234 BIBLIOGRAPHIE

[32] Wassily Hoeffding. Probability inequalities for sums of bounded random
variables.J. Amer. Statist. Assq&8(301) :13-30, 1963.

[33] Evert Hoek. Practical rock engineering.  Technical report, Evert
Hoek Consulting Engineer Inc., 2000. Available framtp://www.
rockscience.com/roc/Hoek/Hoeknotes2000.htm

[34] Michael Huth and Marta Kwiatkowska. On probabilistic model checking.
Technical Report CSR-96-15, University of Birmingham, School of Com-
puter Science, August 1996.
ftp://ftp.cs.bham.ac.uk/pub/tech-reports/1996/CSR-96- 15.ps.

(O)4

[35] Claire Jones. Probabilistic Non-Determinism PhD thesis, University of
Edinburgh, 1990.

[36] A. Jung and R. Tix. The troublesome probabilistic powerdomain. In
A. Edalat, A. Jung, K. Keimel, and M. Kwiatkowska, edito”Pypceedings
of the Third Workshop on Computation and Approximatigalume 13
of Electronic Notes in Theoretical Computer Sciené&gdsevier Science
Publishers B.V., 1998. 23 pages.
http://\www.elsevier.nl/cas/tree/store/tcs/tree/noncas/pc/
menu.htm

[37] Howard Karloff. Linear Programming Birkh&auser-Verlag, Boston, 1991.

[38] Alexander S. Kechris.Classical descriptive set thearyGraduate Texts in
Mathematics. Springer-Verlag, New York, 1995.

[39] Donald E. Knuth. The Art of Computer ProgrammingAddison-Wesley,
1969.

[40] Donald E. Knuth.The Art of Computer Programming, volume 2 : Seminu-
merical Algorithms Addison-Wesley, 1969.

[41] D. Kozen. Semantics of probabilistic programs. 20th Annual Sympo-
sium on Foundations of Computer Scienpages 101-114, Long Beach,
Ca., USA, October 1979. IEEE Computer Society Press.

[42] D. Kozen. Semantics of probabilistic progran#surnal of Computer and
System Science22(3) :328-350, 1981.

[43] Marta Kwiatkowska and Gethin Norman. Metric denotational semantics for
PEPA. Technical Report CSR-96-11, University of Birmingham, School of
Computer Science, June 1996.
ftp://ftp.cs.bham.ac.uk/pub/tech-reports/1996/CSR-96-11.ps.
ys

[44] Marta Kwiatkowska, Gethin Norman, David Parker, and Roberto Segala.
Symbolic model checking of concurrent probabilistic systems using mtbdds
and simplex. Technical Report CSR-99-1, University of Birmingham, 1999.



BIBLIOGRAPHIE 235

[45] Marta Z. Kwiatkowska, Gethin Norman, Roberto Segala, and Jeremy
Sproston.  Verifying quantitative properties of continuous probabilistic
timed automata. Technical Report CSR-00-6, University of Birmingham,
School of Computer Science, March 2000.
ftp://ttp.cs.bham.ac.uk/pub/tech-reports/2000/CSR-00-06.ps.
gz

[46] Marta Z. Kwiatkowska, Gethin Norman, Roberto Segala, and Jeremy Spros-
ton. Verifying quantitative properties of continuous probabilistic timed au-
tomata. In C. Palamidessi, edit® ONCUR 2000 - Concurrency Theory
11th International Confereng&umber 1877 in Lecture Notes in Computer
Science. Springer-Verlag, 2000.

[47] Kim G. Larsen and Arne Skou. Bisimulation through probabilistic testing.
Information and Computatiqr94(1) :1-28, September 1991.

[48] Michael L. Littman, Anthony R. Cassandra, and Leslie Pack Kaelbling. Ef -
cient dynamic-programming updates in partially observable markov decision
processes. Technical Report CS-95-19, Brown University, 1995.

[49] Gavin Lowe. Representing nondeterminism and probabilistic behaviour in
reactive processes. Technical Report TR-11-93, Oxford University, 1993.

[50] A. Mclver. Reasoning about ef ciency within a probabilistic-calculus.
In Proc. of PROBMIVY pages 45-58, 1998. Technical Report CSR-98-4,
University of Birmingham, School of Computer Science.

[51] A. K. Mclver and Carroll Morgan. Partial correctness for probabilistic de-
monic programsTheoretical Computer Scienc@66(1-2), September 2001.

[52] Antoine Miné. A new numerical abstract domain based on difference-bound
matrices. In Olivier Danvy and Andrzej Filinski, editoRrograms as Data
Objects, PADO 2001volume 2053 ol_ecture Notes in Computer Science
pages 155-172. Springer-Verlag, 2001.

[53] John C. Mitchell. Foundations for Programming Language$IT Press,
1996.

[54] David Monniaux. Abstract interpretation of probabilistic semanticsSen
venth International Static Analysis Symposium (SAS'@0mber 1824 in
Lecture Notes in Computer Science. Springer-Verlag, 2000. Extended ver-
sion on the author's web site.

[55] David Monniaux. An abstract analysis of the probabilistic termination of
programs. Ir8th International Static Analysis Symposium (SAS'@ujmber
2126 in Lecture Notes in Computer Science. Springer-Verlag, 2001.

[56] David Monniaux. An abstract Monte-Carlo method for the analysis of pro-
babilistic programs (extended abstract) 2Bth Symposium on Principles of



236 BIBLIOGRAPHIE

Programming Languages (POPL '0lpages 93-101. Association for Com-
puter Machinery, 2001.

[57] David Monniaux. Backwards abstract interpretation of probabilistic pro-
grams. InEuropean Symposium on Programming Languages and Systems
(ESOP '01) number 2028 in Lecture Notes in Computer Science. Springer-
Verlag, 2001.

[58] Carroll Morgan, Annabelle Mclver, Karen Seidel, and J. W. Sanders. Proba-
bilistic predicate transformers. Technical Report TR-4-95, Oxford Univer-
sity, February 1995.

[59] Jacques NevelMathematical Foundations of the Calculus of Probabilities
Holden-Day, 1965.

[60] Jacques NevelBases mathématiques du calcul des probabilildasson et
Cie, Editeurs, Paris, 1970. Préface de R. Fortet. Deuxiéme édition, revue et
corrigée.

[61] Simeon Ntafos. On random and partition testing. In Michal Young, editor,
ISSTA 98 : Proceedings of the ACM SIGSOFT International Symposium on
Software Testing and Analysigzages 42-48, 1998.
http://www.acm.org/pubs/articles/proceedings/issta/271771/
p42-ntatos/p42-ntatos.pdf

[62] Panel on Statistical Methods in Software EngineeriBSgatistical Software
Engineering National Academy of Sciences, 1996.
http://bob.nap.edu/readingroom/books/statsoft/contents.html

[63] The Open GroupSingle Unix Speci cation, Version. 2
http://www.opengroup.org/onlinepubs/007908799/

[64] Martin L. Puterman.Markov decision processes : discrete stochastic dyna-
mic programming Wiley series in probability and mathematical statistics.
John Wiley & Sons, 1994.

[65] G. Ramalingam. Data ow frequency analysis. Rfnoceedings of the ACM
SIGPLAN '96 Conference on Programming Language Design and Imple-
mentation pages 267-277, Philadelphia, Pennsylvania, 21-24 May 1996.

[66] Norm Rasmussen. Reactor safety study — an assessment of accident risks in
u. s. commercial nuclear power plants. Technical Report (NUREG-75/014)
WASH-1400, U.S. Nuclear Regulatory Commission, Washington D. C. : Go-
vernment Printing Of ce, 1975.

[67] Eric Goubault. Static analyses of oating-point operationsStatic Analysis
(SAS '01) Lecture Notes in Computer Science. Springer-Verlag, July 2001.

[68] Hartley Rogers, JiTheory of recursive functions and effective computability
McGraw-Hill, 1967.



BIBLIOGRAPHIE 237

[69] Rote. Path problems in graphs. In G. Tinhofer, E. Mayr, H. Noltemeier, and
M. M. Syslo, editorsComputational Graphs Thegrmumber 7 in Compu-
ting supplement. Springer, 1990.

[70] Reuven Y. Rubinstein.Simulation and the Monte-Carlo Methodwiley
series in probabilities and statistics. John Wiley & Sons, 1981.

[71] Walter Rudin.Real and Complex AnalysidcGraw-Hill, 1966.
[72] Bruce SchneierApplied CryptographyWiley, second edition, 1996.

[73] Robert Sedgewick and Philippe Flajoletn Introduction to the Analysis of
Algorithms Addison-Wesley Publishing Company, 1996.

[74] Roberto Segaldviodeling and Veri cation of Randomized Distributed Real-
Time Systems PhD thesis, Massachusetts Institute of Technology, 1995.
Technical report MIT/LCS/TR-676.
http://cs.unibo.it/~segala/www/pub/phd.tar.gz

[75] Galen R. Shorack and Jon A. WellndEmpirical Processes with Applica-
tions to Statistics Wiley series in probability and mathematical statistics.
John Wiley & Sons, 1986.

[76] W. Thomas. Automata on in nite objects. In J. van Leeuwen, edhiamnd-
book of Theoretical Computer Science, vo). gages 135-191. Elsevier,
1990.

[77] P. Thévenod-Fosse and H. Waeselynck. Statemate applied to statistical soft-
ware testing pages 99-109. Proceedings of the 1993 international sympo-
sium on Software testing and analygsiges 99-109. Association for Com-
puter Machinery, June 1993.

[78] J. Vignes. A stochastic arithmetic for reliable scienti c computatibtath.
Comput. Simulation35(3) :233-261, 1993.

[79] J. Vignes and R. Alt. An ef cient stochastic method for round-off error
analysis. InAccurate scienti c computations (Bad Neuenahr, 19§&ges
183-205. Springer, Berlin, 1986.

[80] Glynn Winskel. The Formal Semantics of Programming LanguagbHdT
Press, Cambridge, Massachusetts, 1993.



Index

abstract
interpretation 66
aléatoire
variable 18
algorithmes
randomisés 19
analytique
fonction 19

approximation
in abstract interpretation 67
automata
Bichi 92
deterministic 94

Bichi
acceptance 91
automata 92
deterministic 94
Bellman
equation 151
bound
Chernoff-Hoeffding 162

central limit
theorem 209
Chernoff

Chernoff-Hoeffding bound

162
closure
transitive-re exive 71
complexité 19
dans le pire cas 19
moyenne 19
compositional

semantics 64
concentrated

measure 69
con ance

intervalles de 18
continuous 224

dénotationnelle

sémantique 18
data- ow analysis

distributive 149
density 69
deterministic

program 63
Dirac

measure 68
directed

ordered set 223

espérance 18

fairness 32
fonction

analytique 19
function

measurable 68

halting problem 65
Hoeffding
Chernoff-Hoeffding
162

induction
trans nite 225
integral 75

bound



INDEX

interpretation
abstract 66
interval
analysis 67
intervalles
de conance 18
lonescu Tulcea
theorem of 79
iteration
asynchronous 110
chaotic 110
value 96

linear programming 151
linear time logic 92
liveness 90

LTL 92

métrique du logiciel 17
Markov
chain 7372
decision process 80
decision processes
partially observable 84
measurable
function 68
space 68
measure
Dirac 68
Lebesgue 68
positive 68
probability 69
product 69
S-nite 69
sub-probability 69
memoryless
policy 84
minimax 105
model-checking 19
monotone
operators 67

239

Monte-Carlo
method 18
testing method 229197

nondeterministic
program 63

w-continuous 224
w-lower-continuous 224
w-upper-continuous 224
ordinal 225

point mass 68
policy 80
memoryless 8498
stationary 84105
polyhedra
program analysis using 67
potentiality
function 74
power-set 67
predecessor
states 71
probabilistic
program 64
probability
measure 69
transition 75
composition of 76
product
measure 69
program
deterministic 63
nondeterministic 63
probabilistic 64
probabilistic and nondeterminis-
tic 64

randomisés

algorithmes 19
reachability 90
recursive



240

function 65
set 65
rock—paper-scissors 105

sécurité
propriété de 19
sémantique
dénotationnelle 18
safety 90

semantics 64
denotational 64
operational

small-step 64
sequence
upper iteration 225
limit of 225
s-algebra 68
software engineering
statistical 17
space

measurable 68
state

accessible 71
stationary

policy 84105
successor

states 71
summing valuator 91

test
statistical 18
trace 72
possible 72
trans nite
induction 225
transition
probability 75
relation 71
system 71
transition systems
probabilistic 73

INDEX

uniform
distribution 18
upper-continuous 224

value
iteration 96
of a Markov decision process
84

widening operator 107



Table des gures

2.1
2.2

3.1
3.2
3.3
3.4

4.1
4.2
4.3
4.4
4.5

5.1
5.2
5.3

7.1
7.2
7.3

7.4
7.5
7.6

8.1
8.2

9.1

Automates de Bulchi pour diverses conditions . . . . . ... ... 31
Analyse de plus grands points xes: intrinsequement imprécise. . 37
Unevaleurabstraite . . . . . . ... ... .. ... ........ 44
Une valeur abstraite apresuntest . . . . . ... ... ... .... 44
Addition abstraite de sous-exponentielles . . . . ... ... ... 46
Addition abstraite de sous-exponentielles . . . .. .. ... ... 47
Exemple de fonctionenescalier . . ... .. ... ........ 50
Deux abstractions du méme choix non-déterministe . . . . . . . . 51
Abstraction d'un générateur aléatoire a l'aide de tranches . . . . . 53
Deux abstractions de la méme fonction de potentialité . . . . . . . 54
Une gaussienne généralisée . . . . . . ... .. ... ... .... 55
Calcul dgp=4 par la méthode de Monte-Carlo. . . . . .. .. .. 58
Calcul dep=4 par une méthode de Monte-Carlo approximé. . . . 59
Majorant de la probabilité que I'estimation de probabilité calculée
excede la vraie valeur de plusdeourt = 0:01. . ... ... .. 60

A deterministic transitionsystem . . . . . . ... ... ... L. 72
A probabilistic transition system . . . . .. ... ... ... 73
Nondeterminism vs probabilities in graphical notation. Edges are
labeled by the value chosen in the probabilistic or nondeterminis-
ticchoice. . . . . . . . . .. 74

A probabilistic-nondeterministic transition system . . . . . . . .. 81
Another probabilistic-nondeterministic transition system . . . . . 81
Choice between two different transition probabilities . . . . . .. 82
Blchi automata for various conditions . . . . . .. ... ... .. 93
Greatest xpoint analysis is inherent imprecise. . . . . .. .. .. 106
Anabstractvalue . . . ... ... .. .. 120



242

9.2 Anabstractvalue afteratest . . ... .. .. ........... 120
9.3 Experimentalresults . . ... ... ... .. ........... 125
9.4 Experimental results with bigger outputsamples . . . . . ... .. 126
9.5 Experimental results with smaller input discretization . . . . . . . 126
9.6 Exampleofastepfunction . . . ... ... ... ......... 137
9.7 Two abstractions of the same nondeterministic choice . . . . . . . 139
9.8 Abstraction of a random generator by slicing. . . . .. ... ... 141
9.9 Two approximations of the same potentiality function . . . . . . . 142
9.10 Construction of approximations of weight functions. . . . . . .. 143
9.11 Simplicationstep . . . . . .. ... ... 145
11.1 Abstract addition of sub-exponentials . . . .. ... ... .. .. 157
11.2 Abstract addition of sub-exponentials . . . . .. ... .. .... 158
12.1 An extended Gaussian distribution . . . . . . ... ... ... 164
12.2 No greatest lower bound among parabolas . . . . . ... ... .. 165
12.3 Common lower bounds in quadratic polynomials . . . . ... .. 167
12.4 Common upper bound in Gaussians . . . . . . ... ... .. .. 168
12.5 Common upper bounds fortwo ellipses. . . . . . ... ... ... 174
13.1 A simple probabilisticprogram . . . . . ... ... ... 187
13.2 Weightfunction.. . . . . . .. ... .. ... o 187
13.3 Another probabilistic program . . . .. .. ... ... ... ... 188
13.4 Weightfunction.. . . . . . . .. .. .. .. ... 189
14.1 Computingp=4 using the Monte-Carlo method. . . . . . . . . .. 198
14.2 Computingp=4 using an approximate Monte-Carlo method. . . . 202
14.3 Upper bound on the probability that the probability estimate ex-
ceeds the real value by more thiafiort = 0:01. . . . . ... ... 208
14.4 Numbers of iterations necessary to achieve a probability of false
report on the same order of magnitude as the error margin. . . . . 209
14.5 Monte-Carlo on discrete probabilites . . . . ... ... ..... 211
14.6 Monte-Carlo on continuous probabilities . . . . . .. ... .. .. 211
14.7 Monte-Carloonloops . . . . . . . .. ... ... ... ...... 212
14.8 Monte-Carlo safetybounds . . . . . .. ... ... ... ..... 212

B.1 The Gaussian normal distribution . . . . . . . ... ... ..... 230



L'étude de programmes probabilistes intéresse plusieurs domaines de l'informatique : les ré-
seaux, I'embarqué, ou encore la compilation optimisée. C'est tdche malaisée, en raison de l'in-
décidabilité des propriétés sur les programmes déterministes a états in nis, en plus des dif cultés
provenant des aspects probabilistes.

Dans cette these, nous proposons un langage de formules permettant de spéci er des pro-
priétés de traces de systemes de transition probabilistes et non-déterministes, englobant celles
spéci ables par des automates de Biichi déterministes. Ces propriétés sont en général indécidables
sur des processus in nis.

Ce langage a a la fois une sémantique concréte en termes d'ensembles de traces et une séman-
tique abstraite en termes de fonctions mesurables. Nous appliquons ensuite des techniques d'in-
terprétation abstraite pour calculer un majorant de la probabilité dans le pire cas de la propriété
étudiée et donnons une amélioration de cette technique lorsque I'espace d'états est partitionné,
par exemple selon les points de programme. Nous proposons deux domaines abstraits convenant
pour cette analyse, I'un paramétré par un domaine abstrait non probabiliste, I'autre modélisant les
gaussiennes étendues.

Il est également possible d'obtenir de tels majorants par des calculs propageant les mesures
de probabilité en avant. Nous donnons une méthode d'interprétation abstraite pour analyser une
classe de formules de cette facon et proposons deux domaines abstraits adaptés a ce type d'ana-
lyse, I'un paramétré par un domaine abstrait non probabiliste, I'autre modélisant les queues sous-
exponentielles. Ce dernier permet de prouver la terminaison probabiliste de programmes.

Les méthodes décrites ci-dessus sont symboliques et ne tirent pas parti des propriétés statis-
tiques des probabilités. Nous proposons d'autre part une méthode de Monte-Carlo abstrait, utilisant
des interpréteurs abstraits randomisés.

Mots clés : probabilités, non-déterminisme, interprétation abstraite, méthode de Monte-Carlo,
processus décisionnels de Markov

The study of probabilistic programs is of considerable interest for the validation of networking
protocols, embedded systems, or simply for compiling optimizations. It is also a dif cult matter,
due to the undecidability of properties on in nite-state deterministic programs, as well as the
dif culties arising from probabilistic aspects.

In this thesis, we propose a formulaic language for the speci cation of trace properties of
probabilistic, nondeterministic transition systems, encompassing those that can be speci ed using
deterministic Buchi automata. Those properties are in general undecidable on in nite processes.

This language has both a concrete semantics in terms of sets of traces, as well as an abstract
semantics in terms of measurable functions. We then apply abstract interpretation-based tech-
niques to give upper bounds on the worst-case probability of the studied property. We propose
an enhancement of this technique when the state space is partitioned — for instance along the
program points —, allowing the use of faster iteration methods. We propose two abstract domains
suitable for this analysis, one parameterized by an abstract domain suitable for nondeterministic
(but not probabilistic) abstract interpretation, one modeling extended normal distributions.

An alternative method to get such upper bounds works is to apply forward abstract interpreta-
tion on measures. We propose two abstract domains suitable for this analysis, one parameterized
by an abstract domain suitable for nondeterministic abstract interpretation, one modeling sub-
exponential queues. This latter domain allows proving probabilistic termination of programs.

The methods described so far are symbolic and do not make use of the statistical properties
of probabilities. On the other hand, a well-known way to obtain informations on probabilistic
distributions is the Monte-Carlo method. We propose an abstract Monte-Carlo method featuring
randomized abstract interpreters.

Keywords: probability, non-determinism, abstract interpretation, Monte-Carlo method, Markov
decision processes



