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Abstract

The objective for this work is to propose a security solution to regulate information flows, specifically
through an access and flow control mechanism, targeted to distributed applications using active objects
with asynchronous communications. It includes a security policy and the mechanism that will enforce
the rules present in such policies.

Data confidentiality and secure information flows is provided through dynamic checks in commu-
nications. While information flows are generally verified statically 52, 7, 42, 40, €9, 60, 43, 23], our
attention is focused on dynamic verifications. To achieve it, the proposed model has an information con-
trol policy that includes discretionary rules, and because these rules are by nature dynamically enforce-
able, it is possible to take advantage of the dynamic checks to carry out at the same time all mandatory
checks. As another advantage of this approach, dynamic checks do not require to modify compilers, do
not alter the programming language, do not require modifications to existing source codes, and provide
flexibility at run-time. Thus, dynamic checks fit well in a middleware layer which, in a non-intrusive
manner, provides and ensures security services to upper-level applications.

The underlying programming model [20] is based on active objects, asynchronous communications,
and data-flow synchronizations. These notions are related to the domain of distributed systems but with
a characteristic that distinguishes it from others: the presence of mobile entities, independents and ca-
pables to interact with other also mobile entities. Hence, the proposed security model heavily relies on
security policy rules with mandatory enforcements for the control of information flow. Security lev-
els are used to independently tag the entities involved in the communication events: active objects and
transmitted data. These "independent” tagging is however subject to discretionary rules. The combina-
tion of mandatory and discretionary rules allows to relax the strict controls imposed by the sole use of
mandatory rules.

The final security model follows an approach whose advantages are twofold:

A sound foundation The security model is founded on a strong theoretical background, the Asyn-
chronous Sequential Processes (ASP) calculus [19], related to well-known formalisms![40, 39,
23, 22]. Then, the formal semantics of ASP are extended with predicate conditions. This provides
a formal basis to our model and, at the same time, makes it possible to dynamically check for
unauthorized accesses. Finally, in order to prove the correctness of the security model, an intu-
itive secure information flow property is defined and proved to be ensured by the application of
the access control model.

Scalability and flexibility A practical use of this model is also targeted, with an implementation into
middlewares, e.g. ProActive. The granularity of this security model is defined in order to make
it both efficient (because there are no security checks inside an activity) and finely tunable: levels
can be defined on activities because of the absence of shared memory, but a specific level can
be given for request parameters and created activities. Moreover, the practical implementation of
the security mechanism allows its use through high level library calls with no need to change the
programming language or the existence of special compilers.



Résumé

L'objectif pour ce travail est de proposer une solution de sécurité pour contrdler des flux d’information,
spécifiqguement par un mécanisme de contrdle d'acces et de flux. L'objectif vise les applications réparties
en utilisant les objets actifs avec des communications asynchrones. Il inclut une politique de sécurité et
les mécanismes qui imposeront les régles présentes dans de telles politiques.

La confidentialité des données et des flux d’'information sécurisés est fournie par une vérification
dynamique des communications. Tandis que les flux d’'information sont généralement vérifiés statique-
ment [52, 7, 42, 4C, 69, 60, 43, 23], notre attention est concentrée sur des vérifications dynamiques.
Pour la réaliser, le modéle proposé a une politique de contrdle de I'information qui inclut des régles
discrétionnaires, et comme ces régles sont dynamiqguement exécutables, il est possible de tirer profit des
contrdles dynamiques pour effectuer en méme temps tous les contrdles obligatoires. Les autres avantages
de cette approche font que: les contréles dynamiques n’exigent pas la modification des compilateurs, ne
changent pas le langage de programmation, n’exigent pas des modifications aux codes sources existants,
et fournissent une flexibilité au moment d’exécution. Ainsi, les contrdles dynamiques sont bien adaptés
pour étre inclus dans une couche logiciel de type middleware, qui, d'une fagon non-intrusive, fournit et
assure des services de sécurité aux applications de niveau supérieur.

Le modéle de programmation fondamental [20] est basé sur les objets actifs, les communications
asynchrones, et les synchronisations de flux de données. Ces notions sont liées au domaine des sys-
temes répartis mais avec une caractéristique qui le distingue des autres: la présence d’entités mobiles,
indépendants et capables d'agir I'un sur I'autre avec d’autres entités également mobiles. Par conséquent,
le modéle de sécurité proposé se fonde fortement sur des regles de politique de sécurité avec des condi-
tions obligatoires pour le contréle des flux d’information. Des niveaux de sécurité sont employés pour
étiqueter indépendamment les entités impliquées dans les événements de communication: objets actifs
et données transmises. Cet étiquetage "indépendant” est sujet cependant a des régles discrétionnaires.
La combinaison des régles obligatoires et discrétionnaires permet de relacher les contrdles strictes im-
posés par l'utilisation unique des régles obligatoires.

Le modeéle final de sécurité suit une approche dont les avantages sont doubles:

Une base saineLe modéle de sécurité est fondé sur un fond théorique fort, le calcul séquentiel asyn-
chrone des processus (ASP)[[19], lié aux formalismes bien connus [40,/39, 23, 22]. Puis, la sé-
mantique formelle d’ASP est étendue avec de nouvelles prémisses. Ceci fournit une base formelle
a notre modeéle et, en méme temps, permet de vérifier dynamiquement les accés non autorisés.
En conclusion, afin de prouver I'exactitude du modéle de sécurité, une propriété intuitive pour
la sécurisation de flux de I'information est définie et est assurée par I'application du modéle de
contrfle d’acces.

Extensibilité et flexibilité Une application pratique de ce modéle est également visé, par une intégra-
tion dans des logiciels du type middleware, comme par exemple ProActive. La granularité de ce
modéle de sécurité est défini afin de la rendre efficace (parce qu'il n'y a aucune sécurité a véri-
fier a I'intérieur d’une activité) et finement réglable: des niveaux de sécurité peuvent étre définis
sur des activités en raison de I'absence de la mémoire partagée, mais un niveau specifique peut
étre indiqué pour les paramétres des requétes et les activités créées. D'ailleurs, I'implémentation
pratique du mécanisme de sécurité permet son utilisation par des appels de bibliotheque de haut
niveau sans avoir besoin de changer le langage de programmation ou d’imposer I'existence de
compilateurs spéciaux.
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Chapter 1

Introduction

In recent years distributed applications have taken great importance with the use of large quantities
of computers acting as one. Lately, the GRID computing concept has attracted attention because it
provides the infrastructure and services, including the security, that enables the sharing of high-end re-
sources among different organizations. Besides that, research enterprises and universities may share for
collaborative purposes their computer facilities and work in joint projects. This leads to a great potential
in the deployment of applications over distributed platforms and mobile devices as they will benefit of
the joint computing power of all interconnected machines, taking in turn, as an expected outcome, less
time to get their results done. Because of this, and in order to provide the support needed for the pro-
liferation of personal banking, financing, collaborative e-business web services based applications, and
scientific calculation services, just to mention a few, there is a need to secure the information flowing
through this kind of systems.

The objective for this work is to propose a security solution to regulate information flows, specif-
ically through an access and flow control mechanism, targeted to distributed applicationaaisiag
objectswith asynchronous communications. It includes a security policy and the mechanisms that will
enforce the rules present in such policies.

Data confidentiality and secure information flows is provided through dynamic checks in commu-
nications. While information flows are generally verified statically |52, 7, 42, 40, €9, 60, 43, 23], our
attention is focused on dynamic verifications. To achieve it, the proposed model has an information con-
trol policy that includes discretionary rules, and because these rules are by nature dynamically enforce-
able, it is possible to take advantage of the dynamic checks to carry out at the same time all mandatory
checks. As another advantage of this approach, dynamic checks do not require to modify compilers, do
not alter the programming language, do not require modifications to existing source codes, and provide
flexibility at run-time. Thus, dynamic checks fit well in a middleware layer which, in a non-intrusive
manner, provides and ensures security services to upper-level applications.

The underlying programming model [20] is basedamtive objectsasynchronous communications,
and data-flow synchronizations. These notions are related to the domain of distributed systems but
with a characteristic that distinguishes it from others: the presence of mobile entities, independents and
capables to interact with other also mobile entities. However, the mobility of which these entities are
supplied, allows them to exist in different and in also distant environments, and it is at this moment that
we can lose control over the true identity and over the communications performed by these entities: are
those distant entities | am willing to communicate with, really authentic and are not impostors? If they

3



4 CHAPTER 1. INTRODUCTION

ask me for information, do they have the minimum required clearance so that | reveal and transfer them
the requested information?

Thus, with such questions among others, one begins to inquire on the security required for this type
of applications. Taking these arguments as a base, the present work treats the security control of informa-
tion flow, solved specifically with the introduction of several classifications or levels of confidentiality.

In addition, being the most important contribution, it is proposed a different application of these levels
of confidentiality, because traditionally, they are assigned to the subjects (acting as dynamic entities)
and to the resources (taking the role of static entities). As a result, it is envisaged to give a new useful
specification for the security of distributed and mobile systems.

When securing information there is a common preoccupation: who can have access to the data?
Access control mechanisms are introduced to give a response to this question. They generally state who
can read or write onto what, and so they establish a relationship between a subject (idothan
object (i.e thewvha) and an action (e.gead write, etc).

The most widely known model relating subjects, targets and actions is the Discretionary Access
Control (DAC) model. In DAC, users may decide how to assign rights to their objects in a discretionary
fashion. Although it is a good start in securing information, it is not complete due to the fact that there
can be malicious programs, running under the user’s identity, which can alter such rights (i.e. Trojan
horses).

Another model is the Mandatory Access Control (MAC) model. In such control, every subject
and object is tagged permanently with unalterable security related information (security levels). MAC
mechanisms will use that information in order to decide if the action of the subject over the object is
authorized. Once again, the use of MACs can not stop an attacker from getting illegally some kind of
information. Covert channel attacks (indirect transmissions or observations on the system behavior) [50]
are exploited for that purpose.

Additional security properties of concern are data confidentiality, privacy, authentication and non-
repudiation. Data confidentiality restricts and limits access to information resources (according to its
security level) to subjects holding the proper clearance; it is generally enforced by a MAC mechanism.
As a complement, privacy conceals information and it is enforced through encryption. It should be
noted that confidentiality and privacy are not the same, though at sometimes the term of confidentiality
is mistaken for privacy. Finally, authentication is the verification of a subject’s true identity, and non-
repudiation deals with the denial of a message emission or reception.

But security concerns are very vast. Distributed systems and object oriented programming add up
new security challenges that need to be covered: Java based languages [5], multiple and interoperable
policies [13, 68], GRIDS and high-performance infrastructures/[31, 30, 32], shared (service-like) ob-
jects [36], and authorization mechanisms|[49], just to mention a few.

Furthermore, difficulty in securing distributed applications lies on the existence of many faciors [11]
which among them we can find the following ones:

e Granularity of protected resources: Access control granularity is generally defined and enforced at
a specific hierarchical level which may range from enterprise-wide domains (covering all comput-
ers inside the domain), passing through applications, packages, objects, methods and data fields.
When one level of the hierarchy is selected as the starting point for the control of access, say the
object level, all sub-levels, methods and data fields in this case, will be controlled by the same



access rules. Thus, denying access to an object will deny access to all its methods and data fields.
Even when generally only one level is specified, we can find a combination of application and
object access control levels (e.g. CORBA[48, 54]).

e Consistency in a multi-policy environment: If at each level (in the access control granularity)
we find a security policy and if we consider the existence of multiple organizations, sites, or
applications each one with its own policy, we end up having a multi-policy environment. In such
environments, evaluation of multiple policies may produce inconsistent access results which may
create new security breaches.

e Support for policies depending on the type of access control (MAC or DAC): Policies are made
up of rules which when evaluated will dictate if an access is allowed or not. This rules are entries
composed, in its minimal form, of a subject-target-action relationship for the case of DAC, and
with a subject_security level-target_security level-action for the case of MAC. Because entries
for DAC and MAC are not the same, difficulties may arise if an access control only supports one
kind of control (either DAC or MAC), and the policy contains at the same time rules for the other
type of control.

e Static and dynamic information involved in the authorization control decision: Information that
will be used in the access control process may be predefined (i.e. statically) before the launching
of an application, or it may be defined at run-time (i.e. dynamically). Static information is used
when it is well known in advance, as it happens when fixed properties of the resources to protect
are taken. For example, if a file is to be protected and if we know that it has a property called
"owned by", we can base a decision and let access to this file to a person if his user name matches
with the name in the "owned by" property.

Contrary to the static information notion, dynamic information is not so simple to define. One
good definition of dynamic information is given in [12] through tyamic security attributes
"Dynamic attributes [and its values] are those attributes that express properties of a principal but
are not administered by security administrators ... dynamic attribute values must be obtained at the
time an access decision is required ... While the use of a dynamic attribute in an access decision
is determined by a security administrator, the values of dynamic attributes are usually set as part
of normal processing [it means that an administrator only defines the attribute but not its value]...
The values of dynamic attributes may change during a session as a result of normal work-flow
processing”. In other words, dynamic information is assigned (while the process is executing)
to the resource to protect, and this information is later taken by the access control mechanism to
evaluate access to the resource.

e Overall administration: Management of all security functions should be simplified by dividing
security officers and programmers responsibilities and tasks (though it is not always possible).

e Ubiquitous computing: Mobility and Object-Oriented Programming have security concerns mainly
focused on hostile code, hostile environments[55, 64, 21], and secure execution of ¢code [37].

After taking into consideration the main objective of this work and the related difficulties, as a result,
the proposed security model heavily relies on security policy rules with mandatory enforcements for the
control of information flow. Security levels are used to independently tag the entities involved in the
communication events: active objects and transmitted data. These "independent" tagging is however
subject to discretionary rules. The combination of mandatory and discretionary rules allows to relax the
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strict controls imposed by the sole use of mandatory rules.

The final security model follows an approach whose advantages are twofold:

A sound foundation. The security model is founded on a strong theoretical background, the Asyn-
chronous Sequential Processes (ASP) calculus [19], related to well-known formalisms![40, 39,
23, 22]. Then, the formal semantics of ASP are extended with predicate conditions. This provides
a formal basis to our model and, at the same time, makes it possible to dynamically check for
unauthorized accesses. Finally, in order to prove the correctness of the security model, an intu-
itive secure information flow property is defined and proved to be ensured by the application of
the access control model.

Scalability and flexibility. A practical use of this model is also targeted, with an implementation into
middlewares, e.g. ProActive [57]. The granularity of this security model is defined in order to
make it both efficient (because there are no security checks inside an activity) and finely tunable:
levels can be defined on activities because of the absence of shared memory, but a specific level
can be given for request parameters and created activities. Moreover, the practical implementation
of the security mechanism allows its use through high level library calls with no need to change
the programming language or the existence of special compilers.

The potential impact of this work lies on the recent changes of paradigms in the area of distributed
computing. The service oriented nature of ASP makes communications asymmetric (with respect to
request and replies) and asynchronous (with the introductifitwesand thewait-by-necessitgotion).
Furthermore, this security framework is, to our knowledge, the first to be adapted to the specificities of
these communications.



Chapter 2

Study Context

This chapter presents the context of study. It starts presenting the notion of service-oriented computing,
giving the general framework for the type of applications, being most of them business-oriented, where
information flows are present. Then, it continues presenting the technical infrastructure which can be
employed for the construction of this type of applications. At the end, a practical example is provided
to clarify how a business process can be converted into a technical one, always preserving the relevance
of information flow.

2.1 Service-Oriented computing

Service-Oriented computing is a recent paradigm linking business and information technology service-
based processes. It is the result of the encounter of Business Process Management (BPM) and its de-
ployment through the latest information technologies; at this moment, it can be seen as another step
forward in the evolution of e-Business. On the business side, business processes, which were put to
work only inside individual enterprises, have extended its boundaries, now covering from single enter-
prises to multiple, and sometimes cooperative, organizations. On the technical side, it relates to the
passage onto different levels of abstract notions conceived in software engineering. In other words, ap-
plications began following the object-oriented paradigm, then they were wrapped around the component
paradigm, and actually they are anew wrapped in the service paradigm. It is at this point that the service
paradigm hides software and hardware implementation details, focusing only in what a service provides
(through its inputs and outputs), how it can be published and discovered, and finally how it can be used.

Notwithstanding this simple description of services, many issues are not yet fulfilled. Issues such as
business process rengineering, modeling and design techniques for converting a business process into
a technology process, architectural and infrastructural approaches, standards for interoperability, dis-
tributed processes and security, among many others, are still under research and development.

In order to cope with the business and technical issues, some non-profit organizations were created.
The main ones are the Workflow Management Coalition (WfMC), founded in 1993, and the Business
Process Management Initiative (BPMI), created in the year 2000. Both of them are backed up by other
organizations such as the Organization for the Advancement of Structured Information Standards (OA-
SIS consortium), whose principal role is the advancement of e-business standards; the Object Manage-
ment Group (OMG), dealing with the interoperability of enterprise information technology applications;
and the World Wide Web Consortium (W3C), whose main activity is centered in the development of web
standards.
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Even though the WfMC and the BPMI organizations are focused on business processes, they do not
compete between them and in fact they complement each other. The WfMC mainly targets automatiza-
tion of business workflows, where information is processed and passed from one task to another accord-
ing to the established business procedures and its technology implementation. Thus, in a global view,
it deals with transfers of information traversing many different systems (e.g. document, image, e-mail,
or database systems), systems which may be distributed and running in different platforms. Meanwhile,
"BPMI focuses on standards development to support the entire life-cycle of business process manage-
ment - from process design, through deployment, execution, maintenance, and optitri¢atjdrence
covering more than just workflow (but relying on the work of WfMC for this particular point). In short,
while WIMC serves for the top-level design of business process, BPMI serves as the transition stage
between the top-level design and its technical implementation.

Even if the workflow and business processes management topics in its entirety are not part of our
work, here is presented the basics of only the BPMI framework. The goal is to provide the BPMI notions
supporting the methodological design of applications where the security control of information flow will
be present.

The BPMI framework is based on the standard BPM stack, consisting of five layers (from top to
bottom):

1. the BPMN (Business Process Modeling Notation),

2. the BPSM (Business Process Semantic Model) providing a metamodel for the semantic descrip-
tion of processes and their interoperability,

3. the BPXL (Business Process Extensions Layer) allows to specify the behavior of processes and
their interactions by external message exchanges,

4. the WS-CDL (Web-Services Choreography Description Language), defined by the W3C, the
BPEL (Business Process Execution Language), defined by OASIS, and the BPQL (Business Pro-
cess Query Language), all of them providing support for the execution of processes with respect
to a chosen technological infrastructure; and

5. a general Web-Services stack, defined by W3C and OASIS.

From the top modeling layer, two specifications are derived: the BPML (Business Process Modeling
Language) and the BPMN (Business Process Modeling Notation). BPML is based on a XML schema
for representation of processes, while at the same time gives support for the modeling of information
flows, synchronous, asynchronous, and distributed transactions. To complement the text-based mod-
els produced with BPML, graphical representations of the same models can be done with BPMN. This
graphical notations procure a better understanding of complex systems composed of business process.

BPMN defines a Business Process Diagram (BPD), and is based on a flowcharting where networks
of visual objects representing activities are described according to a flow of execution. The set of vi-
sual objects comprehend the following ones (only those objects used for modeling the case example of
section 2.3 are here presented):

e Pool.- serves as a container for other graphical objects, and represents a participant process.
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e Events.- they serve to mark an event occurring in a process; among the events therestam the
(normal circle) anaend(dark circle) events.

Activity.- represents any work in the form of either a Task, a Sub-Process or a Process.

Sequence flow.- it indicates the order of execution of activities in a Process.

Message flow.- similar to the sequence flow, but here it is used to indicate message exchanges.

Data object.- though not relevant for the workflow because it does not affects it, it only gives an
indication of the type of data being exchanged.

Figure 2.1 shows the graphical representation for the objects described above.

Pool

Events Q O

Name

start end
Activity
Sequence Flow
Message Flow [© i =

Data Object B

Figure 2.1: A sample of BPMN modeling elements.

2.2 The object model

While the previous section presented thesinessor applicative part of our study context, here is pre-
sented thaechnicalpart which grounds the infrastructure for the development and realization of our
service-oriented applications. For this infrastructure, the object-oriented paradigm is employed which

in turn serves as the foundation for the asynchronous and deterministic object model. Differing from the
presentation for business processes where an informal language is used, the technical presentation uses
a formal language, which allows to reason standing on a mathematical and abstract context, leading to
strong theories which are later transformed for their technical implementation.

Before getting into the formal presentation of the asynchronous and deterministic model, a brief
informal overview of an implemented middleware is presented. This short introduction will allow a
better understanding of the formal and abstract description of the model.



10 CHAPTER 2. STUDY CONTEXT

2.2.1 ProActive

In the world of distributed systems, there existed no model that would have permitted the construction of
applications oriented to run in different platforms, for the execution of the same application, with sup-
port of multiprocessors, multithreads, mobile and network-connected environments. The development
of such a model required attention in some features: polymorphism between local and distant objects,
inclusion of a high-level synchronization mechanism, reuse of sequential code and the availability of
a transportable 100% Java library. It is with these specificities that ProActive was conceived [18, 20].
It provides the support for programming applications that will be able to pass, in a "transparent” way,
from a sequential operation, to multithreads, and finally to a distributed mode. [Figure 2.2 shows the
evolution of this programming concept. The picture shows, in the sequential operation, a host (square)
with a JVM (Java Virtual Machine) in execution, whereative objec{dark circle) is communicating

with several passive objects (light circles). Further details abowtctive objectare given later, but

as a general notion, it can be considered like a process. The multithreading environment differs in the
possibility to have severalctive objectsn execution. For the distributed case, there are three hosts: a
first host with two JVMs in execution and two other hosts with only one JVM every one. Further details
will be explained subsequently.

Sequential Multithreaded Distr
2
é) T D é) < o) <

@f“@("’%
SN ANO - HNC

Figure 2.2: Programming modes provided with ProActive.

The choice of Java permits the portability of applications between different platforms, passage from
a sequential to a multithread operation, and with the mechanism of RMI (Remote Method Invocation),
it is possible to construct distributed systems. However, the use of RMI imposes to programmers tasks
who are outside the goal of the application and, in order to eliminate those tasks, ProActive also provides
a high-level synchronization mechanism. In addition, another advantage of ProActive is the fact that
existing code for sequential applications can be reused and merely "extended" without intrusion to finally
obtain a distributed application.

In summary, ProActive is based on the following principles:

e An heterogeneous model that includes passiveaatigde objects
e Sequential processes.
e Asynchronous communications amaagfive objects

e "Wait-by-necessity" (notion also relatedfictureg.
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As it can be observed, the main actor in ProActive isdbtive objectthat has its own thread of
execution running as a local sequential process. Indeed, it is a nhormal (or passive) object "extended"
with the main inclusion of a couple of objectspexyand abody. In figure 2.3, the two types of objects
are shown: a passive object in the top part of the picture and an active object in the bottom patrt.

Dbject A Dbject B

Object A Object B
@ Proxy Body Q
P
_—//
Local node Remote noa

Figure 2.3: Passive and Active objects.

Therefore, thactive objectomprehends the distant object anditsly On the local side, the object
proxy serves like an entry door to the active object, allowing to make "local" calls on its methods, and
in the distant side, theodyreceives those calls and saves them in a pending request queue.

With these new objects, asynchronous communications can be established, joined by the principle of
"Wait-by-necessity" anéutures "At the instant a method is invoked on an active object, it immediately
returns afuture object(i.e. a future is created automatically at the time of the call; it is an instance
created from the class of the object to return). This object behaves like a holder for the result of the
invocation not yet performed. Consequently, the calling thread can continue with its code of execution,
as long as he does not invoke any methods on the returned object, which would cause the calling thread
to be blocked automatically if the result of that method call is not yet available”.

Finally, active objectsan be created and migrated to Nodes. The Node class in Java represents a
resource for the execution of processes, and is bound to Virtual Machines. This way, with the existence
of several Virtual Machines and its distribution among a number of hosts, it is possible to construct a
distributed application.

2.2.2 ASP calculus: an asynchronous and deterministic object model

From the previous descriptions of ProActive, the asynchronous and deterministic object model is for-
mally described in the Asynchronous Sequential Processes (ASP) calculus [19]. Because the ASP cal-
culus will not be used here in its entirety, in the following, it is presented an overview with the most
relevant items in which security will be directly related.

The ASP calculus is an extension to thealculus [1] where asynchronous communicating pro-
cesses prevail. These processes, better knowntadties are running in parallel but with their internal
operations executed sequentially. This activities, together with its asynchronous and synchronous types
of communication, bring out the conceptsaitive objectswait-by-necessitandfutures An active
objectis the extension of a "classical" object which acts like any other object but designed to be run
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remotely, in an activity, with his own sequential thread of execution. A more thorough description is
presented later.

a,belL ==z variable,
| [li = bi;mj = < (25, y5)a,)55, 7, object,
| a.l; field access,
| a.l; :=b field update,
| a.m;(b) method call,
| ¢ location,
| Active(a, s) object activation,
| Serve(my, .., my)"° service primitive,
laf f,b a with continuationb.

Table 2.1: The ASP language.

In order to introduce the object model, table 2.1 presents the formal ASP language for the sequential
and parallel calculus. In the sequential calculus, an object encapsulates itsifietosl (its methods
(m;); and method calls are modified so to include the parameggrshat are going to be sent to active
objects. Reading and writing the contents of fields is done through the field access and field update.
Locationsare introduced to reference objects, and they appesoirs Hence astoreis defined to hold
the mapping of locations to objects (objects with all their fields reduced) written as:

o = {v = [l = wsmj = sz, y;)a5)5e 7,
Additionally, the set of locations appearing in a store is writtem (o), and the operatar appends
two stores containing disjoint locations.

For the parallel calculus part, new notions are introduced that must be informally described before-
hand. First, an activity has among other elements onlyamtiee objectand probably many passive
("classical") objects, all being executed insidpracess(which indeed is an independent execution
thread). In order to illustrate with an example, figure 2.4 shows activiti@sd 3, where activitya has
its own active object, two passive objects and a reference to agtivityditionally, passive objects can
only be referenced by objects belonging to the same activity, but any passive object can reference an
active one.

In the same figure 2.4 there is a structure which is the result of the ASP formalizafiiuiesand
its request-reply patterns of communication. Futures are generalized references representing promises
of a reply that can be manipulated as classical objects (i.e. copied and transmitted inside and between
activities) while their real value is not needed. Having future objects in mind, the structure helps to
handle them by keeping record of

¢ the pending requests (i.e. requests received by the active object but still not processed), which is
the case for futurés;

e the current request being processed, case for fi@ire
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Figure 2.4: Example of a parallel configuration.

e and the references to future values (i.e. requests already processed which return a value), as for
futuref.

Moreover, it can also be observed the composition ofstiege for o3 where it is noted that objects
belonging to this store can not be shared by any other store (i.e. a configuration with shared memory is
not valid). In summary, aactivity is composed of onstore the pending requests, the current request,
and the references to future values.

Coming back to the ASP language, here is presented a summary of it with other additional semantic

notations to consider:

e anewactivityis created withActive(a, s), with a as the object to be placed as root in the tree-like
structure of object references, anthdicating the type of service for processing requests that the
activity will follow. The type of service can be set through the specification of a methoar
with the value set t@ to indicate a default FIFO service.

e with Serve(my, .., mn)">0 is possible to indicate what are the methods to execute immediately,
in other words, requests targeting a method herein listed are serviced and processed instantly.

e continuations are defined witla {} f,b, where the left part. of the whole expression is the
current term being serviced, and the right paii denotes a continuation. Hence a continuation
is represented by a futurg and a termb whose request has not finished due to an interruption
caused by &erve command. Furthermore, terbrcould also contain other continuations.

e |ocations:. and future identifierg; are local to an activity.

o afuture >~ is defined by its identifierf;, the source activityx and the destination activity

(2

according to the request.
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¢ areference to the active object of activityis denoted byAO(«).

o areference to a future is denotedﬁ)zyt(ff‘_)ﬁ).

With the previous definitions faactivities stores locations andfutures(among other terms), it is
possible to describe the parallel semantics for ASP. Here, a parallel configuration is a set of activities (
3, v € Act) of the form:

P.Q =ala;o; 4 Fy R; f1 | B[] -+
where

e ais the current term to be reduced. In its general farm; b 4 £, ¥, it means that the actual
term being evaluated sfollowed by the continuatiorf, ", %’ (suspended request caused by a
Serve indication). Moreoverd’ may also contains other continuations;

e o is the store containing all objects belonging to activity
e . is the location of the active object set for the activity

e F is the list associating each result of the served requests (i.duttireg to its locations,F' =

{f—h
Y—a

e Risthe list of pending request®, = {[m;;; ;' "]}, where it can be observed that each request
is composed of the requested method name, the location of the argument passed for the requested
method, and the future identifier assigned for the request;

e andf is the future assigned to the current term.

2.2.3 ASP communication model

The current ASP communication model is based on the parallel reduction rules shown in Table 2.2.
From these reduction rules, the only communication ruleN&#&ACT REQUEST andREPLY (all

other rules are used for the internal operations performed inside activities). Because only these commu-
nication rules are relevant to our security framework, in consequence only these three rules are explained
below.

First of all, the rules are based orea@py(t, o) operator which performs a deep copy of the store
starting at location and copying recursively all the store’s referenced objects. Another operator is the
Copy&Merge(og, /"; 04,t) which appends, at the locatiof the storer,,, a deep copy of the store;
starting at location’.

In the NEWACTreduction rule, activityx creates a hew activity containing the deep copy of the
object referenced by its location’j. Considering that locatior is not in the set of locations af’s
store ¢), an updated store€’ for activity a results after appending to the original store the store holding
such location (which by the way, references the active object:fotO(+y)). Meanwhile, another store
for ~ is built by applying thecopy operator omy’s store. Additionally, the type of service for the new
activity is setup to be &' foService or amethod located in the active object of the new activity. Finally,
after creation of the new activity, activity has an updated store; and new activitgnds up having:
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(a,0) —g (a',0") —g does not clone a future
(LocAL)
ala;oy i 5 1 f| P — afas o' I Ry f] || P
v fresh activity ' & dom(o) o ={/—A0()} 0 oy =copy(’ o)
(NEWACT)

a[R[Active( ;m;)]; 050 F; Ry [l || P — a[R[];0"5 05 F5 B 1| A[e"my(); 005475 0;0; 0] || P

oa(t) = AO(B) /" ¢ dom(op) fo7P newfuture oy & dom(oy)
o3 = Copy&Merge(oa, i 5 o,1") ol ={i5— fut(ff_’ﬂ)} 5O

a[Rlemj (V)] 0a; tas Fos Ras fol || Blag; a; ts; Fis; Ras f5] || P —

A[R[ts]; 0 tas Fos Ras ful || Blags ol Las Fiss Rg = [mys s £270); f4] | P

7 ).

(REQUEST)

R=R:[mjit; f'] = R" m; € M VYme M, m¢R
a[R[Serve(M)]; o506 F5 R; f] || P — afe.m(e) t fyR[[)); 054 F5 R = R”; f'] || P

(SERVE)

/' & dom(o) F=F:u:{f—.} o' = Copy&Merge(o,v; a,1)
ale e 055 F5 B fl | P — afasofs i F B ST P

(ENDSERVICE)

oalt) = fut(f]7%)  Fa(f]7") =1y ol = Copy&Merge(og, iy ; 0a,t)

oaa;0a; ta; Fui Ra; fo] || Blag;op; s; Fay Ra; f4] || P — (REPLY)
O‘[([(\;O—(/y;’r\; F(\; R(Gf(\] H ﬁ[” 3,035 1L f;Fﬁ; I‘)ivff] || P

Table 2.2: Parallel reduction rules.

an indication to the method to execute ($ie-vice), its own store, the location of its active object, and
empty values for the calculated future list, pending request list and current future identifier.

In the REQUESTreduction rule, activityx sends a new request to activity Assuming that: a) the
location ina’s store references the target active object executing in) the location of the argument
sent to the method call is not in the set of locationg'mstore, and c) the location to the future is not
in the set of locations afi’s store; it is created a new future identifig‘tf‘(ﬁ) to hold the result of the
request, the store @f is updated so that the location of the arguments which are in the storec
copied to the location im’s store, and the store af is updated to include the reference to the future
identifier just created. At the end, waits for the future, while3 has received the arguments to the
method call (now in3's store) and has added to its request queue the new relgugst’; ff‘_’ﬁ]. To
observe that the request is made up of the target methodhe location” of the argument passed in
the request message, and of the future identjﬁé‘r’ﬁ which has to be used for the response result of
the request.

The REPLYreduction rule takes a reference to a future and updates it with its value. It considers
that while the location in the store ofx holds a reference to the expected future, and that in the list
of future values the future is located by, a simpleCopy& M erge operation updates the store®@to
relate both locations.

For the replies some considerations must be observed. The reference to the future must exist in one
activity (o) and the corresponding value must have been calculated in another agljyitgyertheless,
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a futuref]ﬂﬁ can be updated in an activity different from the origin of the reques#(«); and if

an operation needs the value of the future object (e.g. a field access), the action is blocked until the
necessary reply and update occurs. This automatic and transparent synchronization mechanism is called
wait-by-necessity

2.3 Case example

In order to give a concrete vision of our study context, here is presented a case example which in-
terweaves business processes with the asynchronous and deterministic object model. Business pro-
cesses are presented because they give origin to the service-oriented computing, services which are then
translated for their implementation through the object-oriented model. In consequence, the example is
presented starting from the business point of view, transforming the business processes to technical pro-
cesses, and finally ending up with the object representation.

For our example, a financial application specifically oriented to the stock market is presented. The
global scenario has the following actors: a stock exchange market, a few banks, and some clients. In
this scenario, the main idea is to transform some source information in order to produce another type of
information latter used as support in a trade decision process (e.i. decisions to make with respect to the
buying and selling of actions in the stock market). In this sense, the stock exchange market will act as
the provider of the raw or source information, transferring it to its direct clients, which in this case are
the banks. Once the banks receive this first type of information, they process it internally, following their
estimations, projections, or any other technique, so to produce decisions leading to buy and/or sell spe-
cific stocks. Itis noticed that this same model of global process can be repeated if we take into account
that the bank can turn out to be a new information provider in place of the stock exchange market, and
sell part of its results (i.e. the trade decisions) to other clients (e.g. investment groups, stock operators,
etc).

trade
study

< M
- 7l><
Stock
exchange |________ trade “
orders

market raw

1n1‘ormdt10n |
Bank C
\
\
Bank Z

Figure 2.5: Generalized business schema for a financial application.
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Figurel 2.5 shows the general view, observing that the stock exchange market emits, by means of a
broadcast communication (dashed lines), the information corresponding to the stock current values, and,
after receiving and processing that information, the banks emit the trade orders to the stock market by a
direct communication (straight lines). In the case a client receives the bank’s result and decides to place
a trade order (i.e. case of bank B with client the client’s order can be appended to the bank’s trade
order before it is sent back to the stock market. There could be many banks and many clients though
only a few of them are presented.

By unfolding the general bank process, we notice that it is composed of other subprocesses. Figure
2.6 exposes with the aid of the BPMN notation the composition of a bank process. A reception process
(e.g. an stock broker) takes the information coming from the stock exchange, and according to some
filtering and redistribution rules, it sends (through an information dispatcher) the possible narrowed in-
formation to its specified targets. The targets may be external business partners (e.g. investment groups,
the bank’s branches, etc) or they can be internal. In the case of external targets, they may form part,
according to the BPMN terminology, of collaborative and hence public business to business processes.
In the case of internal targets, they are known in BPMN as internal or private business processes.

emit final
Judgement
. . A7
Automated statistic l’}lSlOrlC I\ trade
analysis analysis mreca?t decisions

analysis
i
T
\

o stock mformdtlon
Communication broker dispatcher ‘
manager

receive Study and
approve

Stock Q_, analysis
experts results results

4 B

T 7
V ’ N .
External investment  bank’s other clients
entities stock oroups own (individuals)
) market ~ 8MOUP

branches

Figure 2.6: A bank’s private business processes.

Following the bank’s internal or private workflow, after reception of the information by the stock-
broker process, the provided information is passed to an statistic analysis, then confronted with historic
forecasts, the result studied by market experts, producing buying and selling orders, which are finally
sent to the stock exchange through the same initial stockbroker process. At the end of this workflow,
there is a new redistribution of information executed by the trade orders dispatcher. In this new informa-
tion distribution, the whole or part of the analysis results can be offered and sold to other kind of clients,
meanwhile the stockbroker places the trade orders to the stock market. Moreover, the stockbroker pro-
cess has two important activities, one is the reception of information, and the other is the reply to this
reception with the trade orders (as an outcome of the general bank process).

Further unfolding of processes can be done until individual activities can be reached, but that level
of detail gets out of scope for our exemplifying purpose.
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Once the business process is modeled, a methodological approach for transforming business to tech-
nical processes, such as the one presented by Henkel, Zdravkovic and Johannesson [38], can be followed.
In their work, the intricate design for the realization of a business process into a technical one is tackled.
They state thatih order to build service-based systems that cater to both business needs and technical
constraints, it is important to be aware of how a business process, when realized, is affected by existing
services. Itis also crucial to apply architectures that adhere to the business needs, and at the same time
solves technical issuéswith this in mind, they present both types of designs, one for the business and
another one for the technical processes, showing at the same time that the relationship between the two
designs is not a direct one because the realization of a business process is restricted to the technology to
be employed.

Furthermore, before transforming a business process into a technical one, there are five aspects to
consider:

1. functional.- explains what is the function of an activity,
2. behavioral.- describes how this activity behaves or relates to other activities,

3. informational.- details what is the information (internally and externally exchanged) and how it
flows,

4. organizational.- presents what is the role under which lays down the responsibility of execution of
activities, and

5. transactional.- describes how can executions be consistent and recovered in the presence of fail-
ures.

Of all five aspects, the informational aspect is of our direct concern, because processes exchange
information, resulting in recognized flows of information controlled by business defined rules. In con-
sequence, our technical realization of the banks business process is focused on the information flows.
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Figure 2.7: Information flow modeling for the banking process.
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Figure 2.7 presents the model for the bank where only flows of information are shown. Additionally,
the internal processes are grouped into general processes which can be later implemented as ProAc-
tive activities resulting in activities nameH (experts),A (analysis),C1 andC2 (Communications)S
(stock),l (investment)B (branch), andCInt (client).

From the information flow model, a ProActive schema is produced, shown in figure 2.8, where com-
munications are now mapped to corresponding REQUESTS and REPLIES. The notation on the same
figure useRRqgto represent REQUESTS, aRpfor REPLIES. It can also be observed that every mes-
sage exchange has a corresponding request (with optional replies). When a request is paired with an
expected reply, they are tagged with the same numberR@Bcorresponds tRqg5.

[ : l

RqSZ‘S : Rp3 Rq4’/‘l : Rp4’ ' L}
L
v v
P EX3
Rq2 4 Rqé b | Rpd Rg4” 1 Rpd
v v
. o
A b i A |
Rql! Rg8y !Rp8 RS ! yRp5 Rg6! ¢y Rpb ¢ Rq7

ENRER IR

Figure 2.8: ProActive model for the banking process, with request and reply transmissions.

In the case oRql, Sprovides information taC1in a "push” manner, this is, through a repetitive
transmissions of requests (which include the data to send in the arguments), a constant feeding of infor-
mation can be done, and in consequence, there is no need of replieS frons.

Emission of information fron€C1to A is achieved witiRg2

Exchange of information betweeéhandE is done with the paiRg3-Rp3

The communication betwe&@? andC1lrequires a series of transmissio@. will require the results
from C2 and will have to communicate throughandE. Then, withRg4 C1 asks the results t4; with
Rqg4’, Ademands the results E in turn, withRg4”, E communicates witlic2; and finally, the response
will return back toC1 trough the corresponding replies.

Information fromC1to | andB is provided on demand, hence the respective JRiS-Rp5and
Rg6-Rp6

Rq7betweenC2 andClint follows the same operation methodology as done Wil

Finally, transactions of trade orders betwé&&handS are accomplished witRq8-Rp8
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Chapter 3

Security Models

Information security is a broad subject. Topics include the security properties of integrity, confidentiality
(term also used for obscuring data as done with cyphering techniques), authentication, access control,
information flow, etc. From this topics, information flow is of our concern. Its importance arises from
the need to process data and to deliver this data only to authorized persons. Even further, the processing
of data can be done by multiple entities communicating among them to accomplish a global processing
task, creating this way a flow of information that must be tightly controlled. In this very general scenario,
solutions are proposed by analyzing the main and related problems with a rigorous mathematical rea-
soning, hence through formal methods, or with a more relaxed methodology by going through informal
methods.

Formal and non-formal approaches rest almost entirely in their respective theoretical and practical
planes. It is not common to find formal studies which are later implemented, and this is due to the na-
ture of high abstraction present in the formal methodology. Similarly, most practical work has not been
verified and proved to guarantee that their proposed solutions are correct with respect to the security
properties they are treating. Nevertheless, targeting our study context, a methodological approach start-
ing with formal foundations for later constructing a practical system can be followed. In consequence,
this chapter presents existent work with formal and informal based methods, in the fields of object-
oriented programming (with a particular interest in Java), distribution (including support for mobility),
and middleware systems, where is always present the problem of control of information flow, in order
to provide the background onto which our proposed security solution presented in chapter 4 is based.

3.1 Security policies and models

Theory and practice of security are founded on notions of models, policies and mechanisms [63]. While,
in its most general form, models serve to give a formal approach through the extensive use of mathe-
matical reasoning, and by proving through the same logic that security properties are guaranteed, they
rest on an abstract theoretical plane. Nevertheless, models are taken as the origin for new security de-
signs or as verifying tools for existing security designs. Once a model is proved right, a security policy

is automatically provided (though not always security policies are generated from formal models). In
other words, because a model defines and specifies the behavior of the security system, security rules
are derived to reflect the behavior or operation of such security system. This rules are gathered to form
the security policy for the whole model. When a model is taken from its abstract form and transformed
to a practical implementation, the security policy is enforced by a security mechanism. This security

21
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mechanism can also be generated from the same formal model or it may come from an informal creation
design.

Notwithstanding, models, policies and mechanisms are independent from each other. Policies may
exist for a given system and its modelization can prove that the system behaves correctly, though some-
times they are not fully formalized and proved right. In the same way, mechanisms are not always
attached to the enforcement of only one type of policy; indeed, there may be mechanism enforcing mul-
tiple types of policies.

Every security architecture must specify the conditions, rules and procedures to follow to guarantee
and to achieve the objectives of security. These conditions are expressed in security policies. There
exists several proposed models that define these policies according to the environment.

With respect to distributed systems based on shared objects, [36] presents a security architecture,
specifically oriented to the Globe project [66], where security is only considered to include the prop-
erties of confidentiality and integrity. Otherwisg, [8] uses military-oriented models (as later explained)
with multilevel controls but without taking into account environments executing concurrent and dis-
tributed processes. Meanwhile, [30] began some work on security of distributed systems executing on
highly effective networks, created with the Nexus communication library, and taking into account the in-
tegrity, confidentiality and authentication. After their first travalls, [31] propose a more complete model
of a security policy applied to distributed systems at a big scale, but without including the classifications
for multilevel security.

And what is the importance of distributed systems and multilevel security? The answer can be found
with an example.[|168] introduces their work with a description of the activities present iDdhart-
ment of National Defense/Canadian For@ND/CF): "The DND/CF gives a considerable priority to
the sharing of information and to the inter-operation with his associated allies. As a result, the current
infrastructure consists of several systems that, from an internal point of view, are isolated systems that
create some minority work units”. On the other hand, these systems are classified according to a mode of
operation that also make them isolated. "The systems that operate in domains with different modes are
isolated completely one from the other. This isolation results in a collection of separated systems sup-
porting every work unit. It is this type of architecture that the TAF¢hnical Architecture Framework
for Information Managemerdf the Department of Defense) identifies so that the organizations cannot
anymore take the liberty to construct. In consequence, a model of security policy is necessary to allow
multiple work units, with different modes of operation, to share their systems and information, and at
the same time, that guarantees the separation of information and users according to the needs."

Therefore, for multilevel systems, two elements can be distinguished: the domains or common en-
vironments of operation, and the classifications or levels of sensitivity given to information and defined
for every domain. Thus, if one translates the previous military scenario to other scenarios, as those of
business or academics, instead of partners there may be organisms, enterprises or universities, everyone
sharing their computing resources under a tight control of information transmission according to the
sensitivity classification, preventing this way every non-authorized access and the steal of information.

As stated before, one security topic of interest in information systems is that of access control.
In multi-user systems without access restrictions, computer resources can be manipulated by anyone,
exposing the system to malicious use. Hence, in order to control who has permission to perform which
specific activities on which resources (i.e. arelationship user-action-resource), policies for access control
are required. Access control policies are taxonomically separated depending on who gives and specifies
the access rights for a given user. When one person, either a system’s administrator or a system'’s user, at
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his discretion determines who can have access to the specified resources, then we have a Discretionary
Access Control (DAC). When the system mandates what are the access rules for every user comprised
in the policy, we are talking about a Mandatory Access Control (MAC). Another type of policy, derived
from the general DAC type, is the Role Based Access Control (RBAC). In RBAC there exists generally
an administrator who defines what are the access a user will have depending on its role in the system.
Roles are created to ease administrative tasks and they reflect what are the activities allowed to perform
on which resources. Formally, they can be seen as sets containing allowed relationships of activities-
resources. Once roles are created, users are assigned to one or more of this roles. As en effect, the user
is allowed to have specific access depending on its given role.

The following subsections present the main DAC and MAC types of access controls.

3.1.1 Discretionary Access Controls (DAC)

As explained before, when information is stored in a multi-user computer system, it can be vulnerable
to a non desirable manipulation if some malicious user has access to it. This case provokes the need to
regulate who can access what, and for what purpose. In this scenario, access controls are required in
order to give or deny access whesubject(i.e. a user) wants to perform a specific action ontolject

(i.e. the identified resource intended to be protected). At this point, a discretionary policy identifies a
relationship subject-action-object which forms the basic rule of access. Formally, the entry has the form
(S,0, A) whereS is the set of subjects recognized in the systénis the set of objects to protect, and

A is the set of actions that can be performed onto the objects.

Described in the access matrix model, a matrix holds for each row one access rule, where the row
corresponds to one subject, with one column for each object, and with the allowed actions registered in
every subject-object crossing. Actions are not limited to the usual read and write actions, and they can
include execute permissions, or indicate ownership of the object. In practice, the matrix can be stored in
a centralized or distributed manner. It is centralized when the whole matrix is stored as one object or in
a central database, or it can be distributed if every object or subject keeps tracks of permissions. When
the matrix is distributed, it can take two forms.

1. An access control listACL) is created when every object holds its own entries stating who can
do what (i.e. entries of the forifs, A) wheres € S, andA as the set of allowed actions).

2. In a similar manner, gapability listis formed when every subject holds entries for objects and
actions (i.e. entriego, A) whereo € O and A containing the set of allowed actions).

Enforcement of discretionary policies is an easy task once the matrix is setup. Before letting or deny-
ing access to an object, the enforcement mechanisms verifies that indeét o € O, and searches
inside the matrix the existence of an entry matching the current relationShip A); only if the entry
exists, access is allowed. This form of enforcement lets vulnerable the system to the most known type of
attack:Trojan horsesA Trojan horse is a process that, under the identity of another subject (the victim),
performs illegal actions. To exemplify, letb € S; 01, 02 € O; and the existence of entries in the matrix
(a,01,read), (a, 02, write), and(b, o2, read), meaning that can reawh; and write ontw., while b can
only read fromo,. How canb steal the information on; if he can not have access to it? He foolm
order to make him execute a program containing a Trojan horse. The Trojan horse when launched will
act on behalf ofi’s identity, with the security system letting him read objecand copying the informa-
tion onto objecb,. Latter on, the security system léthave access and read what has been copied in
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3.1.2 Mandatory Access Controls (MAC)

The MAC model is mostly known and represented by a Multi Level Secure (MLS) policy [59]. In

this policy, there is a relationship of subjects-actions-objects, and security levels given to subjects and
objects, which all together determine the allowed access. First, there is a change of terminologies ap-
pearing in the previous relationship of users-actions-resources and the relationship presented here. Now,
subjects are active entities representing any process executed on behalf of a given user, while objects are
passive entities (i.e. traditionally they are files) targeted for manipulation by the subjects. Second, there
is the introduction of security levels assigned to every object and to every user (inheriting the security
level to its processes or subjects), with the overall idea that access is allowed on an object if the subject’s
security level gives him the appropriate clearance (i@earancepolicy).

A lattice of security levels. Security levels are formed from a hierarchical structure. In its most simple
form, the structure is a linear ordered set. A well known example is the military classification used for
confidentiality where levels are taken from the labels: Top Secret (TS), Secret (S), Confidential (C), and
Unclassified (U). It follows the ordering TS > S > C > U meaning that higher ledetsinatelower

levels. As an example, a subject with level S can have access to S, C, and U tagged files, but it can not
have access to TS tagged files.

A different and more complex structure of security levels is created when the previous ordered set is
mixed with an unordered set corresponding to a compartmentalized division (e.g. NATO, UK, CANUS,
etc. for an international military division). This additional label gives to the subject a recognized label
that he has to hold in order to access the object (ireeesl-to-knovpolicy).

Denning [24] formalizes this new structure through thaversally bounded lattice It starts by
defining a (practical) finite set of security classes SC = {A, B} where A, B, C < SC are disjoint
classes. An additional flow relation, expressed as in-AB, represents allowed information flows
transferred from objects belonging to class A to objects belonging to class B. Together{sGnform
to a partially ordered set where the properties of reflexivity, transitivity, antisymmetry, existence of a least
upper bound, and existence of a greatest lower bound hold. This properties are summarized considering
VA, B, C € SC:

e Reflexivity: A—A.

Transitivity: if A—B and B—C, then A—C.

Antisymmetry: if A—B and B—A, then A=B.

Least upper bound (H): for any two classes AcB5C,3H | A—H and B—H.
e Greatest lower bound (L): for any two classes A:BBC,3 L | L—A and L—B.

Figure 3.1 presents the graphical representation of a lattice with SC = {Unclassified, Confidential,
Secret, Top Secret} in its simplest form (i.e. with a linear ordered set of security classes). In a more
complex way, figure 3/2 presents a lattice result of a nonlinear ordering where SC = powerset (Confiden-
tial, Secret, Top Secret, {NATO, UK}); for simplicity, the figure employs the letters C, S, T, N, and U
respectively for each member in SC. It is important to note that arrows denote the allowed flows, going
always from the bottom L to the top H, and in generak:B iff A CB.

One of the best known lattice-based MLS model is the model of Bell and LaPadula [8]. It compre-
hends the same lattice logic of security levels as presented above, with two additional proprieties each
one applying for either a read or write action on the object.
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Figure 3.1: Example of a lattice with a linear ordered set.
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Figure 3.2: Example of a lattice with a nonlinear ordered set.

For the read action, originally called simple security propriety, the rule which allows this action to
occur is formalized as: C(8) C(0). It states that the classification level of the subject (i.e. its clearance)
has to dominate the classification level of the object to read. In this sense, the relativriigrmines
domination of the security levels according to the lattice structure. Moreover, because this rule does not
give access to objects with a higher level than that of the subject, it is best known &s tbad up
property.

As for the write action, originally called the(star) property, therule is formalized as: C{s)XC(0).

It allows the write action to be performed on the object only if the object’s classification level dominates
the clearance of the subject. Because the rule avoids access when the subject tries to write onto an object
with lower classification, it is known as thm write dowrnproperty.

Furthermore, a discretionary property is included so that every subject allowed to access an object
with a certain action, must be included in a corresponding discretionary matrix under a subject-action-
object relationship. Additionally, the model takes into account the operation of a state machine where
there is an initial state, with state transitions triggered by requests, where in every transition request the
read or write actions are evaluated. If every state reached from the initial state is secure (i.e. actions
are allowed), then the system is secure. Nevertheless, one of the main drawbacks of the Bell-LaPadula
model is that information always flows only in the upward direction. It limits a practical system where
information is required to flow in both directions. To solve this problem, therdrisrguility property
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allowing to change the classification of either the subjects or the objects, and it is divided in a "strong"
and a "weak" property. Thstrong tranquilityproperty informally states that classifications can never
be changed, while theveak tranquilityproperty states that classifications may be changed only if the
change does not violate the defined security policy.

Covert channels. In overall, mandatory controls provide and guarantee secure properties for the con-
trol of information flows, but they rest vulnerable to one type of attack: thabeért channelsCovert
channels are considered to be communication channels where violation of any given multi-level security
policy is possible.

There are two types of covert channels, storage and timing channels, produced by resource alloca-
tion and resource usage. The storage covert channel uses any shared medium where data can be stored.
It allows different parties with different classifications to write and read a leaked information. Take for
example the use of shared memory as an storage covert channel, wherewagiea high classification
level writes some information, while uses with a lower classification level gets to read the written
data. In the case of timing covert channels, response time of a shared resource is used to codify infor-
mation. For example, if we consider that the CPU response time depends on the CPU’s workload, that a
malicious program can surcharge the processor, then codify a surcharge (i.e. a slow response time) with
a 1, and a normal response time with a 0, at the end, all that is needed by the malicious program is to
surcharge or not the CPU according to the codification of the leaked information.

Some proposals exists to control resources in order to avoid covert channels. Proctor and Neu-
mann [58] present different techniques for resource allocation in system architectures: static, dynamic,
delayed and manual allocation. They all correspond to the way a resource is allocated when required by
a process. In summary, static allocation fixes and assigns portions of the resource; dynamic allocation
tries to do a better usage of resources by providing what is required; delayed allocation is based on a
dynamic allocation, but if a process demands a resource which is in use by another process, its allocation
is delayed; and manual allocation is intended to be done by a system operator.

Another solution is based on the identification of covert and overt channels. A methodology to find
both types of channels is given in_[47]. First, criteria that helps identify an storage (or timing) channel
is:

1. Identify an attribute of a shared resource that can be accessed by both sender and receiver;

2. the sending process will change the attribute (or its response time) and it must have a mean for
doing it;

3. the receiver must have a mean to detect changes in the shared attribute (and access to a time
reference for the timing case); and

4. it must exist a protocol to initiate the communication and to correctly sequence the events.

One remarkable observation is that both covert channels, storage and timing, require collusion be-
tween an authorized person who has access to the confidential information and another person not autho-
rized. The methodology presented is named SRM (Shared Resource Matrix), where all shared resources,
referenced or modified by a subject, are listed and they are later inspected to find out if they may be used
to covertly transfer information. Listing of resources also includes listing of their attributes (e.g. size,
date of modification, etc). All operation primitives are also included in order to know if the operation
modifies or makes reference to a given resource. Also, as the authorsfetaaechannel to be of
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concern, the sending and receiving processes must be in distinct protection domains and must not be
allowed to communicate with each other directly"

The importance of covert channels is also addressed by the Trusted Computer System Evaluation
Criteria (TCSEC)([583], an evaluation procedure used for certifying with security degres hardware and
software systems. TCSEC states how this covert channels must be treated when evaluating systems: a
class B2 system must identify covert storage channels, class B3 systems must include identification of
both timing and storage channels, and class Al systems must be analyzed through formal methods for
both types of channels.

3.2 Security controls for the flow of information

The DAC and MAC models are the base models for most access controls but they do not suffice for
the control of information flow. If only DAC is used, information can be leaked with the use of Trojan
horses. Similarly, if only MAC is used, the policy is so restrictive for practical systems, because it only
allows upward flows, and it also suffers of covert channel attacks. Further studies have been carried
out to propose different solutions for the control of information flow. In the next subsections, it is first
presented the theory of non-interference which is one of the most widely adopted formal theory used
to prove safe information flows. Further formal methods targeted to distributed and mobile systems are
also reviewed. Moreover, there are also non-formal studies which also cover distribution, mobility, and
middleware, mostly oriented to implementation, which treat the practical aspects not fully covered with
formal studies.

3.2.1 Non-interfering Local processes

The theory of noninterference was first published in [33]. The whole idea of noninterference is infor-
mally resumed as follows: specific actions performed by a set of subjects can not be perceived by a
second set of subjects. In this sense, the first set of subjects do not interfere with the second set of
subjects.

The model starts with a static model by taking into account a finite state machine with the following
characteristics:

e sg is the initial state.

e State transitions are carried out by the function: S x U x C — S, whereS is the finite set
of states in the systend] is the set of subjects, ard is the set of fixed (static) and recognized
actions (or commands) the subjects can effectuate on the system.

e On every state, the set of inputslis x C, which by the way, represent a discretionary policy
because the set defines the allowed actions for every user; complementary to the inpdsia set
returned by amut function, defined asut : S x U — Out, represents what a user perceives or
gets as output at a given state.

Observable outputs are then formalized|as|,, = out([[w]], u) with w € (U x C)*. The notation
[[w]] is used to represent the "effect of the input stringn states, starting from the initial state of the
whole system", thereforgw]|, is the "output tou after doingw [on the state machine]". To explain
in other words(U x C)* is a set of series of input commands, which makes simple suite of input
actions, hencgw]],, is what user "sees" after all those input actions are executelfhify.
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Meanwhile, another definition extracts all users from a series of inpbtgw) whereG C U,
identifies those inputs iw where users idz do not appear. To clarify with an exampleGf= {a, d},
U=/{a,b,c,d}, C={ci,ca}, andw = {(a, c2)(c,c1)(b,c2)}, thenPg(w) = ((¢, c1)(b, c2)). Indeed,
Pg(w) extracts all actions frorw which were performed by any userd@ or put another way, it leaves
the subset of actions performed by all nGnisers.

This two last definitions are basic for the theory of noninterference, because the control of informa-
tion flow had been traditionally approached on controlling what other users could perceive, and on the
contrary, this theory is founded on what other users do not get to perceive. As a result, noninterference
for an automata machine, where actions once defined do not change, is defined as:

Vwe (UxCY'\VueG:G:| G & [[wy=[[Pe(w)]

The group of users ity does not interfere:( ) with the group of users it’, if and only if what any
useru of groupG’ observes as result of processing all the actions,iis the same result produced he
will observe when nor@z users execute their own actions. In this high-level abstraction, the key element
is the "invisibility" of a group of users() with respect to the other groug:().

In a multilevel system, it can easily be seen that noninterference can "hide" the result of actions of
one group of users with respect to other, thus avoiding illegal flows of information. If for example, users
are divided in only two groups, High{) and Low (), with [ € L and for all actions inv, thenH :| L
impedes from observing what users i may do, becausgw]]; = [Py (w)]];. Once againPy(w)

"hides" all high-level users (and their actions), thus the rdswitl perceive after executing is the
same result obtained without the high-level users.

Because noninterference rests very general, further studies [3./126, 27/ 29, 28, 59] have been done in
order to help analyze other systems (e.g. protocols, calculi, covert channels, €tc). In [27] it is proposed
BNDC (Bisimulation Non Deducibility on Compositions) which is based on SPA (Security Process
Algebra). BNDC's main idea is to watch for high level interactions in a system. If any process in the
system is composed with a high level process, the resulting behavior should not be perceived by the
low level processes. In this sense, low processes should observe the original process and the composed
process as equivalent. For that, an equivalence between processes must be defined; and for this case the
weak bisimulation equivalence is taken.

Formally, BNDC is defined a& \ Acty ~p (E | II) \ Acty, whereE is a process in the systeif,
is a high-level process, andict y are only high-level actions. What the definition states is that process
E, with "hidden" high-level actions, is observationally equivalent to the compduiathdIT process,
with also "hidden" high-level actions. In general, composition of processes with high-level ones should
return equivalent observable results.

Furthermore, because BNDC does not take into account dynamic contexts (i.e. environments where
high-level processes can dynamically change for malicious purposes and become low-level ones), BNDC
evolved to Persistent BNDC or P_BNDC for short[3] 29]. In overall, P_BNDC is defined’as:
P_BNDC iff E'\ Acty ~ (E' | ) \ Acty, whereE’ is any future state whose origin statefis It
verifies that any future states starting frdrstill hold the BNDC property, thus avoiding any malicious
changes in which a process may incur.

Another model which analyzes previous states is presentadiin [51], where a different security model
for information flow, called FM (Flow Model), is proposed. It bases all logic on the fact that, as the
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author state, for a true security breach to occur, we need both a statistical dependency and a causal
dependency between the two outputs [the high and low level outpMt4jat it means with statistical
dependency is that a low level object can assume a value in the systerh ($taighen a high level

object had that same value at the preceding stat¢h; 1). On causal dependency the idea is that
future states on the state machine cannot causally affect previous states, in consequence, writting first
to a high level object will not affect future values on low level objects. Formally the model states that

a system is secure ff(L; | Hi&Ls) = p(L: | Ls) for every states preceding the statg where H

and L are the sequences of values of high and low level objects respectively. In conclusion, high-level
values up to statedo not influence or create a dependency to low-level values at any past or future state.

3.2.2 Distributed processes

Information flow control for distributed systems in many contexts has been covered as a vast research
subject. In this subsection, it is first presented the fundamental theory (i.e. the calculi for distributed
systems), required to understand a later revision of the most relevant work (recent research compatible
with our target context). In general, formal and informal models are explained to introduce how the
techniques are applied in every study.

There exists several calculi that permits the modeling of systems in a formal manner. In the domain
of distributed systems, the main calculus is thealculus from which other types of calculi are mostly
derivatives. Here, the basitccalculus concepts are presented in a summarized fashion, as well as the
principles of the Asynchronous, Ambient, Spi and Seal calculi.

It is important to remark that finer details of these calculi are not presented because our interest
is especially to expose the main ideas on which they are based, in order to formally write the secure
calculus to be applied in ProActive, and, as the most important goal, to demonstrate that the proposition
of our security model always provides a secure state.

3.2.2.1 Ther-calculus

w-calculus is a mathematical model which permits to describe concurrent processes whose communica-
tions change when they interact. The main idea is the transmission of a link of communication between
two processes, in such a way that the receptor will be able to use this link for future interactions with
other processes. For this reason, it is also known as a calculus of mobile processes.

To understand the mathematical writing, here are exposed the used definitions and conventions:

It is based on an infinite set ohmesV, ranged over a, b, ..., z, representing ports (i.e. communica-
tion channels), values, and variables; and a séderitifiersrepresenting some agents, ranged over A,
B,..., Z. The used syntax is summarized in table 3.1.

Every agent can have one of the following forms:

1. The null agend making no action.

2. The output prefixax.P means that after the nanxeis sent out of name, the agent continues
behaving likeP. In brief, one can say thatis some data exiting from the communication channel
a.

3. The input prefixa(x).P represents a name received &wand stocked irx. After reception, the
agent continues like with the new name replacing
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Prefixes o= ax Output
a(x) Input
T Silence
Agents P:= 0 Nul
a.P Prefix
P+P Addition
Pl Q Parallel
ifx=ythenP Match
if X £y then P Mismatch
(vx)P Restriction
AVireeaVo) Identifier
Definition A(Xiyees%) dif P i# =X #X;

Table 3.1: Syntax of ther-calculus.

4. The silent prefixr.P is about an agent that can evolve Rowithout any interaction with the
environment. It is used, 3 instead ofa, a(x) andr, and they are known as prefixes. Thu® is
in a prefix form.

5. Addition P+Q represents an agent that behaves Ria asQ.

6. A parallel compositiorP|Q reflects the combined behavior BfandQ executing in parallel and
possibly in an autonomous way.

7. A comparison of equalityf x = y then P. The agent will behave likE in the evenk is equal toy,
otherwise he does nothing.

8. A mismatchif x £y then P If x is not equal toy, the agent will react likd>, otherwise he does
nothing.

9. A restriction(vx)P indicates that the agent behaves Iikbut with the name ok used locally, in
other words, the agent cannot usas a port to communicate with the environment. Nevertheless,
it is possible to use it for internal communications instie

10. AnidentifierA(y;,...,¥,) with nas cardinal oA\ All identifiers are bound to a definitiof(x,...,x,)
def

P where eacly; is different. This definition can be seen as the declaration of a process with

arguments,...,x,, and so, al\(yi,...,y,) is the invocation of a process with datg...,y,.

Next, theax.Panda(x).P prefixes have a subjeatand an objeck, where the object is callefiee
(i.e. afree variablg for the output prefix antinked(i.e. variable bound to the entry prefix. For the case
of the silent prefix, he does not have neither a subject nor an object. On the other hand, the restriction
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(vx)P bindsx to P. Finally, bound names$n(«) are defined to be all variables bound to prefixand
free name$n(«) are defined as the set of free variables of prefix

Additionally, there is also a function of substitution from names to names. It is wrikérnyfto
describe the substitutiontis now taking the place of the free occurrencg.dh general, there exists the
substitution §;..x, / y1..V,.}, where everyy; is different. A substitution can result when communicating
on the same channel, with some process doing the output and another one doing the input. A clear
example of its use is shown in the COM reduction rule of table 3.3.

On the notation, some other conventions exist. The addition of adgnts - +P,, is written
Z ?: 1 P, or merely asz jP; whenn is not important or obvious. A sequence of restrictions
(vXx1)- - - (vX%,)P is rewritten aqvx; - - - x,)P. Moreover, if an object of a prefix is not important, it is
erased; for example, the prefx).Pbecomesa.P. Furthermore, the writing represents a sequence
of names where the number of elements is not important.

Before continuing with the semantics, it is important to identify the agents that represent the same
thing, this is, that have eongruence of structuré.e. the notion deals with a matter of structure and
not of behavior). It is then introduced the symbol of structure congruenaefined as the smallest
congruence satisfying the following conditions:

1. If P andQ are variants of alpha-conversion, then= Q. The term alpha-conversion treats the
selection obounded nameis order to identify agents such aéx) bxanda(y) by

2. The Abelian laws for Parallel and Addition.- For the commutativify:] Q = Q | P, for the
associativity: P | Q) | R=P | (Q| R), and for NulO as the uni | 0 = P.

3. The unfolding lawA(y) = {g/z}P if A(Z) dif P. It indicates the congruence between the

identifier and its definition, with the appropriate instantiation of its arguments. In other words,
first, notation {y/z} P is a term resulting fror® by substituting all free occurrences in the sequence
of namesz by the sequence af. Second, if by definitio® is A(z), then {y/z} A(z), considering

the proper substitutions, is congruent wii).

4. The laws of extension shown in table 3.2.

¥x) 0 =0
X)) (P| Q) =P | (vX) Q if x ¢ fn(P)
(vx) (P + Q) =P+ (X) Q if x ¢ fn(P)

(wx)ifu=vthenP =ifu=vthen {¢x)P if xAuandx#v
(wx)ifu#vthen P =if uvthen ¢x) P if x £uandx #v
(vx) (vy) P =(vy) (vx) P

Table 3.2: Extension laws for congruence.

For the semantics, the simplest form is composed of a binary relation between processedatied
tion relation It is written P — Q indicating that procesB can perform an action to becor@e In order
to achieve this reduction, it is necessary to satisfy the conditions presented in table 3.3. Furthermore,
any reduction with input prefixes is not permitted.
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M ST P— /P
PAR b=
PlQ—Pr|Q
RES (V:L‘)i : ZIL‘)P/
STRUCT P= P]; : 1]';/////5 P

Table 3.3: Conditions for reduction.

3.2.2.2 The Asynchronousr calculus

This calculation is rather based on the paradigms of asynchronous communication, where there is a delay
between the instant of output of a message and its reception by another process. Becawusdctilas

models synchronous communications, it is possible to represent the asynchronous communication by

inserting an agent between the transmitter and the receptor. This agent represents an asynchronous
type communication channel, with properties according to his definition. For example, an agent can be

defined to not hold the order of messagkﬂs:def

a message on chanriebnd later, he can send it through chanmekhile at the same tim®1 executes
itself in parallel (which allows him to continuously receive other messages).

Therefore, in order to better model these types of asynchronous communications, a derivation of
m-calculus has been conceived: the asynchroneaalculus [14]. It is based on agents satisfying the
following requirements: 1. The agent Nilis the only agent that will be able to follow an output prefix.
Therefore, an agent as.by is not valid. The general idea is to treat the asynchronous transmission as
output process but without any subsequent action. 1. The output prefixes can not present themselves as
unprotected elements in the additive operation +. An unprotected process is a @@cesent irP but
without the prefix form. As a result, the ter@.b(y) is not valid, butr.ax.b(y) is valid.

In conclusion, the contribution of asynchronauss the removal of the blocking condition on output
communications, in other words, the situations where processes emitting messages are not allowed to
continue until reception of the message by a possible distant agent are avoided.

i(X).(0x| M). In this example, the procebreceives

3.2.2.3 The Mobile Ambients calculus

The main goal of this calculus [17] is the modelling of mobile agents, the ambients where these mobile
agents execute, and the mobility of the ambient itself. Ambients are described to comply with the
following features:

e They are defined by the notion of administrative domains. To define a domain, it is necessary to
establish the borders delimiting the environment of execution.

e An ambient can be part of another one with a possible hierarchical organization, therefore, the
creation or existence of several levels may be present.
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Ambients can be changed entirely from one site to another.

Every ambient will be named, and the name will serve, among others functions, to perform the
corresponding access controls, to name new ambients, or to get some aptitudes.

Local agents making part of an ambient will also control the ambient, as for example, to command
it to change its location.

Finally, every ambient may have a collection of sub-ambients.

To this features, some additional remarks exist: the information access control comprehends the au-
thorization of agents for entering or leaving different domains (this control can be made at many levels
and it will be performed as many times as there are levels), the mobility of a processes is seen as the
passage from a border to another, the security is only represented as the faculty or inaptitude to cross the
borders, and the interaction between process is made on a shared location in a common border.

On the formal language, there are new primitives in addition to those appearingznctideulus.
They are presented in table 3.4.

Agents P:= n[P] ambient
M.P action
Aptitudes M= inn can enter im

outn can exit fromn
openn canopem

Table 3.4: New primitives in the Ambient calculus.

The syntaxh [P] means thah is the name of an ambient in which proc®ss executing. In any case,
P can be the composition of several processes executing in parallel. In adBitamn, be in execution
while the ambient may be changing its location, even though it is not a realistic case.

The possible hierarchical organization and the inclusion of sub-ambients inside any given ambient,
is modeled with the general form of ambients:

NPy |- |Ppmy[---][- [mg[--]]

where R # n,[- - -] and with termam representing the sub-ambients inside

TheM.P action, determined by the aptitud& indicates that an action will be started and that pro-
cessP will continue only after finalization of such action. From this definition, we could think that this
is a blocking system (analogous to synchronous systems), but in fact, the resulting behavior depends on
the aptitudes who control the security, in the sense that if they are not satisfied, continu&tiontoé
new ambient will be or not allowed.

The aptituddan n, written in an action of typ& m.P, commands ambiem to enter inside ambient
m. In this case, the reduction rule is{in m.A Q] | m[R] — m[n[P| Q] | Rl
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In contrast, aptitudeut nis the opposite case of aptitugten. Here, the ambient containing process
P is commanded to move it out, therefore makmp "climb" an ambient level. For this aptitude, the
reduction rule ism[n[out.” Q] | Rl — n[P| Q] | m[R].

Next, the aptitud®pen m.Rcommands the dissolution of ambientocated at the same level where
theopencommand is written. Nevertheless, if the ambiertb open does not allow it, it will not open
(the local processes of the ambient decide and control whose processes are allowed to join them). Its
reduction rule isopen m.A m[Q] — P| Q.

In any case concerning the aptitudes, if the amhbiedbes not exist, it is necessary to wait until its
apparition.

3.2.2.4 The Spi calculus

The Spi calculus/[2] is defined itself as an extensionrafalculus, with the inclusion of primitives
permitting the model of cryptography. The main technical idea is the usage of the restriction operator
and the concept of "extrusion”, already foundsfcalculus (refer to table 3.1). This idea serves to
formally model the possession and communication of secrets (e.g. keys used in cryptography).

The concept of restriction originates on the principle that channels can be restricted in such a way
that only some processes will be able to communicate by using them. Thus, it is possible to allocate a
communication channel to two processes that only they will be able to use, achieving the effect of having
a private channel unusable by other processes. However, the restriction limits can change dynamically
because, on one hand, if channel names can be transferred from one process to anotharatbelus
processes can be aware of new channels by receiving them; and on the other hand, if a channel name is
restricted (up to a certain limit), when it is transferred outside the restriction border, the process receiving
it will be also covered by the restriction. In this way, the restriction limit is known to "extrude": enlarging
to cover the process receiving the channel.

As a simple and more tangible example, let us consider the following specification (from [2]):

AM) £ Cup (M)
Bspec(M) £ CaB(X).F(M)
INStypec(M) £ (v CAB)(AM) | Bspec(M) )

TheA(M) process defines a communication channel known onk agdB, through which message
M will be transferred.

After the previous step, proceBswill get from the known channel a messageand then, he will
start procesk. The notatior-(M) indicates in an informal manner that proc&swill be provided with
the messaghl.

As a last specificatiorinst,,..(M) denotes the instantiation of the protocol where the restriction to
the usage of the channel is applied.

Summing up, the Spi calculus was mostly conceived for the description and analysis of security
protocols, based on mechanisms of cryptography and on channels of communication.

3.2.2.5 The SEAL language

The SEAL language [67] is addressed to model distributed systems, based on a mobility of processes
and access control to resources. According to its description, "SEAL provides a model of mobility that
considers the passage of messages, the distant evaluation, and migration of processes, hence modeling
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the mobility of users and of material. Moreover, the framework provides a hierarchical protection model
in which every hierarchy level can implement security policies by mediation (actions performed in a
lower hierarchical level are carefully examined and controlled by higher levels). The hierarchical model
guarantees that the policy [of security] defined at a given level will not be avoided or altered at lower
levels". In summary, SEAL results from the evolution of the mobile ambients calculus where access
controls are included.

Concerning the conceptualization of the model, the main terms of abstraction are: localities, pro-
cesses and resources. They are already present in a similar waysnctieulus and in the mobile
ambient calculus. However, localities are now called seals (in the mobile ambient calculus, a locality
corresponds to the term ambienj and its written representation is the same appearing in ambients:

[P]; where processeB do not suffer any change; and with respect to resources, the only resources are
channels.

The resources and the methodology to communicate makes the framework of SEAL appealing. In
the case of channels, it is necessary to describe their locality and that depends where the channel is
bound, in other words, in what seal is located the process owner of the chann&lc#li$ the channel
and the process are found in the same seal; It is ip#rentwhen the channel is bound to a process
found in a superior seal (following the hierarchy); on the contrary, it is incthkel when the channel
and its process are in a lower seal. Syntactically, considarthg name of a channel, the writing af
refers to thdocal casea! is for theparentcase, an@d” is for thechild case (whera is the name of a
child seal). In addition, in order to guarantee certain protection degree, processes cannot use channels if
they do not know their names. To exemplify these basic concepts, consider the environment:

ni[P1 | no[P2 | n3[P3]1]

In this exampleseal n contains procesB; andseal . Then,seal i contains proces8; andseal
ns. Finally, seal iy only contains proced®;. Therefore, channel located inseal 3, will be known as:
a™ to procesd;, a* to proces$,, anda' to procesPs.

Next, it is presented in a general manner, the actions that processes can perform over channels. If a
process outputs through chanaghe valuex, considering the channel is locatedsiealn, and after this
action, it behaves lik®, the resulting notation is written @ x.P; one the contrary, if the process gets
as input the same value, it is written @\ x).P (with A recalling that variable is bounded. Also,
becausesealscan be transferred, the notatiaf{ x}. P means thaseal xwill be sent; similarly, notation
a{x}.P means aealwill be received and will be namex In the case of mobility of seals, if a seal
does not exists, a blocking operation is produced until the seal in question appears.

Table 3.5 presents the syntax of actions appearing in SEAL.

an=alx Name output
a(AX)  Name input
a'{x} Expedition of aseal
a{x} Reception of aseal
open, x Aperture of goortall

Table 3.5: Actions in SEAL.
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As a last important characteristic, SEAL proposes some protection and security mechanisms. These
mechanisms comprehend restrictions to mobility, a strong control on the disclosure of channel names
and a strong access control to local resources.

The restriction to mobility means that it is teealenvironment who makes the decision for migra-
tions (in fact, the processes insideealallow or not the execution of communications).

For the access control, SEAL proposes a mechanism cadlgdl. A portal is like a guardian to
a channel: if some process wants to use the channel, the portal must be opened first, and the only
entity who can open the portal is tisealcontaining the channel. In addition, a portal will be closed
once the communication has been accomplished. In consequence, the disclosure of names is achieved
because it is necessary to first communicate to the process (externas&ajlibe name of the channel
located inside theeal and at the same time, in order to allow the external process to use the channel to
communicate towards the inside, it is necessary to give a permit of either a read or write (i.e. an access
control to local resources). In this sense, the general notation is:

open, x

wheren is thesealto give access, ang is the action to allow. The action can be represented with:

a, when reading from channal or with a, when writing to the same channel. In summary, use of
portals help to control access onto channels, and by controlling communications, interactions between
processes can be controlled.

3.2.2.6 Related research work

mw-calculus, a calculus aimed at distributed systems, is extended through the use of security types [40, 39].
As with 7-calculus, where all inter-process communications take place through the use of designated
channels, this proposal gives to channels security properties. Read and write capabilities are assigned
to channels, where this capabilities indicate what is the security level a process must hold in order to
execute the action (i.e. the read or write action). With this capabiliti®sedlypeis formed and used

for the relationshipchannel name pre-types which in turn defines a security policy. After defining

rules for making pre-types consistent, an RType is derived. The types are named RTypes because they
are given to resources. Hence the first idea is to type each channel with a security level (done indirectly
through the RType), and while all process have a security level assigned, thus only process who own the
right level may access the named channel. Additionally, low-level values on a channel can be accessed
by high-level processes (but not the inverse case of high-level values read by low-level processes), and
even if high-level processes can write to a channel the only values that are allowed to be written are
low-level values.

Nevertheless, with R-types the problem of information flow is not covered. If a channel is used
by both type of processes, a high level and a low level, it may be possible for the low level process
to deduce information (through the common channel) about the high level process. In order to give a
solution, a more restricted type, ITypes (named after information types) are introduced. ITypes simply
state that a pair capability of write and read assigned to the common channel, musbsatisfywhere
o is the level required to have in order to write, arfds the level required for reading. Now, a high-
level process is impeded to write onto low-level channels, but nothing impedes him yet to downgrade
itself into a low-level process and gain the ability to write onto the channel. In consequence, a series
of rules are introduced restricting processes to reduce their own security levels when writing to lower-
level channels (though the same processes could still read from those channels). Processes who can not
reduce their security level toalevel are then called-free.

Notwithstanding all imposed restrictions, processes can still interfere between them. As a final
resolution, it is applied the non-interfering notion producing the author’s main result:
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if TI-° P,Q andT IF°? H, K, with H, K o-free processes, theh ~% Q impliesP | H ~% Q | K

It means that in the RType and IType restricie@nvironment; witho-level processe®, Q; top-
level processe#l, K; andH, K restricted to downgrading; if processBs) aremay equivalenftaking
into account the security level of resources and the typed environment) then the compBsijtiéh
is alsomay equivalento the composition | K. In conclusion, high-level processes who can not
downgrade have no impact onto lower level processes in this typed environment.

From this study we can gain knowledge about how a static verification, through typing of channels
and processes, and restrictions over read and write actions, can control the flow of information in a dis-
tributed system.

A similar model of typing applied on the-calculus is presented in [43]. Here, channels are also
labeled with secrecy levels, processes are not typed directly but on its bounded names of channels and
variables, there is also the notion @ffree environments, and actions are typed with modes and mu-
tability indices. Action modes can be generalized to be inputs and outputs, and the mutability index
describes if a recursive behavior changes or not its own behavior. Later on, subtyping will check the
interactions and prove they are safe. These interactions are seen as behaviors that have to act with other
behaviors of the appropriate level (i.e. avoidance of causal dependency). Further on, causal dependency
is reinforced by having deadlock-free access to variables. It means that if low actions are preceded by
high actions and if variables on the low actions are not waiting for actions on the high side to complete
(they may be accessible or deadlock free) then there is not a causal dependency taking place. Besides
causal dependency and deadlock free, there is the concept of innocuous interaction. An innocuous inter-
action happens in situations where high-level actions are present before any other action, which applied
onto a low-level variable, does not change the environment (or the low-level variable itself). This may
only happen on a read action of a low variable. This way, when a low variable is read nothing is trans-
mitted/written to it. Such actions are said to be innocuous or non affecting. Finally, rules for the typing
system are given and applied to prove existence of a behavioral noninterference in a similar way it was
explained above (with respect only to the ideas because the typing systems are different).

Distribution through mobile calculi.  Another security problem present in distributed systems is the
one caused by the mobility of processes. An approach for controlling the information flow in mobile
and distributed systems is through mobile calculi (e.g. Mobile Ambients, Seals, etc.). A common notion
appearing in this calculi is the notion of the executing environment. It is described through different
terms as immbientsseals boxeswrappers etc. but they all could be seen as some kind of enclosure
including security controls.

For example, th&eall67] calculus, as presented previously, defigealsas named and hierarchical-
structured enclosures. Every seal holds a name so if actions are applied onto a seal it is possible to know
for which seal this action is for; and they have a hierarchical structure in order to embed any number
of subseals inside a seal. The advantage of this hierarchical structure is that it allows to have a security
policy for every level. In overall, security policies are evaluated starting from the top in the hierarchy
and ending at the evaluated level. In this form of evaluation, security policies defined at upper levels are
always applied and they can not be bypassed. The security policy for every level comprehend control
over seals and channels. First, because seals can be communicated over a channel, hence becoming
mobile entities, seals control whether an inner seal is allowed to be sent or received. Second, channels
are controlled by regulating the diffusion of their names and over their use. This means that if a channel
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name is not know it can not be used, and if a channel is to be used by an external process it has to be
protected in order to avoid external accesses to local resources.

A similar approach is the solution proposed ktobile Ambient$17]. As with Seals, Mobile Ambi-
ents are also founded on thecalculus, and so they share many ideas. An ambient is also hierarchical,
being capable to hold both local processes and child ambients. Nevertheless, Mobile Ambients are dif-
ferent to Seals, because in Mobile Ambients local processes (argkaldtare the only entities who
have control over the ambient. They can eitkater, exit or openthe ambient where they are (this
actions are known asapabilitieg. Enter and exit capabilities allows a process to move between ambi-
ents while maintaining the ambient boundaries. On the contrary, the open action dissolves an ambient’s
boundary letting processes to directly interact between themselves.

In [22], information flow security is considered in the Mobile Ambients calculus but without the
communications channels, so the only actions left are those executed by the processes over ambients.
The principal ideas are the use of labels attached to ambients and to transitions. Transitions, as briefly
described before, are capabilities to enter, exit or open an ambient. With these labels assigned to tran-
sitions, it is modeled what ambients are to be allowed inside other ambients. Labels are given values
of "high”, "low" and "boundary". This last one signals that an ambient is a container of confidential
information because, initially, ambients are marked with boundary labels and all of the processes/ambi-
ents inside are labeled high, leaving all remaining outside ambients labeled as low. In this configuration,
when data is to be transferred, it will be moved by the aid of a third ambient, a boundary one. This way,
a boundary ambient will contain data to be moved and it is the whole boundary ambient that will exit and
enter the respective source and destination ambients. As an effect, high data will always be protected by
a boundary ambient. Additionally, only boundary ambients can exit or open other boundary ambients,
and only while the boundary ambient is inside the other boundary ambient. There are no constraints on
the enter action as it is not harmfull: an outside ambient (tagged as low) can enter a high-level boundary
ambient. In overall, high-level processes will always be inside a restricted and controlled boundary am-
bient.

A further step in the ambients realm is done with Boxed Ambients [16]. Boxed ambients are the
result of mobile ambients and Seals. Enter and exit actions are kept from Mobile Ambients (excluding
the open action), while the communications over channels are redefined in five primitives and rules.
There is a rule for local communicating processes; two rules for doing communications inside another
ambient (one for entering into a child ambient and one for entering into a parent ambient); and also two
rules for communications outside another ambient.

Based on the Boxed Ambient, the same authors extend their work to cover information flow control.
In [23], information flow control is done statically through the control of channels and mobility actions
by typing them. Ambients have two types of channels, local and "upward". Local channels are consid-
ered to be private to the ambient so they are used for local transfers, whereas an "upward" channel is
the way of communicating with the exterior (from an ambient’s internal point of view) and so provides
a read and write access. Typing is then used to tag ambients and capabilities. An ambient is assigned
a security level and all processes inside will have the clearance of the ambient. Capabilities (i.e. "in",
"out" and "open" actions) are divided into safe and unsafe capabilities, and are also annotated with secu-
rity levels, but here the idea is not to properly assign but to record the security level of actions made by
a given process. In other words, the security level recorded corresponds to the greatest lower bound of
the capabilities in a path. Additionally, capabilities are considered low level values because they do not
expose the name to which they are tied to. After an analysis of the effects of capabilities and ambients,
it was observed that if a low level ambient exits from a high level ambient, it is possible for the low level
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ambient to disclose information found in the high level ambient. For this reasoouttoapability is
considered unsafe when applied onto a high level ambient, and only high level ambients will have the
right to use this type of action. On the contrary, theapability rests safe when executed onto any type

of ambient, and as a generalization, unsafe actions are only allowed inside high level ambients. As a last
definition, processes are safe if they are inside high level ambients, or if a process executing a series of
actions does not decrease the clearance of those actions (this is a clearance-progressive and sequential
execution of actions).

Although formal studies are abstract and not always transformed into practical implementations,
convergence of formal to practical systems are also studied.

For example,[[15] presents a typed variant of Safe Ambients that evolved from Mobile Ambients:
the Secure Safe Ambients (SSA). This proposed type system allows to express and verify behavioral
invariants of ambients. In particular, the types of ambient names are protection domains grouping ambi-
ents sharing common security policies. As an example, it is possible to specify that a protection domain
D should not be entered by any ambient, by stating that no ambient outside D may exercise the capabil-
ity "in d" (which moves the executing ambient into ambient d) for any d of type D. In general, the type
system proposed performs formal security checks similar as those made by the practical JVM security
architecture; this similar functions are: the class loading, the verification of the bytecode, and the en-
forcement of a correct security policy by the security manager.

From formal to informal approaches. Studies with a less calculi orientation but still applying formal
foundations are also of our interest. The main studies which are of our concern are those targeted to
the object-oriented paradigm, and most specifically, to the Java programming language in a middleware
context. In the following, related work on these fields is reviewed.

In [46], a study about information flow in object-oriented models, information flow is allowed to
flow from one object to another if the security level of the target object dominates the security level of
the source object. Information is stated to flow in two cases: 1) when a message is passed from one
object to another (i.e. #orward flow), and when a response is received (i.daakwardflow); and 2)
whenever a new object is created (incurring only in a forward flow). Nevertheless, the authors argue that
information not always flows, for example, a forward flowingffectiveif the object that received the
message has not changed any of its internal attributes, and similarly when a reply mesdadelts-
tional to this communication messages, called nonprimitive messages, there are three internal messages
an object may send to itself (internal messages are named primitive messages). Themd isessage
used to get the value of an attribute in the object, there is alaite message which affects with some
data an attribute in the object, and lastly, there @eatemessage used to create new objects with a
given security level. All this messages are defined in order to build a message filter, this is, a process
that intercepts all types of mesages, and analyzes them case by case to avoid or let the forward messages
pass, and to block, pass or substitute witha backward message. What is important is that the case
analysis takes into account the security levels of objects exchanging messages while at the same time
it keeps track of the least upper bound security level of all objects involved in a chain of method calls.
By doing this way, transitive flows are covered and controlled throughout a whole path of method invo-
cations. Moreover, there is also a control for primitive messages. The read message is always allowed;
for the write and create messages it is always verified that the least upper bound of the security levels
in a chain of method calls, have the appropriate clearance to do the requested action. In summary, the
algorithm of the message filter defines the security for information flow taking care of the no write-down
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notion everywhere in all communications messages.

An additional study to the one described above is presented in [62]. Here, each system entity, re-
lationship object-subject, is tagged with a security level and a category which will determine its access
class. The security level is chosen from a totally ordered set. While the category comes from an un-
ordered set which in fact may be a category subset, the access classes are partially ordered according
to the rule: c1 dominates c2 if and only if the security level of c1 dominates the security level of c2,
and the category of cl includes the category of c2. This structure follows the non-linear ordered set
lattice presented in 3.1.2. The proposed solution to control information flow is to restrict message ex-
changes between communicating objects. As previously proposed, they are passed through a message
filter which may deny every read or write operation or by restricting message transmissions and replies.
To accomplish its task, the message filter is based on an access control enforcement. Access control to
an object is based on access control lists (ACL), where every object is attached with a read (RACL),
write (WACL) and create (CACL) list. Object interactions are constrained to "synchronous", "asyn-
chronous", and "deferred replies”, combined with a "restricted" or "unrestricted" mode of reply, making
an effective total of 5 different execution modes. With this modes, a message is extended to be the triplet
(message_name, parameters, mode). The mode given will be executed at message reception. Defini-
tions on invocation order and execution order are also presented. The first deals with the order in which
(invocation) messages are received and the second, defines the method execution order. In order to de-
fine information flow, differences between transmission and flow are presented. Transmission is defined
to be a direct communication between two objects (as when exchanging messages), and flow is about
knowing the other object state. Within this logic, information flow and safe information flow are defined.
Information flow depends on the write or create actions on the target, and on the information going from
the source to the target. Secure information flow extends the first, limited this time by the RACL.: objects
allowed access in the target ACL must be included in objects allowed in the source object ACL. Finally,
targeting a practical mechanism, it is presented the algorithm of the message filter enhanced with the
new definitions and rules.

Further work [9] enhances with an exception-based mechanism the information flow controls in
object-oriented systems. The authors extend close work from [46, 62] to include operations (exceptions)
normally not allowed by the strict security policy. For example, if a process treats sensitive information,
its write operations would normally be blocked by the strict rules, but if this process never discloses
sensitive information, it should not have its write actions blocked. When this case happens, the write
operation can be considered as an exception and allowed to execute. There are two types of exceptions:
invoke and reply. The first applies to a method execution (invoke exception) and the second applies to
the return of information from a method call (reply exception). These exceptions may also be permissive
or restrictive; they will allow an action otherwise normally blocked by the strict policy, or they may deny
an action otherwise normally allowed by the policy. On a motivating example, the authors show how
some information to be returned by an object is more sensitive than the information read (and used to
produce the more sensible data), where in this case, users allowed to read the result from this object
should not be allowed (because the information has changed its sensibility level). Hence, information
flow is related to two cases: 1) information is flowifigm an object when the information has been read
(aread case), and 2) information is flowitigan object when some information is written to the object
(a write/create case). Moreover, definition of information flow also takes into account the existence of
a transmission channel between objects, and the fact that information must be written into the object
(changing its internal state). Only explicit flows are considered and no indirect flows caused by covert
channels are treated. The specified ACL constructed to support exceptions are associated to objects to
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control write and create actions. Reads are not controlled because a reply is seen as a write. At enforce-
ment time, there is need to determine if the write or create operation should be blocked: the message
filter mechanism keeps track of the information being transmitted along with the users allowed to read
the info.

By taking the previous concept of message filters, in [35], it is presented an access control mecha-
nism. The control mechanism is based in a Meta Object Model where classic objects are extended to
include references to other (meta) objects. This meta objects are a message handler, an object registry,
an object access control list, and a metadata repository. For the authorization process, the most impor-
tant meta objects are the message handler, and the access control list. The message handler implements
a message filter and is responsible of analyzing every message sent or received when the object com-
municates. The object access control list holds a table relating the object’s components with a privilege
and a token. Components can be method interfaces, method arbiters, or method bodies, which can be
"layered" in such a way that method invocations are received trough an interface, passed to an arbiter in
order to negotiate communications, and finally given to method bodies. The privileges, without taking
into account the administrative ones used to manipulate other privileges, can be of a KEY or LOCK
type. When a KEY privilege appears, it means that the token is a ticket held by that component. When
LOCK is present, it means that the specified token must match the ticket presented. In both cases, a
ticket is simply an un-forgeable token embedded in messages, implemented in the form of certificates.
Under this model, the authorization process is straightforward and serves as the basis for implementing
a DAC or MAC (among others) mechanisms. In DAC, a method invocation message embedding a ticket
is received by the message filter which only has to match the embedded ticket with an entry in the object
access control list. In MAC, adjustments can be made to give to every subject and object, a security
level, while tickets will act as clearances which will determine access to the object.

Language-based and practical approaches. Research studies targeting information flow control in
languages have also been addressed. An interesting study, reviewing what has been done in the last
years is presented in [61]. The authors give background information of how covert channels, integrity,
mandatory access controls, static controls (by type checking techniques), and noninterference, have been
studied most notably in the Java language. At the end, one important remark is the observation that there
are not many implementations and whether is it possible to write programs supporting security. Other-
wise, interesting ideas can be collected from this work. On the Mandatory Access Control section (part
II.LE), it is described the problem of confidentiality when one process handles two different variables with
different sensitivity levels. At the same time a solution is presented and the ladbéreepings pro-

posed. Label creeping means that variables are first labeled with a security level and when the variable
is modified, it is relabeled with the higher-level label encountered through the traveled execution path of
the program. As an effect, labels tend to creep making the system more and more restrictive. Indeed, it
is true that one object instance may handle data with different levels, nevertheless it may be necessary to
analyze how data is released afterwards (as in a return value), and also analyze how the high-level data
is handled inside the instance (in order to later restrict the data to pass from a high variable to a lower
one, for example). One last comment is about exceptions that if not properly caught may incur in an
implicit flow of information, and hence they also have to be considered in all language-based studies.

[42] treat the issue of information leakage in communications between components when they are
used to build bigger systems. Component-based applications use components mainly because they al-
low an application to be relatively easy modifiable and extended. The coupling of components can be
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dynamically done at run-time, or statically at design time. Additionally, components may be distributed

to run in different hosts. As an overall problem, existence of many different principals and roles may
tend to produce many security risks. In consequence, the proposed solution is based on the static se-
curity analysis applied at the application’s design time, based on the use of Object-Oriented concepts
altogether with modeling and logical transformations. Components are restricted to follow certain secu-
rity guidelines or rules (i.e. the security policy) that will force the application to comply with dynamic

and static conditions. With this, it becomes evident the use of access control and information flow
models. Flow control is statically analyzed at design time through the application déteamtralized

label model The use of labels and its related concept of declassification is the main applied technique.
On one hand, labels are identifiers given to every system element (e.g. components, information units)
assigned to specify a read access policy for the entity which holds it. Labels include the owner of the
system element and the allowed users who will have access to read that system element. On the contrary,
declassificatioralter the allowed users already defined with the assigned labels, by adding other users
inside the labels, or by removing parts of the label. Moreover, the declassification action can only be
performed by an owner of the entity (an entity can have many owners), action that allows to keep the
policies defined by other owners on the same label. For the enforcement of control, functions such as
join and merge operate on labels to reduce them and produce the effective allowed readers. Later on,
the security analysis is done informally through the system design, which uses UML (Unified Modeling
Language) diagrams with objects representing the system’s entities and their relationships (e.g. com-
ponents, channels, data, sends, receives, transfers, permits, etc). In order to reduce and to finally apply
all the rules from the decentralized label model, the UML graphs are rewritten obtaining as a result a
final analysis. This analysis detects violations to the security policy and determines if every data unit
exchanged in the system follows an allowed path as defined in the labels. Even if the information flow
notion treated here adheres more to that employed by a workflow model, and that security properties in-
clude the guarantee of confidentiality, integrity or availability in communications between components,

it is interesting the approach used to control this flow. However, because every data unit has a label, and
in turn this label includes who are the allowed readers to the data, in a static analysis it is possible to
know immediately if there are security risks in the path traversed by the data unit.

A practical implementation of the decentralized label model applied in an object oriented language
is presented in JFlow [52]. JFlow extends Java by the static assignation of labels at programming time.
Labels can be assigned to variables, they can be passed to method calls, and they can parametrize classes
thus allowing a dynamic use of labels on the same class. After coding a program, one must use the
JFlow compiler to check the security properties (i.e. a type and a label checking), remove the labels, and
produce a standard Java program. Because JFlow is aimed to provide information flow control it can
check against leaks caused by storage channel attacks; nevertheless, other forms of covert channels are
not avoided, neither it is targeted to be used for multi-threaded programs or distributed systems.

Later on, enhanced work to JFlow appears.in [69]. The approach to handle an information-flow
policy is also done through the use of security-typed languages and static analysis, but this time targeted
to support distributed systems. Their main focus is to protect data by providing confidentiality when
a given application is distributed and executed in heterogeneous hosts. It is presented an evolution of
JFlow now called Jif/split, where the main idea is to partition a security-typed program, split it (accord-
ing to a trust relationship description), and distribute the splitted parts to different hosts. The security
model is also based on the decentralized label model and on the declassification concept, but extended to
include integrity. New integrity labels include and define who are the principals who trust the data. They
are created in order to assign a level of trust on data when it comes from a given host. With this ideas, a
host has a declared degree of confidentiality and integrity when it has been assigned a confidential and
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integrity label. This means that code, which is confidentially higher than the confidentiality of the host,
is never going to be sent to that host (i.e. the host is not trusted to execute the code). In a similar way,
data with a lower integrity than the integrity of the host is not to be received (i.e. the data is not trusted
in its integrity). Later, confidentiality and integrity of hosts are used by the compiler to split the code
among hosts, and always preserving the security policy. On the implementation side, Jif/split includes
an static checker, a program splitter (for the distribution of code), and run-time support for the dynamic
enforcement of the annotated security properties. Security enforcement is then achieved dynamically
at run-time, and by using static constraints (i.e. labeling) on the program’s source code. At run-time,
the system controls access to objects by verifying: 1) in the case of a read request for a field, that the
confidentiality of the labeled field is dominated by the confidentiality of the host, which in other words
means that the host is verified to comply with the required trust; and 2) in the case of a write request to a
field, it is checked if the integrity of the host is dominated by the integrity of the field, meaning that the
host is trusted to handle such field.

Even when JFlow annotates Java with security labels, not every element in Java is annotated. Re-
search in Java with a more extended form of annotations has been donhe in [6] and [7].

In the first study, annotations are made for local variables, fields, methods, parameters passed to
methods, values returned from methods, and classes. This annotations add to the normal Java type a
security level of either L or H. Moreover, in order to guarantee non-interference, there are definitions for
confinement where there is a separation of heaps and environments such that H fields and variables do
not appear in L heaps and environments. Without presenting details (to remind that even if Java is present
in our study context, our motivation is not to do security in the langyeges, if the confinement rules
and the security rules for typing expressions, commands, methods, and classes, are properly applied,
then safe method environments, where expressions and commands are also safe, prove to guarantee non-
interference. What is important to observe is the application of a fine-grained use of security constraints.
In other words, by typing a class, its methods and its parameters with security levels, it constraints their
access to only those entities holding the appropriate clearance. In a similar way, by typing the returned
method values, restrictions are imposed to those entities expecting the method’s result.

In the second study, the previous one is enhanced with the introduction of an access control mecha-
nism. One could say that it is the dynamic security checking approach. Access control is based on the
stack inspection procedure present in Java, where access is checked against permissions enabled in the
executing heap. This allows a method to be defined and called with a multiple typing, and at execu-
tion time (while in some heap), permissions of the caller are evaluated. The introduction of "test" and
"enable" commands allow to check for permissions inside a method’s body, and to enable a selective
permission that will be used when accessing a method call, respectively. With this verifications, a called
method can take a proper action depending if the caller has the authorization or not, returning, in brief,
the high-level result only to the authorized caller, or a programmable response action if the caller is
not authorized. Finally, this ideas can prove to be useful if applied to distributed programs outside of
the sequential language as presented in both studies. For example, if the access control in the stack is
translated to our study context, an interesting idea to explore would be: can we define methods (inside
objects that can be distributed) with a multiple typing and return results that depend on the permission
of the caller? what would be the implications (in theory and for the implementation)?

Practical middleware systems. Mobile agent systems based in Java objects and including security
controls for distributed environments are also worth to analyze in order to have an insight of what is
implemented in the intersected field of objects and distribution. One example of this type of mobile
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systems is that of Aglets [55]. In the Aglets framework, there are present the mobile code, called Aglets,
and the executing environments, called Aglet servers. The security needed in this kind of system can
be reduced to three principal issues: 1) Protection of an Aglet server to execute a malicious agent; 2)
Protection of an agent against attacks of a malicious server; and 3) Protection of an agent against net-
work attacks such as tampering the communicated data and the agent himself. The first issue is solved
with the extension of the Java security policy by checking where the agent comes from, who signed it,
who owns it (i.e. who has instantiated the agent), what is permitted to do, and how it will be protected
when communicating with other agents. Protection of communications also solves the third issue. Itis
introduced a message protection permission defining who is the owner of a message. While this permis-
sion will be used by a receiving agent in order to allow reception of a message, it is required a previous
step for the sending agent. The sender has to contact his server in order to ask and get a permission
for communicating with the remote agent. Once the sender has obtained the permission it can exchange
messages with his interlocutor (again, only if the receiver is willing to accept them). Finally, the second
issue is solved with a protection of executing environments done through mutual authentication of the
Aglet servers.

Similar architectures to middleware object based frameworks with support for distribution can also
be illuminating. For example, the Globe system [3€, 56] presents a framework based on the concept of
Distributed Shared Objec(®SO0). A DSO is the representation of a service provided lmcal object
with exported methods and allowed access to any client wishing to make use of such service. In general,
every client is presented with the same interface to the DSO, but internally, the DSO can be composed
of multiple objects replicated and distributed. If the replicated object holds a copy of the state (i.e. the
internal data structures), then it can locally execute a method call, but if there is no copy of the state,
then it serializes and forwards the method call to a different local object, which in fact may be placed
remotely from the client perspective. As a global effect, the client using the DSO does not perceive
any difference with respect to a normal method call. On the contrary, internally to a DSO structure,
local objects require to exchange requests and response messages to coordinate the DSO state. In this
framework, the requirements for security are identified to be grouped in secure bindings, platform, and
method invocations. Secure bindings deal with asserting that local objects (i.e. the objects clients will
access) are indeed part of the DSO, and in the same way, that replicas are part of such DSO. Platform
security issues are related to the classical problems present when mobile code is deployed, this are, 1)
security of the platform which has to guarantee that it will not attack the mobile code, and 2) the security
of the code guarantees it will not attack the platform. For the method invocations, the security issues are
on authentication of communicating parties, protection of data, and correct distribution of method calls
to only those replicas that are trusted. The global solution is based in the use of a public key schema.
First, to every DSO and replica object is assigned a public/private key pair, named object key and replica
key respectively. Additionally, there are certificates relating public keys with rights, so that public keys
tie and give to the owner of the corresponding private key, the rights appearing in the certificate. For
example, a user certificate determines what are the rights a user has with respect to method invocations
on the DSO. Similarly, a replica certificate determines correct transmission of user request to replicas
who have the right to execute and respond to the request. A third certificate, an administrative certificate,
is introduced to control other emitted administrative certificates issued by any user or replica. With this
administrative certificate, it is possible to produce a chain of administrative certificates by relating the
actual certificate with the new one in the emission process.

In brief, with the use of certificates, secure bindings can be made to prove that a client contacts
the local object making part of the target DSO, and also, it can prove that replicas are indeed replicas
of the DSO. Finally, access to method invocations are controlled by inspection of the user certificates
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before the message is sent over the network (through a secure channel), and once the replica (which
will execute the method) has received the invocation, the same user certificate is inspected once more to
see if it holds the correct permissions. In this case study, it is interesting to see from the access control
perspective how the use of certificates from a non-centralized public key infrastructure allows to control
the access to distributed objects.

3.3 Summary

Many techniques can be applied in different contexts and with different effects. Typing of communica-
tion channels, processes, data transferred, variables, environments, among other entities, can statically
control the behavior of the system. To complement the static controls, dynamic rules and mechanisms
such as tickets/certificates, label creeping, declassification or downgrading levels of processes, just to
mention a few, can turn to be useful to control behavior at run-time. In overall, it becomes of great inter-
est to study the application of this techniques in a system intersecting the fields of objects, distribution,
mobility, and middleware, within the flow control security perspective.
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Chapter 4

The ASP Security Model

4.1 Introduction

In this section, a security model is defined for our object model in order to guarantee the classic property
of data confidentiality for multi-level security systems: a specific user with the appropriate clearance
will be given access only to the information that he/she is allowed to handle. It is very important not to
confuse this notion of data confidentiality with the (also called) confidentiality provided by encryption
mechanisms (i.e. information obscuring).

The main contribution of the security model is twofold. First, it provides a strong mathematically
proven foundation which guarantees that the confidentiality property holds for an asynchronous, dis-
tributed, and object-based application, from end to end throughout a whole path of communications.
Second, it is designed to be able to serve for a practical implementation. In this case, it is later applied
(cf chapter 5) in a middleware library, which renders all security operations non-intrusive to the con-
structed applications. In other words, if the security mechanism is implemented at the middleware level,
the application level programming is not affected.

We start by describing the objectives to focus on. Later, the global security policy is presented, and
from there, a first security model is proposed. On the technical side, this proposed solution is based
on the concepts of MLS, with analogous notions 6 ‘Wwrite-dowri and "no read-up) taken from the
model of Bell-LaPadulz |8], but in order to avoid its total restrictiveness, it is modified and extended to
cautiously include discretionary rules. To complete the first model, it is redefined in terms of ASP enti-
ties and ASP secured communications; which means that ASP is formally extended into Secure ASP. At
the same time, it is presented the notion of secure information flow between activities with an important
property for data confidentiality. At the end, it is pointed out a fundamental aspect of the expressiveness
of the model for service-oriented computing.

Through the rest of this paper, and in order to avoid confusion, because the word "object" can be
confused with the object concept of Object-Oriented Programming, and at the same time, the security
terminology used in access controls includes the subjects-objects relationship [63], we will refer to the
subject-object relationship as "subject-target".

Additionally, even when in the following there are informal statements which hold a direct relation-
ship with ProActive, and similarly, there are formal statements directly related to the ASP calculus, there
should be no semantic distinctions between the two except for the syntax and the approaches employed.

a7



48 CHAPTER 4. THE ASP SECURITY MODEL

4.2 Objectives

As explained with the introduction presented in chapter 1, the main goal it to solve the problematic tied
to distributed systems based on distributed objects, with respect to the control on the flow of information.
In consequence, the specific objectives to achieve are:

1. The declaration of a security policy.
2. The formal verification of the model proposed for the control of the information flow.

3. Suggest an architecture that will help towards the implementation of the appropriate security
mechanisms (the architecture is later presented in chapter 5).

4.3 Design of the ProActive security model for the control of information
flow

4.3.1 Current security framework

In [4], the authors present a security model framed at an applicative level and oriented to object-based
systems such as ProActive. The model is based on the domain concept, with the possibility to con-
tain other domains inside a domain. Every domain will be controlled by a set of rules, making up the
security policy, that will determine the behavior of all entities contained in the domain, which in this
case are ProActiveodes In addition, everynodereceives a certificate issued by the domain identify-

ing it as a member of the domain. Then, the rules stated on the security policy are applied to all the
communications taking place between active objects distributed in the different domains.

The types of possible communications are related to the type of message exchanged only between
active objects. They comprehend, a) request messages, when an active object receives a call to a method,
and b) reply messages, when the method of the called active object has some result value to return (the
return of a result is optional).

Security in communications is provided by enabling the mechanisms that will apply any of the
properties of authentication, integrity or confidentiality. Though each of these properties can be made
effective in a one way direction from source to target, authentication can be indicated to take place in
a mutual way. Moreover, these properties can present themselves individually or mixed according to
a mode allocated at each one, which can be: "obligatory", "denied", and "without importance". An
"obligatory" mode will always enable the property for all communications; the "denied" mode will
always block all communications; and the "without importance" does not care if the property is present
or not. The main reason for having a "without importance” mode is because, in case sub-domains are
present and at evaluation time of the final security policy (i.e. the final policy results after evaluating the
individual policies for every sub-domain), it will not cause an interference or an incompatibility error of
policies.

Furthermore, there are some checks on the creation of new active objects in a domain, and on the
migration of an active object moving towards a different domain.

Finally, the model is based on the use of the certificates (through a PKI architecture), issued by a
trusted party, being employed by the mechanisms of cryptography when the authentication, integrity and
confidentiality properties are made effective.



4.3. DESIGN OF THE PROACTIVE SECURITY MODEL FOR THE CONTROL OF INFORMATION FL@W

Even when the model protects communications between active objects, it does not address the issue
of information flow control.

4.3.2 Specification of the security policy

In order to guarantee the features of security to apply to ProActive, it is necessary to describe the bases
and foundations that will conform the pillars of the model for the access logic and flow control. This
subsection will introduce the concepts of security used by the security policies, the definition of access
control, and the definition taken for the flow of information.

It is important to note that several definitions are presented, which make part of the new proposition
of security, and that previous work, taken as the basis supporting the definitions in question, is explained
where applicable.

Definition 1 (the entities of the environment):

e Active object.- An object according to the definition of the object programming paradigm resulting
after application of the creation method of distributed objects present in the ProActive library.

e Java Virtual Machine (JVM).- Executing environment for every Java application. All applications
conceived with ProActive need a JVM to execute there.

e Node.- In principle, a node is the representation of a place where active objects will be put in
execution. Every node is bound to a JVM, therefore to a specific host. In addition, it is important
to note that a host can contain several and different JVMs at the same time.

¢ Virtual Node.- With the evolution of the ProActive project, the concept of node is extended using
the concepts of distributed systems so that a node (or several nodes), no matter the physical local-
ization where it executes, can be member of a virtual node, in other words, a virtual node is the
logical grouping of different nodes.

e User.- The user is the person who starts the program. The rights and the person’s identity will be
inherited by all active objects managed by his application.

e Subject.- Traditionally, a subject is an entity of the system that can react in an independent way. In
the setting of ProActive, all users of the application are subjects and only after having instantiated
an active object, the new object will be called subject because this new object will be able to create
other objects and act like an independent entity. In consequence, users and active objects act as
subjects.

e Identifier.- The identifier is a set of data embedded in a specific structure. Its owner can be identi-
fied by a verifier of identities. In PKI (Public Key Infrastructure) based systems, it is implemented
as a certificate; for example, the X.509 certificate.

e Authentication.- Process that permits to determine if any subject is indeed authentic, or in other
words, if he really is the subject that he tells to be. It is in this process that a subject uses its
identifier in order to identify himself.
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e Authorization.- Generally, after the process of authentication has succeeded, there is another pro-
cess that permits to determine if the subject has the rights, therefore the authorization, to execute
the actions that he intends to perform.

e Security policy.- Set of rules and conventions to respect in order to guarantee a stable state of
security in a given system. The security policies are the more important part of all secured systems,
either if it is distributed or not. Moreover, for every security policy, it is required to have the proper
mechanisms enforcing these rules. In ProActive, it comprehends the actual relationship between
domains, virtual nodes, users and subjects.

Definition 2 (the domain of security):

Generally, a domain of security is the logical grouping of entities onto which the rules comprehended in
the security policy will be applied (i.e. the security policy for the domain).

Well defined security policies allow to delimit the actions that every subject can make. An access
control policy controls the types of actions that a subject is permitted to execute on another one. In the
same way, a flow control delimits the communications that every subject can establish. Generally, the
security policies mostly used in distributed systems are the access control policies. In the case of ProAc-
tive’s actual access control policy (presented in subsection 4.3.1), it will not to be modified because our
work is centered only on the flow control policy.

Next, the flow control model will be developed progressively, and with the actual access control
policy, a new security policy will be generated and will be summarized in the last part of this chapter.

First of all, it is necessary to note that the flow control is an extension to the access control in terms
of restrictions with respect to the transfers of information from a subject towards another. In the case of
access controls, there are relationships of subjects-rights (i.e. the actions that a subject can perform on
an object). On the other hand, in the case of flow controls, there are relationships of subjects-subjects
(i.e. a subject can establish a communication with another subject).

Lets begin with the problematic resulting from the inclusion of the concept of flow control. With the
introduction of the flow concept, problems of transitivity are also introduced. Transitive actions are the
indirect result of at least two different, consecutive or non-consecutive communications, which use the
access rights of an intermediate in order to gain access to a hon-authorized target subject. For example,
subject A would like to read (or write) any information contained in subject Z; if subject A is prevented
to communicate with Z because a rule exists in the defined security policy; nevertheless, if A is able to
communicate with a third subject, say F, that in turn has the right to communicate with Z; then finally,

A will get an indirect access to Z by going through F.

To solve the problem of transitivity, in [13] the authors give some indications: "Due to the fact that
information flow is a transitive operation, every flow policy must control all transitive access. In order
to treat the flow policy, we extend the previous model [a model based on an access control policy] as
follows: (1) the definitions for the rules of access control are enriched with the notion of information
flow, and (2) the rules controlling the transitive information flow (by the interdiction of information
flows) are included".

Hence, to achieve the first condition, the one about the enhancement of rules, rules must be defined
for the input and output of flows. It consists to define, only for the access of authorized flows (all
others non-defined access will not be authorized), who is the subject originating the communication,
its assigned right (either a read right for the input flow or a write right for the output flow) and the
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target subject. It is necessary to note that the model of [13] uses the terms of subject (for the sources)
and objects (for the targets), but in the case of ProActive one recalls that objects (as targets) are also
subjects.

Then, the second condition is achieved by defining what are the information flow rules refusing the
establishment of communications. The principle is based on the indication of what are the two subjects
that will not be allowed to communicate. To note that this rules define denial of flows (everything else
not prohibited will be allowed). If care is not taken when writing the rules, transitivity effects as the ones
already shown may appear.

Furthermore, these principles are enhanced with the introduction of security levels and the adaptation
of the multilevel military model of Bell-LaPadulal[8]. Recalling the notions, the model consists of three
basic rules:

1. A subject can read from and write to an object if they both hold the same security level.

2. A subject can read from an object, only if the subject has a lower security level with respect to the
object.

3. A subject can write to an object, only if the subject has a security level superior to the one of the
object.

Once again, it is important to observe that semantics for subjects and objects in the model just pre-
sented, do not have the same sense for the case of ProActive. As a notion, subjects do not change, but
objects are going to become subjects. In this sense, actions in ProActive are performed by subjects onto
other subjects.

With these bases, conditions from [13] and [8] are redefined in order to adjust them to ProActive. In
general terms, and while using the ProActive semantics, the following conditions should be taken into
account:

Definition 3 (on the control of flow):

1. Communications of a subject towards itself are always allowed.
2. Denial of communications (negative discretionary authorizations):
(a) List the subjects pairs (subject-subjettd which the establishment of communications will
be denied.
(b) All other pairs non appearing in the previous list will be allowed to communicate, and the
assessment of the following rules must be observed.

3. Authorizations according to the actions performed by a subject (positive mandatory authoriza-
tions):

(a) Reception of a request message will be allowed by the receptor, only if he (the called subject)
has a security level equal or lower to the one of the callee. This type of authorization restricts
subjects from "getting to the orders" of someone else.

YIn fact, it is necessary to indicate what are the domains with denied communications because domains include the subjects
here mentioned.
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(b) Emission of a response message will be allowed by the transmitter, only if the subject that
emits the response has a security level equal or lower to the one of his interlocutor. This type
of authorization controls the disclosure of information when sending messages.

(c) The creation of an active object will be allowed by the issuing domain, only if the caller has
a security level equal or lower to the one of the target domain. The authorization controls the
disclosure of information by exhibition of an object (i.e. an object encapsulating data and
code).

(d) The migration of an active object will be accepted by the receiving or target domain, only
if the receptor has a security level equal or lower to the one of his interlocutor. Migration
is considered to be an active object creation when an existing object is relocated, with the
difference that in this case, it is the receiver who will accept or not the migrating object.

4. All other positive authorization rules non defined before will have their communications denied.

To observe that conditions 1, 2b, 3 and 4 are implicit and do not have to be expressed in a list of
rules at the time of implementation. Thus, the algorithm of authorization can follow this same order to
complete the access evaluation.

Before continuing, it should be explained how the definitions in the positive authorizations were
produced.

In the case of the reception of requests, the basic principle allows a subject to read an object if it has
a level equal or lower to the one of the object. Therefore, this expression is directly translated to the case
of request receptions in ProActive, where the receptor is now an active object.

In the same manner is treated the case of reply emissions. Nevertheless, if the write principle "access
is allowed only if the subject has a security level equal or higher to the one of the object", instead of being
applied on the receptor’s side, is applied on the transmitter’s side because the transmitter isteending
reply, the evaluation condition passes from "higher" to "lower".

Creation of a new active object follows the same philosophy of reply emissions: to whom is the in-
formation given? Same case for the migration in relation to request receptions: the "orders" are received
from whom?

Following this general definition on flow control, it is observed that three sets of entities need to be
defined: the subjects, the possible actions that every subject will be able to execute, and the classifica-
tions for the security levels.

Definition 4 (the subjects and their properties):

In general terms, the set of subjects is composed of all the application users and of all instances of active
objects present (currently and in the future) in a domain. All subjects will be affected with a security
level.

Definition 5 (the possible actions):

The possible actions that a subject can perform in ProActive, related to the flow control are reduced to
two: 1) reception/migration and 2) response/creation.
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With respect to the security levels, if the multilevel security concept is to be followed, at least two
different types of levels are required to be defined. In our case, and as a first step in the development
of the ProActive security model, three levels are defined: a level serving as a referential and two other
levels (one above and one below the referential level). Nevertheless, it is possible to define several levels
as it will later be presented.

Definition 6 (the levels of security):

For the case of ProActive, three entry levels are defined: LOW, NORMAL and HIGH (with ascending
priority).

Definition 7 (the assignation of the security levels):

There are three situations where a security level will be assigned:

1. Affectation of levels to domains.- Before starting an application, the security policy should contain
the security level assigned to every domain. Each domain will have assigned only one level, taking
effect dynamically during the deployment of the application.

2. At the time of creation of an active object (except if it is the result of a migration action).- The
active object that has just been created (after an authorized creation) will inherit the security level
of the current domain (i.e. the domain where is located the subject creating the new active object).

3. During migration.- A migrated subject (whose migration was authorized) will keep his original
security level whatever be the security level of the target domain.

Based on the ideas of [22, 23], only with respect of attaching labels to ambients, domains are af-
fected with security levels in order to create "secure environments”. Nevertheless, conirary to [23] where
all processes inside an ambient get assigned the same security level of the ambient, new processes (i.e.
active objects) will get assigned the security level of the current domain. The main reason is to avoid
situations where HIGH level subjects create objects in LOW level domains, having as an effect an indi-
rect downgrade on the security level of the new object.

As described before, the actual security policy for ProActive includes domains that can contain
other domains (sub-domains), and that each of these domains is restricted by the rules of its own secu-
rity policy, probably causing interferences when incompatible policies are present. It happens when for
example, a given action is denied in a first policy but allowed and required in a second policy. However,
the application and integration of a flow control model to the existing schema, do not interfere with the
controls and mechanisms already implemented. This is due to the fact that, on one hand, the actual
access control evaluates policies in a "vertical" manner (climbing from sub-domains until reaching top
level domains). On the other hand, the proposed flow control uses the security levels as the basis to
permit or to deny communications, evaluating in an "horizontal” manner, and consequently, it does not
hold a dependence to the structure of domains.

With the previous definitions and bases, the security policy for ProActive is proposed. It includes
the additional definitions:
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Existence of several domains

A logical regrouping of differentirtual nodess called a "domain". A ProActive application will be
started in a domain and will be able to spread through several domains (according to the rights and limi-
tations imposed by the security policy defined for every domain). Different domains can be managed by
different administrators, and these administrators define the security policy for their own domain. The
existence of at least one domain is obligatory.

Existence of unique subjects
Every subject must be defined in an unique way. To make unique every subject, it will be bounded
to an also unique identifier.

Existence of only one identifier by user (and his subjects)

In order to avoid the multiplicity of identifiers for a subject, the security mechanisms of ProActive
will be based in the usage of public key certificates. These certificates will be used by the access control
mechanism to identify subjects created by an user. It is the user who must describe what is and where
to find the identifier to use when the application is started the first time. In summary, before starting an
application, the user should count with a certificate that in turn will be used to identify all his created
active objects.

Protection of identifiers

To assure the integrity of the identifiers, they must be protected against tampering. For this reason,
the choice of certificates has been made because they are already "protected” by the signature of the
certification authority that emitted them.

Possibility to establish communications channels with enabled confidentiality, integrity or non-
repudiation

The possibility will always exist to establish communication channels that include supplementary
protections as confidentiality, integrity and non-repudiation. They are defined in agreement with the
needs of the application and they can be combined.

Security in every domain

Every security policy will be defined and targeted for its application onto a specific domain. In con-
sequence, all actual security operations crossing different domains will still be controlled by the different
security policies found in every domain. Moreover, security operations related to the information flow
control are applied without dependence on the structure of domains.

Global application of the security controls
In order to guarantee the security throughout the system, the access control procedure will be applied
first and, if successful, the flow control will be applied subsequently.

Flow control for local communications

Flow control will be made at the time of the first trial of communication among two subjects, and
it will be made in a local way to the subject. More specifically, it is the target subject in the case of
a request reception, or source subject when a reply is to be sent, that will perform the access control.
Therefore, every subject will determine if he has the right to communicate or no with his interlocutor.

Flow control for the creation (migration) of active objects
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The creation or migration of an active object will only be granted if the subject performing the action
has a security level equal or lower to the one of the target domain.

The security levels
The values "LOW, "NORMAL" and "HIGH (with priority in that order) will be used as labels for
the security levels.

Domains and subjects marked with only one security level
Every domain and every subject will be obligatory defined with only one security level.

Assignation of security levels to users and subjects of a given domain

The set of subjects is composed of all users of the application and of all processes of active ob-
jects having existed, existing and to exist in a domain. To assign them a security level, there are three
situations:

1. Assignation of levels to domains.- Before starting an application, the security policy should con-
tain the assigned security level for every domain. To each, only one level will be given. It is the
system administrator who will make this assignation.

2. At the time of creation of an active object (except if it is the result of a migration).- The active
object that has just been created (authorized creation) will inherit the security level of the current
domain (the one of its creator).

3. During migration.- A migrated subject (authorized migration) will hold his original security level
whatever be the security level of the target domain.

4.3.3 Towards the ASP security model: formalizing the security policy

Before presenting the formal approach, it is important to recall that the objective of the proposed model
for the control of information flow is not to create a new type of calculus. The objective is rather to
demonstrate through a mathematical reasoning, that the proposed security mechanism always holds a
secure state for every communication and mobility action with respect to the information flow control
issue.

First, the formal notation according to our proposition of security policy is presented. This policy is
formally defined as:

2 dif Ma—(8;, 05), with i # j

The security policyz is composed, according to definition 3.2.a (cf subsection 4.3.2), by a ma-
trix of interdiction of communications (matrix of negative authorizations) represented hy(é;, J;),
where every subject located in domainis not allowed to communicate with any subject located in
domaind;. On the other hand, there is a matrix of authorization of actions (matrix of positive autho-
rizations), represented byt (Jx, ;), not visible in the definition OE, and which results from the
following logic:

If matrix M,_ is composed of relations of domain-domain tuples, with a finite set of domains
(ranging from 1 to), by deduction, our universe of tuples is the combinationd, x §,, V¢ e {1 ...

x}. Moreover, considering that elements.M, . cannot appear iM,_, and viceversaM,+ N M, _
=(.
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Then, it is obtained by difference of setsf,, =v - M,_
As a result, according to definition 3.3, matii, provides the rules to apply and enforce by the
multilevel security mechanism.

Moreover, also from definition 3.3 and based on the multilevel security rules, the conditions which
authorize the actions are adapted for ProActive. They are shown in table 4.1.

11 (§p1 Sos e/r)<:> SL(§p) < SL(g(T)
1 (3, 35, c/m) & SLG,) < SLEG,)

Table 4.1: Conditions for the secure actions in ProActive.

The entities included are:

e the set of subjects, with ¢; € S, for ani finite. With respect to the ASP calculus, every subject
¢; represents an ASP activity such@ss, etc.

e the set of domain®, with §; € D, for ani finite. Additionally, every domain is composed of a
subset of subjects.

e the actions (generalized to two types) {e/r, c/m} represent:for the emission or reception of
messages, armmfor the creation or migration of an active object.

e the security levelslpw, normal high}, taken from a finite latticeC ordered by the relatior,
assigned to every subject and domain.

e an auxiliary functionSL() returning the security level of the subjegt or domaind;, passed as
argument.

On these conditions, every predicafeshows the relationship existing between the defined security
level assigned to subjects (or domains) and the action to perform, hence the first argument defines the
caller or source subject, the second argument defines the callee or target subject, and the third argument
defines the desired action to perform. For example, for the emission and reception of messages, the
predicates informally state:

e For the case of a message emission, message senthy received by, in II (s,, <5, €) : "The
transmission of a message will be allowed (by the transmitter), if the security level of the source
subject, is equal or lower to the security level of the target subjgtt

e In the case of a message reception, message septdnd received by, in II (55, ¢o, 1) : "A
communication will be accepted (by the receptor), if the security level of the source syhect
equal or lower to the security level of the target subjgtt

Both emission and reception predicates share a similar syntax, but the difference between them is
outlined and emphasized evhoauthorizes the action, either the transmitter, either the receptor.

The possible actions r, ¢, andm are formally defined in table 4.2.
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as U= Sy X (e) Emission of a message
| (A x) (r) Reception of a message
| newd,(s) (c) Creation of an active object
I

mig (s, --» 6) (m) Migration of an active object

Table 4.2: Actions to secure in ProActive.

These actions are noted to avoid confusion with the notation of ASP activities. Semantically, the
meaning of these actions is straightforward:

¢ ¢, xmeans that subjectwith security level) € £ sends message

e In g, (A x), subject with security level) receives the messageThe additional notation recalls
thatx is a bounded variable (it affects ASP behavior as it permits to continue with the local action
endservicg

e new d,(s) indicates that a new subjectwill be created inside the domaihwith an already
assigned security level of

e mig (s, --» 6) is the migration of subjeat, towards domaird. Here, the subject already counts
with a security level; and that it migrates to a domain whose security level does not have an
importance.

Furthermore, the notation, > err is introduced to indicate that an actien violates the secu-
rity policy " causing an error; and sgtis defined to only contain authorized transmissions.

Finally, the conditions allowing secure transmissions depending on the performed action, are gener-
alized and defined as follows:

Secure message emission.
V$p € 0, VSo € 05, V0,05 €D (5px | So(y) = Sp | Solyi=a}) €T < 11(6,, 0, €A Mai (9,
)

The emission of a messaggesent by subjedt,, is considered secure (i.e. is an element ofSet
if the conditions for the security levels are met, and the domains containing the emitter and receptor are
included in the matrix of authorizations. For its implementation, the issuing subject must evaluate and
verify if the conditions are achieved. On the behavior of activities, after reception of the message by
subject,, the restricted variable is replaced with the received value.

Secure message reception.
VS, € 05, ¥ss € 06, Y0y, 060 €D (Spx | o(y) = <p | Sofy :i=2}) €T S 11(5), 96, 1) A Moy (0p,
05)

The principle is the same that for the emission, but in this case, it is the receptor that makes the
assessment and verification of the conditions.
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Secure activity creation.
Vs € 8,V¥0,,0, € D:newd,(s) € T < 11 (6, 05, €) A Moy (6, d5)

Creation of a new activity is safe if the predicale(é,, J,, c) for the creation action holds, and if
the domain tupled,, é,] is present in the matrix of positive authorizatiang, . Considering at this
point the practical implementation of the mechanism, it is the issuing domain that should make the veri-
fications before releasing the to be created object. After creation, the new active object has to be tagged
with the security level of the source domain. Furthermore, the new active object will be located in the
target domain as if,{<,}.

Secure activity migration.
Y¢Sy € 0, V0p, 05 € DMig (s, --» 65) € T < 11 (), 65, M)A My (6, 05)

The migration case is analogous to the creation case differing only on the implications for its imple-
mentation. Here, the receiving domain must verify the conditions before accepting the migrating active
object. If the transmission is allowed, the security level of the migrating object should rest unmodified.

Error or security policy violation.
g 2 err & Mgq_(9,, 9s)

An error is always produced if the tuple [source_domain, target_domain] is comprehended in the
matrix of negative authorizations.

4.3.4 Refinement of the model

Following definitions 3 to 7 from section 4.3.2, the following properties relating actions to every type of
security level can be deduced:

1. Subjects with a HIGH classification will be able to receive requests, and to send replies or creation
messages but only when communicating with other subjects/domains of the same HIGH type.

2. Subjects with a NORMAL classification will be able to receive, send or create but only with
NORMAL and HIGH subjects/domains.

3. Subjects on LOW domains, will be able to receive, send or create when communicating with any
type of subject/domain.

It is necessary to note that in these communications, reception of requests and emissions of replies,
the classification of the domain where subjects are located, is not important. What counts is the security
level of subjects.

In the same manner, properties about the migration of active objects between domains can be de-
duced:

1. Subjects classified as LOW will be able to migrate with success an active object toward another
domain but only if the classification of the target domain is LOW.

2. NORMAL subjects will be able to migrate an active object only towards LOW and NORMAL
domains.
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3. HIGH subijects will be able to migrate active objects towards any domain.

It can also be noted that for the creation and migration actions, it is necessary to take into account
the security level of the receiving domain as well as the level of the subject.

These properties can be summarized by observing that subjects marked HIGH can send requests
messages to everybody, but they are restricted to reception of requests coming out from subjects with
lower levels, as well as to reception of requests for the creation of new active objects. In this case, if an
environment is marked HIGH it becomes a closed environment. On the other hand, subjects with a low
security level are more flexible for the creation of new active objects or to allow migration (mobility)
with respect to those subjects of higher levels, but they suffer from communicating towards subjects
with a high classification (because if they send a message to a higher classified subject, the reception of
the message will be denied by this last -refer to definition 3.3.a-).

To better explain these observations, an example covering these communication modes is presented
through two possible scenarios. In the first scenario, resources of two domains with different security
levels are shared. It is schematized in figure 4.1. Subject "a", situated in a low-level domain of security,
created the active object "b" in the other domain (possibly without knowing a priory that the security
level of the distant domain is HIGH). Following the procedure of assignation of security levels, the se-
curity level of "b" will be LOW (so as the one of "a", its creator). Finally, these two subjects will be able
to communicate no matter the security levels of their current domains.

Figure 4.1: Communication between two subjects with the same security level but located in domains
with different levels.

In the second scenario, illustrated in figurel 4.2, communications between existing subjects but in
different domains is presented. The subject "a" (non active) and "b" (active) are subjects created in the
LOW domain. In addition, "a" was the creator of "b". Meanwhile, subject "c" (active) has been created
in an independent way in the HIGH domain. Here it is noted that subject "b" will be able to exchange
(receive or send) messages with the LOW and HIGH subjects, but subject "c" is restricted by the dis-
closure of information and is not able to exchange (receive/respond) messages with other subjects. Yet,
subject "c" can send a message to subject "b" for the execution of one of its methods and to receive an
answer or reply if there is one.

From these example scenarios, if communications are authorized according to the security level of
objects and not of domains, then from a service point of view, HIGH level objects can not be called by
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ow send  receive ngh
receive send

Figure 4.2: Communication between two subjects with different security levels located in domains with
also different levels.

lower subjects, meaning that HIGH processes are not completely usefull. Notwithstanding, mobility of
processes suffers the inverse effect. HIGH subjects can move processes anywhere, but LOW subjects
can not completely do it.

While this first security model covers the basic access control on information transmissions, it is not
yet complete. Some observations are gathered after the model is analyzed:

e From the service perspective, an application becomes restricted with the presence of asymmetric
forms of communications (at the expense of mobility): HIGH level processes can perform requests
onto other processes but will not receive any request from lower-level processes. This asymmetric
form of communication converges towards a system where only HIGH objects will communicate
each other (similar to thiabel creepingeffect presented in [61]). This kind of restriction leads to
impractical applications.

e Assignation of security levels to domains are not totally usefull. The conditions for the secure
creation and migration actions, which inspect the security levels of domains, can be evaluated
successfully if the security levels of subjects are directly inspected. Moreover, the mapping of do-
mains tovirtual nodesvirtual nodeso nodes andnodeso JVMs, renders complex the configura-
tion of a "secure environment” (i.e. a domain with a security level). Furthermore, implementation
of such distributed "secure environments" gets out of scope for this work.

e The information flow notion is not clearly defined, therefore, there is no complete information flow
control through all the application. As presented before, the model only verifies communications
between two objects, but it does not addresses a global situation where more than one object
communicates, and if this global communication forms a flow path, there is no flow control yet.

e The ASP calculus has not been fully addressed: behavitaiesandautomatic continuations
and its impact resulting on the presence of asynchronous communications, are not considered.

Besides doing an analysis of our model, an analysis of the state-of-the-art is also made. In order
to find solutions for our context, the philosophies appearing in related and previous studies are adapted
where applicable.

In the case of non-interference, it can not be applied in our context because it does not address dis-
tribution. It implicitly considers execution of processes inside a "local environment”, where low-level
processes may gain the ability to perceive high-level actions. This consideration does not fully hold in a
distributed system (i.e. processes located in multiple and distant "environments") because it would mean
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that low-level processes have the ability to be present and be able to perceive what it happens in every
"environment”.

BNDC, P_BNDC, and FM theories are better suited if applied in a language-oriented application:
by somehow separating high and low level variables, any action performed onto a high level variable
would not be perceived at all; this effect could be achieved by avoiding inspection of any high level
variable. Notwithstanding, if the notion is adapted by having objects instead of variables, with security
levels assigned to objects, then it is possible to avoid inspection of any high-level object. Inspection of a
high-level object would mean a local access to the object and a remote access through communications.
On one hand, the local access to an active object is already forbidden in ASP, and on the other hand,
a remote access considers that information has to be read from the object, which requires our model to
impose a control on the actions returning some value from the high-level objects.

From m-calculus and![39, 41], channels have to be known to be used. In our case, it is possible
to control objects by not diffusing their names (actually they are not names but references); but there
is no need to introduce a control on diffusion of names/references because ASP already avoids direct
communications to an active object if its reference is unknown.

Additionally, by examining from previous work the effects of RTypes, it can be observed that high-
level processes are restricted and allowed to write only low-level values onto a channel. For our context,
it is not viable the assignation of security levels to channels, but in turn, high-level objects can be
allowed to "send" (the emission of either a request or a reply) only low-level values. This emissions
must consider that low-level values are not the result of a downgrade action performed maliciously by
the high-level object.

Furthermore, we can adapt a similar notionoefree processes to our objects. If security levels
assigned to objects are considered to not change as the application executes (security levels rest fixed),
downgrading (i.e. reduction of security levels to-devel) can be avoid. Downgrading in our context
could be performed in an indirect manner by creation of new active objects with lower security levels,
hence, this kind of action must be avoided.

From [43], avoidance of causal dependency is reinforced by having deadlock-free access to vari-
ables. Deadlock-free access to a variable is achieved when a low-level action is preceded by a high-level
one, and if the variables on the low action are not expecting any action to complete on the high-side.
This idea could be roughly translated to our context by having objects instead of variables. Informally, it
could be stated that deadlock-free access to objects is achieved when high-levels objects communicate to
low-level objects, with the low-level objects not expecting or getting any data from the high-level ones.
Generally, this kind of situation can only happen if the low-level object does not receives any informa-
tion with this communication action. Specifically, in our model this can be achieved if to a low-level
object, a high-level object sends a request with no arguments, or sends a reply whose only included data
is afuture(i.e. a reference to another object).

A different interesting proposition is to treat objects as "micro-environments”. If an "environment"
notion (similar to that appearing in ambients, seals, boxed ambients, etc.) is considered without the
hierarchical structure and thus without any operation on ambients (i.e. enter, exit, open, etc), and taking
into account that an object already protects the encapsulated data and code, then, any object could be
treated as a "micro-environment". With this proposition, if inside an object, variables are allowed to get
different assigned security levels, it would become difficult to create a middleware mechanism which
avoids low and high level variable dependencies (i.e. statistical and causal dependencies as expressed in
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the Flow Model). On the contrary, if to the whole object is assigned a security level (analogous to the case
of Boxed Ambients appearing in [23]), then it is only needed a mechanism to control communications
between objects.

From the same previous work, safe and unsafe actions can also be detected in our context. As a first
intuition, send actions can be considered unsafe when the emissions are made from a high-level object,
and receive actions are safe on any object. By doing this simple observation, communications controls
are reduced and required on only those communications where information is sent.

With respect to an information flow definition, in![9] it is presented an explicit definition of infor-
mation flow based on two communication situations. The first happens when informatiorfrijows
an object. The second one happens when information flowse object and this information is saved
inside the object. This definition of information flow can not be adopted in our model because, perceived
from the middleware perspective, information received at the middleware level is not always passed to
the upper application level, therefore, it is possible to have an active object receiving some data, which
does not implies that the data will be written locally (as it happens if the data is immediately forwarded).
In consequence, the information flow definition for our context needs to be redefined.

Summarizing, the following changes have to be introduced in the security model:

e Restrictions imposed by the mandatory access control require the carefull inclusion of a discre-
tionary control which will allow to bypass them.

e Security levels assigned to domains are to be removed.

e Security levels will be assigned to objects and data transmitted.

e The definition of information flow has to be stated.

e The information flow control must consider the presenciitifres

e Creation of new active objects has to avoid downgrading actions to occur.

e Carefull inspection of data transmitted has to be achieved, as when sending requests with no
arguments, or sending replies containing dulyres

e Communication controls are required only when active objects send messages (either of request
or reply).

e Most important of all, ASP has to be fully addressed.

4.4 The ASP security model

The challenge imposed by the previous analysis is a big one for the construction of the final security
model. After being thwarted, this section formally presents, in a first part, the general security frame-
work, and in a second part, the rules controlling communications. Redefinition of the information flow
notion is also explained, and finally, it is proven to be secure.
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4.4.1 Security rules applied to ASP

Let us begin by describing all entities involved in the final security framework:

e S is the set of activities acting as subjects and/or targets, whetey, ... € S; as stated previ-
ously, Bell-LaPadula’s model is not applied as is, so subjects and targets are no longer classical
persons/users and documents but activities (i.e., processes),

e D is no longer the set of domains; it represents now the set of data (objects) sent in the arguments
of ASP REQUEST messages; additionally, in order to ease the reading and writing of ASP terms,
a REQUEST is now written aBq,,—.3(d) whered = o,(/") € D,

e R isthe set of objects associatedtitures and returned in REPLIES; similarly, a REPLY is now
written asRps_.o(r) wherer = og(c¢) € R.

Now, let A be the set of ASP actions involved in the security mechanisms, i.e., REQUEST, RE-
PLY and NEWACT. This results in the following characterization of actions (the modified semantics
associated to the secured actions will be given in Table 4.4 ):

e Nw(v, \,) is a modified activity creation rule (from ASP NEWACT action), changed in order to
assign a security level() to an activity §),

e Rqq—.p5(d, \in) is a modified REQUEST transmission rule included in order to allow for the tag-
ging of the transmitted data with a security level (the programmer assigns the security; lezel
datad),

e Rps_.o(r)is a REPLY transmission rule unchanged from the original ASP term.

Summarizing the actions, € A if and only if a = Nw(vy,\y) V a = Rga—p(d, \in) V a =
Rpg_.q(1).

Then, the following notations are added to ASP in order to take into account the security aspects:

e Security levels\ are taken from a finite set, partially ordered by the relation, Vi € SUD, \; €
L,

e 7 =8 xS x Ais the set representing the authorized (access) transmissions; mapped from a
subject to another subject (or subject-target pair) with a specific transmission action,

e the matrixM =S x S — P(.A) gives explicit (discretionary) rights to assign a security level to a
given data for a given action. For each subject-target pair, the matrix contains a set of authorized
actions involving the assignation of a security level whefel) denotes the set of sets of actions.

A more throughfull explanation has to be provided for the proposed matrix notion. Classically, a
subject-target-action matrix is used when a discretionary access control is present. At execution time of
the application, every action performed by a subject onto a target forms a relationship, and thus a subject-
target-action entry. This entry is searched inside the matrix, and if found, the operation is authorized to
proceed, otherwise the operation is not allowed. Now, it is proposed for our security model a different
matrix, based on the classic subject-target-action matrix but extended to include allowed security levels.
This means that, because some actions are allowed to manipulate security levels (assigned to new active
objects and to the data sent in requests) leading to the possible presence of undesired downgrading
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manipulations, the matrix now includes and inspects those actions whose assignation of a security level
is explicitly allowed.

Moreover, to be preciséyt only has values in NEWACT or REQUEST. Formally stated; P(.A)
if and only if p = Nw(vy,\y) Vp = Rqa—s(d, \in). That is to say, it is not possible in this model to
give to replies a discretionary right.

In a practical architecture, this matrix can be implemented with a security policy file (e.g. XACML
policy files [25]).

subject target
axa b A
Ao ‘
ms“
d)\.ln 7\4[3 ///
M /
x=b.m,(d"") m,
d@m/. (task)
processing
.
r’'p

Figure 4.3: Communication between security-marked activities.

To summarize in a less formal manner, the security levels of subjects, targets, data and responses
reflect the form of communications handled by activities. Figure 4.3 shows this form of communications.
All activities are tagged with a security level and all objects and their methods therein contained will
automatically inherit that levek(andb are objectsin; is the calling method of the source activity, and
m, is the target method). Every dataised in a request transfer is also marked with a security level but
this level is independent from that of the source activity.

It is the programmer responsibility to assign the security level to dat@onsequently, the level
of the transmitted data will be added to the syntax of the method call (see/ Table 4.3). Even if it is not
detailed in the following, a default behavior should consist in assigning the level of the sender activity
to datad sent as request parameter. In turn, every valteturned in a reply transfer will automatically
be tagged with the security level of the target method (level inherited from the activity). This form of
tagging allows output data to be independent of input data in the processing method, in other words,
the security level for the output data does not depend on the security level of the input data but on the
processing of the data itself.

4.4.2 ASP communication security

The conditions for secure communications in ASP are then derived and formalized according to the
previously described policy for communications:

Definition 1 (Secure activity creation)

Vo,v €St (a7, Nw(v,\y)) € T <= (Ao < Ay) V Nw(y,\y) € M(a,7)
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An activity creationNw(v, A, ) is authorized if the activity is created with a level greater or equal to
the one of the source activity. Else pifwants to downgrade the data contained in this new activity then
there must be an explicit right allowing such an operation.

While in the first proposed security model existed a secure activity migration, and once the "secure
domains” (i.e. domains with an assigned security level) are no longer present, then migration of an
activity is always allowed immediately after an authorized secure activity creation. In other words, if
migration of an activity is considered to be in general terms, first, the copy of a local activity (i.e. the
activity to be migrated), second, the creation of an activity (the copied activity) in a remote location,
and third, the "destruction" of the local activity, then it can be observed that the migration of the copied
activity is indeed a secure active creation, with the difference that the programmer can not change the
already assigned security level of the activity. In consequence, every time a migration is performed,
a secure activity creation is evaluated withas the to be migrated activity, and with, the already
assigned security level of the activity.

Definition 2 (Secure request transmission)

((Aa > /\m) A RC.M—»B(da )\m) € M(a, ﬁ))
Va,B € S (a, 8, Rga—p(d, Ain)) € T <= (Nin < Ag)A [V (Aa < Ain)
V3,6, fi, d = fut(f] )

The request transmissiaRq,—.3(d, \in) is authorized to be emitted if the security level, of
the transmitted datd, is less than or equal to the security level of the target activity3; or, when
source activity with level )\, tries to assign a level;,, to datad (i.e. with the risk of a possible data
downgrading), there is an explicit right (discretionary rll(«, 3)) granting to the source activity
access to target activity with this level.
The philosophy behind a secure request transmission is to "release" information only to a target
which holds the appropriate clearance.
Further on, there is also a safe request transmission if the security level of g&areater or equal
than that of the sourcg,. In that case, we havk, < \;, < g, showing that activityx safely releases
datad becausel has a greater security level, and at the same time, activieceives a lower level data.
Moreover, a safe request transmission is also achieved when handling future refg‘nﬁm¢§§5)
as data. Future references can be freely transmitted between activities because they do not hold any
valuable information. It should be recalled that values associated to futures hold information but future
references only hold addresses or directions pointing to futures. In this sense, if a future reference
is known, it does not mean we can directly get the future value, because anyway, the future value
transmission will be performed by, and submitted to the security rulessacare reply transmission

Definition 3 (Secure reply transmission)
Va,B €S : (o, B, Rpg—a(r)) € T <= (Mg < X)) V (I, 9, fi, 7 = fut(f?_"s))

The secure reply transmission REPRYs_. () is authorized if the security levels of targets is
less than or equal than the security leXglof subjectx, or if the transmitted result only consists of a
reference to a futurg) "’

Table 4.3 shows the resulting secure ASP calculus. The secure ASP calculus syntax is based on the
ASP syntax but security information is added to the activation and method call terms.
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abel =z variable
| [l = bismy = s(x,y;)a;]557 7, object definition
|a.l; field access
la.l; :=b field update
| a.m;(bm) method call
| clone(a) superficial copy
| Active™ (a,m;) object activation
|Serve(M) service primitive,
|t location
la f,b a with continuationb

Table 4.3: Secure ASP calculus

After attaching a security level to each activity, parallel configurations are now of the following form:
P, Qu=a*[a; 056 F3 Ry f] || B[] || -

Finally, Table 4.4 presents the semantics of the secure parallel ASP calculus. These semantics rules
ensure secure information flow with secure requests and replies. They use the security information
attached to the activation and method call terisgnd;, in the Nw(y, A\,) andRg,—.5(d, Air) rules)
to verify the secure transmission and activity creation defined before (Definitions 1, |2, and 3).

Errors or security policy violations are not explicitly formalized, but when a communication is not
authorized, from the formal point of view, it is simply blocked. In practice a dedicated exception should
be raised and appropriately handled.

v freshactivity ' ¢ dom(o) o' ={/+— AO(y)} 10
oy = copy(L”, o) (o, 7, Nw(, )w)) €T
o [R[Active (" my)s o505 F Ry f1| P —
ARV 0 0 F5 By [ [ mi(); 045075 0;0; 0] || P

(SecNEWACT)

oa(t) = AO(B) /" & dom(op) £27% new future
vp € dom(oy) o = Copy&Merge(oa, 1 5 op,1")
ol ={up e fut(fF70)) moa (0,8, Rga—p(0a(t), Ain)) € T (SecREQUEST

Ain 5 . .
e [Rlem (™)) Oas ta; Fui Rai fo] | B2 [ags s s Fas Res 5] | P —
o [Repls ol tas Fus R fo] || B [as; 0l 0a5 Fs Ry = [mygs o5 £277)s f5] || P

o) = fut(f]77)  Fa(f] ") =1y
o,, = Copy&Merge(og, iy ; 0a,t) (8,0, Rpg—alop(iy))) € T

Oé)\a [Uu;aa;[u; P(n Hu;fu} || ﬁAﬁ[(,l‘g;Jﬁ;[‘g;Fﬁ; l‘x)g,f;] || P —
ot [”«\;U;;”r\; F(»;R(,;f{,} ” ﬂ/\ﬁ [” J;O—ﬂﬂ/'i;Fﬂ;—R};f'i} ” P

(SecREPLY

Table 4.4: Secure parallel reduction rules
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With definitions' 1 ta_3, the model guarantees a controlled transmission of information. At this
point, the concept of transmission of information does not completely correspond to the concept of
information flow. First, transmission of information happens when only two entities communicate each
other. Second, targeting our service-oriented context of study as presented in section 2.1 where business
workflows are present, information flow happens when more than two entities communicate each other
(generally in a chained and sequential manner). In this sense, information flows are indeed composed of
multiple transmissions.

Moreover, as presented previously, [in [9], information flow in objects is defined when there is an
outgoing transmission and when there is an incoming transmission, but this definition can not be applied
in our context because, even if we also deal with objects, our main communicating entities are activities
(composed of objects at the middleware and application levels) whose communication patterns are also
different. In consequence, our transmissions of information, which will be calladentary flows of
information are defined in definition 4.

Definition 4 (Elementary flow of information) Anelementary flow of informatiois either based on
the secure sending of a request, or on the secure sending of a reply, or on the secure creation of an
activity.

With the previous description, it is now formally defined the notion of information flow between
activities. The considered entities are activities together with their passive objects, and not passive
objects on their own. Because activities can be distributed, Non-Interference related notions [27] can
not be directly applied to our model.

Next, system-wide information flows are described by a path. The path is the route along which
the information travels, it is constructed by a chain of communicating activities where a subject activity
is the starting-point and a target activity is the end-point of the path. Each information transmission
observed on each activity will serve for the construction of a path. This path will be ¢aegath

Flow-pathsfp are lists of activities {p := «.(3.---). They consist of the ordered list of transiting
activities for a given information flow. For example s(«, 3) means that some information has been
transmitted from activityy to activity 6 through activitiesy ands. Concatenation of flow-pathg and
fp' is denoted byfp. fp’. By application of the security mechanisms to the non-secure information flow
and flow-paths, a first property results: previous definition of information flow for an activity becomes
secure if all activity creations, requests and replies transmissions are secure.

Definition 5 (Secure information flow) A flow of informationis sequentially composed of several ele-
mentary flows. The flow-path of any flow of information is the concatenation of intermediate activities,
it allows us to retrieve the original elementary flows. Secure information flow is built by concatenation
of elementary secure information flomsich are secured communications: SeCRE®QUEST, REPLY, Of
NEWACT. Table 4.5 presents theecure information flow

In tablel 4.5, an elementary flow is described with the general flow notatjom, 5) where infor-
mation going fromx to 5 has no transiting activitieg)). Then, elementary flows are securéd¢cyy,
when the sending of requests, the sending of replies, or the creation of new activities are also secured.

Having secured the elementary flows, a system-wide information flow withqadiby .v. fp2.3 is
secureSecyp, ~.p. (v, 3), when the whole path is recursively decomposed and proved to have secure
elementary flows.

The following property states that a flow of information is secured if and only if it follows a secure
path.
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(a, B, Rq@aaﬁ(“(u)a Ain)) € T (8, o, RpﬁHa(Ua(Lf))) €T
Secpy(a, B) Secpy(B, o)
(O‘a’% Nu)(77 )‘“/)) €T Sec@fpl(aa'Y) SGC(;Dpr(’)/,B)
Secpp(a,y) Secp fp, . fps (o, B)

Table 4.5: Secure information flow

Property (Secure path for information flow) A flow of information is secured if and only if it is
composed of elementary secure information flows.

Secpqy, ..y, (o, B) <= Secpp(a,y1) A Secop(y1,72) A - -+ A Secoy(n, B)

The proof of this property is straightforwardly obtained by induction on the length of the information
flow path and by a case analysis on the rules of Table 4.5.

4.5 ASP security in Service-Oriented applications

4.5.1 Specificity of Service-Oriented Computing

Future references are first class objects and can be passed between activities (feature &ntmmmedic
continuation$, having an important consequence concerning the secured flows of information. Indeed,
without automatic continuations, a flow of replies would directly follow the opposite path that a flow of
requests, In other words, in a classical mandatory ruled system, a request-reply pattern of communica-
tions can only occur between entities that have the same security level.

An important contribution of this work is to authorize "exceptions" to these rules concerning level
of data transmitted by requests. This allows a request-reply pattern to occur when requests send non-
confidential data. The possibility to transmit future references leads to a model well adapted specific to
service-oriented computing.

In order to better illustrate the effects afitomatic continuationsn the request-reply communica-
tion patterns, it is given next an example. It is explained in two parts. In the first part, it is analyzed the
case without havingutomatic continuations the security model, this means that, in the secure reply
of definition/3, the inspection of the data transmitted is not evaluated, hence leaving only the evaluation
of the security levels of both source and target activities. In the second part, it is shown the benefits of
the non-intrusive inclusion of the condition fautomatic continuations

Let us focus on the configuration example of Figure 4.4. Let us supposasthatis < A, and
consider futureg, and f;. Additionally, because we will only focus on futures, Jet, take any appro-
priate value such that all requests are always allowed when sending non-confidential data; for example,
to always have an alloweleqgs, consider);, with any value such that, = \;, < Ag.
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Active Object

Y

Reqy ( Active Object

)

Figure 4.4: Information flow between activities.

Without automatic continuationsy could not return the value of futurg because it is a future
reference tof;. This is,d can reply toy (because\s < \,) but~ cannot forward this result value to
(because\, £ \g). Indeed, transmitting the result frofnto 5 would require the following derivation
to perform only authorized communications:

As < Ay not authorized
(0,7, Rps—y(result)) € T (7,5, Rpy—p(r')) ¢ T
Secep(6,7) Secog(7,5)
Secpy (9, 8)

The secure flow fromd to 3, passing through, requires, on one hand, a secure elementary flow
from § to v (left branch), and on the other hand, a secure elementary flowsran® (right branch). In
the first elementary flow, the reply fromto v is always authorized simply becausg < A, (whatever
the resulttransmitted). Nevertheless, the second elementary flow, presents a reply foomwhich
cannot be authorized because £ A3 (not authorized means no reduction rule can be applied and
thus the reply communication is considered as not secure — and in consequence forbidden).

One could expect a better behavior because from a general point of view, any reply foom
should be authorized according to the security model. It means, retaking the example of figure 4.4, that
(6 has sent a request anctannot reply only because there is an intermediate activitihdeed if the
request had not transited bythe reply would be authorizeds, 8, Rps—.3(r’)) € T because\s < \s.

After inclusion ofautomatic continuations our security model, the secured communication rules
state that, as future references do not hold information, they can be freely transmitted; consequently,
the requestdreq, and Reg; are always authorized because data icorrespond to future references
Fut( 25_”) and fut(f]°) respectively, and, as shown in the following derivation (at lefyan reply
to 3 if the response is restricted to a future reference. Afterward (at righdxn reply directly to3
because\s < \g, and/ obtains the real value associatedfto
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r=f° X < As
(/%/Ba va—ﬁ(r)) €T (5753 Rp5—>ﬂ(r)) €T
Secpy(v, ) Secpy(d, 3)

In overall, it can be observed that while requests followegti-a~y — § path, the response was not
returned on the reverse path, but oh-a 5 path.

This example justifies the possibility to freely transmit future references and demonstrates a commu-
nication pattern that would not be possible without the expressiveness of futures and the specific secured
rules that exist in our mechanism. When futures are present, returned values do not follow the same path
taken by the requests.

Whereas, in ASP, the order in which future update occur has no consequence on the execution of
a program, this example shows that in Secure ASP it is important to adopt a convenient future update
strategy. The best strategy seems to be a lazy future update consisting in updating a future only when
needed as it allows to perform the security checks only for the destination activity that really needs the
future value, and considering a faster performance, because this strategy performs the minimal number
of future updates.

4.5.2 Security in the case example

For the construction and securisation of complete applications, it is recommended to follow a method-
ological approach. The suggested steps are:

1. Create a visual model of the processes where the information flow is clearly depicted.

2. Establish a mapping to ProActive, transforming every process into an activity, and converting the
information flows into requests, replies, and new active object creations.

3. Assign the proper security levels to every activity, and data to be transmitted.
4. Create the necessary entries for the explicit authorizations (i.e. entries for rh#}rix

From chapter 2, the case example appearing in section 2.3 presents the results of the first two steps.
Now, retaking figuré 2.8, the assignation of security levels is to be done, and depending on these affec-
tations, entries for matriX1 have to be generated.

For the bank’s internal processes, let us define a relation of security levelawithA 4 > Ac1 >
Ac2 meaning that, proceds gets the highest security level because it represents the financial expert’s
work; proces\ also gets a high level because it saves the results cominggiforthe historic analysis;
processC1 gets the next highest level aftBrmostly because it has to manipulate the results or trade
decisions; and finally, the security level for proc€sis only required to be inferior to that &'s.

With respect to the security levels for the bank’s external processes, let us define the following re-
lations: As > A\¢1 (considering the stock market requires the need to have a high level of protection),
Ar > Ac1 (now the investment group requires also a high leveh,= A1 (considering the bank’s
branches are "internal” processes), agd > Ao (the bank keeps a high level of security compared
to the clients). Figure 4.5 shows the resulting security levels assigned to processes.
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Figure 4.5: Security levels given to each banking process.

Once the security levels are assigned to processes, REQUESTS are analyzed in order to determine

what are the levels required to assign to every data transmitted, and also the corresponding entries re-
quired for the discretionary access.

Request Level of data| Entry for M(a, 3) Reply

Rq Ain= Ac1 Rgs—.c1(d, A1) —

Rgo Ain = Ac1 — _

Rqs Ain = Aa — value ofr (A\g = \4)
Rqu Ain = Ao — r= fut( iC2HCl)
Ry Ain = Aa — r= fut(fF*7)
Rayn Ain = Ac2 Rap_ca(d,A\o2) | 7= fut(f£27C") and value of (\ca < Ac1)
Rqgs — — value ofr (A\c1 = A1)
Rgs — — value ofr (Ac1 = Ap)
Rqz Ain = Acint | Raca—cint(d; Acint) —
Rys Ain = Ac1 — only if r = fut(f7~")

Table 4.6: Summary of security levels assigned to the bank’s processes

Table 4.6 gives the complete overview of security levels given to data, the required entries for matrix
M, and the values returned in the responses. From this table, in the case of fegudst assigning

to the transmitted data the same security level of the targgf)( it is needed an entry or explicit rule,
allowing communications fron§' to C'1.

For requesRq- there is no needed entry for the matrix, and also there is no reply.
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In the case of requegiqs, there is no needed entry, and the corresponding reply will be the value of
r (i.e. whatever value procegswill return as result for this request). It is also shown the condition that
allows the reply, which foRgs is becausep = A 4.

For the combined case of the "fourth”" request, replie®tq, Rqs, and Rqy» will contain the
reference to a future (to be produced @f). Additionally, in Rqy-, the reply is not only the future
reference but also the valueswoihich is obtained directly fromd’2, and hence allowed to be transmitted
because\cy < A¢1.

RequestsRgs, and Rgg follow the same idea: there is no data transmitted in the request but they
both receive a reply value.

Rq7 is similar in operation tdRq; .

Finally, while Rgs is allowed with no needed entry for the matrix, it can only be allowed to respond
if the returning object is a future reference.

Through this example it can be noted how in the security model the property of secure path for infor-
mation flow holds. Observing communications fréf to C'2, formally writtenSecp 4 g(C1, C2), itis
evident the flow of information through high-level processes (i.e. procesaes F¥). Classically, these
high-level process would block any subsequent communication because of the "no write down" property
(e.g. requesRqy~ is sending (or writing) data from a high to a low level process, and in consequence,
it would be blocked). Nevertheless, because of the presence of the secure elementary flows in the path,
the security model allows a safe communication from end-to-end (in this case befiweas C2).



Chapter 5

Implementation

This chapter presents the practical aspect where our theoretical security model is applied. It is first

introduced the target where the security mechanism is to be applied. In this case, the target is a middle-
ware library based on the object-oriented paradigm. Next, a general architectural model is given which

can be used as the foundation for implementing the same security mechanism in any programming lan-
guage. With the architectural model serving as the fundamental structure, a final implementation model

is derived specifically for our target.

5.1 Targetimplementation

The ProActive project [20, 57] is the main target for the implementation of the ASP security model. It
is an object-oriented middleware library, 100% Java, that eases the creation of distributed applications
aimed to be executed in heterogeneous environments, including multiprocess, multi-threaded, mobile
and networked computing environments. It also gives support to transform applications, from a high
level point of view, from a sequential mode to a multi-threaded or distributed mode, which case can be
local and/or remote. This transportability of code is achieved through the use of the RMI/Jini mechanism
provided by Java, but in order to eliminate all difficult programming tasks related to its traditional coding,
ProActive hides all communication processes and thus lets the programmer to concentrate in his own
code.

As presented in ASP, ProActive is basedamtive objects An active objects implemented as an
extension of a "passive" object which acts like any other object though it is designed to run remotely with
his own thread of execution and in sequential mode. Its main components for communicating, shown in
figure/5.1, are a stub object, a proxy object and a body object, with the stub and proxy situated locally
and with the body situated remotely. On one hand, the local part (the stub and proxy objects) behave
as a local gateway for communicating with the remote part, where all method calls are received and all
resulting returning values are sent. By doing this way, the local code will use the stub object believing
that it is a remote one. On the other hand, the remote part (the body object) will receive all method calls,
will place them in a request queue and will feed them (in a FIFO order by default) to the functional
remote object. From the local program’s point of view, when a method call is made to the active object
and if a result is expected to be returned, the stub object will give back to the application an object,
known as a "future object", representing such result. Later, this "future” is used to get the true value
resulting from the call. All this helps to reduce the time it takes for the body object to service previous
requests (if any) and to finally return the true computed value. In this manner, the local application can
continue its execution without blocking, but in case the local application needs to use this result and if

73
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it is not yet ready, it will block waiting until reception of the true result (hence the "wait-by-necessity"
principle [18]).

At the implementation level, active object elements communicate through the use of proxies. When
sending a request message, the stub transforms by deep-copy all method calls arguments into serialized
objects, passes them to the BodyProxy (the proxy object already mentioned), and finally, the proxy sends
them to the remote party. This way, there are no shared passive objects between the local and remote
parties. As for the inverse communication case, that of receiving a result, there is no "real” transmission
of results. This is because a future object is created locally, responsible for communicating with the ob-
ject holding the result, thus the result object remains remote. If the local code makes a method call upon
this result object, it is a "future” stub this time who will serialize the arguments in the call, pass them to
its FutureProxy and send them out. From then on, all communications back and forth to "futures" will
pass through its own FutureProxy. As shown in figure 5.1, if object A creates the active object B, then,
A will hold the references to the two possible stubs, one for the "body" and one for the "future" (there

may be many other "futures" though only one is shown).
Gl
B object

: \> BodyProxy W ‘
@ : Request queue structure

references to current  pending
future values request  requests

:; local JVM : :; remote JVM

Figure 5.1: Main communication components of an active object.

It is also important to note that active objects (such as object B in figure 5.1) can instantiate other
objects, either passive or active, which are not directly reachable from the local side. When this hap-
pens, child passive objects will remain localized but child active objects will disperse, thus producing a
tree-like structure in the active object creation process.

Additional features of ProActive include distribution and mobility. Active objects can be created
and migrated to local or remote nodes. The Node class in ProActive is tied to a JVM and represents
a resource for the execution of processes (i.e. active objects). Thus, the deployment of a distributed
application only needs the existence of at least one JVM running in every host that will be part of the
distributed platform.

Based on the target implementation, entities in ProActive and the formal semantics appearing in our
security model relate each other as described below:

e The set of activities acting as subjects and/or targets is the set of active objects (recognized by
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their ProActive ID).

e The set of objects sent in the arguments of REQUESTS includes all objects (acting as data) passed
in the arguments of any method call made to an active object.

e The set of objects associated to values returned in REPLIES is composed of all objects returned
in areply.

e The matrix M of discretionary rights has two relationships: an active_object - action - ac-
tive_object relationship (for the new active and reply actions), and an active_object - action -
active_object - data relationship (for the request action). They both must appear in the applica-
tion’s security policy. Furthermore, conditions over allowed assignations of security levels have
to be supported for the new active and request actions. In overall, the relationship semantic must
define a positive access action (i.e. a rule of the kind "A is allowed to act on B").

In general terms, the syntax describing every entity depends on the security policy infrastructure to use
(e.g. XACML [25], KAoS [65], Ponder [34], etc).

5.2 Security model architecture

The implementation design is based on our own designed M-DEAF model. This model is an adaptation
of the ADME/AF (Application-Decision Middleware-Enforcement with Attribute-Function) schema
presented in [10]. The ADME/AF schema briefly states that access to a target requires access deci-
sions at the application level, passing the decision result to the security enforcement function located at
the middleware level. Additionally, in order to apply application-specific factors in the decision process,
there is an Attribute Function (located also at the application level) that will be obtaining Object Security
Attributes (OSA) belonging to the given target. Each OSA correspond to either an SSA (Static Security
Attribute) or a DSA (Dynamic Security Attribute), which in both cases is information assigned or tagged
to the target. When dealing with SSAs, the information is generally assigned before the launching of
the application that will treat it, remaining unchanged throughout the lifetime of the application. With
DSAs, information is assigned or modified at any time.

Application functional
level .
object
request reply
(reply) (request)
EF/DF | _ | AF |- ————F> o foother
Middleware remote AFs
level / \ -~

functional functional functional

local

object’s object’s
OSA OSA

object’s
OSA

executing
environment

Figure 5.2: M-DEAF model.
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Contrary to ADME/AF, our M-DEAF model (Middleware - Decision, Enforcement and Attribute
Functions) drags all security functions to the middleware. The M-DEAF model, illustrated in/figure 5.2,
provides developers and security administrators separation of duties; for the control of information flow,
it does not allow the application or functional code the ability to change any security attributes; and
most important, it can strictly enforce all mandatory access controls as stated in the rules. If the access
decision was left to the application, we could not guarantee the correct application of the mandatory
rules. In addition, retrieval of static and dynamic security attributes can still be handled by the Attribute
Function (AF) but now located on the same middleware. Furthermore, an AF gets attributes from other
remote AFs when the object, owner of the attributes in question, is located remotely.

Actually, taken from a programmer’s point of view, a ProActive application has three principal
layers. The first layer is the application, built using the ProActive API; the second is the ProActive
middleware; and the third, is the Java platform.

The M-DEAF information flow control mechanism has to be inserted between the ProActive layer
and the Java platform, thus resulting at the bottom layer of the ProActive middleware. To this new inter-
mediate security layer, we will refer in the future as the information flow control service sublayer. This
placement is done in order to be able to intercept all Java method calls originated at the ProActive API.
By doing it this way, we follow the same principles of the Java access control security mechanisms, and
at the same time, we can still count with all the features of the Java security API.

Application
layer

request l T reply
N R SRS URRRRTRURTR request | | reply
authorized
request
,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, =
ProActive o
middleware authorized
layer \L reply \L
[ TN ) N — )
security sublayer 1| EF/DF |==| AF |<Z=| AF |==| EF/DF |
! 1l ! 1l

Java Java API Java API
layer

JVM X JVM'Y

Figure 5.3: Security schema for active objects.

Figure 5.3 presents the security schema to be used in all distributed active objects. Because an active
object is composed of many different objects, the figure only shows those objects where security is to
be applied. In consequence, an active object is represented by its local part, the stub, and its remote
parts, the body and the functional code. The pair stub-body still provides the traditional communication
service needed by distributed objects, but now it relies on the security layer before its messages are
exchanged on the network. Additionally, it is shown the relationship between the ProActive layer, our
information flow control service layer, and the supporting Java platform layer.

As a first step to bring our information flow control service layer to a Java implementation, a re-



5.2. SECURITY MODEL ARCHITECTURE e

lationship was made between our M-DEAF model and the OASIS consortium XACML (eXtensible
Access Control Meta Language) standard. The OASIS consortium holds different e-business standards,
each one developed by a technical committee. The OASIS technical committees related to security are:
the Access Control, the Biometrics, the Digital Signature Services, the PKI, the Security Services, the
Web Application Security, and the Web Services Security committee. Among all this committees, only
the Access Control Committee is concerned with the general aspects of access control models, and it is
therefore developing the XACML standard.

XACML is mainly concerned about the expression of (authorization) security policies, where XACML
"describes both a policy language and an access control decision request/response language (both writ-
ten in XML)" The language allows the expression and codification of rules (mostly according to the
DAC models) representing permissions made from subjects to resources.

XACML is chosen because a policy file implementing our matrix of discretionary rules is needed,
and because, additionally, it is an standard providing a large list of features required by most of the
access control mechanisms. Later on, the ProActive security mechanisms could be extended to include
them as needed. Another important factor is that both XACML and or security solution does not inter-
fere with each other, since XACML is a language for expressing security rules to be included in security
policies, and our security proposal defines what this security rules are.

The XACML infrastructure is based on a data flow model where the main modules are the PEP
(Policy Enforcement Point or "Access Enforcement Function"- AEF), the context handler, the PDP
(Policy Decision Point or "Access Decision Function”- ADF), and the PIP (Policy Information Point).

The PEP is the heart of the access control because is in charge of giving or avoiding access to
every communication request (requests in the XACML context), and in order to allow or block the
communications, it depends on the context handler. The context handler receives from the PEP all
security evaluation requests, gives them for evaluation to the PDP, helps the PDP to get the security
attributes required for the evaluation by consulting the PIP, receives the final evaluation decision from
the PDP, and gives the decision back to the PEP for its enforcement.

The XACML model composed of "modules” is attractive to our M-DEAF model because it con-
forms to our requirements, and as a result, the information flow control service layer is constructed by
taken it as its foundation. For the decision process, objects represermiimjext handlerand apolicy
decision point(PDP) are implemented; for the enforcement process, a security manager object is cre-
ated and installed in each JVM running ProActive; and for the attribute function (AF) proceskcya
information point(PIP) object is instantiated.

M-DEAF hence follows the XACML philosophy. Shown in Figure 5.4, the context handler is auto-
matically triggered by the newActive, turnActive, request, reply, and migration actions; actions which
were previously intercepted by the security manager and which are later passed to the PDP for evalua-
tion. The PDP takes the evaluation request and enforces the mandatory and discretionary rules defined
by the authorization process of our security framework. Finally in the evaluation process, our PDP ob-
ject leans on the PIP to get the security information of every active object (i.e. its security level). To
note that since active objects are running locally or remotely, knowledge of every active object security
level is not always immediate. In other words, when local active object A wants to communicate with
remote active object B, the local PIP has an immediate knowledge about the security level of A but not
about the security level of B. To know B'’s security level, the local PIP has to communicate with the
remote PIP and query it about B’s level. In consequence, our PIP is implemented through the use of
two local objects, one static object, and one active object used as the channel for communication with
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Figure 5.4: Final architecture for the control of information flow.

remote PIPs.

An interesting programming situation arose with the implementation of the PIP. As previously de-
scribed, an active object was created for the remote PIP. This means, the same ProActive library is
used to create PIP remote objects, thus avoiding all network related programming intricacies. At the
same time, an interesting effect was produced: ProActive method calls become re-entrant because the
newActive command is intercepted by our own security manager and passed to the PDP for an access
evaluation; situation which can loop forever when the PDP lies on the PIP to complete such access
evaluation. To solve this situation, an "exception" is hard-coded (making it in consequence a mandatory
rule) allowing all communication actions a PIP may perform.

Furthermore, the architecture of figure!5.4 provides an efficient control mechanism. No matter how
many active objects are created at the application layer, there is only one security manager, one context
handler, one PDP, one PIP object, and one AOPIP (i.e. the active object, remote PIP) for every JVM. All
these objects are instantiated only once when aPmActive runtimé' is created.

With respect to the rules needed by the authorization process, mandatory rules are hard-coded in the
PDP class, meanwhile the discretionary rules use a policy file which adheres to the XACML syntax. The
hard-coded mandatory rules implement the following processes (they are present here in pseudo-code):

a) secure activity creation

if ((get_sec_level(activity_to_create)get_sec_level(source_activity))
(in_sec_policy_exists(source_activity, "NEWA", activity _to_create)) ) {
allow_action

}

else {

throw_deny_exception

}

whereget_sec_levdias to be the process in charge of getting the security level assigned to the given
active object (which can be either tlaetivity to_createor the source_activity, in_sec_policy_exists

“The runtime is an executing JVM environment where ProActive applications run
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will be the process that will take the security policy (which will be the actual representation of the ma-
trix of discretionary rights containing all applicable access rules), and will do a match to verify that the
given arguments are indeed contained in such security policy (and thus explicitly allowed).

b) secure request transmission

if (get_sec_level(data_to_send)get_sec_level(target_activity)

){

if (( (get_sec_level(source_activity) get_sec_level(data_to_send)
) && (in_sec_policy_exists(source, "REQ", target)|) )
((get_sec_level(source_activity) get_sec_level(data_to_send)

)) || (is_future_reference(data_to_send) )

)

allow_action

}

else {
throw_deny_exception

}

for the secure request transmission, it is added the prizefssure _referencthat has to verify that
thedata_to_sends a future reference not holding any valuable information.

c) secure reply transmission

if (( get_sec_level(target_activityd get_sec_level(source_activity)
) || (is_future_reference(response_to_send) ) ) {

allow_action

}

else {

throw_deny_exception

}

in the secure reply transmission, previous processes are reused with their respective arguments. To
remind that all involved activitiesaCtivity to_createsource_activityandtarget activity are active ob-
jects.

As a final result, the information flow control service layer implementation includes new require-
ments and some modifications to the actual ProActive library:

e Modification to the new active object instructions (this include the newActive and turnActive
method calls) in order to assign a security level value to the (to be created) active object.

¢ Modifications to method calls of all active objects in order to assign a security level value to the
request argument. In other words, every method call made to an active object (with an already
assigned security level) has to include the security level of the data passed in such method call.
This data security level has to be provided by the application programmer and it must be given as
the first argument (failing to do so results in a default assignation of a security level, which can



80

CHAPTER 5. IMPLEMENTATION

turn out to be the same security level of the calling active object, or the security level of the main
application). The only case where it is not required a security level is when the method call has
no arguments.

At the Java level, the following ProActive classes are consequently changed and introduced:

StartRuntime.java sets up the information flow control service layer for every JVM (see In-
foFlowSecurityManager.java below).

ProActive.java includes new methods for the newActive and turnActive actions. They are the
same methods as before but they now include as their last argument the security level to assign to
the new active object.

UniversalBodyProxy.java checks if a request is to be allowed access or not.
Requestimpl.java checks if a reply is to be allowed or not.

MigrationManagerimpl.java and ProActiveRuntime.java (including all other classes which must
implement the ProActiveRuntime interface) are modified in order to manage the migration of a
security tagged active object.

A minor change on class FutureProxy.java was done. This change gives public access to the
method isFutureObject (used by the secure request and reply algorithms).

InfoFlowSecurityManager.java is introduced to be the overall security manager. It hook ups every
information flow control method call, coming from the above ProActive objects, to the underlying
static context handler.

InfoFlowContextHandler.java set ups the use of XACML and creates an also static PDP object.

InfoFlowPDP.java handles all access decisions (through the implemented pseudo-code shown
above) and relies on the static PIP object to get the security levels of every object.

The PIP "module" is composed of two classes, the InfoFlowPIP.java and the AOPIP.java. Only
one static InfoFlowPIP object is created, and by using ProActive’'s newActive method, one active
object AOPIP is created.

Since the XACML Java implementation provided by Sun [44] is employedstimsacml.jari-
brary file has to be included in tli&roActive/libfolder.

Finally, deployment of the security service requires to follow some simple steps:

1.

Enable or disable the access control mechanism. This is a configurable property appearing in the
ProActiveConfiguration.xml properties file, with an entry of the form:

<prop key="security.flowcontrol" value="enablg"/

The value can take the "enable" or "disable" entry. When the mechanism is "disabled", the infor-
mation flow control mechanism is bypassed, ignoring any settings from the following steps.
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2. Give the location for the information flow control security policy file. The ProActiveConfigura-
tion.xml properties file must contain an entry of the form:

<prop key="security.flowcontrol.policyfile" value="/user/fluna/security/InfoFlowPolicy.xml"/

The value takes an absolute path pointing to the policy file. Important note: this path is not
preceded by the string "file:" used in URLs because it is not treated as such.

3. Define and assign to the main application a security level, with the appropriate entry in the security
policy file. The structure of the policy file is described in subsection 5.2.1.

4. Use the appropriate methods that take a security level in their arguments (i.e. newActive, turnAc-
tive, and method calls assigning a security level to data in the arguments).

5.2.1 The security policy

The policy files for the information flow control service layer adhere to the structure and syntax of the
XACML policies. While every feature of XACML can be used together with our security mechanism,
they are not all required. Nevertheless, in order to define hosts allowed to communicate, the actions to
perform, and to identify the users logged-in and running the application, keywords are introduced and a
slightly modified form of policy is used.

As with permissions in the security schema of Java 2, where there are no negative permissions and
one must explicitly define what are the permissions to allow, our policy needs the explicit definition of
permissions as rules. Rule entries must be defined to allow communications to occur, and they follow
exactly the same format of XACML. For example:

<Rule Ruleld="newActiveRule" Effect="Permit">

<Description>
This rule applies to all users who wish to do a "newActive" on the local host.
Users, actions and hosts are defined with the corresponding entries included in this rule.
Descriptions like this one are optional.

</Description>

<Target>

<Subjects>
— subject entry; there can be multiple entries —
</Subjects>

<Resources>
— resource entry; there can be multiple entries —
</Resources>

<Actions>
— actions entry; there can be multiple entries but only from the 3 types of actions described below —
</Actions>
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</Target>
</Rule>

In this example, text italics serves as indicators not as real entries.
Furthermore to this kind of rule entries, there must always exist as the last rule, the following one (it
must not be changed):

<Rule Ruleld="FinalRule" Effect="Deny"/>

Security levels will be assigned statically to the main application before it is executed, and dynam-
ically at active object creation time. For the static assignation, the security policy will have to define
only one security classification level for the main application. On the other hand, a new active object
will get its security level by an explicit programmer’s assignment or, on its absence, by inheriting the
level of the calling active object or of the main application. We note that when a migration happens for
an active object, its security level will remain unchanged. Thus, the entry in the policy file must be as
follows (here it is exemplified taking a security level equal to 7):

<Environment MainAppSecurityLevel="7"> </Environment>

With the XACML function Matchld = "urn:oasis:names:tc:xacml:1.0:function:string-equal”, sub-
jects are evaluated. In the corresponding XACML entry, the data contents must be equal to the user
name logged-in in the host. Internally, the security mechanism code makes use of the JAAS (Java Au-
thorization and Authentication Security) package to determine who is the user logjetkia general
form for the subject entry, exemplified evaluating the statement "is the subject-id = fluna ?", must be
written as follows:

<Subject>
<SubjectMatch Matchld="urn:oasis:names:tc:xacml:1.0:functtong-equal'>

<SubjectAttributeDesignator DataType="http://www.w3.0rg/2001/XMLSchema#string"
Attributeld="urn:oasis:names:tc:xacml:1.0:subjsghject-id"
SubjectCategory="urn:;oasis:names:tc:xacml:1.0:subject-category:access-subject"/>

<AttributeValue DataType="http://www.w3.0rg/2001/XMLSchema#string">
fluna
</AttributeValue>

</SubjectMatch>
</Subject>

Hosts allowed to communicate must appear in the policy file. Any other host not defined in the
policy will have its communications denied. In fact, communications can not be denied to hosts, but to
its members, which in case they are all active objects created there. At this point, a hierarchical level
in the granular access control is set. In the XACML terminology, hosts are named resources, which are
matched against the XACML Matchld = "urn:oasis:names:tc:xacml:1.0:function:anyURI-equal”, with
data contents of the form "//1.2.3.4" where a double slash must be included followed by the IP address

The requiredava.login.configfile must contain arinfoFlowControlentry; as an example of entry: "InfoFlowControl
{com.sun.security.auth.module.UnixLoginModule required debug=false;};"
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of the host in question. As a result, the general form for resources is:

<Resource>
<ResourceMatch Matchld="urn:oasis:names:tc:xacml.1.0:funemytiRI-equal'>

<ResourceAttributeDesignator DataType="http://www.w3.0rg/2001/XMLSchema#anyURI"
Attributeld="urn:oasis:names:tc:xacml:1.0:resouresource-id'/>

<AributeValue DataType="http://www.w3.0rg/2001/XMLSchema#anyURI">

//138.96.90.16
</AttributeValue>

</ResourceMatch>
</Resource>

Actions are also simple strings but they are already predefined. The only recognizable string actions
are the keywordeewActiveturnActive andsendRequest hey all are case-sensitive and must be writ-
ten exactly. The action entry takes the form, exemplified with a newActive action:

<Action>
<ActionMatch Matchld="urn:oasis:names:tc:xacml:1.0:funcstning-equal">

<ActionAttributeDesignator DataType="http://www.w3.0rg/2001/XMLSchema#string"
Attributeld="urn:oasis:names:tc:xacml:1.0:act@etion-id"/>

<AttributeValue DataType="http://www.w3.0rg/2001/XMLSchema#string">
newActive
</AttributeValue>

</ActionMatch>
</Action>
The control over the assignation of security levels is done with the condition entry. In this case, in
order to codify into the condition entry the security level being assigned, either to the new activity or to
the data being sent, it is used the XACML identifiersobject-id-qualifier For example, if a condition
requires to evaluate the statement "is the security level being assigned > 3 ?", then the entry has to be
written:

<Condition Functionld="urn:oasis:names:tc:xacml:1.0:funciiaeger-greater-than'>

<Apply Functionld="urn:oasis:names:tc:xacml:1.0:function:integer-one-and-only">
<SubjectAttributeDesignator DataType="http://www.w3.0rg/2001/XMLSchema#integer"
Attributeld="urn:oasis:names:tc:xacml:1.0:subjsghject-id-qualifier"/>
</Apply>
<Apply Functionld="urn:oasis:names:tc:xacml:1.0:function:integer-one-and-only">
<AttributeValue DataType="http://www.w3.0rg/2001/XMLSchemat#integer">
3
</AttributeValue>
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</Apply>
</Condition>

When comparing the security levels, the functions availabléndeger-equalinteger-greater-than
integer-greater-than-or-equainteger-less-thanand integer-less-than-or-equal Moreover, it is also
possible to codify complex conditions. For example, if a condition in the security policy states "security
levels assigned only to requestsist have a value less thahy then the condition entry looks like:

<Condition Functionld="urn:oasis:names:tc:xacml:1.0:functiod?>

<Apply Functionld="urn:oasis:names:tc:xacml:1.0:functiring-equal">
<Apply Functionld="urn:;oasis:names:tc:xacml:1.0:function:string-one-and-only">
<ActionAttributeDesignator DataType="http://www.w3.0rg/2001/XMLSchema#string"
Attributeld="urn:oasis:names:tc:xacml:1.0:actection-id"/>
</Apply>
<Apply Functionld="urn:;oasis:names:tc:xacml.1.0:function:string-one-and-only">
<AttributeValue DataType="http://www.w3.0rg/2001/XMLSchema#string">
sendRequest
</AttributeValue>
</Apply>
</Apply>

<Apply Functionld="urn:oasis:names:tc:xacml:1.0:functioteger-less-thari>
<Apply Functionld="urn:oasis:names:tc:xacml:1.0:function:integer-one-and-only">
<SubjectAttributeDesignator DataType="http://www.w3.0rg/2001/XMLSchema#integer"
Attributeld="urn:oasis:names:tc:xacml:1.0:subjsghject-id-qualifier"/>
</Apply>
<Apply Functionld="urn:oasis:names:tc:xacml:1.0:function:integer-one-and-only">
<AttributeValue DataType="http://www.w3.0rg/2001/XMLSchema#integer">
6
</AttributeValue>
</Apply>
</Apply>

</Condition>

One advantage of using XACML is the possibility to define in the security policy a discretionary
rule by coarse or fine granularity. In other words, with a coarse granularity, a discretionary rule may
allow a source activity to create any active object; in a fine granularity, a discretionary rule may allow a
source activity to create only specific active objects. Currently, the example XACML entries present a
coarse granularity but through the use of conditions a finer granularity can be stated.
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Conclusion

The security model presented is mainly founded on three cornerstones: the concept of flow of informa-
tion, security levels attached to activities and data transmitted in request messages, and the definition of
security rules to be applied to all communications.

Flow of information was defined to take into account the way information can be handled in the
asynchronous object model. This allowed to demonstrate the specificity of our security mechanism: its
application to service-oriented computing with replies by the means of futures.

The security policy (involving assignation, use, and definition of security levels) also takes into
account the way information is handled in our model. When confidentiality is enabled, situations may be
produced where high-level activities need to communicate with low-level activities (actions that would
normally be denied by the mandatory access rules of "no write down"). Hence, by also tagging data
with a security level, flexibility is gained as the mandatory rules are not broken, and still, with the help
of additional discretionary rules, it is guaranteed that this kind of actions are explicitly allowed. As a
resulting effect, communications are then controlled according to specific security rules.

With respect to the security rules, in the case of the mandatory ones, the rules are fixed (predefined
and unalterable) where the security levels of processes and data are always compared and applied; and,
in the case of discretionary rules, they are externally defined (e.g. in a file describing permissions for the
whole system) subject to modification and manipulation by the security administrator.

Compared with other solutions, our secure information flow is a simple and elegant composition
of complex elementary flows. This results from the adaptation of the security formalism to a specific
service-oriented framework. Complexity of every elementary flow comes from the asymmetric and
asynchronous nature of ASP communications. Once such basic secure communications are ensured, the
security of information flows is verified in a simple and intuitive manner. Most importantly, the sound-
ness of secure information flow is thus ensured by a precise definitelemintary flow of informatign
and the fact that secure communications (cf. definitions 1, 2, and 3 from section 4.4.2) ensure that every
information flow must verify the security policy.

Nevertheless, it can be argued that feeure path for information flowroperty does not take ad-
vantage of the MAC aspect of our model. It could be misleading the intuition that the same property
could have been obtained with a purely DAC approach. On the contrary, it should be observed that the
property goes back and leans on the conditions for secure communications, conditions which can not
be coded with a purely DAC approach. Tablel 6.1 shows the differences between the two models with
respect to the evaluation of rules. The subject and target id’s are SgteahdT;;, respectively; actions
are noted with4; and, subject and target security levels are ndtgdandT;, respectively.
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Access control mode]| Evaluated relationship | Fixed attributes Dynamic attributes
DAC Sia—Tiqg — A S;q andT;y A
A
ASP secure S —Ta—A Sy
(for a newAct or reply action) T
sl
A
Ssl - Tsl - Dsl —A Ssl
(for a request action) Ty
Dsl

Table 6.1: Evaluation differences for the DAC and ASP secure models

In other words, a DAC mechanism evaluates for a match the subject-target-action relationship, and,
in this case, the subject and target are generally identified by a unique identifier, which once assigned
can not change through the whole execution of the application. The only attribute which dynamically
changes is the action currently in evaluation.

Compared to our security model, in ASP secure there may exist a subject-target-action relationship,
or a subject-target-data-action relationship, where subjects, targets, and data get dynamically assigned
security levels. The security level of a subject (or a target) can be modified when an existing activity
(with an already security level) is migrated. This can happen because the action used for migration is
the new activity creation (cf. definition 1 from section 4!4.2). In consequence, a pure DAC mechanism
could not be able to evaluate the access rules with these dynamic attributes.

Furthermore, being another important contribution, the matrixused to define the discretionary
rules of the security model, does not adheres to the format of the classic DAC matrix. Indeed, matrix
M includes, only for the newAct and request actions, conditions over the use of security levels. These
conditions provide a finer granularity control over the manipulation of security levels, control which can
not be attained with the DAC matrix.

More generally, the study of the relation between mandatory and discretionary rules is closely related
to the work of Bertino et al. |9]. Their use of exceptions to alter the strict applications mandatory rules
is similar to the use of discretionary conditions in our framework. In both cases, the mechanisms allow
to bypass, in a still controlled manner, the rigorous application of the strict/mandatory access controls.

This security model has been implemented in the ProActive middleware [57] for distributed and
mobile (Grid) computing, and is currently under evaluation on real-size examples for scalability and
flexibility.

Important results over the implementation include:

e Small size of all the code. The number of lines of the Java source code add up to nearly 1900 lines
(including Java comments). Once the source is compiled, it adds up to 48 Kilobytes, advantageous
for its use in resource-aware computing devices.

e Standards based. The authorization process is based on the use of XACML, which allows the use
of other XACML features (e.g. different security policies from collaborative applications could
be combined for a global evaluation).

In the future, a role-based access control (RBAC) approach can be included in order to extend the
discretionary access to activities. Additionally, Java-like languages that include information flow con-
trols (as in([7, 52]) could be complemented with our model. They control information flows inside a
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program, so they could be enhanced to control all communication interactions with other local and non-
local programs, in either distributed or cooperative systems. Moreover, Web services, and collaborative
applications could also benefit.

Future studies may also include the creation of secure distributed software components, this is,
reusable components which are expected to comply with specific security rules in order to assure the
proper operation of globally secure applications made with them. Finally, this work can serve as a base
to study covert channels in distributed systems.
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