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"Contributions à la consommation de l‘énergie dans les Réseaux de cap-
teurs sans �l pour la sésurité, le routage et localisation."

Résumé

Les réseaux de capteurs sans �l (RCSF) sont des systèmes embarqués,
autonomes, auto-con�gurables, auto-organisables et déployés dans di-
verses applications de contrôle et de sécurité. Dans leur architecture, les
batteries de ces capteurs ne peuvent en aucun cas être remplacées ou
chargées. Pour cela, il faut penser à réduire l’énergie consommée lors de
la capture, du traitement et de la transmission de données.

Devant la diversité des problèmes qui se posent dans les RCSF, le chal-
lenge de la consommation de l’énergie est toujours abordé dans divers
travaux de recherche en vue d’optimiser la consommation d’énergie et de
maximiser la durée de vie du réseau. A cet effet, nous avons évoqué l’axe
des technologies et standards implémentés dans ces capteurs, en vue de
révéler leurs impacts sur la consommation d’énergie. Ensuite, nous avons
soulevé les techniques de localisation affectant à leur tour cette énergie,
notamment lors de l’utilisation de GPS (Global Positioning System), con-
sidéré comme solution gourmande en énergie. Le volet de sécurité a été
abordé, vu qu’il se base sur la technique de la cryptographie et ôte pour
la gestion des clefs pour assurer la communication entre les nœuds du
réseau. Cette technique est connue par son traitement aggravé épuisant
davantage l’énergie du capteur, devant la coexistence d’une multitude
d’attaques qui visent la mort prématurée du réseau. Au niveau routage,
la problématique d’énergie perdue lors de l’utilisation des mécanismes de
découverte de routes, ouvre un champ très fertile, que nous avons attaqué,
pour la conception d’algorithmes optimisés et protocoles de routage qui
économisent mieux l’énergie de diffusion des messages RREQ (Route
REQuest).

Notre but principal dans cette thèse, est de répondre à l’ensemble de
ces dé�s en agissant sur les fonctionnalités d’un capteur, notamment celle
de localisation, de sécurité, de routage ainsi que celle qui concerne la
technologie adoptée pour assurer la communication. Des applications ont
été envisagées pour mettre en place ces fonctionnalités en l’occurrence le
transport, la santé, la domotique, l’industrie et le maritime. C’est ainsi que
nous présentons des travaux qui favorisent une meilleure con�guration
de ces fonctionnalités, tout en octroyant plus d’intérêt à des solutions qui
optimisent de plus en plus la consommation de l’énergie de la batterie
des capteurs, pour leur permettre une longue longévité et de pro�ter
pleinement de leurs avantages.

Mots-clés : Optimisation de l’énergie ; Securité ; Routage ; RCSF ; NS2.
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"Contributions to Energy Optimization for Localization, Security and Routing in
Wireless Sensor Networks"

Abstract

Recently, the pervasive and critical nature of embedded systems like
wireless networks has grown rapidly in the world of research. This growth
has nowhere exempt end-user to bene�t from the contributions of these
technologies in everyday life. In parallel, a lot of problems have emerged
and led to the call of the scienti�c community and researchers to look for
solutions. In their architecture, the batteries’s sensors can not be replaced
or charged. To this point, many works consider reducing the energy
consumed during the capture, processing and transmission of data. It is
in this context that our works was oriented to energy consumption in
WSN (Wireless Sensor Networks) considered as a major constraint and
problematic.

In fact, our contribution through this thesis discusses works bearing
on energy optimization techniques in WSN, considered as an Ad-hoc net-
work. To surpass the known challenges and constraints, we act on several
sensor functions to look for an optimal con�guration which economize
more energy of sensor and maximize the network lifetime. In add to the
energy optimization, the presented work adapts the results and solutions
to numerous application like transport, health control, security and indoor
areas.

To carry out our work, we began by conducting a comparative study
of communications technologies functions in WSN. Being emerged on
topics related to news on wireless sensor networks, we treated on the next
the localization function by the use of the energy of transmission. Subse-
quently, we discussed the security function by a new approach based on
the notion of agent. Finally and in the routing function, a new algorithm
is presented to minimize the network load caused by the route discovery
mechanisms RREQ (Route REQuest).

As an application, a deployment architecture, location and health
monitoring of pilgrims is proposed for implementation in the areas of the
Great Mosque of El Hajj.

Brie�y, this work contributes advantageously to optimize and improve
battery power of sensors in the context of their use or application domain
that in�uences more this consumption.

Keywords : Energy Optimization ; Security ; Routing ; Sensor Networks ; NS2.
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ABSTRACT

"This part of thesis presents an introduction to the main objectives to approach
the reader to the goal and the basis of the realized works. It describes also a global
presentation of this manuscript. In the same area, several works are done and
achieved. To position our works, related works are presented here to have a global
idea and identify research directions in the WSN versus energy challenge."
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1.1 General Introduction

In order to surpass wired connections in the world of communication,
the subject of wireless networks becomes increasingly a major concern of
researchers in the world. Despite the limitations observed, these networks
are in fast development with moderately increased speed. In telecom-
munications, before the advent of GSM, the �xed phone reigned for a
long time and continues to exist today. In the same way networks and
standards, like Wi-Fi, WiMax, ZigBee and UWB, will continue their devel-
opment over next years, with coexistence of infrastructure-based wired in
a hybrid architecture that can’t be overcome.

With the development of tools based on their physical architecture
on the radio frequency modules, communication, monitoring and control
through wireless technology are becoming increasingly demanded in var-
ious applications. On the same way, the wireless sensor networks (WSN)
have also evolved allowing the communication of information collabora-
tively by introducing both concepts of embedded systems, telecommuni-
cations and computer science. Considered as a speci�c Ad hoc networks,
WSN these inherit several characteristics of these networks while offering
a number of constraints and problems, classi�ed in the heading of chal-
lenges that researchers deploy more efforts to control them. Generally,
the network operates for long periods of time with wireless nodes, so
the available energy resources limit their overall operation. The life time
of a sensor network in which most nodes are battery-powered or non-
rechargeable is essentially in�uenced by the used communication. Due to
this, and for minimizing energy consumption, most of sensors, including
the radio module, are likely being turned off most of the time.

These constraints can be increased when achieving large data like
multimedia information compared to data transmitted by traditional sen-
sors. Other challenges are present in this kind of application domain like
security of transmission, localization of transmitter or receiver of data in
network and the energy as a major issue and defy which affect of the
listed challenges.

Computing and distributing key management for security, localizing
sensors, the capture of multimedia information like audio and video are
all applications of wireless sensor networks which require to meet the
challenges of reliability and energy constraints. This is why we need
today to develop researches on communication in WSN taking into con-
sideration relevant cited constraints which present an important area of
researches.

In most areas of research related to wireless sensor networks, the
energy challenge is omnipresent, especially when using the key manage-
ment for security, in the localization process when looking for a particular
sensor. We note also the contribution of communication standards that
mention the consumption of energy ration as inevitable problem. Indeed
In this �eld we consider a platform-based agent targeting the application
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layer of the architecture of the sensor. Routing is an important key to
solve and optimize the consumption while acting on the mechanisms of
communication, route discovery and response.

To have an optimal con�guration of sensor functionalities, we focus
on energy consumption on many axes like Technology of communication,
localization, security and routing protocols. At �rst, we compare, in term
of QoS (Quality of Service) showing the role of UWB in energy consump-
tion compared to the ZigBee. At the second work based on localization
function, a localization technique is discussed to position mobile objects in
the �eld of transportation for energy optimization. Thirdly, in the security,
distribution and calculation of key application consume more energy. In
this �eld, we propose a function based on an agent platform targeting the
application layer of the architecture of the sensor without using the key
method known in this domain for energy economization. After, regarding
the routing function, we develop a routing protocol Dicho_AODV under
the NS2 tool based on dichotomic approach used in discovery mechanism
to energy economization, avoiding network saturation. Finally, we pro-
pose architecture, as an application of a hybrid localization technique and
using BSN (Body Sensor Networks) for health control and localization of
pilgrims in the hall grand mosque in Mecca.

The chapters of the present thesis are organized like below : The �rst
chapter listed a problematic of research observed for the WSN domains,
then it present a related works from the literature and community of
researchers in order to give an idea to the lecturer about the axes, chal-
lenges and proposed solutions. The last section of this chapter outlines
the methodology of research adopted and describes the organization of
the thesis.

The second chapter, emerge the lecturer in the state of art of the
wireless sensor networks by listing the approaches and thematic areas in
conjunction with sensor networks and preparation of the work carried
out the main axis of this thesis. In this sense, the literature is so rich. Al-
though this literature traits more topics of WSN, but also list the famous
challenges which attract the most research community.

Third chapter is focused on the realized works in term of the pre-
sented functionalities. The architecture of this chapter adopted an Ameri-
can model organizing it on sections. Every section lists a detail of research
paper. The �ve sections give details of the results of published work in
security, localization, energy towards standards, routing, and energy. The
�nal chapter concludes the work of this thesis and states a perspective that
may be a result of this work. In this context, a study was conducted in the
thematic areas of the thesis targeting an application health monitoring and
localization of pilgrims in the great mosque of el hajj.
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1.2 Problematic of Research Focus of Thesis

1.2.1 Problematic of research

Work in the subject of sensor networks imposes confrontations to sev-
eral challenges, including problems related to wireless communication,
security, network density, environmental factors, transmission channel,
size sensor, energy transmission and reception where is impossible to
charge the battery of sensors deployed in hundreds in wide �elds. The
literature of this �eld of research includes many issues that remain open
to scienti�c research which can be cited as an indication and cannot be
limited to :

Power and energy constraints :

Power consumption is often an issue that needs to be taken into
account as a design constraint. The sensor node lifetime have a strong
dependency to the battery life. Generally, the wireless sensor node has a
limited power source (< 500mA, 1.2V). Battery operation for sensors used
in commercial applications is typically based on two AA alkaline cells
or one Li-AA cell. Due to this, power management and power conserva-
tion are critical functions for sensor networks, and one needs to design
power-aware acting on several levels of node architecture. The function
of a sensor node in a sensor �eld is to detect events, perform local data
processing, and transmit raw and/or processed data. Power consumption
can therefore be allocated to three functional domains : sensing, commu-
nication, and data processing, each of which requires optimization.

Hardware Constraint :

In the architecture of a sensor node four key components are sepa-
rated and four optional components. The principal components consist
of a power unit (batteries), a sensing unit (sensors and converters), a
processing unit (processor and memory), and a transceiver unit. At most
cases, sensor network applications uses ad hoc networking techniques ;
although many protocols and algorithms have been proposed for tradi-
tional wireless ad hoc networks, they are not well suited to the unique
features and application requirements of sensor networks.

Connectivity and Topology :

In the �eld of WSN, deploying and managing a high number of
nodes in a fairly delimited environment requires special and advanced
techniques. All the nodes inside WSN should be reachable (Connectivity)
while covering the maximum possible area of environment using their
sensors (Coverage), even when the nodes inside the network start to
fail due to energy issues or other problems. Hundreds to thousands of
sensors in close proximity may be deployed in a sensor �eld. The density
of sensors may be as high as 27nodes/m3. Numerous problems can be
listed when increasing the density which affects strongly the connectivity
of sensors causing interferences, lost of data and the premature death of
the network in some cases.
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Standards :

Standards are now beginning to be incorporated into sensor networks.
The highest degree of standardization has occurred at the lower layers.
Within-building WSNs now they use ZigBee/IEEE802.15.4 ; WSNs that
are in the open (outside buildings and over a broad geography) may
�nd other technologies useful. In particular, IEEE-based wireless LAN
standards have been given consideration. IEEE802.11, IEEE802.11a is an
extension of 802.11 that provides up to 54Mbps. IEEE802.11b is an exten-
sion to 802.11 that provides 11-Mbps transmission. IEEE802.11g provides
up to 54Mbps. Another transmission method is free-space optics operat-
ing in the 1-mm wavelength (infrared). Infrared is license-free line-of-sight
technology that operates at short range (300to3000m). The new WiMax
standard (IEEE802.16) may also be useful for metropolitan environments,
as is the application of cellular third-generation technologies. Earlier we
also mentioned the Smart Dust mote, which uses the visible optical spec-
trum to communicate.

Security :

Security is another factor that cannot be ignored in the design of
WSN. Sensor nodes in WSN use power-ef�cient radio transceivers for
their communications. Most of the existing sensor nodes operate in unli-
censed frequency bands (such as the 433MHz ISM-band in Europe with a
maximum capacity of 19.2Kbps), but some nodes follow the IEEE802.15.4
standard for Personal Area Networks [IEEE802.15.4], that has a maximum
data throughput of 250Kbps. Regardless of the underlying technology of
the transceiver, all communications are done using a wireless channel.
As a result, the information �ow can be easily accessed by anyone in the
vicinity. All packets are then unprotected against any kind of communi-
cation attack.

Due to this several works and researches attack the security topic in-
volving the cryptography techniques using key management system like
SKC (Symmetric Key Cryptography), PKC ((Public Key Cryptography) or
hash functions. Those techniques involve a massive use of processing and
cause more energy. Because of this we must think seriously to reduce this
consumption to avoid the premature death of sensor.

Localization :

Several WSN applications needs to localize the node who send data in
term of security, but also positioning node is an important area in other
applications when looking for a destination. To this nodes must compute
their positions in some �xed coordinate system, it is of great importance to
design ef�cient localization algorithms. In large range of sensor networks,
node localization can assist in many techniques or in routing. The local-
ization can be used to monitor the progress of the children by tracking
their interaction with toys and also with each other. It can also be used in
hospital environments to keep track of equipments, patients, doctors and
nurses. For these advantages precise knowledge of node localization in
wireless sensor networks is an active �eld of research in wireless network-
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ing. Unfortunately, for a large number of sensor nodes, straightforward
solution of adding GPS to all nodes in the network is not feasible because :

– Obstacles that block the line-of-sight from GPS satellites, GPS cannot
be implemented.

– Power consumption of GPS will reduce the battery life of the sensor
nodes and also reduce the effective lifetime of the entire network.

– The production cost factor of GPS is an important issue especially in
dense network.

– The GPS and its antenna increase the sensor node form and size.
For this purpose, a literature propose several techniques of localization

based on analytical and asymptotic models based on angular, time, signal
or distance approaches :AOA (Angle Of Arriva,), TDOA (Time difference
Of Arrival) , RSS (Received Signal Strength), DOA (Distance of Arrival)â

1.2.2 Focus of Thesis

Traditional WSN problems discussed in the previous section are taken
into account. To this, we focus our researches to the speci�c functions
requirements such as localization, security and routing. In add, we adapt
those functions to several applications like home automation, health
control, logistic or security... But mainly, we focus on an optimal en-
ergy con�guration inWSNs. We conceive the main research question as
follows : Which functionaities ?, for which applications ? to guranty an
optimal con�guration for optimization of energy consumption in wireless
sensor networks.

In context of the problematic listed, we therefore focused our present
work on the aspect of energy optimization considered as major challenge
in the WSN. As mentioned in �gure I-1, the domain adopted (Lifetime op-
timization, Security, Localization and Routing) attracts the community of
researchers. Indeed, observing this, we decide to work on this axe treating
the localization, the security and routing protocol in order to surpass the
energy problematic and �nd or present a solution to those challenges.

Figure 1.1 – Classi�cation of topic interest in WSN as number of article publication
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Involved in the communication in WSN, especially in physical layer,
we act on several functionalities of sensors in order to conduct our works
to hybrid and optimal con�guration which consume less energy. For the
�rst function, we study the effect of standards in the energy consump-
tion, taking as application the transmission of multimedia data using the
WMSN (Wireless Multimedia Sensor Networks) which consume more
energy when achieving a heavy data using more compression technique,
hence more energy consumption.

In the second functionality, the security that uses the key management
approach in another focus in this thesis, considering the energy needed to
compute keys and to establish communication with a negotiation process
and also when a tired entity of authentication is inline. In fact, this so-
lution consumes more energy and must be challenged to economize this
energy and maximize the lifetime of sensor networks.

The localization function is another concern which not only locates
a node in network but also to know who sent the data to not confuse it
to the malicious one relating this �eld to the security. Thinking to this, a
novel technique which affects faintly the battery level is a welcome for the
community of researchers.

The routing function is present, especially when the mechanism of
routing is truly a consistent solution for energy economization by acting
algorithm optimization. Competitive works are presented in the literature
trying to add a value to routing. In spite of this, this axe still open and
present one �eld of our view to discover more optimal routing protocol
from the real world and from the mathematical or analytical models.

To position the present work, the next subsection calls some related
works, in the �eld of energy optimization, in different drift of WSN. It
lists the effect of the major functionalities on the energy consumption and
gives a general idea on the energy issue.

1.2.3 Related Works

Wireless Sensor Networks are becoming an essential part of our lives.
Many works are focusing their researches on energy consumption like a
challenge. Because of this, they work on several issues which develops
many solutions to economize more energy in WSN communications.

Energy vs. Mac Layer

In [1] authors based their work on MAC layer by proposing new pro-
tocol which consists of two sub protocols : Classi�er MAC (C-MAC) and
Channel Access MAC (CA-MAC). C-MAC is responsible of classifying
gathered data at sensor nodes based on its importance. The CA-MAC is
an energy conserving medium access mechanism which uses a hybrid
scheduling technique. CA-MAC saves energy by differentiating between
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control and data messages. Data messages are assigned scheduled slots
with no contention, whereas short periodic control messages are assigned
random access slots.

In [2], Chih-Yung & al. proposes ef�cient node placement, topology
control, and MAC scheduling protocols to prolong the sensor network
lifetime, balance the power consumption of sensor nodes, and avoid colli-
sion.

Energy vs Network Lifetime

In [3], Xianghui & all, propose a dynamic energy management strategy
for sensors in order to optimize energy and prolonging the lifetime of
WSN. The basic idea is to shut down all sensors’ power when not needed
and wake them up when necessary. The strategy adopted save energy of
nodes, and extends the life time of nodes from one month to three month.

Cunqing Hua & al in [4]. present the technique of data-aggregation
for maximum lifetime routing in wireless sensor networks. The authors
optimize jointly routing and data aggregation variables. They study a
comparison of DA-MLR (Data Aggregation Maximum Lifetime Routing),
MEGA (Minimum Energy Gathering Algorithm) and (MER) the Mini-
mum Energy Routing algorithms in terme of data aggregation rate and
the network lifetime.

Do Van Giang & al. in [5] propose a routing algorithm for minimizing
the total energy consumption and ensuring fairness of energy consump-
tion between nodes. The authors formulate this as a nonlinear program-
ming problem and use a sub-gradient algorithm to solve the problem. The
authors formulate this problem using property of convex function to per-
form with good fairness index and consequently improve the lifetime of
the network.

Energy vs Routing

Routing is one of the important solutions to the problem of energy
ef�cient in wireless sensor networks. Since sensor nodes are highly energy
constrained, it is essential to choose the most energy ef�cient routes for
transferring data from the source nodes to the sink nodes.

Ali & al in [6], discuss all important concepts in WSN architecture and
the impact factors that effect in performance directly or indirectly, and
then they focus to power management to �nd best design. Their works
propose a power usage model with considering clustering and routing
in wireless sensor networks for the transfer of information from sensor
nodes to base station. For improving this Energy they have to design a
network architecture taking into account all impact components.

In [7], J. Kulik & al. develops the Sensor protocols for information
via negotiation (SPIN) is a data-centric negotiation- based family of in-
formation dissemination protocols for WSNs. The main objective of these
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protocols is to ef�ciently disseminate observations gathered by individual
sensor nodes to all the sensor nodes in the network. Simple protocols such
as �ooding and gossiping are commonly proposed to achieve information
dissemination in WSNs. Flooding requires that each node sends a copy
of the data packet to all its neighbors until the information reaches all
nodes in the network. Gossiping, on the other hand, uses randomization
to reduce the number of duplicate packets and requires only that a node
receiving a data packet forward it to a randomly selected neighbor. The
simplicity of �ooding and gossiping is appealing, as both protocols use
simple forwarding rules and do not require topology maintenance. The
performance of these algorithms in terms of packet delay and resource
utilization, however, quickly deteriorates with the size of the network and
the traf�c load.

In [8], Heinzelman & al. proposed a distributed data gathering pro-
tocol called LEACH (Low Energy Adaptive Clustering Hierarchy), for a
sensor network which a �xed number of homogeneous nodes are dis-
tributed randomly over a region. Nodes are organized into clusters, and
the cluster head nodes are chosen from among the sensor nodes. One
of the most important characteristics of LEACH is node homogeneity. In
order to use cluster head rotation, it is necessary that every node must
be equipped with complex hardware for long range communication with
the remote base station. This results in an increased hardware cost of the
overall network.

In [9], Lindsey & al., propose a data gathering scheme called PEGASIS
(Power-Ef�cient Gathering in Sensor Information Systems) for a homoge-
neous sensor network. In this scheme there is a single cluster head node,
and this role of cluster head is rotated periodically over all the nodes as
in LEACH. Both LEACH and PEGASIS are based on the data aggregation
by the difference that the last protocol uses it at each hop by contract to
LEACH who use one �xed packet size of an aggregation.

Energy vs. Security

In other hand, we can’t elaborate the WSN domain without talking
about WSNs security. Due to the limited capabilities of sensor nodes in
terms of computation, communication, and energy, providing security to
WSNs is challenging. The sensor networks are exposed to security attacks
due to the broadcast nature of the transmission medium. in addition,
WSNs are more fragile to attacks because nodes are often placed in a
hostile or dangerous environment where they are not physically pro-
tected. For a large-scale sensor network, it is impractical to monitor and
protect each individual sensor from physical or logical attack. Attackers
may device different types of security threats to make the WSN system
unstable.

The method of implementing WSNs security is adaptive and dynamic,
which knows a continuous improvement. In [10], the authors present a
survey of security approaches based on game theory in WSNs. According



1.2. Problematic of Research Focus of Thesis 11

to different applications, a taxonomy is proposed, which divides cur-
rent existing typical game-theoretic approaches for WSNs security into
four categories : preventing Denial of Services (DoS) attacks, intrusion
detection, strengthening security, and coexistence with malicious sensor
nodes. The main ideas of each approach are overviewed while advantages
and disadvantages of various approaches are discussed. Then, this paper
overviews related work and highlights the difference from other surveys,
and points out some future research areas for ensuring WSNs security
based on game theory, including Base Station (BS) credibility, Intrusion
Detection System (IDS) ef�ciency, WSNs mobility, WSNs Quality of Ser-
vice (QoS), real-world applicability, energy consumption, sensor nodes
learning, and expanding game theory applications and different games.
Thus, a global view of WSNs security approaches based on game theory
is provided. To our best knowledge of knowing, it is the unique work
focusing on game theory in WSNs security.

In [11], the authors identify the threats and vulnerabilities to WSNs
and summarize the defense methods based on the network protocol
layer’s analysis. They also proposed security suggestions based on Cryp-
tography and Key management, securing routing, data fusion and aggre-
gation mechanisms. But they don’t mention to the energy consumption
as a major concern that can be affected by the security process in wireless
communication.

The authors in [12] survey the use of concepts of game theory to solve
the problems of energy ef�ciency, security, and detection and tracking in
WSNs. They present a cooperative sensor networks with problem formu-
lations based on the nature of interaction between nodes in wireless sensor
networks. In fact, the idea is to apply models from theories that model the
behavior of sensor networks from a rational point of view. The authors
solicit the use of distributed algorithms to achieve increase in network
lifetime and reliable network operation in order to increase interaction
between nodes.

Energy vs Localization

In WSN, like many attractive applications such as security, routing
and tracking, knowing the accurate locations of sensor nodes take an
important area in the researches. The Localization that means the position
coordinates of sensor node in WSN can add signi�cant meaning to infor-
mation which is collected by sensors.

In [13] Amitangshu Pal reviews different approaches of node local-
ization discovery in wireless sensor networks. The overview from the
literature for the improvement of localization in wireless sensor networks
is also presented to mention to the importance to localization topic.

In [14] Guoqiang Mao & al. list an overview of the measurement
techniques in sensor network localization and the one-hop localization
algorithms based on these measurements. They also present multi-hop
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connectivity-based and distance-based localization algorithms. A dis-
cussion of the localization as an open research problems in the area of
distance-based sensor network.

In [15], Larios & al. present a localization system LIS (Localization
based on an intelligent distributed fuzzy system to locate and track of
wild animals in natural parks. The LIS system is a fuzzy algorithm for
localization proposed to reduce the energy consumption. LIS combines
a fuzzy system to estimate the distance between the transmitter and the
receiver from RSSI measures, and a distributed algorithm executed in
receiver anchor nodes in order to determine the relative positions to them
and �lter useless information, and a centralized algorithm to derive the
most likely location running at the Base Station.

In [16] Xing-Hong & al. proposed node localization scheme noted
virtual beacons-energy ratios localization (VB-ERL) and based on the
Gauss-Markov mobility model. In this scheme, all nodes are static and
the unique mobile node move in the surveillant �eld and periodically
broadcast the information packets. Each static unknown node receives the
virtual beacons and energy in its sensing range, and estimates its location
by �nding the intersection of a set of hyper-spheres.

The literature is rich on the topic of energy consumption, but still a
relevant area presenting several challenges. Because of this, researches still
acting on developing new propositions and solutions. In this context, the
next section lists our main contributions and the methodology adopted to
achieve this work.
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ABSTRACT

"In the next section, a realized works and the different functionalities are
summarized in this section. A working methodology, during the preparation of
this thesis, is mentioned."
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1.3 Main Contributions & Working Methodology

1.3.1 Main Contributions

In this thesis, we survey the important functions affecting energy con-
sumption on the coverage of WSN, which offer new observations and in-
teresting dimensions and point of view, and may serve as good guidelines
for ef�cient sensor network design and producing an optimal con�gura-
tion of functions which minimize the energy consumption of sensors and
in fact he life time of sensor network. The main contributions of our re-
search are described on �gure 1-2 and listed as follows :

– In the �rst function, we are acting on the physical layer, and work on
the study performance of the standards of communication in WSN
by giving a comparison, in term of QoS, between the UWB and Zig-
Bee. The comparison treats the relevant metrics End to End Delay,
Packet Delivery Ratio and Energy by several simulations and scenar-
ios under the NS2 Simulator. The results resumes to convenience of
the UWB to the WSN consuming less energy in good time dissemi-
nation. This work, as it was, a start point to the thesis to emerge in
the WSN domain.

– Giving to the localization an important area in WSN, the energy con-
sumption is also affected by this functionality. In this context, and af-
ter a survey on the localization technique used till now, we propose a
new technique of localization for the transport domain and based on
the energy of the transmission far to the use of the GSP module, or
any asymptotic technique like AOA, TDOA, RSS or TDOA. Several
Simulations are done with the comparison with the TDOA technique
and the NS2 measurements giving the real distance and the calcu-
lation of TDOA formula and compared to the analytical proposition
base on the Euclidian distance and the energy consumed. The results
shows that the presented method outperform well by giving more
precisions with small angle of directional antenna.

– In the third work, we propose a security function based on agent ap-
proach, in order to surpass the key management technique. The goal
here is to optimize the energy consumption of computing keys. This
work attracted the application level operating on the mote (sensor)
operating system (TinyOs).

– Routing function is another concern of our work, in this �eld the
algorithm optimization is one of the great solution to the energy
economization. We present a novel protocol based on dichotomic
approach to reduce the route discovery mechanism compared to the
AODV protocol. Under the NS2 simulator, acting on the protocol
implementation is one of complex programming challenge.

– In the last work, we discuss and propose an application of some re-
sults of research in a system dedicated for control and monitoring of
pilgrims. Indeed, this allows, using a BSN (Body Sensor Network)
as a particular application of wireless sensor network, for the local-
ization of lost pilgrims and control, in real- time, the health status of
those who fall into critical situation with diseases that could threaten
their health and life. The solution, present a model for an area, and
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which can be duplicated for the full area of El hajj. It also facilitates
the intervention and localization, in real time, of pilgrims who are
away from their camps and to save their life.

Figure 1.2 – Description of the thesis’s focus

1.3.2 Working Methodology

To achieve results in original quality, we are adopting a methodology
(�gure 1-3) that allows a successful work and arrive to submit works on
new and relevant axes of research. To do this, we started by looking for
more documentation in order to clarify and identify the main scheme that
lead to solving the problematic related to our line of research. A study
on surveys on sensor networks allowed us to formulate gradually the
main problematic. A global vision of the supervisor was very bene�cial
to focus on the topic, produce papers and contribute in several events. In
fact, participation in national and international conferences helped us to
remain more related changes and news of our subject.

Related to the main subject of the thesis, and after several researches,
we try to propose a hybrid or optional solution composed from the rele-
vant functionalities (Security, Localization, Routing and Technology). We
referred to an optimal con�guration which economizes more energy of
sensor and network life.

Practically, the adoption of an open source simulation tools (NS2) al-
lowed us to better control and knows its architecture and its use in the
simulation of wireless sensor networks and use it in all performed works.
NS2 software simulator is an Ad hoc networks massively used in

the domain of research and especially when adopt an energy model
in add to its opening to the community research. This tool allows the
implementation of several protocols in security, localization, in energy
optimization and more.

Before turning in this report, several studies have been submitted and
validated by scienti�c comities and have been published in many indexed
and international journals. Meanwhile, collaborations are being validated
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to cooperate and to work on common research center with the university
Umm Alkoura of Saudi Arabia, will give advanced in the practical appli-
cation of this work.

Figure 1.3 – Global vision to working methodology

The next section gives a list of the productions dons in term of pub-
lished articles in international journals and papers communicated in in-
ternationals conferences and workshops.
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ABSTRACT

"The section below lists the main contributions in term of publications in
international journals and the communications in conferences and workshops"
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1.4 Personnel Publications & Communications

1.4.1 PUBLICATIONS IN INTERNATIONALS JOURNALS

(1). A.A.BOUDHIR, BOUHORMA MOHAMED, BEN AHMED MO-
HAMED "New Technique of Wireless Sensor Networks Localization based
on Energy Consumption", International Journal of Computer Applications
(IJCA) November Issue (Vol.12 N.7), 2010, ISSN : 0975-8887

(2). A.A.BOUDHIR, M.BOUHORMA, M.BEN AHMED "Multi-Agents
Platform for Security in Wireless Sensor Networks", International Journal
of Computer Science and Network Security October Issue, (Vol. 10 N. 10),
2010, ISSN : 1738-7906

(3). A. A. BOUDHIR, M. BOUHORMA, M. BEN AHMED, ELBRAK
SAID "The UWB Solution for Multimedia Traf�c in Wireless Sensor Net-
works", International Journal of Wireless & Mobile Networks (JWMN),
October Issue, (Vol. 3, No. 5), 2011, ISSN : 0975-3834

(4). A. A. BOUDHIR, M. BOUHORMA, M. BEN AHMED, ELBRAK
SAID "New Algorithm "DRREQ" Applied in AODV Route Discovery
Mechanism for Energy Optimization in Mobile Ad hoc Networks", In-
ternational Journal of Computer Engineering Science (IJCES), December
issue, (Vol.1N.3), 2011, ISSN : 2250-3439

(5). A.A.BOUDHIR, M.BOUHORMA, M.BEN AHMED, ELBRAK
SAID "A Real Time Health Control and Localization of Pilgrims in El
Hajj : BSN Application", Journal of Theoretical and Applied Information
Technology (JATIT) Accepted for Publication in April 2013, ISSN : 1992-
8645

(6). A.A.BOUDHIR, BOUHORMA MOHAMED, BEN AHMED MO-
HAMED "Energy Optimization Approaches In Wireless Sensor Networks :
A Survey", International Journal of Networks and Systems (IJNS) Novem-
ber Issue (Vol.1 N.1), 2012, ISSN : 2319-5975.

1.4.2 COMMUNICATIONS IN CONFERENCES

(1). BOUHORMA, M. ; BOUDHIR, A. ; BEN AHMED, M. ; EL BRAK, S.
"New route request mechanism for energy optimization in mobile ad hoc
networks", Telecommunications Forum (TELFOR), 2011 19th, November,
IEEEXPLORE, 10.1109/TELFOR.2011.6143533, 2011.

(2). BOUDHIR, M. BOUHORMA, , M. BEN AHMED "Wireless Sen-
sor Networks and Communication Protocols for Transport Localization",
International Scienti�c Congress Of Engineering-CCII-2010 3- 5 Mars 2010.

(3). A. BOUDHIR, M. BOUHORMA, , M. BEN AHMED "Quality of
Service and Energy Consumption in Uwb and ZigBee Standards Applied
To Wireless Multimedia Sensor Networks", Workshop on Next Generation
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Mobile Networks -WNGMN’09- November 14-15, 2009.

(4). A. BOUDHIR, M. BOUHORMA, , M. BEN AHMED "Multi-Agents
Platform for Security in Wireless Sensor Networks", Journées Franco-
Maghrebine Micro Ondes et Applications 2011 (JFMMA2011).

(5). A. BOUDHIR, M. BOUHORMA, , M. BEN AHMED "Energy
Based Localization for Wireless Sensor Networks Applied to Trans-
port", Journées Franco-Maghrebine Micro Ondes et Applications 2011

(JFMMA2011).

(6). A.A.BOUDHIR, M.BOUHORMA, M.BEN AHMED,S. ELBRAK "A
Survey on Energy Optimization in Wireless Sensor Networks", 2nd Forum
des Jeunes Chercheurs (IIémeFJC’2011).

(7). A.A.BOUDHIR, M. BOUHORMA, M. BEN AHMED and ELBRAK
SAID "New Algorithm "DRREQ" Applied in AODV Route Discovery
Mechanism for Energy Optimization in Mobile Ad hoc Networks" Third
Edition of ICMCS 2012 Tangier.

(8). A.A.BOUDHIR, M.BOUHORMA, M.BEN AHMED "A Real Time
Health Control and Localization of Pilgrims In El Hajj : BSN Application",
Accepted for oral communication in ICCAT2013, 20-22 January 2013 in
Tunisia.
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1.5 Conclusion

The WSN domain is a huge axe of research which can’t be limited due
to the diversity of challenges. To this, we are focused on an interesting
topic considered as a major challenge related to the life a network sensor.
In this chapter we presented a general view on the thesis by introducing
the problematic of energy consumption and their related axes. We also
mentioned to focal points of our work and listing a brief to all contri-
butions and productions. To achieve this works, a global vision to the
methodology adopted was presented.

The following chapter content four sections introducing a survey on
relevant topics like :

– WSN,
– QoS and Routing,
– Wireless communication technologies,
– Security.
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ABSTRACT

"The section below gives a survey on the WSN considered as the main topic of
the thesis. It lists the pillars of this axis and the principal basics of the literature."



2.1. Wireless Sensor Networks : A Survey 23

2.1 Wireless Sensor Networks : A Survey

2.1.1 INTRODUCTION

The technology for sensing now has the potential for signi�cant ad-
vances, not only in science and engineering, but equally important, on a
broad range of applications relating to critical infrastructure protection
and security, health care, the environment, energy, food safety, produc-
tion processing, quality of life, and the economy. In addition to reducing
costs and increasing ef�ciencies for industries and businesses, wireless
sensor networking is expected to bring consumers a new generation of
conveniences, including, but not limited to, remote controlled heating
and lighting, medical monitoring, automated grocery checkout, personal
health diagnosis, automated automobile checkups, and child care.

A sensor network is a special case of Ad hoc networks, consisting of
nodes called "motes" and that stands for an Ad hoc network with their
miniature size, by their characteristic unidirectional and their objectives
are targeted advance compared to that of a generic Ad hoc network.

This new type of network presents a great improvement compared to
conventional sensors that are typically deployed in two ways :

– The sensors are positioned away from the monitored phenomenon,
in this case of devices using complex approaches are needed to dis-
tinguish the data captured environmental noise.

– Several sensors are deployed around the �eld monitoring. At this
point, the position sensors and communications topology must be
carefully designed in advance. These sensors transmit data regularly
to the central node where treatments are performed and the data is
merged.

In order to approach this type of network architecture and operation of
these sensors, its design constraints and its applications will be mentioned
in this chapter.

2.1.2 CLASSICAL WIRELESS SENSOR NETWORKS

Recent advances in wireless technology and electronics have enabled
the development of tiny low cost sensors with low energy (low-cost solu-
tion and low-power). These sensors have three functions : [17]

– Capturing data (such as sound, vibration, light, etc) ;
– Calculate information using these values ââcollected ;
– The communication through a network of sensors.

A sensor network is composed of a number of often very important nodes
that are either placed in a speci�c location or scattered randomly (often
deployed by air using helicopters or airplanes). This random dispersal of
sensors requires that the protocol for sensor networks has self-organizing
algorithms. To withstand the deployment, these sensors must be very
strong and more, they must also be able to survive in extreme conditions
dictated by their operating environment (eg water or �re). In addition
to environmental constraints, a major constraint is the battery saving.
Indeed, a sensor network cannot survive if the loss of nodes is too large as
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this causes loss of communication due to too great a distance between the
sensors. So it is very important that the batteries last as long as possible
because in most applications they are randomly placed (impossible to
return to change the batteries). This use linked to the autonomy of the
sensors (one year maximum for current technology) involves a signi�cant
parameter which is the price. No application would be pro�table if the
ratio of hours of use / price was too high. It was therefore necessary to
combine technology and low cost.

Sensor networks can be programmed to a number of purposes, such
as control of intrusion, the calculation of temperatures, the calculation
of climate change, monitoring of animal movements (with GPS), patient
monitoring, etc.

Architecture of a Wireless Sensor Network

In a WSN, sensor nodes are organized into �elds "sensor �elds" (�gure
2� 1). Each of these nodes has the ability to collect data and transfer them
to the gateway node (called "sink" in English or sink) via a multihop archi-
tecture [17]. Well then transmits this data via the Internet or satellite to the
central computer "Task Manager" to analyze and make these decisions.

Figure 2.1 – WSN �eld

Anatomy of a sensor node

A sensor node, or mote, is mainly composed of a processor, memory,
a radio transmitter / receiver, an embedded system with the sensor unit
and a battery [17]and [18]. (�gure 2 � 2).

Cycle of operation and energy sensor

The node can go to sleep (sleep mode) or just listen traf�c. The trans-
mission unit is the unit that consumes the most energy by supplying the
units comprising a sensor. (�gure 2 � 3)
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Figure 2.2 – Sensor Anatomy

Figure 2.3 – Sensor Operation Cycle

For a bit and distance between two nodes, the Radio module (�gure
2 � 4) of a node consumes energy when transmitting energy Tx(l, d) and
Rx(s) upon receipt :

Figure 2.4 – Energy Consumption of Radio Model

Radio transmission Consumption �Tx [19] : The energy consumed dur-
ing the transmission of bits between two nodes (transmitter and receiver)
is expressed by :

�Tx(l, d) = �Tx � �elec(l) + �Tx � �amp(l, d)

�Tx(l, d) = �elec � l + �amp � l � d2

Radio reception Consumption �Rx [20] :

�Rx(l) = �elec � l

with :
�

�

�

�

�

�

�

�elec : energy transmission / receiving of electronic device ;
l : size of a message ;
d : distance between the transmitter and receiver ;
amp : ampli�cation factor.

There are several models available on the market, Among the most
famous :
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– "mote" MICAx ;
– TelosBe Crossbow (http ://www.xbow.com).
Example :
The following �gure (�gure 2 � 5) shows the components of a sensor

node TmoteSky :

Figure 2.5 – Sensor Face of "TmoteSky"

Constraints Design of WSN

The main factors in�uencing the architecture and constraints of sensor
networks can be summarized as follows :

Fault Tolerance : Some nodes may generate errors or stop working
because of a lack of energy, a physical or interference. These problems
do not affect the rest of the network ; it is the principle of fault tolerance.
Fault tolerance is the ability to maintain network functionality without
interruptions due to a fault occurring on one or more sensors.

Scale : The number of nodes deployed for a project may reach one
million. Such a large number of nodes generates a lot of transfers inter
nodal and requires that the well "sink" is equipped with lots of memory
to store the information received.

Production costs : Often, sensor networks are composed of a very large
number of nodes. The price of a node is critical in order to compete with a
network of traditional surveillance. Currently a node does not often costs
much more than $1. For comparison, a Bluetooth node, already known to
be a low-cost system, costs about $10.

The environment : The sensors are often deployed en masse in places
such as battle�elds beyond enemy lines, inside large machines, the bot-
tom of an ocean, �elds biologically or chemically contaminated. Therefore,
they must operate unattended in remote geographic areas.
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Network topology : The deployment of a large number of nodes re-
quires maintenance of the topology. This maintenance consists of three
phases : Deployment, Post-deployment, and Redeployment of additional
nodes.

Material constraints : The main constraint is the physical size of the
sensor. Other constraints are that energy consumption must be reduced so
that the network will survive as long as possible, it adapts to different en-
vironments (extreme heat, water, etc.), it is very durable and autonomous
since it is often deployed in hostile environments. [17].

The media transmission : In a sensor network, nodes are connected by
a wireless architecture. To allow operations on these networks worldwide,
the transmission medium must be normalized. We mostly use the infrared
(which is license-free, robust to interference, and inexpensive), Bluetooth
and ZigBee radio communications.

Energy consumption : A sensor, because of its size, is limited in energy
(< 1.2V). In most cases the battery replacement is impossible. This means
that the lifetime of a sensor depends greatly on the life of the battery. In a
sensor network (multihop) each node collects data and transmits values.
The failure of some nodes requires a change in network topology and
a re-routing of packets. All these operations are energy intensive, it is
for this reason that current research focuses primarily on ways to reduce
consumption.

Applications of Wireless Sensor Networks

The WSN can have many applications. Among them, we quote : [18]
– Discovery of natural disasters can create standalone network nodes

by dispersing in nature. Of sensors can report events such as forest
�res, storms or �oods. This allows a much more rapid and effective
relief.

– Intrusion detection : By placing at various strategic points, sensors,
and can prevent burglaries or passages of game on a railway track
(for example) without having to resort to expensive video surveil-
lance devices.

– Business Applications : One could imagine having to store food that
requires some moisture and a certain temperature (max or min).
In these applications, the network must be able to collect various
information and alert in real time if critical thresholds are exceeded.

– Pollution control : sensors could disperse over an industrial site
to detect and control leaks of gas or chemicals. These applications
would provide warnings in record time and to monitor the disaster.

– Medical Surveillance : By implanting under the skin of mini video
sensors, one can receive real-time images of a body part without any
surgery for about 24 hours. We can monitor the progress of a disease
or reconstruction of a muscle.

– Control structures : Insert additional dams on the walls of sensors to
calculate in real time pressure. It is therefore possible to regulate the
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water level if the limits are reached. One can also imagine include
sensors between the sandbags forming a makeshift dam. Early de-
tection of water in�ltration can be used to reinforce the dam accord-
ingly. This technique can also be used for other constructions such as
bridges, railways, mountain roads, buildings and other structures.

2.1.3 WIRELESS MULTIMEDIA SENSOR NETWORKS

The technology boom in electronics contributed to the availability of
equipment miniaturized and low cost such as CMOS cameras and micro-
phones which helped further the development of sensor networks wireless
multimedia (WMSN), devices that are able to recover the ubiquitous mul-
timedia content such as streaming audio and video, still images, and data
from environmental sensors. Sensor networks Wireless multimedia will
not only strengthen the networks of sensors such as monitoring, home au-
tomation and environmental monitoring, but they will also enable several
new applications [21] such as :

– Monitoring Networks Multimedia,
– Storage of potentially relevant
– Traf�c Control Systems,
– Medical Surveillance Remote
– Environmental monitoring,
– Location Services,
– Industrial Process Control,
– Etc.

Anatomy of Multimedia Sensor Networks

The problem of designing scalable network architecture is of great im-
portance. Rates for most networks are wireless sensor architecture based
on a �at, homogeneous wherein each sensor has the same physical and
can only to interact with adjacent sensors. Traditionally, research on al-
gorithms and protocols for sensor networks has focused on adaptability,
that is to say, How to design solutions whose applicability is not limited
by the size before growth the network. The �at topology cannot always be
agreed to handle the amount of traf�c generated by multimedia applica-
tions including audio and video. Similarly, the processing power required
for data processing and communications the power required to operate,
may not be available on each node.

In the previous �gure (Figure 2-6) [22], we present reference architec-
ture for WMSNS, which is illustrated three sensor networks with different
characteristics, deployed in different physical locations. The �rst cloud on
the left shows a single-level network of video sensors homogeneous. A
subset of sensors deployed has the highest processing capabilities and is
thus referred to as the processing centers. The union of treatment centers
is a distributed processing architecture. Multimedia content gathered is
relayed to a wireless gateway with a multi-step path. The gateway is con-
nected to a storage center, which is responsible for the content of multime-
dia storage locally for the next recovery. Clearly, more complex structures
for distributed storage can be implemented when permitted by the envi-
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Figure 2.6 – WMSN Architecture

ronment and application needs, which can lead to energy savings since,
by storing it locally, the media should not be (wireless) relayed to remote
locations. [22] and [23].

Factors in�uencing the design of multimedia sensor networks :

Sensor networks wireless multimedia derives from a convergence of
communication and calculation of signal processing and several branches
of control theory and embedded computing. This interdisciplinary re-
search will distributed heterogeneous systems and devices embedded in
this direction, to interact and control the physical environment. There are
several factors that mainly in�uence the design of a WMSN :

• Strong demand for QOS (Quality of Service)
A wide variety of applications envisaged on WMSN, [24], have differ-

ent requirements. In addition to the methods of delivering digital data,
sending real-time multimedia data containing triggered events and ob-
servations obtained in a short time is a critical factor. Therefore, a solid
foundation is necessary in terms of hardware and support high-level algo-
rithms to provide quality service and to consider the application speci�c
requirements. These requirements include multiple domains and can be
expressed, among others, in terms of a combination of limits on energy
consumption, delay, reliability, distortion. etc.

• Application of high bandwidth
Multimedia data, particularly video, need bandwidth during transmission
of magnitude higher than that supported by currently available sensors.
The following table (tab1) cites the transmission rate for some sensors :(Ta-
ble � �gure 2-7)

• Multimedia coding techniques
Decompression of video streams requires excessive use of bandwidth for
a multi-jump. (Table � �gure 2-8)

Therefore, it is evident that the effectiveness of treatment techniques
are lossy compression necessary for multimedia sensor networks.

• Data processing in multimedia networks
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Sensor Standard Nomimal rate of Transmission
. Crossbow’s IEEE 802 15.4 250 kbit/s
. MICAz
. TelosB
. Tmote

Figure 2.7 – Transmission rate for some classical sensors

Format (QCIF, 176x120) 21Ko, 30 Images /s
Video Stream plus de 5 Mbit / s

Figure 2.8 – Sample of compression rate of video stream

The data processing can execute algorithms on the raw data extracted
from the environment requires new architectures for collaborative pro-
cessing, distributed taking into account the resource constraint and taking
into account the �ltering and extraction of information well�eld. This can
increase the adaptability of the system by reducing the transmission of
redundant.

• The energy consumption
Energy consumption and power Supply [25] are fundamental concerns

in WMSN, even more than in wireless sensor networks traditional. Made
by the sensors are devices with constrained battery, while multimedia ap-
plications produce large volumes of data requiring high transmission rate
and treatment at the time or energy consumption of sensor nodes is dom-
inated by traditional communications capabilities, and is introduced by
minimal effect.

2.1.4 CONCLUSION

These networks experiencing a boom thanks to the multitude of appli-
cations they offer and their inherent characteristics such as their random
deployment and low cost, high mobility and also thanks to the many
studies that have improved the quality of service that supply these sen-
sors in terms of communication time, safety, quality and integrity of data
to be transmitted. Indeed, research in WSN poses a number of challenges
in terms of bandwidth in a position to expand it to allow the sending end
of data-intensive multimedia streams namely incorporating the audio and
video.

Subsequently, we will discuss the notion of QoS in WSN and using
different metrics to de�ne this notion, then quoting some protocols that
address in their design and the concept of QoS algorithms.
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ABSTRACT

"Being a physical and Mac layer composition, the technology integrated in the
sensor is one of the most functions treated in this thesis which concern signi�caly
the energy consumption of this devices. In this context, a general overview is
scheduled to cover this element".
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2.2 Wireless Communication Technologies in WSN

2.2.1 INTRODUCTION

Multiple technologies (�gure 2-9) allow wireless transmission of infor-
mation. Each corresponds to a different use, according to its characteris-
tics :

� Transmission,
� Maximum �ow,
� Cost of infrastructure,
� Cost of equipment connected,
� Security,
� Flexibility of installation and use,
� Autonomy and power consumption, etc.

Figure 2.9 – Technologies transmission rate

2.2.2 STANDARD IEEE 802.15.4

The IEEE 802.15.4 standard was speci�cally designed for wireless sens-
ing applications. The standard is very �exible, because it speci�es data
rates and multiple frequencies. And to the needs of low power consump-
tion, the product is designed to allow the radio module is put to sleep,
greatly reducing the energy consumption. Furthermore, when the node
wakes up from sleep mode, the speed of synchronization on the network
can be achieved. This capability allows a very low average power supply
current.

� Characteristic of the IEEE 802.15.4 standard :
. Data rates of 250 kbps, 40 kbps and 20 kbps.
. Data rates of 250 kbps, 40 kbps and 20 kbps.
. Two addressing modes, 16-bit short and IEEE 64-bit addressing.
. Support for critical latency devices, such as joysticks.
. CSMA-CA access channel.
. Automatic creation of the network by the coordinator.
. All handshaked transfer protocol reliability.
. Power management to ensure low energy consumption.
. 16 channels in the 2.4GHz ISM band, 10 channels in the 915MHz

I and one channel in the 868MHz band.
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2.2.3 TECHNOLOGY ZIGBEE

A major concern addressed in wireless communications, until the near
future, is the bandwidth. However, some applications, such as : home au-
tomation, security, agriculture, etc. monitoring. relax the bandwidth re-
quirements needed for a low cost and low power consumption. Existing
standards were not appropriate because of their complexity, their high cost
and energy consumption induced.

In this context, the ZigBee alliance is born : it is an association of com-
panies working together to develop a comprehensive and open standard
for wireless communications with low cost and low energy consumption.

� ZigBee Applications :
. Home Automation : Heating, ventilation, air conditioning, secu-

rity, lighting, and control objects,
. Industrial : Detection of an emergency, machine control,
. Automotive : Checking tire pressure, etc,
. Agriculture : Measurement of soil moisture, detection of situations

for the use of inputs, measurement of soil salinity, etc,
. Other : Control of electronic equipment, communication between

PCs and devices, etc..
� ZigBee Characteristics :

. The objectives of ZigBee can be summarized in the following,

. Use without geographical restrictions,

. Penetration through walls and ceilings,

. Installing automatic / semi-automatic,

. Possibility to add / remove devices,

. Cost-effective,

. Flow rate : 10kbps-115.2kbps,

. Radio range : 10-75m,

. Up to 65k nodes per network,

. Up to 100 networks co-located,

. Up to 2 years of life of standard alkaline battery.
The following �gure illustrate the positioning of zigbee compared to

other technologies emerged in wireless communication :

Figure 2.10 – Technologies transmission rate

� Architecture ZigBee / IEEE 802.15.4aa
The IEEE 802.15.4 Working : Groupâs role is the de�nition of lower

layers : MAC and PHY. The ZigBee Alliance that brings together over 50
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companies had for the role de�nition of the upper layers : routing appli-
cation. The following �gure illustrates the layered architecture of ZigBee
/ IEEE 802.15.4a [17].

Figure 2.11 – Protocol stack of ZigBee (IEEE 802.15.4a)

� Previews MAC IEEE 802.15.4a
The IEEE 802.15.4a MAC layer :
� Uses two addressing modes IEEE 64-bit 16-bit,
� CSMA-CA channel access,
� Uses a simple frame structure,
� Allows use of the mechanism beaconing, periodic wake-up, check-

ing the arrival of a beacon,
� Saves energy through sleep between beacons, and the nodes not

to route or receive data can randomly go to sleep,
� Ensures reliable transmission of data,
� Provides security AES-128.
. Network Beacon
� Identi�es the network,
� Describes the structure of the super-frame,
� Indicates data,
� Present only when the network is active,
� It is optional.

. Mechanism channel access
IEEE 802.15.4a uses CSMA / CA available in two versions depend-
ing on the con�guration of the network :
� If the "beaconing" is not used, IEEE 802.15.4a uses CSMA / CA

without slots.
� If the "beaconing" is used, IEEE 802.15.4a uses CSMA / CA with

slots and super-frame structure.

2.2.4 UWB TECHNOLOGY

Ultra Wide Band technology, listed in [32] and [33], is one of the
keys to these future high data rate WPAN personal networks-WBAN
(Wireless Personal Area Network - Wireless Body Area Networks). It
has its origins in radio and radar systems exotic two decades of the
twentieth century, but has really gained momentum factor in 2002,
the day the U.S. authority to regulate frequencies (FCC) took the
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unexpected decision to authorize the emission of UWB radio signals
(of stress compliance with low transmission power).
. Characteristics of UWB signals
� The Ultra Wide Band UWB technology involves sending en-

ergy pulses (Figure 2-12), [32] low power over a wide frequency
band, to communicate wirelessly at very high speeds of up to
110 Mbps ;

Figure 2.12 – radio pulses generated by UWB

� The UWB signals have a low power spectral density (Figure 2-
12) ; since the signal is

� It provides a broad frequency band and varies between 3.1 GHz
and 10.6 GHz [34] : (Figure 2-13) ; spread over a wide band-
width. This feature gives the UWB systems using a low proba-
bility of detection and interception ;

� The ultra wide band signals interfere with few or no other sig-
nals such as narrowband signals, because their power is very
low on the small part of the spectrum concerned. So, using this
type of signal allows more security. UWB does not suffer from
multipath effects, because the direct path arrives well before the
cancellation with local roads will occur ;

� The ultra wideband signals have good penetration capabilities
probably due to their large bandwidth. They can pass through
surfaces such walls, unlike other technologies. They are used
in the case of UWB radar in nondestructive testing of structures
(cavities above the vaulted tunnels, detecting mines buried etc.) ;

� The ultra-wideband signals to allow for high precision in the
measurement of distances, because the resolution is inversely
proportional to the duration of the pulse.

� UWB also allows better energy saving compared to other tech-
nologies [35] (Figure 2-14) ;

Figure 2.13 – Positioning of the UWB frequency and the energy spectral density.
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Figure 2.14 – Comparison of Energy Consumption in some Standards

� Offer better throughput suitable for sending media stream but
at a distance(range) very average ;

Figure 2.15 – Positioning of UWB to send streaming media

� Compared to other UWB standards is positioned properly in
terms of transmission speed and mobility which can read sev-
eral more applications to use as a reliable solution.

Figure 2.16 – Positioning technologies based on the speed and mobility

Table � (Figure 2-17), [35], below summarizes the characteristics of
wireless technologies, Bluetooth, ZigBee and UWB and presenting a
comparison between them as reliable solution :
. UWB Applications

Many applications use UWB technology, and bene�t from these
important advantages, among these applications are cited :
� Desktops ,laptops, printers, scanners ;
� Mobile and multimedia �les, MP3, games, video ;
� Personal Connectivity Camera, DVD player (Figure 2-18)
� Positioning, Geo location, location ;
� Obscure Environment ;
� Short-range communication and high speed ;
� Communication with low interference ;
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Figure 2.17 – Characteristics of wireless technologies, Bluetooth, ZigBee, Wi-� and
UWB

� Telecommunication and Radar (sensors)
� Medicine ;
� The protection and security systems ;
� Rescue systems to detect people buried (Figure 2-19) ;
� Detection of people hidden behind obstacles ;
� Control over the rail yard in yard ;
� The control of air traf�c in the canyons ;
� UWB Radar examining the emotional state of patients by heart

rate variability.
� Home Automation (Figure 2-20)
� Radar vehicles (Figure 2-21), etc.

Figure 2.18 – Connectivity via carrier-based UWB

Figure 2.19 – Using UWB Rescue and Safety
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Figure 2.20 – Use of UWB in the home automation

Figure 2.21 – Use of UWB in vehicles

2.2.5 CONCLUSION

Emerged in these various technologies, WSN have found their
�exibility and robustness to capture and transmission, acceptable
range though, traditional data namely, temperature, humidity, light,
and others. This transmission is based on its physical transmission
medium (Physical Layer) protocol stack and operating at the MAC
layer, the ZigBee alliance that proved successful in many applica-
tions in various �elds.

The following section treats and surveys the security challenge in
wireless sensor network by listing the several attacks and solutions.
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ABSTRACT

"The routing and the QoS are strongly related. In the next we list the
pertinent protocols in WSN and give QoS de�nition and used metrics for
the study of the performance of routing protocols in ad hoc and sensor
networks."



40 Chapitre 2. GENERAL SURVEY

2.3 QoS and Routing Protocol In WSN

2.3.1 INTRODUCTION

In telecommunication networks, the goal of QoS is to achieve better
communication behavior, so that the contents of the latter are cor-
rectly routed, and network resources used optimally.

Generally, research on QoS in wireless networks in several key areas ;
Models of QoS differentiation at the MAC layer (Medium Access
Control), signaling protocols and routing with QoS.

2.3.2 CONCEPT OF QUALITY OF SERVICE

The QoS (Quality of Service), [26], can be de�ned as the degree
of satisfaction of a user of services provided by a communication
system. QoS is de�ned as the ability of a network element (eg router,
node or application) to provide a level of security for a data �ow.

RFC 2386 QoS features as a whole needs to be provided by the net-
work to transport traf�c from one source to a destination. These
needs can be translated into a set of attributes pre-speci�ed and
measurable in terms of :
– End to End delay,
– Variance of delay (jitter),
– Bandwidth,
– Packet losses.
Depending on the application, the QoS requirements (Figure 2-22)
are different. For example, for real-time applications like voice and
video (multimedia), the time from start to �nish of a package must
be limited, otherwise the package is useless. Other wireless appli-
cations focus on the life of the network which is a function of the
energy consumed and the security of communication which are in
high demand sensor networks in particular. [27].

Figure 2.22 – Sample Quality of Service requirements
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2.3.3 THE METRIC OF QUALITY OF SERVICE

The major known aspects of service quality [28] are : bandwidth, end
to end delay, jitter (delay variation) and packet loss (often expressed
in terms of error rate).
QoS metrics can be additive, multiplicative or concave ; [27].
– Additive metric Am is de�ned as where �

h
i=0 Li(m) is the value of

the metric m on the link Li, Li � P while h represents the length
of the path P.

– Concave metric de�nes the minimum value on a path P and rep-
resented as follows : min(Li(m)), Li(m) � P.

– Multiplicative metric is the product of the values of QoS metrics,
it is de�ned as the product of Li(m) with i from 1 to h, Li(m) � P.

The Bandwidth is a concave metric, while the delay and jitter are
additive metrics. The availability of a link, based on criteria such as
the probability of loss of link on it is a multiplicative metric.
• The usual metrics in QOS :
� The bandwidth

Bandwidth is occupied by the transmission source or receives a
�ood. Management of bandwidth is an important element in en-
suring the quality of service.

� End to End Delay
The term "delay" actually includes three different temporal as-
pects :
– � The propagation delay determined by the physical distance

between the source and the destination.
– � Waiting time and the packet processing within the queues,

determined by the network load, as well as policy information
processing in the routers for maximum smoothness of the �ow
of information.

– � The transmission delay depending on the size of the waves.
This parameter is closely related to network usage and sharing
of available bandwidth. Guarantee period, implies the need to
implement mechanisms to better manage the �ow of informa-
tion to the destination in minimum time, considering the three
types of delays mentioned above.

� The jitter (delay variation)
Jitter is the variation in transmission delay between end to end
packages of a different �ow through a network. Jitter is mainly
due to delays in processing variables in the network nodes. This
setting automatically at night to quality of service requested.

� Packet loss
It occurs when there are errors on data integrity. Packet loss
occurs mainly when the traf�c intensity on the links output be-
comes greater than their ability to �ow. As can calculate the rate
of packets delivered (TPD) as follows :

TPD(%) = 100x
� Received Packets

� Sent Packets

• Energy management in WSN :
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As described in [27], power management in such networks is
crucial because the sensors have severe energy constraints. In
fact, the limited energy capacity sensors dictate the mode of com-
munication within the wireless sensor networks. Therefore, the
protocols designed for WSN must wisely use the �nite energy
resources. Design protocols taking into account energy consump-
tion becomes crucial for the establishment of a viable WSN. In this
regard, use of effective techniques optimizing energy consump-
tion is essential to achieve signi�cant energy savings in a WSN.

Ideally, a communications protocol for WSN sensors must operate
only when needed. Otherwise, all sensors must be in sleep mode.
Furthermore, when communication is established, no redundant
data should be transferred. In addition, the traf�c should be dis-
tributed equitably among the sensors to avoid congestion and
premature death of the network. So we need to operate only at
the right time right sensors to transmit useful data only through
the best path.

Unfortunately, such an optimal con�guration is not feasible since
it requires a preliminary knowledge of the model traf�c genera-
tion and network topology. Therefore, research is oriented towards
the concept of ef�ciency of energy use (as opposed to the notion of
optimality). Ef�ciency can be de�ned as maximizing the lifetime
of the network as long as possible.

2.3.4 ROUTING PROTOCOL WITH QUALITY OF SERVICE

The principle of routing with quality of service is to seek a path
between two nodes satisfying certain constraints. The metrics
listed above can be used (delay, bandwidth, or the cost of trans-
mission). Depending on the type of constraints, �nding optimal
routes may become a problem. Routing with quality of service
usually adds to routing protocols usual admission control to select
among the available routes those that satisfy the constraints of the
�ow. The main problem with this type of protocol is the extra cost.

The traditional routing algorithms have been proposed to route
data without regard to speci�c constraints or user requests. Thus,
they are unsuitable for applications that require the support of
QoS.

The QoS routing is a key element to achieve QoS architecture
for sensor networks. The QoS routing protocol may inform a
source about the bandwidth and availability (in terms of QoS) of
the destination. This knowledge will enable the establishment of
connections with quality of service.

The following �gures (�gure 2-23), [27], illustrate the difference
between a standard protocol and a protocol with QoS :
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Figure 2.23 – Example of difference in choice of QOS

Routing protocols in WSN

Propagation and delivery of data in a WSN are the most important
feature of the network. It must consider all sensor characteristics
and meeting the requirements of the quality of service (QoS) to en-
sure the best performance of the system life, reliability, response
time, etc. Given the speci�city of WSN, a large number of research
is oriented towards a violation of layering protocol independent,
and introduce the concept of cross layer optimization. For exam-
ple, using aggregation mechanisms, intermediate routers need to
access the data to prepare summaries of readings in the region.
• Classi�cation of routing protocols
Recently, routing protocols for WSN have been widely studied,
and various studies have been published. The methods can be
classi�ed according to several criteria as shown in the �gure 2-
24 [17] :

Figure 2.24 – Classi�cation of Routing Protocols

� Network topology :
• The topology determines the organization of sensors in the

network. There are two main topologies in routing protocols
for WSN. Topology plate : a �at topology, all nodes have the
same role. Nodes are similar in terms of resources.



44 Chapitre 2. GENERAL SURVEY

• The hierarchical topology : to increase the scalability of the
system, hierarchical topologies have been introduced by di-
viding the nodes into several levels of responsibility. One of
the most common methods is clustering, where the network
is partitioned into groups called "clusters". A cluster consists
of a leader (cluster-head) and its members.

� Communication Paradigm :
In WSN, there are three communication paradigms :
• Node centric : this paradigm is that used in conventional net-

works, where communications are based on the identi�cation
of participating nodes, which is done using IP addresses.

• Data centric : in a WSN, the data is more important than
the node itself, making its identi�cation unnecessary. In the
data centric paradigm, the communicators are identi�ed by
their data, and therefore the entire system (routing, query,
etc.) Must be governed by this property. Thus, the system can
be viewed as a distributed database, where the nodes form
virtual tables, supplied by the data collected.

• Position centric : in this approach, the positions of the nodes
represent the primary means of addressing and routing. In
some applications it is more interesting to query the system
using the positions of nodes, their IP addresses. In this case,
routing is done using geometric techniques to route informa-
tion from one geographic area to another.

� Type of Application :
The method of capture of data in a WSN depends on the appli-
cation and the importance of the data. Therefore, the WSN can
be categorized as time-driven or event-driven.
• Application time-driven : a time-driven network is suitable

for applications that require periodic data collection. For ex-
ample, it is useful in monitoring applications (�re weather) to
prepare periodic reports.

• Application event-driven : in real-time applications, the sen-
sors must react immediately to sudden changes of sensed val-
ues. A periodic collection of data is inadequate for such sce-
narios. For this, the protocol must be reactive and must give
quick responses to the occurrence of certain events.

� Examples of routing protocols in WSN :
Several constraints must be taken into account in the design of
WSN[29] and [17] :
• Constraints energy : all layers must consider the limitation of

energy to maximize the lifetime of the network.
[•] Bandwidth.
[•]Lack of global addressing
[•]Redundant Data
[•]Network multiple source / single destination
[•]Resource Management
[•]Capacity Calculation
[•]Storage

� The SPIN Protocol



2.3. QoS and Routing Protocol In WSN 45

Heinzelman et al. have proposed a family of protocols called SPIN
(Sensor Protocols for Information via Negotiation) [30], based on a
negotiation model to propagate information in a sensor network.
The purpose of SPIN is to overcome the problems of �ooding,
which are :
� The implosion due to duplication of receptions of the same

message.
� The overlap of deploying dense sensor. Using the �ood zone

sensors will issue all the same data (or almost).
� Lack of awareness of resources, because the �ooding does not

take into account the resources of nodes. These three problems
greatly affect the life and network performance. To solve them,
SPIN adopts two principles :

� Negotiation : to avoid the problem of implosion, SPIN pre-
cedes the emission of a given by its description using the con-
cept of metadata. The receiver will have the option later to ac-
cept the data or not. This mechanism can also solve the problem
of overlap.

� Adaptation resources : a continuous manner, nodes monitor
their energy level. The SPIN protocol adapts its execution af-
ter the remaining energy of the sensor, and amends the node’s
behavior.
� The SPIN Operations
Communications in SPIN follow three steps (Figure 2-25) :

� When a node wants to transmit a given, it will �rst ADV mes-
sage containing a description of the data in question.

� A node receiving ADV message, checks its basic interest. If
interested in this information, it sends a message REQ to its
neighbor.

� Receiving a message REQ, the transmitter transmits to the per-
son given as a DATA message.

The following �gure illustrates these three steps [30] :

Figure 2.25 – Spin Operations and steps

� Directed Diffusion Protocol
Directed Diffusion is a protocol for data propagation, allowing
multiple paths for routing information. The sinks diffuse interest
(�gue 2-26) as a query to look for a particular data in the network.
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It is based on the model publish / subscribe DD based on four
elements [17] :
� Data nomination,
� Interest propagation and establishment of gradients ;
� Data propagation ;
� Building routes

Figure 2.26 – Interest spread and establishment of gradients and Builing roads

� The MCFA Protocol : Minimum Cost Forwarding Algorithm
Ye et al. proposed algorithm MCFA (Minimum Cost Forwarding
Algorithm), searching a minimal path between source and sink,
while considering the limitations of sensor networks. The protocol
aims to achieve three main goals :
� Optimality : by routing data paths at minimum cost.
� Simplicity : resulting in low memory consumption, and non

need for identifying nodes.
� Scalability : given the low memory consumption and the ab-

sence of node identi�er.
The protocol can be used for a large number of nodes. In addition,
the phase of road construction consumes one message per sensor.
Each node maintains a variable cost, which determines the mini-
mum cost to the wells on the optimal path. Several measures can
be used, depending on the desired application : hop count, energy
consumption, etc.
The algorithm proceeds in two phases costing relay packets.
� Rumour Routing Protocol
Previous protocols use some form of �ooding to the spread of in-
terest or data. Rumour routing protocol tries to �nd a compromise
between the interests of �ooding and the spread of data.
� Principle :
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The authors used a probabilistic method, based on the follow-
ing fact : Simulations based on the Monte Carlo showed that the
probability that two lines cross within a rectangular region is
0.69. In addition, when using 5 lines through a point, the prob-
ability that another line intersects one of the �ve lines is 0997 !
Therefore, if one considers the source as well and the two points,
and establishing a limited number of half-way from the source
and sink, we will have a strong chance that two half-paths join,
creating a complete path between the source and destination,
while avoiding the �ood. The creation of these mid paths is
based on the notion of agent. An agent is a package with a wide
range (TTL) which traverses the network from node to node to
establish tables over. There are two types of agents :
� Event Agent (EA) ; Each node maintains a table of local relay,

which contains, for every interest, the next hop to the sink and
to the source, and a metric that represents the number of hops
to each end. When a node observes a new event, it creates a
new agent after a certain probability. The agent contains the
table of events in the path traveled and the number of hops to
the source of each event (Figure 2-27). In addition, the of�cer
must carry with him the list of nodes examined and their
immediate neighbors. The source chooses a random neighbor
and sends him the agent.

Figure 2.27 – Agents envents

� Query Agent (QA). When the well wishes to take a given
network, it checks its local table for a fresh way. If no entry is
found, it initiates a request agent. The agent contains only the
list of nodes visited. When a node receives a request agent, it
checks the existence of a path in its local table. If this is not
the case, it chooses a random neighbor and sends the agent,
while adding its identi�er in the list carried by the agent.

� Protocol CPEQ
In addition to all the mechanisms of fault tolerance that imple-
ment PEQ, variant CPEQ (Cluster-based PEQ) adds a module
clustering to provide better routing management. Indeed, the
nodes with more residual energy are selected as aggregator nodes
(also called cluster head or hub).



48 Chapitre 2. GENERAL SURVEY

An aggregator node sets its cluster, and nodes belonging to the
latter send their data to the aggregator who performs any pro-
cessing on the raw data and then routes them to the collector.
Each network node can become aggregator for a certain period of
time depending on its battery level. The main purpose of CPEQ
is distributed in uniform energy dissipation among nodes, and to
reduce latency and data traf�c in the network : (Figure 2-28)

Figure 2.28 – Data Transmission to the collector

� LEACH : Low-Energy Adaptive Clustring Hierarchy
LEACH [20] (Low-Energy Adaptive Clustering Hierarchy) is a
hierarchical routing protocol, employing a method of clustering
which divides the network into two levels : the cluster-heads and
member nodes. The protocol proceeds in rounds. Each round con-
sists of two phases : construction and communication.
� Construction Phase : The purpose of this phase is the construc-

tion of clusters in choosing leaders and establishing policy me-
dia access within each group. This phase begins with the local
decision making to become cluster-head. Each node chooses a
random number n, if this number is less than a value T (n), the
node becomes cluster-head.

� Communication Phase : Using the TDMA schedule, members
transmit their data captured during their own slots. This al-
lows them to turn their communication interface outside their
reserved slots in order to save energy. This information is then
aggregated to be forwarded to the collector (sink).

� TEEN : (Threshold sensitive Energy Ef�cient sensor Network
protocol)

Using TDMA, the LEACH protocol is designed for time-driven
applications. In this application, the data is propagated in a pe-
riodic fashion. However, this kind of protocol is not suitable for
event-driven applications, where a reactive behavior is necessary
for proper system operation. [31] TEEN (Threshold sensitive En-
ergy Ef�cient sensor Network protocol) was developed to model
LEACH to meet the requirements of event-driven applications.
The majority of TEEN behavior is similar to LEACH protocol.
However, some differences exist. Elected leaders do not transmit
a TDMA schedule, but emit a message containing the following
information :
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Attributes : represent the assigned task to the sensor.
Hard threshold (HT) : determines the critical value after which
the members should send their data reports.
Soft threshold (ST) : speci�es the minimum change forcing the
node to send a new report.

So when a node realizes that the value captured HT exceeded, it
must issue a report to the head. Retransmits it to a new report that
if the value changes dramatically, ie : the difference exceeds ST.
This mechanism allows implementing a reactive behavior, while
limiting the number of messages used.
� SAR (Sequential Assignment Routing)
SAR is multi-paths that strive to achieve energy ef�ciency and
fault tolerance. SAR trees creates taking into account the QoS met-
ric, the energy source on each path and the priority level of each
packet. Using these trees, multiple routes to the sink sensors are
formed. One or more routes can then be borrowed.
� SPEED
The protocol requires that each node maintains information about
its neighbors. It proceeds by geographic routing nodes to select
next hops to reach the �nal destination Sink. In addition, SPEED
ensures packet delivery rate constant, denoted SetSpeed. This en-
sures delivery times from start to �nish acceptable. These periods
may be estimated by dividing the distance between the source
nodes by the sink speed SetSpeed.

2.3.5 CONCLUSION

Propagation and routing data in a WSN is seeking a better qual-
ity management of its service metrics to ensure the best system
performance. Why routing in WSN is a complex problem. Thus,
the design of a routing protocol is based on factors that must be
met to achieve effective communication. The satisfaction of these
factors can be measured by parameters to test the performance of
the routing protocol after its completion.

Several routing protocols have been proposed for WSN due to
their advantages. Although routing techniques appear promising,
they remain a subject to overcome a signi�cant challenge to know
that security communication. Thus, the next chapter will be de-
voted to the issue of trade security in WSN as well as solutions
that bring about the various threats and risks.

The next section if focused on the politics of security in WSN. It
gives an overview on the security mechanism adopted for assuring
the communication between sensors.
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ABSTRACT

"The security issue is a ubiquitous problem in wireless communication.
WSN have a vast part of this problem due to his vulnerability to sev-
eral attacks. The following section approaches the reader to the existing
attacks and solutions in this �eld."
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2.4 Security In WSN : A Survey

2.4.1 INTRODUCTION

Communication between sensor nodes is the subject of ongoing
research to improve its performance. But beyond this issue, other
issues begin to appear as a guarantee of safety communication.
Indeed, the network is dedicated to monitoring properties for
intrusion detection or risk areas where information is transmitted
downstream used for making important decisions. A research
team has recently shown that some medical equipment (de�bril-
lators in this case) do not contain any security mechanism and
can be easily abused. An attacker can disrupt, or simply stop the
de�brillator to a victim, thus endangering human life.

This chapter discusses the security issues in WSN that differ from
other networks in that they offer greater restrictions in terms of
energy, processing capabilities and communication. We will begin
to investigate the threats against the WSN. Subsequently, we will
study the basic services of the safety procedures to avoid these
threats and describe the various mechanisms to provide these ser-
vices.

2.4.2 SECURITY TRADE IN WSN

The properties of sensor networks are double-edged. While they
allow ease of production and deployment, but make the overall
system of communication rather "fragile" to a number of failures
[17].

To ensure broad deployment of this technology, it is necessary to
address these safety issues at different levels of WSN architecture.

SECURITY PROBLEMS :

The main security issues in WSN emerge from the properties that
make them ef�cient and attractive, which are :
� Limitation of resources : energy is perhaps the greatest con-

straint to the capacity of a sensor node. The stored energy of
each node must be kept to prolong its life and as well as that
of the entire network. In most cases, the information transmit-
ted is seen as redundant sensors are usually geographically co-
located. Most of this energy can be saved through data aggre-
gation. This requires special attention to detect the injection of
false data or modifying defective data during aggregation oper-
ations at intermediate nodes.

� The wireless multi-hop : in addition to providing a simple de-
ployment, wireless communication has the advantage of pro-
viding access to hard to reach areas such as land and disastrous
hostile. Unfortunately, the scope of the radio communication of
"motes" is limited due to energy considerations. Multi-hop com-
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munication is essential for the dissemination of data in a WSN.
This introduces many security holes at two different levels : at-
tack of the construction and maintenance of roads, and attack
payload injection, modi�cation or removal of packages. In addi-
tion, wireless communication introduces additional vulnerabil-
ities to the link layer, opening the door to attacks and jamming
style denial of service by depletion of batteries.

� Close coupling with the environment : most of WSN applica-
tions require a tight deployment of nodes within or near the
phenomena to be monitored. This physical proximity with the
environment leads to frequent intentional or accidental compro-
mise of nodes. As the success of WSN applications also depends
on their low cost, nodes cannot afford physical protection invio-
lable. Therefore, an adversary "well equipped" can extract cryp-
tographic information of sensor nodes. As the mission of a WSN
is usually unattended, the potential of attacking nodes and re-
trieve their content is important. Thus, cryptographic keys and
sensitive information should be managed in a way that increases
resistance to capture nodes.
The �gure 2-29, [17], summarizes the security issues emerging
from the characteristics of a WSN and solutions to be under-
taken :

Figure 2.29 – Problems and security solutions in WSN

LOCKED FUNCTIONAL SECURITY IN WSN

As shown in the �gure 2-30 below, there are four functional blocks
of security solutions in WSN [17] :
� Key management, (Figure 2-32)
� The security of routing,
� Security of data aggregation,
� The safety of access to the channel.
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Figure 2.30 – Functional blocks in security solutions in WSN

KEY MANAGEMENT

Key management, [17], is one of the most dif�cult aspects of con-
�guring a cryptographic system security. For such a system works
is to be secured, each user must have a set of secret keys (in a
secret-key) or key pair public / private (in a public key system)
(Figure 2-31).

Figure 2.31 – Key management in WSN security



54 Chapitre 2. GENERAL SURVEY

Figure 2.32 – Deployment and key management for sensor

KEY MANAGEMENT PROTOCOLS

The protocols are classi�ed according to the way in which neigh-
boring nodes share common keys (probabilistic or deterministic)
(Figure 2-33), and according to the network topology (hierarchical
or �at) [17] :

Figure 2.33 – Key management protocols in WSN

� Protocol pre-key distribution and L.ESCHENAUER D.GLIGOR
Eschenauer and Gligor proposed a key management scheme
based on the probability of sharing a key between the nodes
of a random graph. It provides techniques for pre-key distribu-
tion, the discovery of the shared key, the establishment of key
path, and key revocation. The thrust of this scheme is to ran-
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domly distribute a number of keys, from a �nite set at each
network node before deployment. Any two nodes will be able
to exchange secure messages if they have a common key.

� The LEAP Protocol
LEAP is a deterministic protocol for key management for sensor
networks Wireless. The key management mechanism provided
by LEAP Support internal processing "in-network processing"
while limiting the impact of security by a compromised node
on its neighborhood in the network. LEAP Support the estab-
lishment of four types of keys for each node (individual key,
pair key, group key or global key).

2.4.3 ROUTING AND SAFETY IN WSN : THREATS AND SO-
LUTIONS

Seen the constraints of WSN, most routing protocols are quite sim-
ple, and therefore quite vulnerable to attack. A malicious node can
operate on two levels :
� The data exchanged between the nodes ;
� The network topology created by the protocol.
These attacks can be classi�ed into two categories : active and
passive.

ACTIVE ATTACKS

� Attack "jamming"

Given the sensitivity of wireless media noise, a node can cause
a denial of service by issuing signals at a certain frequency. This
attack (Figure 2-34)can be very dangerous because it may be
conducted by a non-authenticated and foreign network. [17] :

Figure 2.34 – Jamming Attack

� Attack Sink hole In a sink hole attack, the node tries to at-
tract him to the most possible ways to control over most of the
data �owing through the network. To do this, the attacker must
appear to others as very attractive, presenting optimal routes
(Figure 2-35). [17]
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Figure 2.35 – Sink Hole Attack

� Hello Flooding Attack This attack uses HELLO packets as a
weapon to convince the sensors in WSN. In this sort of attack
an attacker with a high radio transmission range and process-
ing power sends HELLO packets to a number of sensor nodes
which are dispersed in a large area within a WSN. The sensors
are thus persuaded that the adversary is their neighbour. As a
consequence, while sending the information to the sink, the vic-
tim nodes try to go through the attacker as they know that it
is their neighbour and are ultimately spoofed by the attacker
(Figure 2-36).

Figure 2.36 – Hello Flooding Attack

PASSIVES ATTACKS

� Lack of cooperation or Selective Forwarding All routing proto-
cols assume that nodes are "honest" and will normally pass on
the packets passing through them. However, an attacker can vi-
olate this rule by removing all or part of these packages. More-
over, if the attacker has previously used a sinkhole attack, it
becomes a large router in the network. So, abandoning its role
as a router, the performance of the systems will be severely de-
graded.

� Eavesdropping (Listen For) As the wireless medium is an open
medium, a node can hear all communications from its neigh-
bors. This can disclose important information, such as the lo-
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cation of an important node. The combination with a sinkhole
attack worsens advantage of the impact of this attack.

TYPES OF SOLUTIONS

We distinguish three levels of solutions to the attacks on routing
data in WSN :
� Prevention against active attacks :

In this category are generally used cryptographic mechanisms
to protect the signaling used to build roads. It is generally mech-
anisms for authentication and integrity check that is used to
prevent a malicious node to inject, modify and/ or delete in-
formation that will be used for the discovery, construction or
maintenance of a road.

� Detection of suspicious behavior :

This category seeks to identify behaviors that re�ect a passive
attack (lack of cooperation, refusal to relay packets, etc.).

� Tolerance :

In this category, we introduce mechanisms for fault tolerance
of nodes due to attacks or failures. The multipath routing is a
typical example.

� Security Protocols :

� SecRoute :

SecRoute protocol is a protocol for secure hierarchical rout-
ing. The network is organized into clusters, each with a leader.
The collector node is supposed to know this organization’s
network, and must maintain a local table with a secret key
of each sensor. This key is supposed to pre-loaded into each
node. In addition, each cluster must have a key to secure
intra-cluster. This key must be known by the cluster-head and
all nodes in the group. SecRoute protocol does not specify the
algorithm to build clusters, and assumes that the clusters and
their keys are established by another protocol such as LEAP.

� SecRoute protocol has the following properties :

• The routing packets are not large because they contain only-
partial information about the progress.

• The protocol uses a two-tier architecture, in which heads ag-
gregate the member data and transmit them to the collector
node.

• The protocol uses only symmetric encryption methods.
• For security reasons, the protocol replaces unicasts by tar-

geted broadcasts. Indeed, avoiding unicasts a message sent
is received by all neighbors. So it allows to verify, when the
relay, the integrity of the message sent by the next hop.

� SAWN (Secure Aggregation for Wireless Networks)

SAWN assumes that two consecutive nodes cannot be com-
promised simultaneously. It is based on the audit for two
jumps : a node checks whether the aggregation of his small
son, realized through his son, is correct. Veri�cation of the
aggregation is done in a manner differed in time using the
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protocol µTESLA to authenticate keys used in authentication
of data and their aggregations.

2.4.4 CONCLUSION

Most important issues of security in WSN are listed in this sec-
tion, attacks that are increasing, basic services, and prevention
mechanisms that encourage the most commonly used to develop
a large number of works research.

Several observations are worth noting as the impact of the bind-
ing characteristics of WSN on security techniques. Indeed, the
WSN take into account the limitation of resources as a �rst design
goal established putting away more advanced mechanisms. In
addition, numerous problems remain dif�cult as the complexity
of encryption algorithms, the defense against threats that exploit
vulnerabilities in the network, etc.

This problem becomes increasingly attractive in wireless commu-
nications where the radio waves that transmit information, based
on various technologies, are exposed to these various threats.

The Next Chapter will be focused on the realized works and
contributions which explain and summarizes the results found
on different axes. This Chapter is divided on �ve sections giv-
ing solid solutions. It describes the functionalities of technologies
emerged in WSN communications, security, routing and localiza-
tion in WSN, and proposing architectures to solve and improve
energy consumption in several applications.
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ABSTRACT

"This chapter describes a technology function of the sensor network. It
gives a performance comparison of two technologies (ZigBee and UWB)
with an application in WMSN"
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3.1 The UWB Solution for Multimedia Traffic In
Wireless Sensor Networks

3.1.1 Introduction

The establishments of wireless networks in various domains know
an amazing success. In front of this progress several researches
are followed to enlarge the range of its use. Networks of wireless
sensors are a particular Ad hoc network, integrated with an active
applications allowing control, surveillance and help to decision.

The introduction of wireless communication is dramatically
changing our lives. The ability to communicate anytime any-
where increases our quality of lives and improves our business
productivity. The recent technological developments that allow
us to execute bandwidth-hungry multimedia applications over
the wireless media add new dimensions to our ability to Com-
municate. Various technologies appeared in sensors networks
and assure the communication differently, this difference comes
especially in the given quality of service and solutions given to
constraints.

In this section, we study this functionality in term of the quality
of service of technologies ZigBee and UWB (Ultra Wide Band) as
well as the consumption of energy for a multimedia �ux using
the simulator NS2.This to solicit the adapted technology to the
transmission of Multimedia �ux in WMSN(Wireless Multimedia
Sensor Network).

3.1.2 RELATED WORKS

Several papers focused their works on WMSNs treating an enor-
mous topics related to energy ef�ciency, QoS, routing protocols
on MAC and physical layers. Karapistoli et al [36] identify the
cross-layer dependencies between the speci�ed physical layer and
the higher layers of the communication. In [37] authors raise a
ranging method of localization technique in WSN based on ultra-
wideband (UWB) communication technology. Melodia et al [38],
present a cross-layer communication architecture based on the
time-hopping impulse radio ultra wide band technology to de-
liver QoS to heterogeneous applications in WMSNs, by leverag-
ing and controlling interactions among different layers of the pro-
tocol stack according to applications requirements. Berthe et al
[39], propose a WSN simulation architecture based on the IR-
UWB technique. At the PHY layer, they take into account the pulse
collision by dealing with the pulse propagation delay. They also
modelled MAC protocols speci�c to IRUWB,for WSN applications
and propose a generic and reusable sensor and sensing channel
model. Most of the WSN application performances can be evalu-
ated thanks to this simulation architecture.
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3.1.3 WIRELESS SENSOR NETWORKS

Wireless sensor networks (WSNs) contain hundreds or thousands
of sensor nodes equipped with sensing, computing and commu-
nication abilities. Each node has the ability to sense elements of
its environment, perform simple computations, and communicate
among its peers or directly to an external base station or sink (Fig-
ure 3-1). The node or mote that needs to operate for a long time
on a tiny battery is composed of a processor, a memory, a trans-
mitter/ receiver radio, an embedded system composed of a unit
of sensing and a battery (Figure 3-2). This component can be in
sleep mode or listen only to the traf�c. The unit of transmission is
the unit which uses most energy compared to others units consti-
tuting a sensor [17].

Figure 3.1 – Architecure of Wireless Sensor Network

Figure 3.2 – Node Architecture

3.1.4 multimedia WIRELESS SENSOR NETWORKS

The technology development in electronics contributed to the
availability of miniaturized materials with low cost such as CMOS
cameras and microphones which helped more the development of
wireless multimedia sensor networks (WMSN), devices that are
able to retrieve multimedia content such as the ubiquitous au-
dio and video, still images, and data from environmental sensors.
Wireless multimedia sensor networks will not only reinforce the
networks of sensors such as monitoring, home automation and
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environmental monitoring, but will also enable several new ap-
plications like monitoring networks multimedia, storage of poten-
tially activities, control systems traf�c, medical surveillance envi-
ronmental monitoring, location services, industrial process con-
trol, etc.

3.1.5 THE QUALITY OF SERVICE

In telecommunication networks, the goal of QoS is to reach a
better behavior of communication for the content which must be
properly routed, and network resources are used optimally [20].

Generally, researches on QoS in wireless networks in several key
areas ; models of QoS differentiation at the MAC layer (Medium
Access Control) protocols for signaling and routing with QoS. The
need of QoS can be speci�ed into measurable parameters men-
tioned in (3), (4) and (5) :
�� End to End Delay :

EED =
Time spent to deliver packets

�(received packets) (3)

�� Bandwidth :
BW = (packets size)x

�(received packets)
End time simulation (4)

�� Packet delivery ratio :

PDR(%) = 100x
�(Received packets)

�(Sent Packets) (5)

3.1.6 TECHNOLOGIES EMERGED IN WIRELESS SENSOR
COMMUNICATION

Many technologies are allowed to wireless transmission of infor-
mation. Each represents a different use, according to its charac-
teristics (transmission speed, maximum �ow, Cost of infrastruc-
ture cost of equipment connected Security, Flexibility of installa-
tion and use, power consumption and autonomy, etc.).

ZigBee Technology

ZigBee is a speci�cation for a suite of high level communication
protocols using small, low-power digital radios based on the IEEE
802.15.4 standard for wireless personal area networks (WPANs),
such as wireless headphones connecting with cell phones via
short-range radio. The technology de�ned by the ZigBee speci-
�cation is intended to be simpler and less expensive than other
WPANs, such as Bluetooth. ZigBee is targeted at radio-frequency
(RF) applications such as industrial control and monitoring, wire-
less sensor networks, asset and inventory tracking, intelligent
agriculture, and security would bene�t from such a network
topology that require a low data rate, long battery life, and secure
networking.
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ZigBee builds upon the physical layer and medium access control
de�ned in IEEE standard 802.15.4 for low-rate WPAN’s. The spec-
i�cation goes on to complete the standard by adding four main
components : network layer, application layer, ZigBee device ob-
jects (ZDO’s) and manufacturer-de�ned application objects which
allow for customization and favor total integration.

ZigBee operates in the industrial, scienti�c and medical (ISM) ra-
dio bands ; 868MHz in Europe, 915MHz in the USA and Australia,
and 2.4GHz in most jurisdictions worldwide. (Figure 3-3)[33].

UWB Technology

Ultra Wide Band (UWB) technology based on sending pulses of
energy low power over a wide frequency band is able to commu-
nicate wirelessly as an indoor short-range high-speed communi-
cation. One of the most exciting characteristics of UWB is that its
bandwidth is over 110 Mbps (up to 480 Mbps) which can satisfy
most of the multimedia applications, especially in wireless sensor
networks, such as audio and video delivery in home networking
and it can also act as a wireless cable replacement of high speed
serial bus such as USB 2.0 and IEEE 1394. UWB works via chip-
based radios that modulate signals across the entire available
ultra wideband spectrum, which in the US is from 3.1 to 10.6 GHz
(Figure 3-4) [35]. In [40] several standards are mentioned giving
the differences among four technologies. Each one is based on an
IEEE standard.

Obviously, UWB and Wi-Fi provide a higher data rate, while Blue-
tooth and ZigBee give a lower one. In general, the Bluetooth, UWB,
and ZigBee are intended for WPAN communication (about 10m),
while Wi-Fi is oriented to WLAN (about 100m). However, ZigBee
can also reach 100m in some applications.

Figure 3.3 – The three frequencies band for IEEE 802.15.4 standard.
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Figure 3.4 – Frequency Spectrum in UWB technology

3.1.7 SIMULATION AND RESULTS

Environment Of Simulation

The simulation tool used is the NS2 simulator dedicated to wire-
less networks and considered a crucial asset search.

The version of ns2-allinone-2.29 [10]used, incorporate into the ar-
chitecture of the MAC layer (mac.cc / mac.h) and physical (phy.cc
/ phy.h) modules and standard IEEE.802.15.4 supporting radio
pulses compliant to IEEE 802.15.3 UWB which adds to its MAC
layer modules DCC-MAC layer (mac-ifcontrol*. (cc, h)) and phys-
ical layer (interference-phy*. (cc, h) ) by implementing the NOAH
protocol that allows direct communications (unlike AODV, DSR,
etc.) between wireless nodes, or between base stations and mobile
nodes. It can simulate scenarios where multi-hop routing is unde-
sirable.

� Mac IFcontrol [34] : De�nes the MAC layer for UWB, functions
of transmission, queue management, control packets and listening
mode etc.

�� Interference-phy [34] : de�nes possible states (reception, trans-
mission, listen or hang) and manages the time to listen and recep-
tion etc.

Parameters of Simulations

In order to evaluate the quality of service, the simulations treat
a comparative metric subject to two different multicast protocols
AODV and DSR [41], [42] for ZigBee technology and protocol
NOAH for UWB parameters as mentioned below. The �gure (Fig-
ure 3-5) list an example of architecture adopted, using node as
wireless multimedia sensors and a collector of data "C" (node0

in NAM Visualisator). The simulation results are drawn from the
�les "tr" generated and analyzed by �le "awk". The �gure (Figure
3-6) summarizes the simulation parameters used for the ZigBee
and UWB technologies :
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Figure 3.5 – Frequency Spectrum in UWB technology

Figure 3.6 – Parameters used in ZigBee and UWB simulations

RESUALTS AND DISCUSSION

The following �gures illustrate a comparison based on the results
of previous simulations show the bene�t of UWB in the delivery
of a high rate of packets (Figure 3-7 and Figure 3-8) compared to
ZigBee (Figure 3-9) with a wide bandwidth (Figure 3-10) and a
delay (Figure 3-11) start to �nish while consuming a minimum of
Energy (Figure 2-12) for less dense networks :
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Figure 3.7 – Stream Packets Vs Time Using ZigBee

Figure 3.8 – Stream Packets Vs Time Using impulse radion UWB

Figure 3.9 – Packets Delivery Ratio

Figure 3.10 – Bandwidth



68 Chapitre 3. CONTRIBUTIONS & PRODUCTIONS

Figure 3.11 – End to End Delay

Figure 3.12 – Energy Consumption

With the simulation parameters mentioned, the UWB technology
offered a considerable quality of service in term of end to end de-
lay, packet delivery ratio, bandwith and energy for a sensor net-
work with less density of network when sending media streams.
Indeed, this technology has gives a good results compared to those
of the ZigBee technology especially for a network average of 25

nodes which promotes greater use of these sensors for the trans-
fer of multimedia data.

3.1.8 CONCLUSION

This work has explored a survey on the Physical and Mac func-
tionalities of sensor by camparing UWB and ZigBee standards.
In order to compare their performance in wireless multimedia
sensor network application, we have presented in this part a
quality of service of standards mentionned above, using the pop-
ular metrics as a network performance tools. In particular, those
metrics, already presented, were evaluated to study the quality of
communication of multimedia data under the network simulator
NS2.

Furthermore, we found that the performance tests conducted on
the consumption of energy, packet delivery ratio, bandwidth and
end-to-end delay, have shown that the UWB technology responds
well performance criteria desired. Indeed, the ultra wide band
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(UWB) technology function has the potential to enable low-power
consumption, high data rate communications, characteristics that
make it an ideal choice for WMSNs appliacations and indoor area.

The next section describes the localization functionality of sensor
compared to TDOA localization technique. The presented method
is based on the energy consumption to locate approximatively the
destination.
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ABSTRACT

"The localization function is presented here by developing a new tech-
nique of localization for an application in the transport domain. This
function, compared to classical techniques like TDOA, is also adopted for
energy optimization far of the use of the GPS"
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3.2 New Technique of Wireless Sensor Networks

Localization Based on Energy consumption

3.2.1 INTRODUCTION

A Wireless Sensor Network (WSN) is formed by hundreds of
small, low-cost nodes which have limitations in memory, energy,
and processing capacity. In spite of existing of several functional-
ities, to locate each node [43], is one of the main functions prob-
lems. Recent advances in wireless communications and electronics
have enabled the development of low-cost, low-power and multi-
functional sensors that are small in size and communicate in short
distances. Cheap, smart sensors, networked through wireless links
and deployed in large numbers, provide unprecedented opportu-
nities for monitoring and controlling homes, cities, and the envi-
ronment. In addition, networked sensors have a broad spectrum
of applications in the defense area, generating new capabilities for
reconnaissance and surveillance as well as other tactical applica-
tions. Self-localization capability is a highly desirable characteris-
tic of wireless sensor networks. In environmental monitoring ap-
plications such as bush �re surveillance, water quality monitoring
and precision agriculture, the measurement data are meaningless
without knowing the location from where the data are obtained.
Moreover, location estimation may enable a myriad of applica-
tions such as inventory management, transport, intrusion detec-
tion, road traf�c monitoring, health monitoring, reconnaissance
and surveillance.

3.2.2 LOCALIZATION AND MEASUREMENT TECHNIQUES

Localization Techniques

Advances in micro-electro-mechanical systems have triggered an
enormous interest in wireless sensor networks (WSN). WSN are
formed by large numbers of densely deployed nodes enabled with
sensing and actuating capabilities. These nodes have very limited
processing and memory capabilities, limited energy resources and
it is envisioned that they will be mass produced, to reduce costs.
Several challenging problems exist in wireless sensor networks.
Among these is how to obtain location information for sensor
nodes and events present in the network. From this perspective,
we categorize the localization problem as : node localization,
target localization and location service. Node localization is the
process of determining the coordinates of the sensor nodes in
the WSN. Target localization is the process of obtaining the co-
ordinates of an event or a target present in the sensor network.
The location of a target can be obtained either passively (the
nodes sense the target) or actively, when the target cooperates
and communicates with the sensor network.Node localization is a
complicated and important problem for wireless sensor networks
(WSN). The aspects of this problem that have challenged the
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research community can be summarized as follows :

Assumptions - The node localization problem remains a dif�cult
challenge to be solved practically. To make the problem practically
tractable, its complexity had to be reduced, by making simplify-
ing assumptions. As a result, many localization schemes proposed
solutions that are based on assumptions that do not always hold
or are not practical. Examples of such assumptions are : circular
radio range, symmetric radio connectivity, additional hardware
(e.g., ultrasonic), lack of obstructions, lack of line-of-sight, no
multipath and �at terrain.

Localization Protocol Design - The problem of localization in
WSN is further complicated by the large number of parameters
that need to be considered when designing a localization system
for a particular WSN deployment [44]. Among these parameters
are : the deployment method for the sensor network ; the exis-
tence of a line-of-sight between sensor nodes and a remote, central
point ; the time required by the localization scheme ; the presence
of reference points (anchors) in the network, and the density ; the
cost for localization, represented by additional hardware (form
factor) and energy expenditure (messages exchanged or time nec-
essary for localization).

Sensor network localization algorithms estimate the locations of
sensors with initially unknown location information by using
knowledge of the absolute positions of a few sensors and inter-
sensor measurements such as distance and bearing measurements.
Sensors with known location information are called anchors and
their locations can be obtained by using a global positioning sys-
tem (GPS), or by installing anchors at points with known coordi-
nates. In applications requiring a global coordinate system, these
anchors will determine the location of the sensor network in the
global coordinate system. In applications where a local coordinate
system suf�ces (e.g., smart homes), these anchors de�ne the local
coordinate system to which all other sensors are referred. Because
of constraints on the cost and size of sensors, energy consumption,
implementation environment (e.g., GPS is not accessible in some
environments) and the deployment of sensors (e.g., sensor nodes
may be randomly scattered in the region), most sensors do not
know their locations. These sensors with unknown location infor-
mation are called non-anchor nodes and their coordinates will be
estimated by the sensor network localization algorithm.

Measurement techniques

Measurement techniques in WSN localization can be broadly clas-
si�ed into three categories : AOA measurements [45], distance re-
lated measurements and RSS [43] pro�ling techniques.
– Angle-of-arrival measurements
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The angle-of-arrival measurement techniques can be further di-
vided into two subclasses : those making use of the receiver an-
tennaâs amplitude response and those making use of the receiver
antennaâs phase response. Beam forming is the name given to the
use of anisotropy in the reception pattern of an antenna, and it
is the basis of one category of AOA measurement techniques [46]
and [47]. The measurement unit can be of small size in comparison
with the wavelength of the signals. One can imagine that the beam
of the receiver antenna is rotated electronically or mechanically,
and the direction corresponding to the maximum signal strength
is taken as the direction of the transmitter. Relevant parameters
are the sensitivity of the receiver and the beam width. A tech-
nical problem to be faced and overcome arises when the trans-
mitted signal has a varying signal strength. The receiver cannot
differentiate the signal strength variation due to the varying am-
plitude of the transmitted signal and the signal strength variation
caused by the anisotropy in the reception pattern. One approach
to dealing with the problem is to use a second non-rotating and
omnidirectional antenna at the receiver. By normalizing the signal
strength received by the rotating anisotropic antenna with respect
to the signal strength received by the non-rotating omnidirectional
antenna, the impact of varying signal strength can be largely re-
moved. The �gure (Figure 3-13) shows an antenna array of N an-
tenna elements. The adjacent antenna elements are separated by
a uniform distance d [48]. The distance between a transmitter far
away from the antenna array and the ith antenna element can be
approximated by :

Ri = R0 � idcos� (1)

where R0 is the distance between the transmitter and the 0th an-
tenna element and � is the bearing of the transmitter with respect
to the antenna array.

Figure 3.13 – An antenna array with N antenna elements.

– Distance related measurements
Distance related measurements include propagation time based
measurements, i.e., one-way propagation time measurements,
roundtrip propagation time measurements and time-difference-
of-arrival (TDOA) measurements. Another interesting technique
measuring distance, which does not fall into the above categories,



74 Chapitre 3. CONTRIBUTIONS & PRODUCTIONS

is the lighthouse approach shown in [49]. In the following para-
graphs we provide further details of these techniques.
� One-way propagation time and roundtrip propagation time
measurements
�One-way propagation time and roundtrip propagation time mea-
surements are also generally known as time-of-arrival measure-
ments. Distances between neighboring sensors can be estimated
from these propagation time measurements. One-way propaga-
tion time measurements measure the difference between the send-
ing time of a signal at the transmitter and the receiving time of the
signal at the receiver. It requires the local time at the transmitter
and the local time at the receiver to be accurately synchronized.
� Time-difference-of-arrival measurements
There is a category of localization algorithms utilizing TDOA mea-
surements [50] of the transmitter’s signal at a number of receivers
with known location formation to estimate the location of the
transmitter. Figure 3-14 shows a TDOA localization scenario with
a group of four receivers at locations r1, r2, r3, r4 and a transmitter
at rt. The TDOA between a pair of receivers i and j is given by :

�tij = ti � tj =
1
c
(|| ri � rt || � || rj � rt ||); i �= j; (2)

where ti and tj are the time when a signal is received at receivers i
and j, respectively, c is the propagation speed of the signal, and ||
denotes the Euclidean norm. Measuring the TDOA of a signal at
two receivers at separate locations is a relatively mature �eld [51].

Figure 3.14 – Localization using time-difference-of-arrival measurements.

In summary, a number of measurement techniques are available
for WSN localization. Which measurement technique to use for
location estimation will depend on the speci�c application. Typi-
cally, localization algorithms based on AOA and propagation time
measurements are able to achieve with acceptable accuracy than
localization algorithms based on GPS measurements which con-
sume more energy.

Comparison Techniques

One of the most appealing problems to be solved by localiza-
tion techniques is how to provide an anytime, anywhere, �ne-
grained, and reliable localization system to be used by transport
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vehicles for critical safety and emergency applications. An any-
time requirement means that the localization system must be free
of delays when computing the current positions of the vehicles.
This requirement is critical, since the high mobility of vehicles
means that slightly outdated position information cannot be used
and could even be dangerous. To be available anywhere is also
a challenge in localization system. It means that the localization
system cannot rely only on satellite infrastructure, since it would
then not work in environments without direct visibility to satel-
lites. Also, it cannot rely only on local infrastructured localization
techniques, since it would not be available in places without this
infrastructure. Finally, a �ne-grained localization system ensures a
low localization error for vehicles, which enables most critical ap-
plications to have some degree of con�dence. A lot of researches
focus on static sensor networks. Relatively less is known about
localization in mobile sensor networks, and very few algorithms
work in situations where the sensors may be static or mobile.

3.2.3 CONTRIBUTION AND PROPOSED METHOD

We based our work on [5] using the energy model consumption
sending and receiving one byte of data from node i to node j over
a distance d meters, and we consider that the energy consumption
costs :

es
ij = c1 + c2d2

ij (3)

er
ji = c1 (4)

We consider here that dij as the variable needed to localize node
destination, and by knowing the energy consumed when sending
a data from node i to node j and using the angle of arrival �

(c1, c2, eij and eji are de�ned in [5]).
Using the equation ( 3) we can easily deduce de distance d sepa-
rate the two nodes :

dij =

�

|
es

ij � c1

c2
| (5)

by calculating the distance d we place the node destination j on
the circle where the node i represent his centre. The angle of ar-
rival serves for locating the node j on the segment S and reducing
the probability of positioning the node on all area of the circle.
Considering the segment S proximately similar to line, and using
the Euclidian distance [52] d between node I and j at the instant t
we denote :

dij(t) =
�

(Xi � Xj)2 + (Yi � Yj)2 (6)

S �= 2.dij(t).sin(
�

2
)

= 2
�

(Xi � Xj)2 + (Yi � Yj)2.sin(
�

2
) (7)
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Figure 3.15 – Representation of the proposed method

This method (Figure 3-15) of localization, based on two techniques
(angle of directional antenna and the energy of transmission), can
suf�ciently locate node with reduced probability. The rate and
magnitude of this probability can be neglected specially for vehi-
cles and transport applications where the node has a considerable
volume compared to the segment S. Unlike the others techniques,
the method mentioned reduce the energy consumption of nodes
used aggressively in GPS techniques.

3.2.4 SIMULATION AND RESULTS

Using the popular tool NS2, we proceed to analyze the perfor-
mance of the TDOA, and the proposed method using the standard
IEEE.802.15 (ZigBee) really implemented on actual sensors using
5 mobile nodes with a speed �xed on 20 m/s on and simulation
over 100 seconds (in the mobile context).We used the model Ran-
dom way Point model in the area of 100m2 (Table � Figure 3-16)
and the directional Antenna.

Figure 3.16 – Parameters used in simulations

We proceed to the variation distance between node source and the
four nodes destination used in the script of simulation, by function
of time when nodes moves at the speed 20m/s. The �gure (Fig-
ure 3-17) illustrate the comparison between the proposed method,
based on the energy consumed by sending 512 Kbyte of packets
and calculated the distance d between the nodes i and j using
the formula based on [5], the TDOA technique based on equation
(2), and the NS2-mesurement using the Euclidian distance men-
tioned on the equation (6). By using the distance calculated on
our method, we can deduce easily the angle � from the equation
(7) and we can see that when � decrease (Figure 3-18) we obtain
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Figure 3.17 – Comparison of the proposed method, TDOA and NS2 measurements

Figure 3.18 – Probability of positioning destination node on the segment measured by
the angle � and di (i = 0 � 6) are the distance calculated by our method.

a small segment of S and by contrast this distance increase when
� is high. Because of this, our method gives a good results when
� is small. Huns we reduce the segment S and the probability to
localize the destination in this section which can proportional to
the dimensions and size of the mobile or vehicle were are imple-
mented the sensors.

3.2.5 CONCLUSION

We presented in this work a measurement technique for the local-
ization function, applied to sensor network in transport domain
which knows a high mobility. This technique is based on the en-
ergy consumption of sensor node and the angle � of transmission
of a directional antenna, and compared to TDOA technique .We
recommend, in our method, to use a small angle of the antenna in
order to localize approximately and with high probability nodes
implemented in applications like transport and vehicles known
by considerable dimensions and size. For the future work, we can
think how combining AOA, TDOA and the presented method
using the UWB [53] standards for localization under NS2.

The security function is an important area that need, in the com-
munication process, to locate a sender of message or in some
cases to position a malicious node. Because of this, the security
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and localization functions are strongly related.

The next section will be focused on the security scheme in the
WSN �eld taking into consideration the energy consumption as
a major concern. This �eld is strongly related to the localization
function, because the job security still need to locate the source
and destination nodes malicious they are or not.
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ABSTRACT

"The security challenger is a ubiquitous problem of wireless communi-
cation. In the following section, we propose a new architecture based on
agent approach to surpass the use of key management and economize the
energy of processing."
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3.3 Agent Security for Wireless Sensor Networks

3.3.1 INTRODUCTION

A wireless sensor network is a special network which has many
constraints compared to a traditional computer network. Due to
these constraints it is dif�cult to directly employ the existing se-
curity approaches to the area of wireless sensor networks. All se-
curity approaches require a certain amount of resources for the
implementation, including data memory, code space, and energy
to power the sensor. However, currently these resources are very
limited in a tiny wireless sensor (Figure 3-19). The Security scheme
in listed in several works and surveys [84] in literature are many.

Figure 3.19 – Limited resources in wireless sensors

3.3.2 WIRELESS SENSOR NETWORKS ATTACK

In order to better understand the security systems that must be
able to prevent, counter, detect, and respond to, this section pro-
vides a brief overview of sensor network attacks. We note that an
attacker may be equipped with either malicious nodes or more
sophisticated computing machinery like a laptop or signal gener-
ator and signal processing equipment, may be an inside attacker
or an outside attacker, or may be a passive or an active attacker.
Most trust models assume that the base station is trustworthy as
long as it is available.

Given the great value of the base station one can argue that it
is more likely to be attacked than a sensor especially since it is
also more likely to have network connectivity through a wired or
wireless gateway.

Sensor networks are susceptible to attacks starting from the phys-
ical layer and going all the way up the stack to the application
layer. From the literature [54],[55] the popular sensor network at-
tacks can be classi�ed like mentioned on Table � Figure 3-20.

3.3.3 Key MANAGEMENT in WIRELESS SENSOR Networks

In WSNs, most security protocols are based on the cryptographic
operations using keys. Key management problem can be de-
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composed into four phases. The �rst is the key distribution or
pre-distribution phase where secret keys are distributed to sensor
nodes for use with the security mechanisms (i.e., con�dential-
ity, authentication and integrity). Sensor nodes have a limited life
time, and they are subject to variety of attacks including node cap-
ture. New sensor nodes may be deployed and security materials
on existing ones may need to be updated. The key management
solutions can be classi�ed and evaluated by considering following
properties [56] :

• Underlying network architecture. In distributed WSN, there is
no resource rich member, and sensor nodes have equivalent capa-
bilities. In hierarchical WSN, there are one or more resource rich
central stations, and there is a hierarchy among the sensor nodes
based on their capabilities.

Figure 3.20 – Popular Attacks in WSN

• Communication style : A secure unicast communication be-
tween a pair of neighboring nodes requires a pair-wise key shared
between them. A reusable pair-wise key is used to secure the uni-
cast communication between more than one pairs of neighboring
nodes. Disadvantage is that more than one links are compromised
when a reusable pair-wise key is compromised.

• Key pre-distribution method : Keys and keying materials are
distributed to sensor nodes based on a probabilistic, deterministic
or hybrid algorithm.
• Key discovery and establishment method : A set of solutions pre-
distribute a list of keys, called a key-chain, to each sensor node,
and a pair or a group of sensor nodes can secure their communi-
cation if they have a key in common.
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Key Management in Hierarchical Wireless Sensor Networks

A Hierarchical WSN (HWSN) includes one or more computa-
tionally robust base stations. Sensor nodes are deployed in one
or two-hop neighborhood around base stations or resource rich
sensor nodes (called cluster heads) as illustrated in Figure 3-21.
Base stations are usually assumed to be trusted and used as the
key distribution centers. In a HWSN, pair-wise, group-wise and
network-wise keys are required to secure unicast, multicast and
broadcast types of communications among sensor nodes, cluster
heads and base stations.

• Pair-wise Key Management

In a Hierarchical WSN, base station to sensor node, or sensor
node to base station unicast communications are secured by us-
ing dedicated pair-wise keys. A straightforward approach is to
pre-distribute a dedicated pair-wise key to each sensor node so
that each base station shares a dedicated pair-wise key with each
sensor node deployed within its close vicinity.

Figure 3.21 – Illustration of hierarchical WSN

• Group-wise Key Management

A set of solutions propose to use costly asymmetric cryptography
based key management solution. In a HWSN where each base
station shares a dedicated pair-wise key with each sensor node
deployed within its close vicinity, the base station can interme-
diate group-wise key establishment. Localized encryption and
authentication protocol (LEAP) proposes a group-wise key gen-
eration scheme which follows LEAP pair-wise key establishment
phase. Assume that sensor node Su wants to establish.

• Network-wise Key Management

Network-wise keys are used to secure base station to sensor node
broadcast tra�c in HWSN. A straightforward but insecure ap-
proach is to pre-distribute a single network-wise key to all sensor
nodes. Multi-tiered security solution [57] proposes to protect data
items to a degree consistent with their value. In key setup phase,
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each sensor node receives a list of m master keys. Selected mas-
ter key is named as active master key. RC6 is used as encryption
algorithm.

Key Management in Distributed Wireless Sensor Networks

In a distributed WSN (Figure 3-22), sensor nodes use dedicated
pair-wise, reusable pair-wise and group-wise keys to secure their
communication, or use keying materials to generate these keys.
A part of key management solutions, called key pre-distribution
schemes, assign a list of keys, called a key-chain, to each sensor
node a priori to the deployment. Others, called key generation
schemes, assign keying materials to each node by using which a
pair or a group of nodes can generate keys to secure their commu-
nication. Solutions to distribute keys and keying materials can be
classi�ed as probabilistic [58], deterministic [59], and hybrid [60].
In probabilistic solutions, keys and keying materials are randomly
selected from a pool. In deterministic solutions, deterministic pro-
cesses are used to design the pool and to decide which keys and
keying materials to assign to each sensor node so that the key
connectivity is increased. Finally, hybrid solutions use probabilis-
tic approaches along with deterministic algorithms to improve the
scalability and key resilience.

Figure 3.22 – Illustration of distributed WSN

3.3.4 THE AGENT SECURITY FOR WSN

Agent Approach

The agent [55], [61] approach discussed here involves developing
a platform Multi agent system ensuring the security function of
sensors. Indeed, this approach resumed in the ability of agent to
manage a set of sensors of its sensing �eld, taking into considera-
tion a range of sensors, and detects physical intrusion or malicious
nodes. These sensors programmed with agents are able to com-
municate with other sensors. An information report is delivered
to the base station (sink) revealing the state of security level of
sensors in order to act at time for any outside intrusion. Figure 3-
23 illustrates the key idea of our approach. In this case, the nodes
may belong to the same level ; the agent ensures the collection in
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its �eld of four nodes and returns any anomaly or intrusion to the
sink.

Multi Agent Platforms

The pilot implementation of those agents (Sensors) is based on
TinyOS component model. TinyOS components are speci�ed us-
ing NesC programming language that has a C-like syntax, but
supports the TinyOS concurrency model. The main information
programmed in modules (to be sensed) is related to movement,
exceeding number of sensor belonging to the same �elds. Our pro-
posal Multi agent platform, compared to work in [62], is a code
containing some data and a control program interpretable on the
agent platform. Each platform resides at one sensor and consists
of the following modules (Figure 3-24) :

Figure 3.23 – Illustration of intrusion detection approach based

Figure 3.24 – Hierarchy of Platform and agents

• NesC interpreter : interpreter of the NesC language that ma-
nipulates with agent program and possibly interacts with other
modules.

• Security Agent Platform : services provided to the agents. It
includes computation (a set of functions), interpreter control,
when an event or intrusion is received, and it also includes some
platform variables that are accessible to particular agents.

• Report transport system : responsible of transmission and re-
porting the security state to the sink.
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The Approach Advantages

In addition to the security of this architecture, this approach mini-
mizes the energy consumption, needed when processing to dis-
tribute and verify keys, compared to other solutions based on
cryptography and key management. . Indeed, in this approach,
sensors are required to sense with no treatment or management
of keys. Therefore, the energy savings can be a result from the
implementation of such a platform.

3.3.5 CONCLUSION

We outline the usage of key management techniques for securing
wireless sensor network. In add we present a security function
based agent approach, which is a part of a program code. The
computational power for security tasks of a cryptographic key
seems greedy on energy whereas the proposal platform reduce
this consumption faraway of use the key management.

The routing is a solution key in the wireless networks. Because of
this, the next section lists a routing function based on mathemat-
ical approach and proposing a new algorithm for route discovery
mechanism in Ad hoc networks applied in WSN.
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ABSTRACT

"Routing is a perfect key and solution for energy economization. For
this optimal algorithms play an important role in the optimization of the
processing informations and communication in the sensor components.
In fact, the section below explains a new algorithm for the optimization
of energy consumption."
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3.4 New Algorithm "DRREQ" Applied in AODV
Route Discovery Mechanism for Energy Opti-
mization in Mobile Ad hoc Networks

3.4.1 INTRODUCTION

Optimizing the energy consumption becomes more and more
critical. Due to this, several studies focuses their works on energy,
especially in wireless applications like sensor networks which
present a challenge in this area of search. In this context, the
processing of data sent by the sensors consumes also a consider-
able energy mainly in ad hoc networks. In these networks, route
discovery mechanisms used in protocols like AODV and DSR
consume a huge energy when broadcasting the "Hello" message.
In traditional on-demand routing algorithms such as AODV and
DSR, a node that needs to discover a route to a particular des-
tination, broadcasts a route request control packet (RREQ) to its
immediate neighbors.

Each neighboring node blindly rebroadcast the received RREQ
packet until a route is established. This method of route discov-
ery is referred to as simple �ooding. Since every node rebroadcast
the RREQ packet the �rst time it is received and assuming that
the destination node is reached, the possible number of rebroad-
casts is around N-2, where N is the total of number of network
nodes. This method of broadcasting can potentially lead to exces-
sive redundant retransmissions in congested networks and hence
causing high energy consumption

3.4.2 RELATED WORKS

A growing interest focused on energy conservation in wireless
communications. Hence, several works [63], [64] are done with
techniques that optimize algorithm in order to decrease process-
ing. The process of route discovery is one of axes used to im-
prove the communication ef�ciency by attacking the limitations
like the impact of �ooding the provoke redundancy, contention
and collision. Another works [65] based on MMBCR (Min-Max
Battery Cost) Routing, uses periodic route discovery to get more
updated information about the routes. In this method, periodically
the route discovery process is done. If there are any changes in the
route, the route information is updated. Because of this method,
different routes are used for the transmission of data packets and
periodic shifting between the routes which avoids the over us-
age of nodes and node exhaustion leading to the decrease of the
energy consumption and the lifetime of the network. Several tech-
niques use the link adaptation. Authors of [66] present the pro-
tocol VON (velocities of nodes) using the nodes which have slow
speed forward RREQ messages while the nodes which have high
speed do not. Aminu &. al in [67] proposes a new probabilistic
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counter-based method that can signi�cantly reduce the number of
RREQ packets transmitted during route discovery operation.

3.4.3 THE PROBABILISTIC APPROACH

The probabilistic broadcast has been recommended [68], [69] and
[83] as one of the solutions to mitigate the broadcast storm prob-
lem associated with the simple �ooding method. In conventional
probabilistic broadcast methods, each mobile node rebroadcasts
a received packet once based on a predetermined �xed-value
forwarding probability. The probabilistic [69] and [70] schemes
do not require the global topological information of the network
in order to make rebroadcast decisions. Based on [68] the proba-
bilistic concept used here, is focused on the number of neighbors
(1) and the directional antenna of nodes which is equipped by
rotator motor able to change direction. In the �xed probabilistic
route discovery, the number of possible broadcasts of an RREQ
packet is p � (N � 2) [69].

For N nodes in the network, let Ni the number of neighbors at a
node xi at a particular time instant, the average number of neigh-
bors "na" at a node in the network at that time instant is de�ned
by the relation [69] :

na =
�

n
i=1 Ni

N (1)

3.4.4 THE DICHOTOMIC APPROACH

Applied in our study, the concept of Dichotomic algorithm fo-
cuses on �nding the target nodes following a request RREQ (Algo-
rithm1). In principle, it consists of a probabilistic search for RREP
(Route REPlay) from destination node, in the right �eld, before
the left one, of the node by minimizing the number of queries ini-
tiated by the node. This done, the node economize his energy for
this set of queries.
Algorithm1 :

If (no route exists)

{

Check request buffer for request already sent

If(no request sent)

Create a RREQ packet

save in buffer

Broadcast RREQ in right field

If( no RRP)

Broadcast RREQ in left field

}

In the algorithm2, let �0the angle of antenna, and the time needed
for waiting for a RREP.
Algorithm2 :
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INPUT:

upon receiving RREQ packet at node x
�r and �l are respectively the angle \

of antenna at right research and left research

Get number of neighbours Nx at node x
Compute the average number of neighbours na

BEGIN

if the RREQ is received for the first time

toto:

if Nx � na

// research on right field

�r = �0 + �

the node x rebroadcast RREQ packet

wait t0 seconds for RREP from neighbors

if RREP received END.//stop broadcasting in the left

else

// research on left field

�l = �0 � �

the node x rebroadcast RREQ packet

wait t0 seconds for RREP from neighbors

if RREP received END. // stop broadcasting

else

goto toto

END.

3.4.5 DISCUSSION

In this case of study, we consider a �x topology of N nodes. The
main idea of our work is to limit the number of broadcast in RREQ
mechanism. Indeed, the node limits his research at �rst time in the
right area (or the left by probabilistic approach of presence of des-
tination based on routing table), thus the node can save until the
half of energy when �nding the destination. At least this technique
can be used to localize the destinations at right or left (Figure 3-25)
then with increasing the probability that can help to the choice of
the location �eld and consequently the energy can be economized
considerably for the posterior requests.

Figure 3.25 – Dichotomic Approach for RREQ Mechanism
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3.4.6 SIMULATION AND RESULTS

In this section, we evaluate and compare the performance between
DRREQ and RREQ using AODV [71] protocol. The simulation was
done by the NS2 simulator using the version ns2.29. we based our
work on various simulations in mobile context of nodes (20m/s)
and by varying the number of nodes with 10j of initial energy for
each one (Figure 3-26). We evaluate two metrics ; energy (Figure
3-27) and the average end-to-end delay (Figure 3-28) that can be
affected by the performance of the route discovery mechanism.

Constant Bit Rate (CBR) traf�c is used with 10 traf�c instances
with a rate of 40.96kbits/s. The packet size is 512 bytes and the in-
terval is 0.1s. FTP traf�c is used to simulate TCP performance. The
packet size is 1500 bytes. For TCP, only 1 ftp traf�c is simulated
and TCP-Reno is adopted. The results of 10 different scenarios are
averaged.

Figure 3-27 indicates that DRREQ consumes less energy com-
pared to the traditional RREQ. This is due to the fact that in
DRREQ, a packet will be broadcasted and forwarded only on the
right (or left) area with half probability to �nd destination, which
decrease the energy consumption to broadcast messages for route
discovery mechanism.

Figure 3-28 shows that DRREQ obtains less time to reach a des-
tination which is due to high probability to discover destination
quickly. Thus DRREQ achieves an obvious improvement by re-
ducing route energy consumption with high performance of end
to end delay which is related to energy and distance.

On the other hand, Figure 3-29 and Figure 3-30 shows an improve-
ment of energy consumption when varying at �rst the speed of 10

nodes from 5m/s to 30m/s, then by varying the pause time from
10ms to 60ms. In fact, the energy consumption decrease when the
speed is less then 20m/s especially with a good result for DRREQ
than RREQ, but it increase more with this speed. Hence, we con-
clude that the dichotomic approach used in this mechanism give
high performance by separating two areas for requesting desti-
nations by broadcasting fewer messages and minimize the treat-
ments. The same results are proved by varying the pause time,
where DRREQ performs well, in these simulations, by using less
energy for high values of pause time which coincide with low mo-
bility context.

3.4.7 CONCLUSION

In this section, we presented a new technique of RREQ which
combine two mathematical approaches ; Dichotomy and Proba-
bility, used to minimize the energy consumption in the RREQ
mechanism frequently used in popular protocols like AODV and
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Figure 3.26 – Parameters of Simulation

Figure 3.27 – Energy Consumption

Figure 3.28 – End-to-End delay

Figure 3.29 – Energy consumption vs speed

DSR in Wireless Ad hoc Network. After modi�cation in the RREQ
in AODV under NS2, the results shows an improvement in saving



92 Chapitre 3. CONTRIBUTIONS & PRODUCTIONS

Figure 3.30 – Energy consumption vs pause time

energy and delay compared to the classic protocols.

The future work will consist to restrict the angle of directional an-
tenna to multiple parts and to analyze the performance of nodes
in the same metrics in mobile Ad hoc Networks.

As an application of presented functionalities, we propose an ar-
chitecture in the next section for applying the routing and local-
ization functions. This architecture is discussed to be used in the
grand mosque of Elhajj. The application is based on the BSN for
the health control and localization of pilgrims.
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ABSTRACT

"The season of EL-Hajj is full of numerous problems that present a fer-
tile �eld for application of new technologies like WSN. The following
section describes an architecture for the use of WSN for medical applica-
tion (BSN) in the Grand Mosque area for health control, localization and
tracking of pilgrims."
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3.5 Health Monitoring and Localization of Pil-
grims in Real time : BSN Application in the

Grand Mosque in Hajj

3.5.1 INTRODUCTION

Hajj (pilgrimage) is a huge gathering of Muslims on the earth. It
is characterized by a place of their meeting and the kind of rit-
uals they perform. This generates a series of challenges for the
authorities to control the crowd and identify individuals. There-
fore, the season of El Hajj becomes more dif�cult, especially when
the whole crowd is the same movements at the same times do es-
sentially the same thing. This spiritual gathering causes a lot of
challenges and problems in relation to the conduct of rituals of El
hajj. This is face to the increasing demand for good organization,
security and control, the Hajj task remains one of the big chal-
lenges that Saudi authorities are facing each year. To this end, the
authorities and of�cials are introduced to minimize these dif�cul-
ties, especially those which may affect their health and life. Being
different, some dif�culties which may be mentioned are :
– Identi�cation of pilgrims (lost, dead, or injured)
– Medical Emergencies
– Guiding lost pilgrims to their camps.
– Loss of identity documents and money
– Crowd control
As an emerging technology, WSN (Wireless Sensor Networks)
composed from a large number of small, low data rate and in-
expensive node that communicate in order to sense or control a
physical phenomenon. WSN have a lot of applications like dis-
aster management, health, military and security, and enormously
attracted the community of researchers and has fueled the interest
in sensor networks during the past few years. Sensors are typically
capable of wireless communication and able to solve several prob-
lems in numerous domains. During the Hajj season, the organizers
faced a lot of problems related to the health of pilgrims and their
position in the area of El Hajj. At this time, the proposed works
are focused on the identi�cation of pilgrims lost, using the im-
plementation of RFID (Radio Frequency IDenti�cation). The latter
solution, is as expensive equipment, requires adding tags to pil-
grims. Those tags are limited to read data from those passives tags.
Further work is limited only to the location of pilgrims. However,
the aim of this paper is to discuss and propose a system which
allows monitoring of pilgrims. Indeed, this allows, using a BSN
(Body Sensor Network) as a particular application of wireless sen-
sor network, for the localization of pilgrims lost and control, in
real-time, the health status of those who fall into critical situation
with diseases that could threaten their health and life. In this sys-
tem, the agents in El Hajj, dispatched to several areas of Hajj and
have devices that install applications to monitor and locate pil-
grims, periodically, by reading sensors measurements in addition
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to their localization with adequate and theoretical technique. This
solution, present a model for an area, and which can be dupli-
cated for the full area of El hajj. It also facilitates the intervention
and localization, in real time, of pilgrims who are away from their
camps and to save their life.

3.5.2 RELATED WORKS

[72], the authors propose a prototype RFID-based Pilgrim Identi-
�cation System, tested with a group of 1000 pilgrims from. This
experiment proved to be very successful in demonstrating the ef-
fectiveness of RFID system in removing bottlenecks of the tradi-
tional authentication system. This work needs more investigation,
especially for improvement of antennas design, selection of read-
ersâ location, and communication frequency are also to be tackled.
The same author [73], describes a developed system (Figure 3-31)
for pilgrim tracking and identi�cation using a mobile phone. The
system consists of software that can be downloaded to the mobile
phone of every pilgrim upon arrival to the Kingdome of Saudi
Arabia. In add, the RFID tag can be programmed and be placed
in inside the mobile. The mobile uses the Internet or SMS to send
location information to a server managed by Hajj authority and
to a server managed by the guide of the group that the pilgrim
belongs to.

Figure 3.31 – RFID System for pilgrim identi�cation

[74] Lists a project build by the use of WSN ; they made WSN
Stations as emergency �xed stations. These stations are spread
around the holy mosque to support local rescues and aid the
retrieval of missing pilgrims. Each station has a button switch to
press if the pilgrims get lost or if they need to request services.
The last work is focused on the problems of missing people and
helping those in need of urgent medical services with absence of
any health control.

[75], propose an integrated solution to the problem of pilgrim-
age transportation control while tracking the shuttle-bus from its
starting point till its �nal destination. The application identi�es a
particular bus by the RFID tag �xed on it. Passengers boarding
or getting down the bus are identi�ed on the basis of RFID cards
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they have and �nger identi�cation.

[76], Yamin proposed a framework (Figure 3-32) which combines
database and wireless technologies, by collecting pilgrim infor-
mationâs since her visa application, after the arrival and during
the Hajj process ; for this, the author propose a mobile reader and
scanner.

Figure 3.32 – Framework for Hajj management

3.5.3 WIRELESS SENSOR NETWORKS

WSN : Roles and Applications

Micro-electromechanical systems, embedded technology, sensor
technology and wireless communication technology has become
more sophisticated and progressive, to promote wireless sen-
sor networks (WSN) generation and development, WSN become
the current research in the �eld of IT hot, and has been widely
used in many �elds. Actually, this technology is omnipresent in
application that requires communication with their components
to transmit relevant quantities or values like light, temperature,
humidity and more.

A WSN, sensor nodes are organized into �elds "sensor �elds" (Fig-
ure 3-33). Each of these nodes has the ability to collect data and
transfer them to the gateway node (called "sink" in English or sink)
via a multihop architecture. Well then transmits this data via the
Internet or satellite to the central computer "Task Manager" to an-
alyze and make these decisions.
Their applications are mainly related to conduct surveillance and
remote control of the events of sensory (or physical) several dif-
ferent such as temperature, pressure, light, sound. These devices
(motes or sensors) are able to capture and collect information sen-
sitized in the environment monitoring , and then you send it wire-
lessly from one sensor to another in cooperation with each other
to the base station (sink), which is a computer that collects infor-
mation from wireless sensors scattered, processed and analyzed.
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Figure 3.33 – Sensor �eld architecture

Due to their importance, sensors are used in many domains like
military, rescue and ambulance, in nuclear reactors conducts a pe-
riodic surveillance, transport (plane and car) VANETs (Vehicle Ad
hoc Networks), animal control, natural disasters (earthquakes and
volcanoes) for the purpose of surveillance.

WSN : Challenges And Constraints

The main factors in�uencing the architecture and constraints of
sensor networks can be summarized as follows :

• Fault Tolerance : Some nodes may generate errors or stop work-
ing because of a lack of energy, a physical or interference.
• Scale : The number of nodes deployed for a project may reach
one million. Such a large number of nodes generates a lot of
transfers inter nodal and requires that the well "sink" is equipped
with lots of memory to store the information received.

• Production costs : Often, sensor networks are composed of a
very large number of nodes. The price of a node is critical in order
to compete with a network of traditional surveillance. Currently
a node does not often costs much more than $ 1. For comparison,
a Bluetooth node, already known to be a low-cost system, costs
about $ 10.

• The environment : The sensors are often deployed en masse in
places such as battle�elds beyond enemy lines, inside large ma-
chines, the bottom of an ocean, �elds biologically or chemically
contaminated. Therefore, they must operate unattended in remote
geographic areas.

• Network topology : The deployment of a large number of nodes
requires maintenance of the topology. This maintenance consists
of three phases : Deployment, Post-deployment, and Redeploy-
ment of additional nodes.

• Material constraints : The main constraint is the physical size of
the sensor. Other constraints are that energy consumption must
be reduced so that the network will survive as long as possible,
it adapts to different environments (extreme heat, water, ..), it is
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very durable and autonomous since it is often deployed in hostile
environments.

• The media transmission : In a sensor network, nodes are con-
nected by a wireless architecture. To allow operations on these
networks worldwide, the transmission medium must be normal-
ized. We mostly use the infrared (which is license-free, robust to
interference, and inexpensive), Bluetooth and ZigBee radio com-
munications.

Body Sensor Networks (BSN)

BSN is a special Body Area network (BAN) whitch considered as
a technology that emerges as the natural byproduct of existing
sensor network technology and biomedical engineering. Professor
Guang-Zhong Yang was the �rst person to formally de�ne the
"Body Sensor Network" (BSN) with publication of his bookBody
Sensor Networksin 2006 [77].

BSN technology represents the lower bound of power and band-
width from the BAN use case scenarios. Actually, This kind of
structure, usually, use cellular network (3G) or WSN infrastruc-
ture to transmit data concerning patient to the base station and to
the doctor (�gure 3-34).

Wireless sensing and communication have the potential for large
applications in medicine. Body Sensor Networks are a speci�c
and medical application of wireless sensor networks intended
to operate in a pervasive manner for on-body applications [78].
Using this technology, it is possible to obtain measurements of
heart rate, oxygen saturation, pressure, and temperature, with
small, non-invasive sensors ; we expect that, over time, an increas-
ing array of sensors with sophisticated capabilities will become
available.

Practically, BSNs for healthcare monitoring appears in several net-
work applications operating in a variety of different environments
including a hospital operating room, an elderly health clinic or a
personal home setting and also in special area in hajj environment
or in Kumbh Mela in India. Each of these environments varies
substantially from one to another. Because of this, BSN framework
must be adaptable and distributed to accommodate for such dif-
ferent settings. Due to this, we must appropriately structure the
network in terms of number of sensors, and select relevant fea-
tures in the BSN. Several bene�ts of the use of BSN can be ex-
ploited to monitor and control persons in real time and in their
position.
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Figure 3.34 – Sample of Existing BSN Architecture

The Localization Challenge in WSN

Node localization is a complicated and important problem for
wireless sensor networks (WSN). The aspects of this problem that
have challenged the research community can be summarized as
follows :

• Assumptions - The node localization problem remains a dif�cult
challenge to be solved practically. To make the problem practically
tractable, its complexity had to be reduced, by making simplify-
ing assumptions. As a result, many localization schemes proposed
solutions that are based on assumptions that do not always hold
or are not practical. Examples of such assumptions are : Circular
radio range, symmetric radio connectivity, Additional hardware
(e.g., ultrasonic), lack of obstructions, lack of line-of-sight, no
multipath and �at terrain.

•Localization Protocol Design - The problem of localization in
WSN is further complicated by the large number of parameters
that need to be considered when designing a localization system
for a particular WSN deployment. Among these parameters are :
the deployment method for the sensor network ; the existence of
a line-of-sight between sensor nodes and a remote, central point ;
the time required by the localization scheme ; the presence of ref-
erence points (anchors) in the network, and the density ; the cost
for localization, represented by additional hardware (form factor)
and energy expenditure (messages exchanged or time necessary
for localization).

Sensor network localization algorithms estimate the locations
of sensors with initially unknown location information by us-
ing knowledge of the absolute positions of a few sensors and
inter-sensor measurements such as distance and bearing mea-
surements. Sensors with known location information are called
anchors and their locations can be obtained by using a global
positioning system (GPS) [79], or by installing anchors at points
with known coordinates. In applications requiring a global coor-
dinate system, these anchors will determine the location of the
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sensor network in the global coordinate system. In applications
where a local coordinate system suf�ces (e.g., smart homes), these
anchors de�ne the local coordinate system to which all other
sensors are referred. Because of constraints on the cost and size of
sensors, energy consumption, implementation environment (e.g.,
GPS is not accessible in some environments) and the deployment
of sensors (e.g., sensor nodes may be randomly scattered in the
region), most sensors do not know their locations. These sensors
with unknown location information are called non-anchor nodes
and their coordinates will be estimated by the sensor network
localization algorithm.

Several measurement techniques in WSN localization can be listed
depending on their localization technique like :
– AOA : Angle-of-arrival measurements,
– TDOA : Distance related measurements
– RSS : Received Signal Strength
– POA : Power of Arrival (PoA) detection systems :
– FOA : Frequency of Arrival (FoA) detection system

3.5.4 CONTRIBUTION AND PROPOSED ARCHITECTURE

Problem statement

El Hajj is a gathering place of millions of pilgrims from around
the world. Around the grand mosque of El Hajj, hundreds of
pilgrims are lost each year while away from their camps and
their families during the rituals of El Hajj. Others who have health
problems may arise in severe situations, especially in large crowds
and congestion, causing death in some cases. Even before efforts
in health services by local and international authorities, unfortu-
nately, it is dif�cult to monitor and intervene in time to save lives.
As reported in the related works, numerous existing applications
using RFID are focused just on the identi�cation of pilgrims and
listing their information. Others focus only on the localization of
pilgrims lost. At this moment, none of these applications treat
health monitoring of pilgrims in real time.

It is in this context, we propose a hybrid architecture based sensor
networks using BSN and able to locate lost pilgrims.

The proposed BSN Architecture

The BSN architecture of the pilgrim health control system is de-
signed in a hierarchical tree. The main component here is the Pil-
grim equipped by Body Sensors considered as mobile sensor. We
note here, that just pilgrim declaring that they suffer from health
problem (Cardiac, Imbalance in pressure, temperature, etc.) who
must be equipped by these sensors. Murals and �xed sensors in
several placement of the area of the Grand mosque are used to
achieve data to the centres.
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Figure 3.35 – The Grand Mosque dimensions

Figure 3.36 – Sample of mural sensors deployment and zone repartition.

Figure 3.37 – Illustration of pilgrim Alert/Alarm

Those centres transmit valid request to base stations and to agents
of their zone. The Grand Mosque area is subdivided to seven
zones (Figure 3-36), each zone content a computer center that
collect periodically measurement achieved by mural sensors. Tak-
ing in consideration the WSN rang and dimensions of the Grand
mosque (Figure 3-35), those sensors are �xed and deployed to
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cover all area of the grand mosque, and referenced to absolute
bi-dimensional reference (Figure 3-36).

The Body sensors send alarms when exceeding a threshold of
critical measurements (Figure 3-37), by avoiding sending regular
or periodic data, which causes more consumption of energy. This
alarm is also sent to the doctor charged in the area. We note here
that the agents and doctors in the area are equipped with infor-
mation readerâs (Medical Alarm, Lost Alert) from the centers.
Pilgrims lost can activate an alarm button, which sends an alert
to the nearest wall sensor. The latter, inform both the center and
agent of the area to which it belongs (Figure 3-37).

In another part, leaders of the camp may contact the base sta-
tion or centres for any absence of pilgrims from his group, at that
time ; an alert is broadcasted in the network to locate the pilgrim.
Indeed, murals sensors play an important role by searching neigh-
bouring sensor pilgrim sought : the sensor that �nd it, can locate
it in relation to its reference, and then indicate its position to agent
and centre of concerned area (Figure 3-38).
For pilgrim localization, the mechanism adopted is focused on
broadcasting a ID_pilgrim request which refers to body sensor ID.
The broadcasting is limited to the area (zone) of the mural sensor.
The concerned ID sends a Replay to the near mural sensor. The
latter, by routing mechanism, inform both agent and the center.
We note her that the mural sensor that �nds the ID, is considered
as a reference by his position to locate the pilgrim lost.

Localization Technique

In the literature, several techniques are listed to locate a sensor,
taking in consideration the optimization of the energy consumed
to �nd this sensor ; we can list AOA, TDOA, POA [80]. Analytical
method was listed in [81], this technique is adopted for large
objet, and dedicated to transport domain and need a directional
antenna for every sensor.

In this work, we use a �xed sensor in walls of El hajj areas, those
sensors are considered as reference knowing their position. As
mentioned in the Figure 3-38, we consider a mural sensor as ref-
erence who receive alert/alarm from the pilgrim sensor, the �xed
sensor send this request to Agent/Doctor. The last receiver sends
a request message to the pilgrim sensor in order to calculate the
distances D1, D2 and D3 using (1) and (2) where C1 and C2 are
de�ned in [5] and[81].

es
ij = C1 + C2d2

ij (1)

er
ji = C1 (2)

We also use the AOA technique [80], by the triangularization
method and using three other �xed mural sensors as references,
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Figure 3.38 – Illustration of Pilgrim Lost reclamation

to know the angle between the �xed sensor and pilgrim. The mea-
sure, can easily used to deduce Xpi and Ypi where i=1, 2. We note
that the direction ( looked is from the agent/doctor to the pil-
grim. Calculating D2, D3, can simply deduce that the pilgrim is
same where on the circle C2 and same where on C3. The inter-
section between the two circles gives two probable positions (P1

or P2). To compute the direction to the pilgrim, we calculate it to
the XAD position of Agent/Doctor : an analytical demonstration
is given by the equations (3), (4) and (5).

X0 =| Xpi � XAD | (3.1)

�i =
�

(| Xpi � XAD |)2 + Y2
pi (3.2)

Hence cos(�i) =
Ypi

�i
and �i = Arcos(

Ypi

�i
) (4)

Hence the direction to the pilgrim is :

�i = � � �i (5)
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Figure 3.39 – Localization technique illustration

The values of serves to give the orientation and the direction to
the lost pilgrim. The agent or the doctor, who uses a PDA, is
oriented to the pilgrim, from the XAD as the initial point of the
origin of direction to the destination. As mentioned in Figure 3-39,
we have two possibilities of position of pilgrim, by the intersection
of two circles. Using this technique, and to locate the real posi-
tion in huge density of pilgrims in Hajj season, we consider the
dichotomic approach discussed in [82], which use Dicho_AODV
as a protocol with a speci�c RREQ (Route Request) mechanism
based on discovery of destination on the right at �rst, the, on the
left.

As described in the model (Figure 3-40), the agent/doctor
equipped by an Ipad, which content informations about lost
and patient pilgrim and also gives directions to them.
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Figure 3.40 – Model of IPAD Pilgrim Control Application

3.5.5 CONCLUSION

This work outlines a solution to one of the most problems in El hajj
season related to the health, the control and localization of lost and
special patients of pilgrims. The presented work were control the
health of patients and locate the lost pilgrims in order to intervene
in time to save lives and guide the lost pilgrims to their camps.
This solution uses the BSN and the WSN technologies to control
and achieve data to the base stations. An analytical localization
technique is presented to locate both lost pilgrim and the patient
in critical situation. An architecture and analytical study proposed
here, in the perspective of an implementation and in-depth study
in the environment of great mosque and with the authorities, for
the development and deployment of this solution.
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ABSTRACT

"The next section gives a brief summary of the done work and the bene�ts
of this thesis."
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4.1 General Conclusion

In this thesis, we have presented the problem of energy opti-
mization in sensor networks mainly in the relevant challenges as
de�ned. Energy is one of researchersâ preoccupations in WSN.
It is in this context that we kindly participated in the improve-
ment of consumption in order to enlarge their spectrum use and
lifetime. To achieve our goal, we acted on three axes ; security, lo-
calization and routing, which greatly affect the energy of sensors.

Indeed, in this work we presented a state of the art in WSN
and their applications. In this section, we discussed the WSN,
the WMSN and their architecture, the concept of QoS was ad-
dressed to the extent of its importance for signal validation and
comparison of protocols, transmission standards and quality of
communication. The security aspect was discussed because of
its signi�cance in the wireless communication and his effect on
energy consumption and batteryâs sensors. Given its contribution
to the energy optimization, routing was a colossal part of this
report.

Subsequently, to obtain an optimal con�guration, a series of
colossal studies and contributions was presented for reporting
and analyzes the foundations of the proposed functions. Firstly,
we started with a comparative study to promote the technology
UWB as an adopted function for WSN achieving large data in
indoor space with better optimization of energy and delay. From
another angle, a geometric and analytic technique for localiza-
tion function was introduced in order to overcome the use of
GPS which increases the size of sensor and depletes the battery.
In the security functionality, a proposal hierarchical architecture
based cooperative agent for the delivery of alerts following an
intrusion. At the routing function, Dicho_AODV is a new pro-
tocol implemented in the NS2 simulator, proposed to avoid the
wireless sensor overloading by the broadcast of route discovery
message and therefore economize energy. This protocol is based
on a dichotomic approach which acts on the mechanism of "hello
message" broadcasting to discover destinations. This process was
applied to the AODV protocol for the dissemination of RREQ
messages with oriented and directional data. A last study was an
interesting application conducted to design architecture for health
monitoring and tracking pilgrims in the great mosque of El Hajj
using the BSN and introducing hybrid realized work based on the
dichotomic approach and localization of pilgrims.

The results, the completed and proposed studies show an energy
economization and promote an improvement of the lifetime of
these sensors in the context of their use. The done work and pub-
lished results may be serving the research community to present
more advances in this area. In this context, several authors use
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our papers as references and in their discussed works.

In fact, the domain of sensor network remains a fertile issue espe-
cially in the energy challenge. This axis knows an exponential de-
velopment when other methods and energy resource will comes
soon, for that scienti�c research and our participation will con-
tinue to serve humanity.
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ABSTRACT

"Never the researches take End. It always opens new questions and new
problems. In the next, the perspectives resulting from this thesis are enu-
merated for targeting the future works. It gives also a starting point for
new searchers."
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4.2 Perspectives Future Works

In spite of the advances in WSN domain, there are still many
problems to be solved in this area affronting the constraints en-
countered. Despite the efforts made, the design of sensor networks
still a very dif�cult task because it will combine the constraints
speci�c to distributed systems and embedded systems.

Although the work that presented contributions to energy opti-
mization in WSN, a number of issues remain to be studied. Thus,
several research perspectives can be distinguished :
– Study of space and environment for implementing proposed

solutions especially in places of Grand Mosque of El hajj and
expand its use in el Harram.

– Develop an optimization mechanism of energy at the MAC level
is a very important point and a further study.

– Investigations should be carried out both on how to formally
specify the energy consumption in different levels of the proto-
col layer implemented in sensors.

– Move to act on the NS3 simulator which still open to be devel-
oped and being more competitive to other simulators for study-
ing the energy consumption with more details.

– In the security, with our group, we are working for securing
6LowPAN architecture.

– Working on arti�cial intelligence, especially on neural networks
for learning networks states and Bayesian networks to predict
routes, and sensor behavior, to act on energy optimization, se-
curity and routing.

This non-exhaustive list of perspectives, that are available to us,
shows that the area of research in this direction is very important.
We hope to have shown that the optimization approach of energy
in WSN is possible is paramount.
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A.1 THE TOOL NS2

NS2 is an open-source event-driven simulator designed speci�-
cally for research in computer communication networks. It con-
sists of OTcl and C++. The C++ objects are mapped to OTcl
handles using TclCl. To run a simulation, a user needs to de�ne a
network scenario in a Tcl Simulation script, and feeds this script
as an input to an executable �le ns. During the simulation, the
packet �ow information can be collected through text-based trac-
ing or NAM tracing. After the simulation, an AWK program or a
perl program can be used to analyze a text-based trace �le. The
NAM program, on the other hand, utilizes a NAM trace �le to
replay the network simulation using animation. Simulation using
NS2 consists of three main steps. First, the simulation design
is probably the most important step. Secondly, con�guring and
running simulation implements the concept designed in the �rst
step. This step also includes con�guring the simulation scenario
and running simulation. The �nal step in a simulation is to collect
the simulation result and trace the simulation if necessary.

Written mainly in C++, NS2 employs a make utility to compile
the source code, to link the created object �les, and create an ex-
ecutable �le ns. It follows the instruction speci�ed in the default
descriptor �le Make�le. The make utility provides a simple way
to incorporate a newly developed modules into NS2. After devel-
oping a C++ source code, we simply add an object �le name into
the dependency, and re-run make. NS2 is an object oriented sim-
ulator written in OTcl and C++ languages. While OTcl acts as the
frontend, C++ acts as the backend running the actual simulation.
As can be seen from, class hierarchies of both languages can be
either standalone or linked together using an OTcl/C++ interface
called TclCL. There are two types of classes in each domain. The
�rst type includes classes which are linked between the C++ and
OTcl domains.

In the literature, these OTcl and C++ class hierarchies are referred
to as the interpreted hierarchy and the compiled hierarchy, respec-
tively. The second type includes OTcl and C++ classes which are
not linked together. These classes are neither a part of the inter-
preted hierarchy nor a part of compiled hierarchy. This chapter
discusses how OTcl and C++ languages constitute NS2.

A.2 NS2 ARCHITECTURE

A.2.1 Node Architecture

A Node plays two important roles in NS2. As a router, it forwards
packets to the connecting link based on a routing table. A Node is a
composite object whose architecture is shown in Figure below.
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Figure A.1 – Duality C++ OTcl In NS2 Architecture

Figure A.2 – Node Architecture in NS2

A.2.2 NS2 Directory Structure

The package ns-allinone, in all versions, content several directories
which are mentioned in the following �gure :

Figure A.3 – Structure Of NS2 Directories
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A.3 INSTRUCTIONS FOR IMPLEMENTING THE DI-
CHOAODV PROTOCOL

A.3.1 Description of a part of added directories and Files (.h, .cc)

A new directory âDichoAODVâ was created inside to NS2 base direc-
tory. Then we create �ve �les there :

DichoAODV.h : header �le where are de�ned timers and routing agent
which performs protocolâs functionality.

DichoAODV.cc : �le are actually implemented all timers, routing
agent and Tcl hooks. DichoAODV pkt.h : this �le content all packets Di-
choAODV protocol needs to exchange among nodes in the manet.

DichoAODV rtable.h Header �le where our own routing table is de-
clared. DichoAODV rtable.cc Routing table implementation.

To precise the type of packet, the Code below lists a part of this packet
type used in DichoAODV :

DichoAODV/DichoAODV_pkt.h

#ifndef __DichoAODV_pkt_h__

#define __DichoAODV_pkt_h__

#include <packet.h>

#define HDR_DICHOAODV_PKT(p) hdr_DichoAODV_pkt::access(p)

struct hdr_DichoAODV_pkt {

nsaddr_t pkt_src_;

u_int16_t pkt_len_;

u_int8_t pkt_seq_num_;

inline nsaddr_t& pkt_src() { return pkt_src_; }

inline u_int16_t& pkt_len() { return pkt_len_; }

inline u_int8_t& pkt_seq_num() { return pkt_seq_num_; }

static int offset_;

inline static int& offset() { return offset_; }

inline static hdr_DichoAODV_pkt* access(const Packet* p) {

return (hdr_DichoAODV_pkt*)p->access(offset_);

}

};

#endif

To attach the packet header to Tcl interface, DichoAODV/DichoAODV.cc
with the following code.

int DichoAODV_pkt::offset_;

static class DichoAODVHeaderClass : public PacketHeaderClass {

public:

DichoAODVHeaderClass() : PacketHeaderClass("PacketHeader/DichoAODV",

sizeof(hdr_DichoAODV_pkt)) {

bind_offset(&hdr_DichoAODV_pkt::offset_);

}

} class_rtProtoDichoAODV_hdr;

The next step is to implement the routing agent DichoAODV by the
insert of functions,attributes used to achieve parquets.
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DichoAODV/DichoAODV.h

#ifndef __DichoAODV_h__

#define __DichoAODV_h__

#include "DichoAODV_pkt.h"

#include <agent.h>

#include <packet.h>

#include <trace.h>

#include <timer-handler.h>

#include <random.h>

#include <classifier-port.h>

#define CURRENT_TIME

#define JITTER

class DichoAODV;

class DichoAODV_PktTimer : public TimerHandler {

public:

DichoAODV_PktTimer(DichoAODV* agent) : TimerHandler() {

agent_ = agent;

}

protected:

DichoAODV* agent_;

virtual void expire(Event* e);

};

class DichoAODV : public Agent {

friend class DichoAODV_PktTimer;

nsaddr_t ra_addr_;

DichoAODV_state state_;

DichoAODV_rtable rtable_;

int accesible_var_;

u_int8_t seq_num_;

protected:

PortClassifier* dmux_;

Trace* logtarget_;

DichoAODV_PktTimer pkt_timer_;

inline nsaddr_t& ra_addr() { return ra_addr_; }

inline DichoAODV_state& state() { return state_; }

inline int& accessible_var() { return accessible_var_; }

void forward_data(Packet*);

void recv_DichoAODV_pkt(Packet*);

void send_DichoAODV_pkt();

void reset_DichoAODV_pkt_timer();

public:

DichoAODV(nsaddr_t);

int command(int, const char*const*);

void recv(Packet*, Handler*);

};

#endif

Then, to assure the interfacing from TCL, because of this let Di-
choAODV to be instantiated from Tcl. For this, our agent has to be in-
stantiated from the super class TclClass.
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static class DichoAODVClass : public TclClass {

public:

DichoAODVClass() : TclClass("Agent/DichoAODV") {}

TclObject* create(int argc, const char*const* argv) {

assert(argc == 5);

return (new DichoAODV((nsaddr_t)Address::instance().str2addr(argv[4])));

}

} class_rtProtoDichoAODV;

For the use of the Timers, we have to program it to send pack-
ets and reset the timers after, see the code below added in Di-
choAODV/DichoAODV.cc :

void DichoAODV_PktTimer::expire(Event* e) {

agent_->send_DichoAODV_pkt();

agent_->reset_DichoAODV_pkt_timer()

}

In the �le DichoAODV/DichoAODV.cc , DichoAODV PktTimer object
is used to identify control packets sent and received by the protocol.

DichoAODV::DichoAODV(nsaddr_t id) : Agent(PT_DICHOAODV), \

pkt_timer_(this) {

bind_bool("accessible_var_", &accessible_var_);

ra_addr_ = id;

}

A.3.2 Description of main classes in the directional antenna

The code below describes the de�nitions of the directional antenna that
use an angle between 0Â� and 180Â� to broadcast the RREQ : Directional
Antennas

DirAntenna::DirAntenna()

{

char *antn;

char *token;

int i=0;

Gt_ = 1.0;

Gr_ = 1.0;

Angle_ = 0;

bind("Gt_", &Gt_);

bind("Gr_", &Gr_);

bind("Angle_",&Angle_);

bind("Width_",&Width_);

bind("Type_",&Type_);

/* calculate lower and upper angle */

lowerAngle = Angle_;

while(lowerAngle < 0){

lowerAngle += 180;

}



128 A. Annexes

upperAngle = lowerAngle + Width_;

while(upperAngle < 0){

upperAngle += 180;

}

upperAngle %= 180;

lowerAngle %= 180;

solidAngleRatio = 2/(1 - cos(M_PI*Width_/180));

// Checking for the antenna type given

if (Type_ > 8 || Type_ < 0)

{

printf("Invalid antenna type given..should be between 0 & 8;\n");

exit(1);

}

if(Type_ != 0)

initialize_radiation_pattern();

}

void DirAntenna::setSAR()

{

//printf(" the current value of antenna parameters:\n");

//printf("------------------------------------------\n");

//printf("angle=%d, width=%d, solidangle=%f lower=%d

upper=%d\n",getangle(),getwidth(),getSAR(),getLA(),getUA());

lowerAngle = Angle_;

while(lowerAngle < 0){

lowerAngle += 180;

}

upperAngle = lowerAngle + Width_;

while(upperAngle < 0){

upperAngle += 180;

}

upperAngle %= 180;

lowerAngle %= 180;

solidAngleRatio = 2/(1 - cos(M_PI*Width_/180));

}

A.3.3 Mains changes In NS2 package

In the list of packet types in common/packet.h, we added
PTDichoAODVtothislistasmentionedbelow :

enum packet_t {

PT_TCP,

PT_UDP,

PT_CBR,

/* ... ...... ... */,

PT_DICHOAODV,

PT_NTYPE

};

In the same file, wa added the name of packet type:

p_info() {

name_[PT_TCP]= "tcp";



A.3. INSTRUCTIONS FOR IMPLEMENTING THE DICHOAODV PROTOCOL 129

name_[PT_UDP]= "udp";

name_[PT_CBR]= "cbr";

/* ... ...... ... */

name_[PT_DICHOAODV]= "dichoaodv"; }

To trace informations in a speci�c format, we add to the �le trace/cmu-
trace.h the lines :

class CMUTrace : public Trace {

/* ... ...... ... */

private:

/* ... */

void format_aodv(Packet *p, int offset);

void format_dichoaodv(Packet *p, int offset);

};

The Packet type must also be de�ned in the �le tcl/lib/ns-packet.tcl
as :

foreach prot {

DICHOAODV

AODV

ARP

# ...

NV

}{

add-packet-header $prot

}

The default value is de�ned in tcl/lib/ns-default.tcl :

...

Defaults defined for DichoAODV

Agent/ DichoAODV set accessible_var_ true

...

For the wireless simulation, we add the method create-DichoAODV-
agent, and then we have to create in the �le tcl/lib/ns-lib.tcl an instance
of the protocol DichoAODV :

Simulator instproc create-wireless-node args {

# ...

switch -exact $routingAgent_ {

DICHOAODV{

set ragent [$self create-dichoaodv-agent $node]

}

# ...

}

Simulator instproc create-dichoaodv-agent { node } {

# Create Dichoaodv routing agent

set ragent [new Agent/ Dichoaodv [$node node-addr]]
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$self at 0.0 "$ragent start"

$node set ragent_ $ragent

return $ragent

}

For the queue management, we add the lines below in
queue/priqueue.cc :

Void PriQueue::recv(Packet *p, Handler *h)

{

struct hdr_cmn *ch = HDR_CMN(p);

if (Prefer_Routing_Protocols) {

switch(ch->ptype()) {

case PT_DSR:

case PT_MESSAGE:

case PT_TORA:

case PT_AODV:

case PT_DICHOAODV:

recvHighPriority(p, h);

break;

default:

Queue::recv(p, h);

}

}

else {

Queue::recv(p, h);

}

To compile the code and take into consideration all additions and mod-
i�cations, we edit the Make�le like below :

OBJ_CC = \

tools/random.o tools/rng.o tools/ranvar.o common/misc.o \

common/timer-handler.o \

# ...

dichoaodv/dichoaodv.o dichoaodv/dichoaodv_rtable.o \

# ...

$(OBJ_STL)

A.4 Part of the NS2 code for Simulation using Di-
choAODV

The �rst part concerns the con�guration of directional antenna :

# Parameters configured in directional antennas

Antenna/DirAntenna set X_ 0

Antenna/DirAntenna set Y_ 0

Antenna/DirAntenna set Z_ 1.5

Antenna/DirAntenna set Gt_ 1.0

Antenna/DirAntenna set Gr_ 1.0
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Antenna/DirAntenna set Angle_ 0

Antenna/DirAntenna set Width_ 180

Antenna/DirAntenna set Type_ 0

options de�nitions

set val(chan) Channel/WirelessChannel ;# channel type

set val(prop) Propagation/TwoRayGround ;# radio-propagation model

set val(netif) Phy/WirelessPhy ;# network interface type

set val(mac) Mac/802_15_4 ;# MAC type

set val(ifq) Queue/DropTail/PriQueue ;# interface queue type

set val(ll) LL link layer type

set val(ant) Antenna/DirAntenna ;# antenna model

set val(ifqlen) 50 ;# max packet in ifq

set val(nn) 6 ;# number of mobilenodes

set val(rp) DICHOAODV ;# routing protocol

set val(x) 100 # X dimension of topography

set val(y) 100 ;# Y dimension of topography

set val(stop) 150 ;# time of simulation end

set opt(engmodel) EnergyModel ;

set opt(txPower) 0.00175;

set opt(rxPower) 0.00075;

set opt(idlePower) 0.00005;

set opt(initeng) 10.0; # Initial energy in Joules

set ns [new Simulator]

set tracefd [open simple.tr w]

set windowVsTime2 [open win.tr w]

set namtrace [open simwrls.nam w]

$ns trace-all $tracefd

$ns namtrace-all-wireless $namtrace $val(x) $val(y)

# set up topography object

set topo [new Topography]

$topo load_flatgrid $val(x) $val(y)

create-god $val(nn)

#Create nn mobilenodes [$val(nn)] and attach them to the channel.

#

# configure the nodes

$ns node-config -adhocRouting $val(rp) \

-llType $val(ll) \

-macType $val(mac) \

-ifqType $val(ifq) \

-ifqLen $val(ifqlen) \

-antType $val(ant) \

-propType $val(prop) \

-phyType $val(netif) \

-channelType $val(chan) \

-topoInstance $topo \

-agentTrace ON \

-routerTrace ON \
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-macTrace OFF \

-movementTrace ON\

for {set i 0} {$i < 5 } { incr i } {

set node_($i) [$ns node]

}

# Provide initial location of mobilenodes

$node_(0) set X_ 25.0

$node_(0) set Y_ 25.0

$node_(0) set Z_ 0.0

$node_(1) set X_ 30.0

$node_(1) set Y_ 35.0

$node_(1) set Z_ 0.0

$node_(2) set X_ 70.0

$node_(2) set Y_ 60.0

$node_(2) set Z_ 0.0

$node_(3) set X_ 90.0

$node_(3) set Y_ 40.0

$node_(3) set Z_ 0.0

$node_(4) set X_ 40.0

$node_(4) set Y_ 20.0

$node_(4) set Z_ 0.0

$node_(5) set X_ 10.0

$node_(5) set Y_ 5.0

$node_(5) set Z_ 0.0

# Generation of movements

$ns at 10.0 "$node_(0) setdest 70.075.0 30.0"

$ns at 15.0 "$node_(1) setdest 35.0 20.0 30.0"

$ns at 20.0 "$node_(2) setdest 60.0 15.0 30.0"

$ns at 30.0 "$node_(3) setdest 10.0 40.0 30.0"

$ns at 40.0 "$node_(4) setdest 30.0 90.0 30.0"

$ns at 60.0 "$node_(5) setdest 55.0 55.0 30.0"

# Set a TCP connection between node_(0) and node_(1)

set tcp [new Agent/TCP/Newreno]

$tcp set class_ 2

set sink [new Agent/TCPSink]

$ns attach-agent $node_(0) $tcp

$ns attach-agent $node_(1) $sink

$ns connect $tcp $sink

set ftp [new Application/FTP]

$ftp attach-agent $tcp

$ns at 10.0 "$ftp start"

# Printing the window size

proc plotWindow {tcpSource file} {

global ns

set time 0.01

set now [$ns now]

set cwnd [$tcpSource set cwnd_]

puts $file "$now $cwnd"

$ns at [expr $now+$time] "plotWindow $tcpSource $file" }

$ns at 10.1 "plotWindow $tcp $windowVsTime2"
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# Define node initial position in nam

for {set i 0} {$i < $val(nn)} { incr i } {

# 30 defines the node size for nam

$ns initial_node_pos $node_($i) 30

}

# Telling nodes when the simulation ends

for {set i 0} {$i < $val(nn) } { incr i } {

$ns at $val(stop) "$node_($i) reset";

}

# ending nam and the simulation

$ns at $val(stop) "$ns nam-end-wireless $val(stop)"

$ns at $val(stop) "stop"

$ns at 150.01 "puts \"end simulation\" ; $ns halt"

proc stop {} {

global ns tracefd namtrace

$ns flush-trace

close $tracefd

close $namtrace

}

$ns run
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