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Résumeé

Le partage de secret a pour but de répartir une donnée secréte entre plusieurs participants.
Les participants sont organisés en une structure d’acces recensant tous les groupes qualifiés
pour accéder au secret. L’objectif est de fournir une information a chaque participant tel que:

1. un groupe qualifié doit pouvoir recouvrer le secret (intégrité),
2. tout autre groupe ne peut obtenir aucune information sur le secret (confidentialité).

Si cet objectif est atteint on parle alors de sécurité inconditionnelle, car la confidentialité
est garantie méme si |'adversaire est doté d'une puissance de calcul illimitée. Nous utilisons
la Théorie de I'Information pour formaliser cette définition et ses propriétés (intégrité et
confidentialité). Notre travail se concentre sur les structures d’accés monotones ou dés qu'un
groupe de participants connaft le secret, tout groupe plus grand le connait aussi.

Depuis les travaux de Benaloh et al en 1988 et Ito et al en 1987, on sait que toute
structure d’acces monotone posseéde un schéma de partage parfait. Le probléme est que ce
schéma fournit de I'information sous forme de part dont la taille peut croitre exponentiellement
avec le nombre de participants. En définissant |'efficacité d'un schéma par le rapport entre
la taille maximale d’une part et la taille du secret, la meilleure borne inférieure connue (un
résultat de Csirmaz en 1994) est (seulement) sous-linéaire. La méthode habituelle pour
obtenir ces bornes inférieures consiste a utiliser des inégalités linéaires pour |'entropie de
Shannon, appelées inégalités d’'information.

Ma theése s'articule autour du lien, qui s'avére étre trés puissant, entre le partage de
secret et les inégalités d'information. Dans un premier temps, je définis la notion de partage
quasi-parfait de secret, pour lequel les propriétés de partage parfait de secret (intégrité et
confidentialité) sont légerement relachées. Nous avons introduit deux modéles de fuites
d’'information pour exprimer ce reldchement: le ratio d’information manquante comme étant
la proportion maximale d’information manquant a un groupe qualifié pour reconstituer le
secret, et le ratio de fuite d’'information comme étant la proportion maximale d'information
qu'un groupe interdit peut obtenir sur le secret. Nous travaillons dans un modéle ou les fuites
tendent vers zéro lorsque que la taille du secret augmente. Pour notre notion de partage
quasi-parfait, il s'avére que le respect strict de I'intégrité ne pose pas de probléme (Sect. 5.1.2),
et que I'on peut supposer que le secret obéit a une distribution uniforme (Sect. 5.1.3). Dans le
cas ol I'augmentation de la taille du secret n'aurait pas de sens pratique nous avons travaillé
sur une taille finie et montré qu'elle peut étre réduite a un seul bit tout en gardant un niveau
de sécurité acceptable (voir Sect. 5.1.4).

Notre définition de partage quasi-parfait a motivé I'étude une notion analogue dans le cadre
de la Théorie Algorithmique de I'Information : le partage de secret algorithmique. Ce type de
partage de secret est intrinsequement non-parfait parce que la complexité de Kolmogorov
n'est définie qu'a une constante additive prés. Mais nous montrons que les notions de partage
quasi-parfait sont équivalentes dans le cas probabiliste et algorithmique (Sect. 5.2.2). Ainsi,

la question ouverte principale de notre sujet est de déterminer si la notion de partage parfait
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de secret coincide avec celle du partage quasi-parfait. Nous montrons que les inégalités
d'informations ne suffisent pas a séparer directement ces deux notions (Sect. 5.1.5), nous
conjecturons que certaines inégalités d'information conditionnelles pourraient y parvenir.

Motivés par cette problématique, nous avons étudié de plus preés les inégalités condition-
nelles d'information. Nous introduisons une nouvelle inégalité non-triviale et montrons que
celle-ci ainsi que d'autres déja connues sont essentiellement conditionnelles, dans le sens ou
elles ne découlent pas d'autres inégalités inconditionnelles (Sect. 6.1). Nous montrons aussi
que les inégalités conditionnelles se divisent en deux types. Certaines sont valides pour tout
les tuples de réels correspondant aux entropies d'une distribution de probabilité (on appelle
ces tuples des points entropiques), alors que d'autres sont de surcroit valides pour toutes les
limites de points entropiques (dits points presqu’entropiques) (Sect. 6.3). Finalement, nous
montrons que pour certaines des inégalités d’information conditionnelles (pour I'entropie de
Shannon) il existe des inégalités conditionnelles algorithmiques associées (pour la complexité
de Kolmogorov) (Sect. 6.4).

Laboratoire d'Informatique, de Robotique et de Microélectronique de Montpellier LIRMM,
161 rue Ada, 34095 Montpellier Cedex 5 - France

Ce travail est soutenu par les projets NAFIT ANR-08-EMER-008-01 et EMC ANR-09-
BLAN-0164-01.



Abstract

Secret sharing deals with splitting a secret data between several participants. The
participants are organized within an access structure consisting of groups that may gain
access to the secret. The goal is to provide each participant with a piece of information such
that the following two requirements are met:

1. RECOVERABILITY: a qualified group can recover the secret,
2. PRIVACY: any other group cannot obtain any information on the secret.

Whenever these two requirements are fulfilled, the scheme is said to be unconditionally secure
— security is guaranteed even against adversaries with unbounded computational power. We
use Information Theory to formalize this definition and its properties (recoverability, privacy).
Our work focuses on monotone access structures, for which any group containing a qualified
subgroup is also qualified.

Since Benaloh et al and Ito et al, we know that every access structure admits a perfect
secret-sharing scheme. However, a possible issue is that the size of information pieces assigned
as shares to participants can grow exponentially with the number of participants. Defining
the efficiency of a scheme as the ratio between the maximum size of a share and the size
of the secret, the best known lower bound — from a result of Csirmaz in 1994 — is (only)
almost linear. The usual method for obtaining these lower bounds consists in applying linear
inequalities for Shannon entropy, also called information inequalities.

The research axis of my thesis is based upon the link — which turns out to be quite
powerful — between secret sharing and information inequalities. First, | define the notion of
quasi-perfect secret sharing, where the perfect secret-sharing requirements (recoverability,
privacy) are slightly relaxed. To this aim, we have introduced two quantities for leakage: the
missing information ratio as the maximal proportion of information a qualified group needs
to recover the secret completely, and the information leak ratio as the maximal proportion
of information forbidden groups can learn about the secret. In our model, these leaks are
vanishing as the size of the secret grows. For our notion of quasi-perfect secret sharing, it
turns out that strict recoverability is never an issue (see Section 5.1.2), and that we can
assume the secret uniformly distributed (see Section 5.1.3). If the size of the secret should
remain small, we also worked on fixed finite size for the secret and showed that the secret
size can be reduced to a single bit, while keeping an acceptable level of privacy in terms of
information leak (see Section 5.1.4).

Our definition of quasi-perfect sharing motivated our investigation of a similar notion
for the case of Algorithmic Information Theory: algorithmic secret sharing. This kind of
secret sharing is intrinsically non-perfect since Kolmogorov complexity is only defined up to a
constant additive term. However, we show that the notions of algorithmic and probabilistic
quasi-perfect secret sharing are equivalent (see Section 5.2.2). An open question remains:
whether perfect and quasi-perfect secret sharing schemes can achieve significantly better

ratios than perfect ones. We show that the direct use of information inequalities is unable
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to separate these two notions (see Section 5.1.5), though we conjecture that a type of
conditional information inequalities might be useful.

This was our incentive to further investigate conditional information inequalities. \We
introduce a new nontrivial conditional inequality and show that it belongs to the class of
essentially conditional inequalities together with all nontrivial ones known to-date in the
literature. They are essentially conditional in the sense that they are not a direct consequence
of an unconditional inequality (see Section 6.1). We also show that the known conditional
inequalities are of two types. Some are valid for tuples of reals that correspond to the entropies
of a probability distribution (those tuples are called entropic points), while others are also valid
for limits of entropic points (called almost entropic points) (see Section 6.3). Furthermore,
we extend this result to the framework of Kolmogorov Complexity. We show that for some of
these conditional information inequalities (for Shannon Entropy), there exists a conditional

algorithmic inequality (for Kolmogorov complexity) (see Section 6.4).
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Chapter 1

Introduction

Contents
1.1 What is Secret Sharing About 7 . ... .............. 1
1.2 TheResults . . . . .. ..o i i i ittt i it e 2
1.3 Two Other Examples . ... ... .. ... .. ..., 3
1.4 Outline of the Thesis . . .. ... ... ... ... ... 3

Our work deals with secret sharing in the theoretical points of view of Shannon's Informa-
tion Theory and Kolmogorov's Algorithmic Information Theory. We are going to see why
and how these three subjects are naturally deeply intertwined.

1.1 What is Secret Sharing About ?

Secret sharing in its physical implementation has existed for centuries. Imagine a safe box
with two locks; the keys for these locks are given to different people. To access the contents
of the safe we do need both their consent. It can sometimes be useful (e.g., preventing a
crazy person from launching a nuclear assault).

Sometimes we may need a more complicated arrangement. Imagine that we are afraid
of the loss of a key. It would be preferable to have a safe with three keys that can only be
opened if at least two keys are present. By giving these three keys to three different people,
we protect ourselves against the loss of one key, and we require at least two people who agree
to open the safe.

Now this sounds like a good idea, but how to make such a safe box? A mechanical device
can be used, but a simpler solution should exist in our digital era. For the first example (when
two people agree to open the safe) the solution is easy. Use a standard lock with a digital
code (say a n-digit number), but first ask the producer to represent the code ¢ as the sum of
two numbers a and b, and send these two numbers to different people (say, Alice and Bob).
Then we have the same advantages without the price of making a physical lock with two
keys. Acting in agreement, Alice and Bob add their numbers and uncover the code. On the
other hand, if one of them refuses to participate, the other one cannot open the safe since
she does not know anything about the code.

Can a similar technique be used for more complicated arrangements, e.g., for the three
people problem described above? Yes, and it was Adi Shamir who invented an elegant scheme
to achieve this goal. This scheme is based on simple properties of polynomials over a finite
field. It even generalizes our examples: one can invent a scheme with, say, 7 people such
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that the consent of at least, say, 5 among them is required to get into the safe (or to launch
the rocket)!.

However, the simple majority (or any threshold) is not the only rule that makes sense.
Any person with administrative experience knows that some people are more equal than
others, so the number of participants is not the only important parameter, but also the exact
composition of the group. This leads us to the general problem of secret sharing: there
are n participants, and some groups are considered as authorized, they should be able to
reconstruct the secret, while all other, forbidden, groups should not be able to recover the
least bit of information.

This real-life problem can be formalized via Shannon information theory: the secret is
a random variable, and the shares (given to participants) are random variables, too. The
requirements for authorized and forbidden sets can be reformulated in terms of equalities
involving Shannon entropy and mutual information. We therefore obtain the following
mathematical problem: implement a given structure efficiently, where the efficiency is measured
by the size of the shares (compared to the size of the secret).

Unfortunately, this problem is open: the known schemes (for an arbitrary collection of
authorized groups) are very inefficient; on the other hand, no known results prove that efficient
schemes could not exist. This problem seems to be very difficult, and one could look more
closely at its variations and tools for its analysis.

1.2 The Results

Part of our contribution is making several (small) steps in this direction. First, we introduce
the notion of approximate secret sharing. This means that some information leak is allowed:
the forbidden groups can get a small amount of information about the secret (which does
not allow them to reconstruct it fully or even come close). Such schemes can be of practical
use, especially if one can find an approximate scheme that is much more efficient than the
known perfect ones. (But this goal has not been achieved yet.)

Secondly, the introduction of approximate schemes allows us to compare the Shannon
information-theoretic setting to the algorithmic information theory setting. In reality the
key and the shares are bit sequences, not random variables — so it would be natural to
formulate the requirements in this language. (Imagine that an auditing company wants to
control whether the producer of a lock with a shared secret combination did a good job.
Then auditors only have the actual key and shares, and should approve or disapprove them
based only on the final values, not the process of their creation.) We show that these two
approaches (Shannon and algorithmic) are in a sense equivalent: if we have an efficient
scheme in one framework, we can construct an efficient scheme in the other one.

Finally, we take a closer look on the tools used to prove the non-existence of secret-
sharing schemes for some values of the parameters. Such a non-existence result can usually
be formulated as the dissatisfaction of a conditional inequality for random variables: if
some information quantities are zeroes, then the size of the shares is bounded. Information
inequalities play a central role in this text. They are the inequalities for Shannon entropy, but
they are also in one-to-one correspondence with the inequalities for Kolmogorov complexity.
Kolmogorov complexity formalizes the idea of randomness for strings. These two reasons
alone justified to consider the notion of secret sharing in the Algorithmic framework (if one
can share a random secret one can share anything). Switching to approximate sharing, we
naturally want to transform these conditional inequalities to unconditional ones. This is a

1This scheme is actually used to physically protect the DNSSEC Root key and “reboot the Internet” in case
of a cyberterrorist attack
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difficult question: nobody knows how to describe all conditional inequalities (a large number of
non-trivial inequalities, called non-Shannon, were discovered in the last decade). We continue
this research by proving some new conditional and unconditional inequalities and (which is
probably more important) by showing that some conditional inequalities cannot be converted
(by Lagrange multipliers) to unconditional ones.

1.3 Two Other Examples

Sometimes, secret sharing arises naturally as a byproduct of a concrete situation where a
secret seems to be shared between two participants, even without the intervention of a third
party. In fact, this is what could happen in a simplified penalty shootout (penalty kick). In this
simple game, two players are facing each other: a goalkeeper trying to stop a soccer ball and a
kicker taking the shot who wants to score a goal. Both players first make a choice and select
a private strategy which consist of one of two options: left or right (the possible choices
are the same for both players). For the kicker, the 1eft option means she will shoot on the
left side, symmetrically right means she will shoot on the right side. For the goalkeeper, the
left option means she will move to her left side, symmetrically right means she will move
to her right side. After these strategies are chosen — and assuming both would play perfectly
— the secret outcome is whether a goal will be scored or not. This outcome remains secret
until it is revealed when both the players make their moves. This example may show that
secret sharing is (implicitly) around us more than we thought. But it will not be much more
relevant in the rest of this text.

Secret sharing was originally introduced to protect cryptographic keys. Cryptography,
most of the time, relies on secret data that should remain private. This secret data or key is
often intended to encode a secret message, and must be used to decrypt the message. To
transmit the secret message safely, we publish the encrypted message but we should also
transmit the key safely! It looks like we are back to our original problem: we avoided the
transmission of the message and now we have to deal with the key. This is where secret
sharing comes into play and overcomes this issue. It allows the transmission of the key without
revealing it.

The following second example is in fact the well-known method of encryption called the
Vernam Cipher or one-time pad. This cipher is intended to encrypt a secret message securely
with a key of the same length in the following way. For a message consisting of n letters
from A to Z, we create a secret and “random” key of the same size on the same alphabet. To
encrypt the message, shift circularly each letter of the message by the corresponding letter of
the key (e.g. for letters Y and E we obtain D).

message | THEKEYOFTHISMESSAGEISBELOWTHIS
key | THISSECRETKEYISUNDERTHEMESSAGE

encrypted message ‘ NPNDXDRXYBTXLNLNOKJAMJJYTPMIPX

Figure 1.1: An example of one-time pad

Giving the encrypted message to Alice and the key to Bob, they can meet and uncover
the message.

1.4 Outline of the Thesis

e Chapter 2 provides elementary notions of discrete probability theory and information
theory. Shannon entropy and related information measures are then defined and their
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basic properties are presented. The focus is then set on information inequalities: linear
inequalities for entropies. The central inequality is Claude Shannon’s basic inequality,
it generates what we call Shannon-type inequalities. For a fixed number of random
variables one can try to find all the possible valid inequalities for their entropies. We
explain Zhang and Yeung's general setting, the Entropy Region, to investigate the valid
inequalities; we prove non-trivial inequalities and give an overview of the current state
of the research.

e Chapter 3 can be used as a short course on perfect secret sharing. First, we describe
the setting of perfect secret sharing and explain the fundamental constructions. We
discuss the efficiency of perfect secret-sharing schemes and present the ideal case and
its relation with matroid theory. We also give a new property of linear secret-sharing
schemes. Then, we discuss a connection between conditional information inequalities
and the efficiency of such schemes.

e Chapter 4 contains a short description of Kolmogorov complexity and its relation to
Shannon entropy. We formulate useful lemmas in these frameworks. We prove two
5-variable non-Shannon type inequalities, one of which is new. The results will also be
used as lemmas in some of the proofs of the next chapters.

e Chapter 5 investigates new versions of secret-sharing schemes (possibly non-perfect).
The first one deals with schemes that are sequences of individual subschemes. The
idea is to study the asymptotics of the parameters of a scheme implementing a fixed
access structure. The second is a version of secret sharing in the algorithmic setting
(for Kolmogorov complexity). These two notions turn out to be are equivalent. We
further investigate the basic properties of our notions.

e Chapter 6 is the result of a joint work with A. Romashchenko. We study of the notion
of essentially conditional inequality. Some nontrivial conditional inequalities from the
literature have been conjecture to be consequences of (yet unknown) unconditional
inequalities. We show that this is not always the case. Some conditional inequality
cannot be deduced from any unconditional inequality. We prove there are conditional
inequalities that do not hold for almost entropic points. We define what are conditional
Algorithmic inequalities in the framework of Kolmogorov complexity and give some
examples of such inequalities.

After receiving remarks from the referees, the following major updates have been added to
the manuscript: a proof on the relation of matroids and ideal perfect secret-sharing schemes;
a proof of equivalence of two techniques for obtaining non-Shannon-type inequalities; a
geometric interpretation of the different types of conditional inequalities.
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Introduction

In this chapter, we introduce the study of discrete random variables and their interdependencies
via the geometric approach of entropy regions. Information Theory finds its foundations in the
elements of probability theory. The central notion is that of Shannon entropy, and its related
information measures. We present the basic properties of this measure of uncertainty, putting
the focus on the study of information inequalities. We prove Shannon's basic inequality, the
first linear inequality used to bound the entropies of tuples of random variables. The further
investigation of information inequalities lead to the general framework introduced by Zhang
and Yeung: the Entropy Region. Its characterization for every size of tuples remains open
in general. Finally we present the main known techniques for proving nontrivial information
inequalities. For a more thorough study of the concepts described hereafter, the interested
reader is referred to [CF11, Yeu08, Gra90, CT91, Mac03].

2.1 Probability Distributions and Random Variables

We start with some definitions from probability theory.
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2.1.1 Probability spaces

A finite probability space consists of a non-empty finite set W together with a function
Pr:W — Ry such that
E Pr(w)=1.

wew

Such a function Pr is called a probability mass function or a (probability) distribution. The
set W is called the sample space and its elements are elementary events. More generally,
an event is a subset of the sample space W, with the convention that Pr(@) = 0. The
probability of an event A € Z(W) is defined as the sum of all elementary events it contains:

Pr(A) =Y Pr(a).

acA

An example of a basic and important distribution is the uniform distribution. The uniform
distribution on m elements charges each of the m possible outcomes with the same probability
mass, so that all elementary events are equiprobable. Formally, if the sample space consists
of m = [W| elementary events, then each of them has probability 1.

The knowledge of some information might change uncertainty in a drastic way. This
notion is expressed via the conditional probability distribution. Let A, B € &Z(W) be any two
events such that Pr(B) > 0, then the conditional probability of A given B is defined by

Pr(AnN B)

Pr(A|B) = Pr(B)

Hereafter, we will use the standard notation Pr(A, B) = Pr(AN B).

2.1.2 Discrete Random Variables

Random variables. A (discrete) finite random variable X on a probability space (W, Pr) is
any function X on the set W. We call the set of possible outcomes X = X(W) the domain
(or sometimes alphabet) of X. Any random variable comes with its probability distribution
denoted px defined as the function that associates each event “X = x" with its probability,
for x € X.
px(x) =Pr(X =x) = Z Pr(w).
weEW: X (w)=x

We may write X ~ px to say that X follows the probability distribution px. The support
of X, denoted by Sy, is the subset of the alphabet X consisting of outcomes with positive
probability.

Joint probability. Let X,Y be two random variables defined on the same probability space,
one can consider the random variable consisting of the pair (X, Y'), it also has some distribution.
This distribution, denoted by pxy, is called the joint distribution of X and Y and is defined
on X x ) by

pxy(x,y) =Pr(X =x,Y =y).

Given any joint distribution pxy for X,Y one can recover the marginal distribution of X via:

px(x) =D pxy(x,y).

YESY
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This formula can be generalized to any finite tuple of random variables. The joint
probability distribution pxy can be pictured using the |X| x || matrix [Pr[X =1,Y = Jj]].

Example 1. Suppose you roll a die D1 and then a die D> until the value of D» is less or
equal to the value of D1. The joint probability distribution of D1 and D> is displayed in on
Figure 2.1.

Di/D>|1 2 3 4 5 6

1 i1 0 0 0 0 O
1 1

2 |4 L 0 0 0 0
1 1 1

3 |& & & 0 0 0
1 1 1 1

4 |2 3z 24 u 0 0
1 1 1 1 1

5 |3 3 36 3 3 O

6 |L 1 1 1 1 1
36 36 36 36 36 36

Figure 2.1: Example of joint probability distribution

Conditional probability. For any two jointly distributed random variables X, Y,

PriX=x,Y=y)

PriX=x|lY =y) = PrY =)

Thus, for each value y € Sy of Y, there is a (conditional) distribution on X given that
"Y = y", denoted by

Px|y (XIy) = pxjy=y(x) = Pr(X = x[Y = y).

As customary, it shall be space-efficient to drop the subscripts and use p(x) or p(x|y) in place
of px(x) or pxjy(x|y) if no confusion arises from the context.

2.1.3 Dependence Relationships

Mutual Independence. \We say that two random variables X and Y are independent, written
X LY, if
p(x,y) = p(x)-p(y) forall (x,y) € X x Y,

or equivalently if p(x|y) = p(x) for all (x,y) € (X, Sy).

The second (equivalent) definition makes intuitive sense in terms of information. It says
that the knowledge of the outcome of Y does not provide any information on the outcome of
X, Ie., the conditional distributions of X given that Y = y are the same for all y € Sy such
that p(y) > 0.

In terms of the matrix defined earlier, the mutual independence means that the matrix
[p(x, y)] has rank one, since any two rows should be proportional. A set of random variables
is pairwise independent if any two of them are mutually independent, this set is mutually
independent if moreover each possible disjoint subsets are mutually independent.

Conditional independence. We say that two random variables X and Y are conditionally
independent (given Z), written X LY|Z, if

p(x,y,z) -p(z) =p(x,z)-p(y,z) forall (x,y,z) e X x Y x Z
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or equivalently if p(x|z) = p(x|y, z) for p(y,z) > 0.

Functional dependence.

We say that X functionally depends on Y if

Vy 3x, p(x|y) =1,

or equivalently if y € Sy then p(x, y) = p(x) for a unique x € Sx.
The functional dependency expresses the case when a random variable becomes deter-
ministic when another is known. The definition implies that there exists a surjective function

f Sy — Sx such that X = f(Y).

Examples.

Let us consider random points and lines in the finite affine plane.

Example 2. Pick uniformly two distinct
points A, B and let C be the line going
through A and B. In this case, C is a func-
tion of the random variables A, B.

Example 3. Slightly tilt the previous exam-
ple. Pick a uniformly random line C, then
pick uniformly two points A and B indepen-
dently amongst all points of C. This time,

ALB|C but C is no longer a function of
A B.

P

A Pt

Figure 2.2: Two points and a line Figure 2.3: Two points and a line, a variant

Example 4. Let A, B € B" be two random binary strings of length n > 1. Suppose further
that A and B are independent and uniformly distributed. Define C = A@® B to be the bitwise
xor of A and B. In this example :

e A, B and C are pairwise independent.

e A B, C are not mutually independent.

e Fach variable is a function of the two others.
2.2 Information Measures
We introduce Shannon's information measures, also known as entropy, conditional entropy, mu-

tual information and conditional mutual information. We also introduce the Kullback—Leibler
divergence.
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2.2.1 Shannon’s Information Measures
Shannon’s Entropy

Definition 1 (Shannon Entropy). The Shannon entropy of a random variable X is defined by

HX) = 3 pllog —2x = — 3 p(x)log p(x)

XESx p(X) XESx

The base of the logarithm is unimportant (as long as it is greater than 1), it only accounts
for the base unit of the measure of information. Computer scientists usually adopt the
logarithm to base 2, and call bit the unit of entropy®. For a binary random variable X, whose
support Sx consists of two values, say B ={0,1}, let p=Pr(X =0)=1—-Pr(X =1). In
this case, the entropy of X is called the binary entropy function h(p), depicted in Figure 2.4,
and rewrites to

H(X) = h(p) = —plogp — (1 — p)log (1 — p).

057

0.5 1
Figure 2.4: The binary entropy function h(p)

Expectation. The expectation of a real random variable X is defined by

EX]= Y p(x)-x,

x€Sx

which denotes the average value taken by a real random variable according to the “weights”
(probabilities) of each possible values. The Shannon entropy can be understood as the
expectation of the random variable — log p(X), i.e., H(X) = E[— log p(X)].

Definition 2. A function f : (a, b) — R is said convex if for all x € [0,1] and all x,y € (a, b):
AF(x) + (L= X)f(y) = F(Ax+ (1= A)y)

We say that f is strictly convex iff the equality holds only when X € {0,1}. Whenever —f is
(strictly) convex then f is called (strictly) concave.

'Here, the bit unit is not to be confounded with binary digit, which is a value in B = {0, 1}.
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Shannon's entropy function is continuous in each of its parameters, and is a strictly
concave function. A basic result for convex function is Jensen’s inequality: for any convex f
defined on the interval D and any real-valued random variable X taking values in D,

f(E[X]) < E[f(X)].

The intuitive explanation is that the barycenter of a set of values of a convex function f is
always above the graph of f.

Proposition 1. 0 < H(X) < log |Sx|, for all random variables X.
Equality occurs for a deterministic distribution, for the left part, and for the uniform
distribution, for the right part.

Proof. The quantity —y logy is always non-negative for y € (0, 1] with equality iff y = 1.
This gives the left-hand inequality for which equality occurs when |Sx| = 1. The other
inequality is a direct corollary of Jensen's inequality :

o] 29 e ] o

If X is uniformly distributed then

ISx|
1
HX) = 3 757109 18x] = log Sx].
1

The uniform distribution hence makes the right-hand inequality an equality. L]

Motivation: entropy as the average length of a code. The following interpretation is an
incentive for the theoretic study of Shannon entropy.

A monkey types a message on a typewriter, a message made of characters from his
favorite alphabet. Our monkey has some preferences amongst tuples of letters, some are
more likely than others. We want to transmit this message using bits 0 and 1 in the most
efficient way possible. For this we design a code by associating a codeword to each letter £ in
the alphabet. A codeword consists of a binary string ¢, € B*.

The plan is to encode the message by replacing each letter by its codeword and transmit
the corresponding sequence of bits. For this plan to work, the code needs to be uniquely
decipherable, meaning that given such an encoded message, there must exist a unique way of
breaking it into codewords. An example of such a code is a prefix-free code, which is a set of
codewords such that no codeword is a prefix of another codeword. As we want to minimize
the length of the encoded message, the average codeword length is the reasonable measure
of efficiency for a code. Shannon's noiseless coding theorem asserts the following:

Theorem 1 (C. E. Shannon, [Sha48a, Sha48b]). Let X be a random variable,

(a) For every uniquely decodable code C for X, the average length a codeword is always
greater than H(X).

(b) There exists a uniquely decodable Cx (and even prefix-free code) such that the average
length of a codeword is at most H(X) + 1.

There may exist many prefix-free codes achieving the bound in (b). For example, Huffman's
code is an optimal prefix-free code. If we allow the encoding of information by blocks, instead
of single letters, the constant 1 can be improved to any constant € > 0 (as small as we want
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provided that the block-length is large enough). This confirms the idea that entropy is indeed
a good interpretation of the amount of information a random variable contains.

Measures related to entropy

Shannon suggested other useful information measures related to entropy.

Conditional entropy. \We denote by H(X|Y = y) the entropy of a random variable whose
distribution is px|y—,. We can define the conditional entropy of X given Y as

H(XTY) = E[H(X]Y = y)].

This is just the average entropy of the distributions pxy—, for all y.
One can massage this equation into the well-known identity for conditional entropy:

H(X|Y) = H(XY) — H(X).
From this one can use induction to recover the chain rule for conditional entropy

H(X1, Xo, . . ., Xm) = HXi|{X;:j < i}).
=1

Mutual information. The mutual information /(X:Y) is defined as follows:
I(X:Y) = H(X)+ H(Y) — H(XY).

Defined as above, it is the excess of information from both parts (independently) over the
information of the pair. The mutual information is symmetric in both its variables®. An
equivalent form using conditional entropy also carries a meaningful interpretation :

I(X:Y) = H(X) = H(X]Y) = H(Y) — H(Y|X),

which defines the mutual information as the amount of information that Y knows about X
(the same amount of information that X knows about Y).

Conditional mutual information. For three random variables X, Y, Z, one can look at the
conditional distribution of X and Y given a value z of Z, and compute the mutual information
between these two distributions. We denote this mutual information by /(X:Y|Z = z). The
conditional mutual information can be now defined using the expectation as follows:

I(X:Y|Z) =E[I(X:Y|Z = 2)].

It is only a matter of rewriting to see that this quantity has the following equivalent form in
(plain) entropy terms:

I(X:Y|Z) = H(XZ) + H(YZ) — H(XY Z) — H(Z).

2The symmetry explains our preference for the colon (:) rather than the semicolon (;) in /(-:-).
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From similar previous arguments, the conditional mutual information is also symmetric in
X,Y, and can be rewritten into:

I(X:Y|Z) = H(X|Z) — HXIYZ) = H(Y|Z) — H(Y|XZ).

Using these measures of information, the dependency relationships defined in Section 2.1.3
on page 7 can be reformulated in an information-theoretic way.

e Mutual independence: X and Y are mutually independent (X_LY) iff H(XY) = H(X) +
H(Y) or I(X:Y)=0o0r H(X|Y) = H(Y). Each identity has a perfectly intuitive physical
meaning: The first identity means that the amount of uncertainty of the pair XY equals
the sum of uncertainties of each component. That is another way of explaining the
second identity which says that X and Y have no mutual information. The last identity
expresses that knowing Y provides no information on X (so they must be independent).

e Conditional independence: X LY|Z iff (X:Y|Z)=0or HXYZ)— H(Z)=H(XZ) +
H(Y Z). This can be seen as a relativized version (conditional to Z) of the previous
item.

e Functional dependence: X is a function of Y iff H(X|Y) = 0, which expresses the
intuition that given Y, we need 0 bits of information to recover X.

A general information measure can be deduced from the definition of Shannon’s information
measures.

Multivariate (conditional) mutual information. There are various ways of generalizing
the previous definitions, the main two are :

I(X1:Xot-:Xn) = Y (=DHIH(X)),
Jeln]
I(X1:Xot - XpY) = ) (=1)MH(X|Y),
Jen]

and their equivalent definition using recursion:

I(X1: X0+ X)) = I(X1: Xo: i Xp—1) — (X1 Xo0 - X =1 X)),
[(X1:Xo:--: XplY) = I}[?[/(Xl:XZ e XalY =)

These notations may be useful from time to time, however for most of them a physical
meaning is lacking. For instance, Example 4 (page 8) shows that /(A:B:C) can be negative.

2.2.2 Kullback—Leibler Information divergence

There is a more general measure of information called the Kullback—Leibler divergence. We
will see that this information quantity is also non-negative. We further underline how it can
be used to prove many inequalities for Shannon entropy.

Definition 3 (KL-divergence, [KL51]). For two distributions p and q on the same sample
space W, the Kullback—Leibler divergence from p to q is defined as

o)

p(w)

D(pllg) = Y p(w)log

= aw) " [_ 109
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with the convention plog g = oo and 0log0 = 0 (justified by taking the limit).

This information measure is non-symmetric, thus it is not a distance, hence the word
“divergence”. The intuitive interpretation for this measure is the following. Suppose we have
two random variables X ~ p and Y ~ q. The divergence from p to g is the average number
of extra bits of information needed to encode X if we were using optimal codewords designed
for Y instead of those for X.

Theorem 2 (Divergence Inequality (also known as Gibbs' inequality)). The KL-divergence is
always non-negative :
vp,q,D(pllg) =0

with equality iff p = q.

Proof. Using Jensen’s inequality :

D(pllq) = E [— log Q(W)] > log <Z p(W)Q(W)> >logl=0

p(w) wsy P

]

Remark 1. Notice that the proof only uses the fact that )", q(w) < 1. The inequality is
still true if g is not a probability distribution but sums to a value less than one. On the other
hand, we can also weaken the requirement for p to be any function such that ), p(w) > 1,
shedding more light on the asymmetry of this information measure.

2.3 Information Inequalities

A natural kind of inequalities for entropies are linear ones for they trigger to study the
associated polytope delimited by linear inequalities, iI.e., half-planes. We call information
inequality any linear inequality for entropies of tuples that holds for all distributions.

2.3.1 Shannon’s Basic Inequality

The basic inequality is the most fundamental inequality of Information Theory. It was proven
by Claude E. Shannon in his seminal papers.

Proposition 2 (Shannon’s basic inequality, [Sha48a]). For any jointly distributed random
variables X,Y, Z,
I(X:Y|Z) > 0. (2.1)

In words, this inequality says that the mutual information is always non-negative, even
conditionally to another random variable. The basic inequality implies, by instantiating
variables accordingly, the non-negativity of all other Shannon Information measures.

H(A) >0 (2.2)
H(A|B) >0 (2.3)
I(A:B) >0 (2.4)

All of these inequality make intuitive sense and their physical meaning is well-understood.

Corollary 1. 0 < H(X|Y) < H(X) < H(XY) < H(X) + H(Y) for all random variables X,Y .
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This chain of inequalities depicts the behavior of information for two random variables.
The meaning of each inequality, from left to right, may be alternatively understood via the
following statements:

(i) A random variable always has a non-negative amount of information.
(i) Conditioning can only decrease uncertainty.
(iii) There is at least as much information in the whole as in the part.
(iv) The uncertainty of a tuple is at least the sum of uncertainties of its components.

However simple these statements can be, one needs to be careful in practice. The reader
should be warned that conditional entropy should be understood “on average”. For instance,
it is very possible for some y € Sy that H(X|Y = y) > H(X).

Proving the basic inequality. In order to prove Shannon's basic inequality, we will notice
that some of Shannon's information measure are expressible as the KL-divergence of two
well-chosen distributions.

Proof of Proposition 2. First, let us prove that the mutual information is non-negative. For
this we will in fact prove the following identity:

I(X:Y) = D(pxy|lpx - py)-

The result will immediately follow from the divergence inequality. The sum px(x) - py(y)
overall x € X and y € Y is 1, certifying that px - py is indeed a probability distribution. Let
us compute the divergence from pxy to px - py:

D(pxyllpx -py) >0

p(x.y)
. [Iog p(x) - p(y)} =0
E [log p(x, y)] — E [log p(x)] — E[log p(y)] > 0
E [log p(x, y)] — E [log p(x)] — E[log p(y)] > 0
“H(XY) + H(X) + H(Y) > 0.
I(X:Y)>0

Now for the basic inequality, we need to see that

I(X:Y|Z) = D<PXYZHDXZPIZPYZ> -

That is, the conditional mutual information between X and Y given Z is the divergence from
the joint distribution of (X, Y, Z) to some other distribution. Let us explicit more this second
distribution that shall be hereafter denoted by g:

p(x,z)(-p)(y,z) if p(Z) > 0.

q(x,y,z) = { P

0 otherwise.
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We can check that g is indeed a probability distribution :

S aey.z) = 3 A B2 5 P L) g

XY,z x Y.z y z z
p(z)>0 p(z)>0 p(2)>0

Now, it is only a matter of term rewriting to verify that our identity hold, and thus finish the
proof. ]

2.3.2 (Un)conditional Information Inequalities

In Pippenger’s words [Pip86], information inequalities are the “laws of information theory”.
Each inequality separates what can be achieved from what is impossible to reach in terms of
entropy. Let {X;},ear be a collection of random variables indexed by a set A/ of n elements.
For J C N, we denote by X the set of random variables {X; : j € J}.

Definitions and Examples

Definition 4 ((Unconditional) Information Inequality). An unconditional linear information
inequality for n-tuples of random variables is a linear form with 2" — 1 real coefficients
(cy)@£scn such that for all jointly distributed random variables {X;}icar

Z CJH(XJ) > 0.

DAICN

Definition 5 (Shannon-type Inequalities). We call Shannon-type inequalities the set of all
positive linear combinations of instances of the basic inequality. That is, a valid inequality
that can be put in the form

> kil (XuXklX0) >0,
BAICN
BAKCN
GELCN

where all ¢k, are non-negative.

Canonical form and coordinate systems An inequality written only in plain entropy terms
H(-) is said to be in canonical form. One can use other coordinate systems by substituting
plain entropies H(X1), H(X2), H(X12), ... by other information measures. (As long as all
possible entropy are still expressible in the system.)

A useful coordinate system is the atomic form for n variables. By atom we mean an
instance of a multivariate information measure (see page 12) that involves all single random
variables of a tuple of n variables. Atoms can be written as /(Xj,:---: X [Xp ) for a
non-empty subset J C N of size m. One can rewrite plain entropies as a positive sum of
atoms:

HX) = D I(Xy: e X [ XanT).

T={t1 ..... fk}
TNJ#£D

The latter equation can be seen as a generalized chain rule. Atoms are thus a suitable
coordinate system, an inequality using involving only atoms will be called in atomic form.
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Examples of unconditional information inequalities. Let us give a few more useful exam-
ples of Shannon-type inequalities.

Example 5. For all random variables A, B, C, D,
H(BC) > I(A:C|B) + I(B:DJAC) + H(BC|AD) (2.5)
Proof. We check by term expansion that the following is an information equality:
H(BC) = I(A:C|B) + I(B:D|AC) + H(BC|AD) + I(A:B) + I(C:D|A).

All terms being non-negative, this implies inequality (2.5). O

Example 6. For all random variables A, B, C, D, X,

H(E) < H(E|A) + H(E|B) + I(A: B) (2.6)
H(E|C) < H(E|A) + H(E|B) + I(A: B|C) (2.7)
H(E) < 2H(E|C) +2H(E|D) + I(C:D|A) + I(C:D|B) + I(A: B) (2.8)

Proof. Put inequality (2.6) in canonical form

H(E) 4+ H(AB) < H(AE) + H(BE),
Since H(AB) < H(ABE), it is enough to check that

H(E)+ H(ABE) < H(AE) + H(BE),

which is an instance of the basic inequality.

Inequality (2.7) is implied by (2.6) and Proposition 4 (proven hereafter). Indeed, by using
Proposition 4 on inequality (2.7), we obtain

H(E|C) < H(E|AC) + H(E|BC) + I(A:B|C). (2.9)

Inequality (2.9) follows since removing C in the condition increases the entropy.

Inequality (2.8), follows from the two previous inequalities. One can check that it is the
sum of the following instances.

H(E) < H(E|A) + H(E|B) + I(A: B)
H(E|A) < H(E|C) 4+ H(E|D) + I(C:D|A)
H(E|B) < H(E|C) + H(E|D) + I(C:D|B)

Conditional information inequalities. One can also look at information inequalities that
are only valid when the distribution meets a list of constraints. The most natural type of
constraints are linear information equalities. A conditional inequality is thus any inequality
which is valid in a hyperplane defined by the condition.

Definition 6 (Conditional Information Inequality). Let a(Xnr) and B1(Xn), - -, Bm(Xn) be
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linear functions on the entropies of subtuples of Xs:
aXy)= > ayH(X)),
G#IJCN
BiXn)= Y BigH(Xy), forie[m],
PAICN

such that the implication
(Bi(Xn) =0 for i € [m]) = a(Xn) 20

holds for all distributions Xxr. We call this implication a conditional linear information
inequality.

Example 7. We give two examples of trivial conditional inequalities.

(a) IfI(A:B) =0, then H(A)+H(B) < H(AB). This follows immediately from the definition
of the mutual information.

(b) If I(A:B) =0, then H(A) + H(B) + H(C) < H(AC) + H(BC). This follows from an
unconditional Shannon-type inequality: for all A, B, C,

H(A) + H(B) + H(C) < H(AC) + H(BC) + I(A:B).
Which is the sum of two basic inequalities: H(C|AB) > 0 and I(A:B|C) > 0.

Example 8 (Common information). Let A, B, C, D be random variables and assume further
that there exists a random variable X which is both a function of C and a function of D,
and whose entropy is H(X) = I(C:D). Using inequality (2.8) with E = X and the previous
conditions we obtain the following conditional inequality:

H(X|C) = H(X|D) = H(X) — I(C:D) = 0 = I(C:D) < I(C:D|A) + I(C:D|B) + I(A:B)

We will show that we can obtain the same inequality if another condition is met. For this
we need the following lemma.

Lemma 1 (Romashchenko, [Rom03a]). Let C,D, E be random variables. [(C:E|D) =
I(D:E|C) = I(C:D|E) = 0 if and only if there exists a random variable X such that
H(X|C) = H(X|D) = H(X|E) = 0 and H(CDE|X) = H(C|X) + H(D|X) + H(E|X).

From the statement of this Lemma we can see that X is a random variable satisfying the
conditions of Example 8. Thus we get the following conditional inequality:

I(C:E|D) = I(D:E|C) = I(C:D|E) = 0 = [(C:D) < I(C:D|A) + I(C:D|B) + I(A:B).

Proof of Lemma 1. Assume [(C:E|D) = I(D:E|C) = I(C:D|E) = 0. Define a random
variable X on the same probability space by X = pc|p—g,e=e- In words: the value of the
random variable X is the conditional distribution function of C given the event that the pair
(D, E) takes the value (d, e).

For now X is a function of (D, E). Moreover,

Pcix=x = Pc|p=d,E=e | by definition
Pcix=x = Pc|E=e since CLE|D
Pcix=x = Pc|p=d since CLD|E
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By definition of X, the last two equalities imply that X is a function of D and also a function
of E. From inequality (2.7), X is also a function of C:

H(X|C) < H(X|D) + H(X|E) + I(D:E|C) = 0.
Now, the entropy of X can be computed using
H(X) = H(X|C)+ I(X:C)=I(C:D) = I(C:D:E),
and thus
H(CDE|X) = H(CDE) — H(X) = H(CDE) — I(C:D:E) = H(C|X) + H(D|X) 4+ H(E|X).

Conversely, suppose there exists a random variable X such that X is a function of each of
C,D,E and C, D, E are mutually independent given X. We show that /(D:E|C) = 0 (the
two other equalities being symmetric), by the following computation:

H(CDE|X) = H(C|X)+ H(D|C) + H(E|C) — I(D:E|C)
H(CDE|X) < H(C|X)+ H(D|X)+ H(E|X) — I(D:E|C)
H(CDE|X) < H(CDE|X)— I(D:E|C)

I(D:E|C) < 0

where first two inequalities hold by the functional dependency of X and the third follows from
our assumption, the last inequality finishes the proof ]

Motivation and Properties

We are introducing the study of information inequalities, but one should try first to understand
what are information equalities? In fact, information equalities are all trivial.

Proposition 3. /f f(Xy) = 0 is an information equality, then f is identically null.
Proof. Suppose f(Xy) is a information equality written in atomic form, i.e.,
f(Xn) = > A (X 2o 2 X [ Xan)-
GAICN I={j1,...Jm}

Let Zero be a deterministic random variable and One be a random variable of entropy 1. For
each @ # J C N, define the tuple of random variable

7 Zero ifi¢J
"\ One ified
For any Z7 we have
f(Z))=x,=0.
Therefore, all coefficients A are equal to zero and thus f is the null function. ]

Let us provide one more simple property on information inequalities, we show that if some
inequality in canonical form is valid then its “relativized” version, where we add a fresh random
variable in the condition, is also valid.

Proposition 4. The inequality

> H(X)) =0

@£ICN
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holds for all tuples X s iff the inequality

> cHXY) >0
@£ JCN

holds for all jointly distributed tuples X, and variable Y .

Proof. For each value y € Sy, there is a conditional distribution on the n-tuple Xy. By
assumption our inequality on n-tuples holds for this distribution

Y cHXY =y) >0
@£ JCN

Taking the expectation of this quantity over all y € Sy, we obtain the inequality.

> cHXY) = 0.
@#£JCN

The converse trivially holds by taking a deterministic Y. ]

2.4 Venn Information Diagrams

We make a brief parenthesis on Venn diagrams, the interested reader might want to consider
the online survey of [RWO05].

2.4.1 Information Diagrams

Definition 7 (n-Venn Diagram, [RWO05]). Let C = {Cy, Co, ..., Cp} be a set of simple closed
curves in the plane. Let Rf” be the region enclosed in the interior of C; and R“* be the region
enclosed in the exterior of C;. The collection C is called an independent family if each of
the 2" regions ﬂ,e[[n]] X Is nonempty when X, is either Rf” or Rf’”t. If, in addition, each such
region is connected and there are only finitely many points of intersection between curves,
then C is a Venn diagram, or an n-Venn diagram.

Interpreting each closed curved of a Venn diagram as a set, the diagram should contain
every possible intersections. This can be seen, for a few particular cases, in the examples
shown in Figure 2.5.

Using Venn-diagrams, one can pictorially represent the information shared by tuples of
random variables. These types of diagrams are called (Venn) information diagrams. Each
closed curve represents — the Shannon entropy of — a random variable, and each region
represents a corresponding information quantity. For instance, the region containing exactly
A and B —and not in X and Y, represents the quantity /(A:B|XY). In general, information
diagrams display the relation between the two coordinate systems defined in Section 2.3.2
(p. 15): the canonical form and the atomic form.
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A B
A B
C

(a) a 2-Venn Diagram (b) a 3-Venn Diagram

Figure 2.5: Examples of Venn Diagrams

H(A) H(B)
H(C)

(a) For two random variables (b) For three random variables

Figure 2.6: Example of Information Diagrams

For n = 4 random variable we will use a diagram inspired of Charles L. Dodgson?
(see [Dod87]). We describe in Figure 2.7 how the diagram is constructed and how it should
be understood and used.

3also known as Lewis Carroll.
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B A - --

1| 2| 3
4 5|6 |7

C } \
g8 | 9 |10] 11

D A v
12| 13| 14 | 15

. \ \ Z J

Figure 2.7: An Information Diagram for 4 random variables

The regions numbered 1,3,4,12 correspond to atoms of the type H(W|XY Z) where
W, X,Y, Z € {A, B, C,D}. Thus they correspond to non-negative conditional entropies. The
only numbered regions that may be negative are 6,9,10,11,14.

Remark 2. We suggest the reader to find all other (non-atomic) regions for which the sum
of its components is non-negative due to the non-negativity of the corresponding instance of
the basic inequality.

2.4.2 Proving Inequalities Without Words

How can we certify that an (unconditional) information inequality is Shannon-type ? Recall
that a Shannon-type inequality is just a non-negative linear combination of instances of the
basic inequality. One could guess the coefficients but there is something better to do: Ask a
computer.

Indeed, for n random variables, consider the convex polytope defined by all Shannon-type
information inequalities. This polytope is generated by all instances of the basic inequality
for n random variables. The very fact that the non-negativity of linear function f is implied
by Shannon-type inequalities means that the hyperplane defined by f > 0 contains this
polytope. This can be checked using a reformulation into a Linear Program: we want in fact
to minimize f over the convex polytope defined by all Shannon-type inequalities and show
that the minimum of f is zero.

Linear Programming has been shown to be in P*. Various computer programs, such as
ITIP, XITIP, (see [YY,PPD]) — based upon LP libraries, use these specific LP programs to
prove information inequalities.

For n up to 4 or 5, one can try to prove that an inequality is Shannon-type by hand, or
with the help of information diagrams. We show in Figure 2.8 a picture proving the 4-variable
Shannon-type inequality (2.5):

H(BC) > I(A:C|B) + I(B:D|AC) + H(BC|AD).

In the picture, the region representing H(BC) is covered by regions representing conditional
mutual information quantities, this proves an information equality. The white regions being
always non-negative, H(BC) is thus greater than the sum of quantities represented by the
light red regions.

*Although it is in P, the size of the LP program for n random variables grows exponentially with n in general.
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Figure 2.8: Proof of the Shannon-type inequality H(BC) > [(A:C|B) + I(B:DJAC) +
H(BC|AD)

Remark 3. Most of the proofs involving information inequalities with few variables can be
proven using this visual technique.

2.5 Linear Random Variables

An important class of random variables is that of linear random variables. This class is based
on vector spaces and their subspaces - the very basic objects of linear algebra. For simplicity
we assume our vector spaces to be finite: the underlying field will be IF; for some prime power
g and the dimension is an integer. A single vector space V' of dimension d is then isomorphic
to IE‘;’. A natural way to define a random variable from V' could be to take a uniformly random
element from V. The set of elementary events of this probability space consists of the set of
vectors in V' and the distribution charges each vector with the same probability.

A more elegant (and simpler) way to generalize this construction to tuples is to use vector
space duality. We present the construction of a corresponding tuple of random variables
from [HRSV00]. More about the relation between random variables and vector spaces can be
found in [AKS10, DFZ09].

In a vector space V over the field F, let (V;)jenr be a n-tuple of linear subspaces of V.
As usual, we denote by V/, the set {Vj},c, for J C N. For each subspace Vj, we construct a
corresponding random variable «;, such that H(a) is proportional to rk(V/) for all J C V.
We proceed in the following way:

First, we pick uniformly at random a linear function o : V — F over all possible such
linear functions. The random variable associated to the subspace V; is defined by a; = o,
the restriction of a to Vj. For i,j € N, the pair (a|\/,:a|vj) has the same distribution as
Q|y+V - The same is true for triples, quadruples, quintuples, and so on: generally, for each
subset J C N, the tuple (ay,)ics has the same distribution as ay,,. Moreover, for any
linear subspace L of V/, the random variable c; is uniform and takes IF|™(L) different values,
ie., H(aj ) = rk(L) - log |F|.

This construction can be generalized to groups (and subgroups) as was studied in [CY02].

2.5.1 Intersection of Vector Spaces

For any two subspaces A, B, the set defined by

A+B={da+ub:acAbe B\ uckF}
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is called the sum of A and B and is also a vector subspace. The sum is called direct whenever
AN B = {@}. Vector spaces enjoy another nice structural property : their intersections also
makes a vector space, i.e., the set of vectors AN B is a vector subspace.

The ranks of the sum and of the intersection of two vector subspaces are related by the
following formula.

Proposition 5 (Grassmann's formula, [Gra44]). For every vector subspaces A and B,
rk(A+ B) + rk(AN B) = rk(A) + rk(B).

Remark 4. This formula does not generalize to an inclusion/exclusion principle for more
than 2 subspaces!

rk(AUBUC)
4
rk(A) + rk(B) + rk(C) —rk(ANB) —rk(ANC) —rk(BNC) +rk(ANBNC)

Take for instance three distinct lines meeting at the origin of the (affine) plane

2.5.2 Ingleton Inequality

An important inequality for vector spaces — it is also crucial for the study of random variables
as we shall see — is Ingleton inequality. It was discovered by A. W. Ingleton, initially motivated
by the study of matroid linear representations using vector spaces (see [Ing71]).

Proposition 6 (Ingleton Inequality, [Ing71]). For any vector spaces A, B, C, D, the following
rank inequality holds

tk(C) + rk(D) + rk(A + B) + rk(A+ C + D) + tk(B + C + D) <
<rk(C+D)+rk(A+C)+rk(A+ D) +rk(B+C)+rk(B+ D) (2.10)

This inequality is thus valid for linear random variables if we rewrite it using Shannon's
information measures.

e The rank of a subspace corresponds to the entropy of its associated random variable.
e /(A:B) represents the rank of the intersection of the corresponding subspaces AN B.

e /(A:B|C) represents the rank of the intersection of A/C and B/C (i.e., A and B
factorized over C).

Thus, inequality 2.10 rewrites into
I(C:D) < I(C:D|B)+ I(C:D|A) + I(A:B) (2.11)
Note that this inequality does not hold in general for random variables.

Proof of Proposition 6. We will prove the inequality for linear random variables. In Example 8
we proved the following conditional inequality:

H(X|C) = H(X|D) = H(X) — I(C:D) = 0 = I(C:D) < I(C:D|A) + I(C:D|B) + I(A:B)

Now suppose X is the random variable associated to the subspace C N D. The conditions
on the left-hand side hold, thus the inequality in the right hand side is true. Since X is not
involved in this inequality, it must hold without conditions. O



24 The Entropy Region & Information Inequalities

What happened in the previous proof? We have just shown that the intersection operator
is a very powerful tool: it extracts the common information. For any two linear random
variables A, B, the mutual information between A and B can be extracted, or materialized, in
its integrality into another linear random variable. Linear random variables are an example
where the common information and the mutual information are really the same quantity.

2.6 The Entropy Region Framework

Zhang and Yeung seminal papers from the late 1990's (see [ZY97,ZY98]) leading to the
discovery of conditional and unconditional non-Shannon-type inequalities mapped out the start
of the search for a complete characterization of the entropy space. Before this turning point,
all known inequalities were plain consequences of Shannon's basic inequality. The possibility
that Shannon-type inequalities were the only ones was still considered. This possibility is
excluded by the very existence of a non-Shannon-type inequality, which, alone, would justify
the study of information inequalities in a much general framework. This framework of
the Entropy Region was introduced by Zhang and Yeung and further developed in Yeung's
textbook [Yeu08] on Information Theory.

2.6.1 Entropic Regions

We are to defined the Entropy Region. An element of this set is a vector of entropies
describing a tuple of random variables.

Definition 8 (Entropy profile). For a tuple X, of n jointly distributed random variables, its
entropy profile

H(Xn) = (H(X1), H(X2), ..., H(X1, X2), H(X1, X3), ..., H(X1, X2, ..., Xp))

is defined as the shortlex-ordered® list of entropies of all subtuples X for each non-empty

JCWN.

Of course, a single vector can possibly be the entropy profile of many quite different
distributions.

Consider the (2" — 1)-dimensional real Euclidean space R2'\{Z} . Given a point h €
IR2N\{®}, we shall denote by h; its projection onto the J-coordinates for @ # J C N.

e A point h is called entropic if it is the entropy profile of some tuple of random variables,
i.e., such that h = H(Xy) for a tuple Xys.

e A point is called almost entropic if it is the limit of a sequence of entropy profiles.

e A point is called linearly entropic if it is the entropy profile of a tuple of linear random
variables.

We are now ready to define subsets of the Euclidean space which are of interest.

Definition 9 (Entropy Regions). Let n be a positive integer.
[} is the set of all entropic points,

M = {h e RZWMZY . s entropic }

SFirst sort by shortest length then lexicographically for each length.
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F: Is the set of all almost entropic points
T ={he RZWMY . s almost entropic }
[, is the set of all points satisfying all Shannon-type inequalities for n random variables,
rh={he RZWNMEY - satisfies all Shannon-type inequalities }
L, is the set of all linearly entropic points,
L,={he RZWNMSY - h s g linearly entropic point }

The following property is immediate:
Proposition 7. L, C [} C F: C Iy, for all positive integer n.

Proof. By definition, f: is the closure of '}, thus '}, C F:. Further, entropic points satisfy all
Shannon-type inequalities, so the same must be true for the limit of any sequence of entropic
points, /.e., for almost entropic points. ]

2.6.2 Geometric Properties and Cones

Some of the previous regions enjoy some nice topological properties.
Proposition 8 (Closure under Sums). The sum of two entropic points is an entropic point.

Proof. Let H(xx) and H(yxr) are respectively the entropy profiles of the tuples xy and yy,
and further assume that these tuples are independent. To see that H(zy) = H(xx) + H(yx)
is also an entropy profile, consider the variable Zxs defined by z; = (x;, y;).

Thus, we have H(z)) = H(x;) + H(y,) for any J C N. So for this zy, H(zy) =

HOov) + Hlyw)- u
Corollary 2. The point k-h-+k’-h is entropic, for all non-negative integers k, k' and entropic
points h, h'.

Definition 10 (/N-serialization). For a random variable x, we can consider the tuple formed

by N independent and identically distributed copies of x, denoted by X = (x*, x2, ..., x"N).

For a tuple of random variables (x,y, z, ... ), we call N-serialization the tuple (X,Y, Z,...)
where each component consist of N independent copies of the corresponding component in
the original tuple.

Definition 11 (Convex cone). Let C be a subset of a vector space,

e C jsa coneifaC C C for any non-negative scalar o,
e Cisconvex if \C+(1—XN)CcCCforall0<X<1,

e C is convex cone if aC + BC C C for non-negative scalars a, 3.

For any subset E of a vector space, one can construct con(E) the smallest convex cone
containing E.

Definition 12 (Dual Convex Cone). To any subset E of a vector space VV can be associated
its dual convex cone:

dual(E) . ={veV*:Vw € E, v(w) > 0},

where V* is the dual vector space of V.
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The set I, of all points satisfying Shannon-type inequalities is a closed convex cone. This
is because the solutions of a system of linear inequalities form a closed convex cone. The
dual set dual(",) consists of the set of coefficients of all valid Shannon-type inequalities, it is
clearly a closed convex cone. It is sometimes simpler to think in terms of dual cones.

agm =% .
Proposition 9. ', is a convex cone.

Proof. Assume first that H(xx’) and H(yxr) are two entropy profiles for tuples xx and (resp.)
yar. We must understand why the point - H(xx) + 8 - H(yx) is almost entropic for every
a,B €RT.

For this we construct two variables, a tuple Zx depending on a “selector” S. Define Xs
and Yy to be n-serializations of xy» and yar respectively.

0 with probability 1 — p — q. 0 fS=0.
S =<1 with probability p. and Zj=¢(X; ifS=1.
2 with probability g. Y, ifS=2.

For each subtuple indexed by @ # J C N, we bound the entropy of Z using basic inequalities:
H(Z,|S) < H(Z) < H(S) + H(Z,|S).

We can compute H(Z,|S) = np - H(X,) + nq - H(Y)).

We immediately see that we should take np = o and nqg = 3. As the size n-serialization
grows, the entropy of S becomes negligible (S tends to a deterministic random variable),
while H(Z)) = a- H(X)) + B - H(Y)).

We have proven the theorem for entropic points. The result follows for almost entropic
points since they are limits of entropic points. ]

2.6.3 Characterization of Entropy Regions

Trivially, we have '] = ﬁ =71 = R. Indeed, let X be a random variable defined on an
alphabet of size m, then the entropy of H(X) belongs to [0, log m] and can take any value in
this interval since it is continuous. By taking m large enough, any point (a) € R can be the
entropy profile of a single random variable.

Characterization For Two Random Variables

Figure 2.9: Representation of the region for two random variables

Theorem 3. 5 =1, =1

Proof. By Proposition 7, we only have to show that ['> C 5. Let a, b, ¢ be any non-negative
reals and A, B, C be random mutually independent random variables such that H(A) = a,
H(B) =band H(C) =c. Let U= (A, B) and V = (B, C), then the entropy profile of (U, V)
is the one represented in Figure 2.9. ]
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For Three Random Variables

Figure 2.10: Representation of the region for three random variables

Lemma 2. Let m € R. The point h = (m, m,m,2m,2m, 2m, 2m) is entropic iff m = log M
for some positive integer M € N*,

Figure 2.11: The point h = (m, m, m,2m, 2m, 2m, 2m)

Proof. Let x, y, z be random variables whose profile is h.
For any (x;, y) € Sx x S, there exists a unique z such that

p(xi.y) = p(x;,y, z)

Moreover

p(xi)p(z) = p(x;, z) = p(xi, ¥, 2) = p(y. z) = p(y)p(2).
So p(x;) = p(y) for any x; in the support of x. This means that x is uniformly distributed
over Sy. By symmetry of the distribution, the same holds for y and z. Summarizing:

H(x) = H(y) = H(z) = log |Sx| = log |Sy| = log |S,| = m.

This means that the size of the supports of our three random variables is some integer M
such that m = log M.

The point his entropic since it is the entropy profile of the variables in Example 4
(p. 8). O

And now the characterization result:
=
Theorem 4. [ CT3=13

Proof. T3 # fz follows immediately from Lemma 2. It remains to see why fz =[3.
For simplicity, we switch to atomic coordinates. In this coordinate system, each of the
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vectors

& =(1,0,0,0,0,0,0),
& =(0,1,0,0,0,0,0),
& =(0,0,1,0,0,0,0),
&»=(0,0,0,1,0,0,0),
&5 =(0,0,0,0,1,0,0),
&3 = (0,0,0,0,0,1,0),
&3 = (0,0,0,0,0,0,1),

is entropic. For instance & corresponds to the quantity H(X3|X1X2). Let J C {1,2,3},
Zero be a deterministic random variable and One be a uniform bit, set for each i € {1, 2, 3},

X; =

One ifieJ
Zero ifi¢J

However, in this coordinate system some quantities can be negative. The only possibly
negative quantity is /(X1:X2:X3), which is associated to the vector € ,3. The idea is to use
the profile § = (0,0,0, m, m, m, —m), entropic by Lemma 2.

Take a vector h € ["3, In our basis

h= > hy-&.

@#IC[3]

Instead, we write h as

h = h1& + ho& + h3& + (ha — g12)€12 + (M3 — g13)&13 + (h2s — g23)&3 + h123g

Since all vector in this decomposition are entropic except possibly g which is almost entropic:
helr. O

FrantiSek Mat(s further investigated the region '3 and confirmed that this region is indeed
more complicated, by extending the result of Lemma 2. The lemma implies that '3 is not a
convex cone. However it could be that the “difference” between this set and its closure is
not significant. In fact, this difference indeed is significant! In [Mat06], Matas proved that
on some facet F of the convex cone T, the set "% intersects F at a region delimited by a
piecewise-linear function. This result was recently further developed in [HCG12,YC12].

2.7 Non-Shannon Information Inequalities

The last result hinted what was possibly coming for bigger tuples. For four or more random
variables, the situation becomes more delicate.

Theorem 5 (Zhang and Yeung, [ZY98]). I C T, C T, forn> 4.
This theorem implies the existence of non-Shannon-type inequalities. The following second

result by F. Matus definitively proves the difficulty of the characterization of the convex cone
of all almost entropic points.
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Theorem 6 (No finite linear characterization, [Mat07b]). T* is not a finitely generated
for n > 4, i.e., there are at least a countable infinite number of independent information
inequalities.

Still, the situation is manageable for the set L4. Hammer et al characterized in [HRSV00]
the set of inequalities in 4 variables for linear random variables.

Theorem 7 (Characterization of con(L4)). dual(L4) consists of all linear combinations of
Shannon-type inequalities and the Ingleton inequality.

2.7.1 Non-Shannon-type Conditional Inequalities

The timeline of the quest for non-Shannon-type inequalities begins with the discovery of
Zhang-Yeung's conditional inequality.

Theorem 8 (Zhang-Yeung's conditional information inequality, [ZY97]).
I(A:B|C) =0 and I(A:B) =0« [(C:D) < I(C:DJA) + I(C:D|B) + I(A:B).

Proof. We prove this inequality using the KL-divergence. The first distribution we use is

p(a.c.d)-p(b.c.d)

p(a b, c d)= {0 plc.d) if p(c,d) > 0.

otherwise.

After summing p’ over a, b, ¢, d in that order, we see that p’ is a well-defined distribution.
Remember that we can express the assumption /(A:B|C) = /(A:B) =0 as

p(a, b, c)-p(c)=p(a,c)-p(b c)
p(a. b) = p(a) - p(b)

Consider the function g defined as follows :

(0.0 p(b,0)p(ad) p(bd) |
d(abcdy=1  s@emeee@ @ P(B)-p(c) - p(d) >0
0 otherwise.

By using both assumptions we can rewrite g into

p(a. b, c) - p(a, d) - p(b. d)
p(a, b) - p(d)

Summing over ¢, a, b, d in that order, reveals that g is a distribution:

,b,c)-pla,d)-p(b,d d b, d
S alo.b.co) = 33 MR Zzp(a FoR =t

a,b,c,d a,b,d ¢
p(a,b)>0 p(d)>0
p(d)>0

qg(a, b, c,d)=

Since the support of p’ is included in the support of ¢ the divergence inequality is not trivial.

D(p'|lg) =0
p(a.c.d)-p(b.c.d) pla.c.d)- p(b c d)- pa)- p(b)-p(c) p(d)
bzd ocd) 9 pc.d) plac) p(bc) plad) pbd) —°
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One can verify that it can be expanded into entropies. For instance if we split the logarithm
term, the following subterm can be computed as follows:

Z p(a,c,d)-p(b,c, d) | 1 Z p(a,c,d)-p(c, d) 1

a,b,c,d P(C, d) o9 p(a, C) a,c,d D(C, d) |Og p(a. C)
1
= ach:dp(a, c,d)log P00
1
= ; p(a, c)log m
= H(AC)

Computing all subterms gives

I(C:D)<I(C:DIA)+ I(C:D|B).

A second conditional inequality, with a similar proof, was discovered by Matus.
Theorem 9 (Mat(s, [Mat99a)). If I(A:B|C) =0 and I(B:D|C) =0, then
I(C:D) < I(C:D|A)+ I(C:D|B) + I(A:B).
Proof. Reuse the distribution p’ from the previous proof:

pla.c.d)plbed) e - 4y > 0.
p'(a b c d)= plc.d) p(  )
0 otherwise.

Notice that the conditions mean:

p(abc) - p(c) = p(ac) - p(bc),
p(bed) - p(c) = p(bc) - p(cd),

and therefore p’ has another equivalent form:

w |f a.c)> O
p'(a b c, d)= pla.c) pla _ ) (2.12)
0 otherwise.

Now take,

pa.b.O) o0} pbD) i p(a, b) - p(d) > 0.

q(a, b, c,d) = W if p(a, b) = 0 and p(d) > 0.

0 otherwise.

This g is a probability distribution. In the KL-divergence from p’ to g, the sum when
p(a, b) = 0 is null (because of equation (2.12)). D(p’||q) thus reduces to:

p(a.c.d)-p(b.c.d) plac.d) plbc d)-p(ab)-p(d)
2 b(c. d) %9 5(c.d)-p(a,b.c) - pla d) - p(bd) ~ °

a,b,c,d

Splitting the logarithm, every terms rewrites to an entropy quantity. For instance, the trick
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to obtain the terms H(AB) and H(ABC) is to use the second form (2.12) of p’. Thus, the
KL-divergence from p’ to g rewrites to

—H(ACD) — H(BCD) — H(AB) — H(D) + H(CD) + H(ABC) + H(AD) + H(BD) > 0.
Adding /(A:B|C) > 0 to the last inequality finishes the proof. O

For this third inequality we provide two different proofs, one in the style of the two previous
ones, and one which does not use the KL-divergence inequality.

Theorem 10 (K., Romashchenko, [KR11]). if I(A:B|C) =0 and H(C|AB) = 0, then
I(C:D) < I(C:DJ|A)+ I(C:D|B) + I(A:B).

First presentation of the proof. Let p(a, b, ¢, d) denote the distribution of discrete random
variables (a, b, ¢, d) for which H(c|ab) = I(a:b|c) = 0.
Let us define two new distributions, p’(a, b, ¢, d) and q(a, b, ¢, d) as follows:

/ _p(a.c.d)-p(b c, d)
p'(a b, c d)= o(c.d)

and

p(a.d)-p(b.d) ,
q<a,b,c,d):{0 6 i plab.c) - p(d) > 0.

otherwise.
Since [(a:b|c) = 0, the condition p(a, b,c) > 0 is true if and only if p(a,c) > 0 and

p(b, ¢) > 0. We notice that q is not a distribution, however >~ q(a, b, c,d) < 1. Therefore
a,b,c,d
the KL-divergence inequality still holds (see Remark 1) and thus:

p(a.c.d)-p(b.c.d)  ~ plac.d) pb c.d)- p(d)
p(c.d) 97p(c.d)-p(a, d)-p(b.d) -

0<D(plg) =
a,b,c.d
p(a,b,c)>0

It follows immediately that
0 < H(AD) + H(BD) + H(CD) — H(ACD) — H(BCD) — H(D).

Now we add the values /(A:B|C) = H(AC) + H(BC) — H(ABC) — H(C) and H(C|AB) =
H(ABC) — H(AB) to the right-hand side of the inequality (both these values are equal to 0
for our distribution) to obtain the desired

0<I(C:DIA)+ I(C:D|B)+ I(A:B) — I(C:D).

We give a second proof which does not use the KL-divergence.

Second Proof of Theorem 10. The argument consists of two steps: “enforcing conditional
independence” and “elimination of conditional entropy”. Let us have a joint distribution of
random variables a, b, ¢, d. The first trick of the argument is a suitable transformation of this
distribution. We keep the same distribution on the triples (a, ¢, d) and (b, ¢, d) but make b
independent of a conditional on (c, d). Intuitively it means that we first choose at random
(using the old distribution) values of ¢ and d; then given fixed values of ¢, d we independently
choose at random a and b (the conditional distributions of a given (c, d) and b given (c, d)
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are the same as in the original distribution). This can be done by modifying b only. More
formally, if p(a, b, ¢, d) is the original distribution, then the new distribution p’ is defined as

p(a,c,d)-p(b,c, d)
p(c. d)

(for all values (a, b’, ¢, d) of the four random variables). With some abuse of notation

we denote the new random variables by a, b/, ¢, d. From the construction (a and b are
independent given c, d) it follows that

p'(a b, cd)=

H(AB'CD) = H(CD) + H(A|CD) + H(B'|CD)
Since (b, ¢, d) has exactly the same distribution as the original (b, ¢, d), we have
H(AB'CD) = H(CD) + H(A|CD) + H(B|CD)
The same entropy can be bounded in another way:
H(AB'CD) < H(D) + H(A|D) + H(B'|D) + H(C|AB')

Notice that the conditional entropy H(B’|D) is equal to H(B|D) (we again use the fact that
b, d has the same distribution as b, d in the original distribution). Thus, we get

H(CD) + H(A|CD) + H(B|CD) < H(D) + H(A|D) + H(B|D) + H(C|AB')

It remains to estimate the value of H(C|AB’). We will show that it is zero (and this is the
second trick used in the argument).

Here we will use the two conditions of the theorem. We say that some values a, ¢ (b, ¢ or
a, b respectively) are compatible if in the original distribution these values can appear together,
i.e., p(a,c) >0 (p(b,c) >0 or p(a, b) > 0 respectively). Since a and b are independent
given c, if some values a and b are compatible with the same value ¢, then these a and b are
compatible with each other.

In the new distribution (a, b’, ¢, d), values of a and b’ are compatible with each other only
if they are compatible with some value of c¢; hence, these values must also be compatible
with each other for the original distribution (a, b). Further, since H(C|AB) = 0, for each
pair of compatible values of a, b there exists only one value of ¢. Thus, for a random pair of
values of (a, b") with probability one there exists only one value of c. In few words: for the
new distribution H(C|AB’) = 0.

Summarizing our arguments, we get

H(CD) + H(A|CD) + H(B|CD) < H(D) + H(A|D) + H(B|D),
which is equivalent to
I(C:D) < I(C:D|A) + I(C:D|B) + I(A:B).
]

Remark 5. In the argument of the last proof, we constructed a new distribution (a, b’, ¢, d)
from (a, b, ¢, d). If we remove the assumption H(C|AB) = 0, the new distribution satisfies a
combinatorial property: the triples (A, B, C) and (A, B, C) have the same support. Adding
the condition H(C|AB) = 0 indeed automatically makes H(C|A'B") = 0.

These three inequalities are non-Shannon-type since they exclude one of the (symmetric)
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points

pi=(2,2,2,2,4,3,3,3,3,3,4,4,4,4,4),
P =(2,2,2,2,3,4,3,3,3,3,4,4,4,4,4),
P3=(2,2,2,2,3,3,4,3,3,3,4,4,4,4,4),
pa=(2,2,2,2,3,3,3,4,3,3,4,4,4,4,4),
Py =(2,2,2,2,3,3,3,3,4,3,4,4,4,4,4),
Po=(2,2,2,2,3,3,3,3,3,4,4,4,4,4,4),

while Shannon-type inequalities do not.
We give two other inequalities by Mat(s, the proof of which is of a rather different nature
and will be given in the sequel (see Chapter 6 p. 105).

Theorem 11 (Matas, [Mat07b]).
if I[(A:C|D) =0 and I(A:D|C) =0 then I(C:D) < I(C:D|A) + I(C:D|B) + I(A:B).
if I(A:C|D) = 0 and I(C:D|A) = 0 then [(C:D) < I(C:D|A) + I(C:D|B) + I(A:B).

The reader will certainly have noticed that in each of these five conditional inequalities,
the conditions imply Ingleton inequality. While Ingleton inequality does not hold in general,
these conditional inequalities show it still holds on some facets. These facets defined by the
conditions describe a subspace of co-dimension 2 for each conditional inequality except for
the one from Theorem 10 where the co-dimension of the facet is 3 since

H(C|AB) = H(C|ABD) + I(C:D|AB).

Conditional inequalities constitute the “most significant” part of the difference between
the set of entropic points and the set of almost entropic points. Indeed, a result of Matus
(see [Mat07c, Theorem 1]) explains that the main difference between these sets lies at the
border. Each conditional inequalities specifies a bit more what happens on the frontier of
entropy regions.

2.7.2 Non-Shannon-type Unconditional Inequalities

A certain number of, sometimes infinite, lists of 4-variable non-Shannon-type inequalities
have been discovered in the literature. Some are not independent, some are superseded by
others. They were all discovered by proofs relying on a handful of techniques and tricks. We
aggregate here an overview.

Theorem 12 (Zhang and Yeung, [ZY98]). The following is a 4-variable non-Shannon-type
information inequality:

I(C:D) < I(C:D|A)+ I(C:D|B) + I(A:B) + I(C:DJA) + I(A:C|D) + I(A:D|C)
Proof. The following is a Shannon-type information inequality

I(C:D) < I(C:D|A)+ I(C:D|B) + I(A:B)+
+ I(C:D|E)+ I(E:C|D) + I(E:D|C) + 3I(E:AB|CD) (2.13)
Let us construct a suitable auxiliary variable E as follows: When the value of (C, D) is given,

define E to be a variable with the same distribution as A, such that E is independent of (A, B).
The distribution of (E, C, D) is the same as (A, C, D) and by our construction E1LAB|CD.
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Plugging this E in inequality 2.13 proves our theorem. O

Using the same trick, Dougherty et al proved six independent non-Shannon-type inequalities
in [DFZ06]. Matas proved a few lists of infinitely many information inequalities in [Mat07b].
A slightly more general inequality was proven using a different technique:

Theorem 13 (Makarychev et al, Matas, [MMRV02], [Mat07a]). The following are two
5-variable non-Shannon-type information inequality:
I(C:D) < I(C:D|A)+ I(C:D|B) + I(A:B) + I(C:D|E) + I(E:C|D) + I(E:D|C) (2.14)
I(C:D) < I(C:D|A)+ I(C:D|B) + I(A:B) + I(A:C|E) + I(A:E|C) + I(C:E|A) (2.15)

We will need the following lemma (more thoroughly presented in Chapter 4 p. 68):

Lemma 3 (Wyner, [Wyn06]). Let (x,y, z) be a jointly distributed triple of random variables.
Consider the N-serialization X,Y and Z respectively. Then there exists a random variable W
such that

H(W|XY) =0,
HW) < N-I(xy:z)+ o(N),
H(XIW) < N - H(x|z) + o(N),
H(Y W) < N - H(y|z) + o(N),
H(XY|W) < N - H(xy|z) + o(N).
We denote this W by AK(Z:XY).

Proof of Theorem 13. Let A', B', C', D', E be N-serializations of A, B, C, D and E respec-
tively and W = AK(E’:C'D’). Note that we have:

I(C'D":E"Y=1(C":D") = I(C":D'|\E"Y + I(E':C'"|D") + I(E"-:D'|C"),
HWIC") = HW) + H(C'|W) — H(C")
< I(C'D':E") + H(C'|E") — H(C') + o(N) = I(E":D'|C") + o(N),
HW|D") = HW) + H(D'|W) — H(D")
< I(C'D":E') + H(D'|E") — H(D') + o(N) = I(E':C'|D') + o(N).

Recall (2.8) from page 16 (rewritten for our use)
HW) <2HW|C') + 2H(W|D") + I(C":D'|A") + I(C":D'|B") + I(A":B')
Dividing by N, this inequality rewrites to :
I(C:D) < I(C:DJA)+ I(C:D|B) + I(A:B) + I(C:D|E) + I(E:C|D) + I(E:D|C) + o(1),
which implies inequality (2.14).

Let A', B, C', D', E' be N-serializations of A, B, C, D and E respectively and W satisfy
the statement of the previous lemma for A, C, E.
Recall inequality 2.9 (see page 16):

H(E|C) < H(E|AC) + H(E|BC) + I(A: B|C).
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The following inequalities are true for our variables:

I(ACE"y = I(A:C") — I(A:C'|E") + I(A:E'|C") + I(C":E'|A),
I(A:C") = I(C":D') + I(A:C'|D') — I(C":D|A),
H(W) < HWIA) + HW|B') + I(A:B'),
H(W|B') < H(W|C") + HW|D') + I(C":D'|B"),
H(W|D') < H(W|A") + HWI|C') + I(A':C'|D").

As before, we have also

HWI|A) = I(E":C'|A) + o(N),
HWI|C') = I(E":A|C") + o(N).

Summing the last 7 inequalities, dividing by N and taking the limit gives inequality (2.15). [J

These inequalities were again generalized in two ways to a greater number of variables
using induction in [MMRV02].

Comments

For 5 and 6 linear random variables, the problem is being solved. Dougherty et al discovered
the full list of inequalities generating dual(Ls): there are more inequalities than the ones
implied by Shannon-type and Ingleton inequalities. They also have found many independent
6-variables inequalities for ranks [DFZ09]. A possible conjecture is that L, is generated by a
finite list of inequalities, for all n > 1. For general random variables, they have found many
families of 4-variable non-Shannon-type inequalities in [DFZ11].

Frantisek Matt$ and Milan Studeny [MS95, Mat95, Mat99a, Stu01] studied conditional
independence relations and Mat(s solved the problem for 4 variables. He also gave a complete
explanation of the Zhang-Yeung unconditional inequality for 4-variables related to polymatroids.



36

The Entropy Region & Information Inequalities




Chapter 3

Perfect Secret Sharing

Contents
3.1 Access Structures . . . ... . ... i 37
3.2 Perfect Secret-Sharing Schemes . . . . ... ... ......... 39
3.3 Threshold Schemes . .. ... ... ... ... 42
3.4 General Access structures and Linear Secret Sharing . . . . . . 46
3.5 Ideal Secret-Sharing Schemes and Matroids . .. ... .. ... 54
3.6 Lower Bounds on the Information Ratio from Information

Inequalities . . . . . . . . . i i i i i e e 61
Introduction

A secret-sharing scheme is a method by which one can distribute shares of a secret to several
participants in such a way that authorized groups of participants can reconstruct the secret
but forbidden ones get no information about it. In the standard definition of perfect secret
sharing the requirements are strict: every authorized group gets full information about the
secret while any other (forbidden) group gets absolutely no information about it.

For instance, assume that a computer scientist wants to share a secret — say, a bit string
x of length n — between Alix and Bert in such a way that they can reconstruct x together
but neither Alix nor Bert can do this in isolation. The plan is simple: choose a random string
r of length n and give rto Alix and r & x to Bert (r @ x is the bitwise xor of x and r). In
isolation, both r and r & x are uniformly distributed among all n-bit strings, so they have no
information about x.

3.1 Access Structures

The general setting for secret sharing can be described as follows. We consider a finite set IC
whose elements are called secrets. A important requirement for K is that it should contain
at least two elements — there should be a secret to be shared. We also have a finite set
P of participants. An access structure is a non-empty set ' whose elements are groups of
participants, i.e., a non-empty subset of &2(P). Elements of I" are called authorized groups
of participants (that should be able to reconstruct the secret). Any other subsets of P are
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called forbidden groups (that should get no information about the secret). We always assume
that I is upward-closed (it is natural since a bigger group knows more).?.

Definition 13 (Minimal authorized groups). An access structure I is a monotone subset of
P(P), ie., if AcT then AUB €T forany B CP. An authorized group A is minimal if for
any a € A, the group A —{a} is forbidden. Any access structure is uniquely defined by the
set [~ of its minimal authorized groups.

Since in our case, forbidden groups are exactly the groups that are not authorized, one
can alternatively determine any access structure by the set of all its forbidden groups A. This
set is sometimes called the adversarial or prohibited structure. By the definition of an access
structure, A is downward closed and is uniquely defined by the set AT consisting of all its
maximal forbidden groups:

AT ={AcA:VpeP Au{p}eTl}

There should exist a secret worth sharing. Therefore, one can consider an access structure
should not be empty (since otherwise the secret is not shared) and does not consist of all
possible groups of participants (since there should be a secret to be shared). If a group
consisting of a single participant is authorized, then this participant should get the secret. It
is thus safe to assume that a nontrivial access structure should contain no singleton.

3.1.1 Examples of Access Structures

In the introductory example of this chapter, the set of secret keys is K = B" (the set of n-bit
strings), the set P = {Alix, Bert} contains two participants, and the access structure '
consists of the subset {Alix, Bert} only. Let us give more examples of basic access structures.

Threshold access structures. For a set of n participants and integer threshold 0 < m < n,
the authorized groups of an (m, n)-threshold access structure are the sets of participants of

size at least m, i.e.,
I’(m,,,) = {A - P |A| > m}

Graphical access structures. If G is an undirected graph consisting of a set of vertices
V and a set of (undirected) edges E, one can define an access structure '(G) in a natural
way from its minimal authorized groups by letting '~ (G) = E. Participants are vertices and
minimal authorized groups are edges. For instance, the access structure associated with the
complete graph on n vertices is the (2, n)-threshold access structure. More generally, we shall
denote by I'(H) the access structure associated with a hypergraph H.

3.1.2 On the Number of Access Structures

An antichain is a subset of a partially ordered set such that any two elements are incomparable.
On the ground set of participants P, there is a bijection between non-empty antichains (for
set inclusion) and access structures defined by minimal authorized groups.

Another way to think about access structures is using monotone boolean functions. Take
an access structure [, construct a boolean function f with n bit inputs. Each input bit /
correspond to a participant p; € P so that we can think of the whole input as a group of

1One can also consider a more general setting where some groups are neither allowed nor forbidden (so
there is no restriction on the information they may get about the secret.) We do not consider this more
general setting in this chapter.
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participants — the /-th input bit correspond to the presence of participant p; € P in the group.
The output of f is 1 iff the group A defined by the input belongs to the access structure. This
function is monotone because as soon as a group is authorized, flipping input bits from 0 to
1 will only make the group bigger. In fact there is also a bijection between access structures
and monotone boolean functions.

So we see that access structures correspond to well-studied objects. However many simple
questions on these objects turn out to be open. For instance, computing the exact number of
antichains over a n-element set, which is also the number of monotone boolean functions with
n inputs, is a difficult task known as the Dedekind problem. The following good approximation

has been found in [KMT75],
L (o (=2))(13))

Sperner studied antichains [Spe28] and gave the maximum size of an antichain

(1)

witnessed by the (|5, n)-threshold and ([5], n)-threshold access structures.

3.2 Perfect Secret-Sharing Schemes

In general, a secret-sharing scheme can be defined as follows. For every participant p € P
a set S is fixed; its elements are called p's shares. For every value of the secret k € K we
have a tuple of |P| dependent random variables o, € S,. There are two conditions for this
scheme to be perfect:

e for every authorized set A € I it is possible to reconstruct uniquely the secret k from
the shares given to participants in A, i.e., for different secrets k and k' the projections
of the corresponding random tuples onto A-coordinates have disjoint ranges;

e for every forbidden set B ¢ I the participants in B altogether get no information about
the secret, i.e., for different secrets k and k’ the projections of the corresponding
random tuples onto B-coordinates are identically distributed.

Various models of combinatorial secret-sharing schemes were introduced, for instance
in [BS92] and [BD91]. Note that in this definition we have no probability distribution on the
set of secrets. This setting is natural for the case when somebody gives us the secret (i.e.,
the user chooses her password) and we have to share whatever is given to us.

For instance, if all probabilities of shares are rational numbers, this definition becomes
purely combinatorial and schemes can be represented using finite matrices. We present
the simplified case where each possible tuple of shares has the same probability. Now a
secret-sharing scheme can be represented as a list of distribution rules. A distribution rule
is an n+ 1-tuple (k,01,...,05,) where k is a possible secret and (01, ,0p) is a possible
vector of shares given to the set of participants. A scheme described by a list of distribution
rules works as follows: To share the secret k, choose uniformly at random a distribution rule
whose first component is k and distribute the shares o; to the corresponding participants.

Another way to talk about secret sharing is to say that the secret is also a random variable
(see [KGHB83] and the further development in [CSGV93]). In this approach, a secret-sharing
scheme is a joint distribution of several random variables: one (s) for the secret and one (o)
for each participant p. This scheme is called perfect for an access structure I if
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Figure 3.1: Distribution rules of some (2,2), (3,3) and (2, 3) threshold schemes

e RECOVERABILITY: for every authorized set A the projection o4 = {0, p € A}
determines s;

e PRIVACY: for every forbidden set B the projection oz is independent with s.

These conditions can be rewritten using Shannon information theory: the first condition
says that H(s|oa) = 0, and the second says that /(cg:s) =0, ie.,

0  ifAer.
I(s:04) = {H(s) fAET.

To be exact, we should ignore events of probability zero when saying that o4 determines
s. To avoid technicalities, let us also agree that our probability space is finite and all values
of the secret have positive probabilities.

The combinatorial and the information-theoretic definitions of a perfect secret-sharing
scheme are closely related:

e Assume that a perfect secret-sharing scheme in the sense of the first definition is given.
Then for every distribution on secrets (random variable s € K) we get a scheme in
the sense of the second definition as follows. For each secret k € K we have a family
of dependent random variables o,, and we use them as conditional distribution of
participants’ shares if s = k.

e Assume that a perfect secret-sharing scheme in the sense of the second definition is
given, and (as we always assume) all secrets have positive probabilities according to
s. Then the conditional distributions of o, with the condition s = k form a scheme
according to the first definition.

This equivalence shows that, in the second version of the definition, the distribution on
secrets is irrelevant (as far as all elements in K have positive probabilities): we can change s
keeping the conditional distributions, and still have a perfect secret-sharing scheme (as first
observed in [BSV98]). The advantage of the second definition is that we can use standard
techniques from Shannon information theory (e.g., information inequalities).

3.2.1 First properties of perfect schemes
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Notations.  We (ab)use our notations, for the sake of the reader, in order to make our
statements less cumbersome. We may identify groups of participants with their tuple of
shares, and omit the signs {} and U for singletons, so that for a participant a and group B
we write aB to mean the pair of shares (0,, 0g) as well as the set {a} U B, according to the
context.

The first basic property of perfect secret-sharing scheme is that the number of possible
shares of a non-redundant participant is at least the number of possible secrets. This is
because a non-redundant participant turns a forbidden group into a authorized group, she
should therefore be able to tell apart each possible value of the secret (see [KGH83,CSGV93)).

Lemma 4 (Folklore). For a perfect secret-sharing scheme, if p is not a redundant participant
then
H(p) > H(s)

The proof of this lemma is related to the proof Shannon's secrecy theorem.

Proof. Let F € A be a forbidden group and p € P be a (forbidden) participant which makes
the group pF authorized, then

H(p) > H(p|F) = H(p|Fs) + I(s:p|F) = H(s). O

This motivates the particular case of ideal secret sharing for which the bound above is
met:

Definition 14 (Ideal Secret Sharing). We call a perfect secret-sharing scheme ideal whenever
every share given to a participant has the same size as the secret. An access structure is
called ideal if it admits an ideal perfect secret-sharing scheme.

In general, we have the following basic bounds for any perfect secret-sharing scheme.
Proposition 10 (Van Dijk, [VD95]). For any perfect secret-sharing scheme

o fB¢T and AB €T, then
H(AIB) = H(s);

e fC¢Tl and AC,BC €T, then
I(A:B|C) > H(s);
e fABC €T and AC,BC ¢ T, then

I(A:B|Cs) > H(s).

Proof. The first statement is simply a special case of the second. Under the assumptions of
perfect secret sharing, the basic inequality

I(A:B|Cs) = H(ACs) + H(BCs) — H(Cs) — H(ABCs) > 0
can be rewritten as
H(AC) + H(BC) — H(C) — H(s) — H(ABC) > 0,

which gives our second statement. The third statement is now easily derived from the
inequality
I(A:B|C) >0
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and perfect secret sharing requirements. O

Special Participants It is sometimes useful to think of the secret as being held by an extra
participant, usually called dealer.

Remember that redundant participants should be considered useless in the sharing process
since they do not turn any forbidden group into an authorized one. Such a participant can be
given a “null” share. We can therefore assume, without loss of generality, that ' contains no
redundant participants, i.e.,

U A=7.

Aelr—

A participant is called dictatorial if she belongs to all authorized groups. It is a little less
obvious to see why dictatorial participants can be ignored. Suppose [ contains a dictator
p € P, then to share the value s, choose a random value r uniformly in the same set as s,
give r + s to p and share r with the access structure {A—v:pe AcTl}.

Two participants p, g € P are called equivalent whenever there is no A C P such that
Apgel~and forall ACP, Apel & Ag € I'. We call reduced an access structure which
does not contain equivalent participants. (Equivalent participants can be given the same
information.)

An access structure is said connected, if it is not disjoint union of two access structures.
Two access structures 1, [5 are said isomorphic if there exists a permutation 7 such that for
allgroup ACP,Acl; & 7m(A) erl,.

3.2.2 Information Ratios as Efficiency Measure

The efficiency or complexity of a scheme can be measured by the amount of information
given to participants (as shares) compared to the size of the secret. We will mainly use two
related measures. The first one is the (worst-case) information ratio p which is defined as
the maximal size of a participant share compared to the size of the secret:

H(p)

The second is the average information ratio, defined as the arithmetical mean of the sizes of
all participants shares compared to the size of the secret:

The (optimal) information ratios p(I") and g(I") of an access structure is the supremum
of py, resp. py over all possible perfect secret-sharing schemes ¥ for I'. An optimal perfect
secret scheme is a scheme satisfying g = g(I"). Such a scheme does not necessarily exist, as
was shown in [Mat99b] and [BLP0S].

3.3 Threshold Schemes

Historically, the motivating example for secret sharing was Shamir’'s scheme (see [Sha79])
which implements threshold access structures (see Paragraph 3.1.1).
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3.3.1 A (n, n)-threshold Scheme

First we present the simpler case where the threshold is maximal, this access structure consists
of a single authorized group which is the whole participant set. The case of two participants
was solved in the Introduction, it is exactly the idea of one-time pads (Vernam cipher) in
cryptography. For n participants, a scheme could go as follows: take n random numbers
r,..., r, from, say, {1...,10}, chosen independently and with the uniform distribution. The
secret is then rn + ... 4+ .

This setting can be generalized to any group. Let (G, e) be a group and k € G be the
secret key. We define a (n, n)-threshold scheme as follows.

(1) Give the first n — 1 participants an element g; € G chosen uniformly at random.
(2) Give the last participant the share g, = g1 g, ®---0g, 1 k.

The set of all participants may then compute

k=g,2 e --egleg,

and recover the secret k. However, the share vector of any set of g < n participants, takes
any value in G9 with the same probability, and thus give no information about k.

3.3.2 Shamir’s Threshold Scheme

An elementary explanation of the main idea of this scheme is that two points determine a
unique line, three points determine a parabola, and so on. Shamir’s pioneer scheme is a
method to implement any threshold access structure. In this scheme, secrets are elements of
a finite field IF; of size greater than n. To share a secret value k, we construct a random
polynomial

P(x) = k4 rnx—+mnx®+ .. . +r_ixt1

where the r; are chosen independently and uniformly in IF. The shares are the values
P(x1),..., P(x,) for distinct nonzero field elements xq, ..., x, (for each participant a non-
zero element of the field is fixed).

The reason why this scheme indeed works can be subsumed in the following basic fact
about polynomials: any polynomial of degree d is entirely defined by any d 4+ 1 of its values
on distinct points.

(1) Recoverability: Every group of t participants can reconstruct the polynomial (and therefore
k). Indeed, they can for instance recover the polynomial using Lagrange Polynomial
interpolation. If the t shares are (s1,...,s¢) then

t m X—SJ‘
Pe)=> s ]I
i—1

2L T
and thus get the secret by computing Px(0).

(2) Privacy: While for every t — 1 participants, all combinations of shares are equally probable
(for every k), since the number of polynomials going through the t — 1 points from the
shares and any given secret is the same.

Notice that each share has the same size as the secret, which makes this scheme ideal.
This solves almost completely the secret-sharing problem for threshold access structures if we
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are not concerned about the secret size. Shamir's scheme requires that the size of the field
g is greater than the number of participants n. This is because each participant should be
assigned a nonzero field element. If we define the secret to be the slope of the tangent at a
fixed point, instead of the constant coefficient of the polynomial, then it would be safe to
assign P(0) as a share. Thus reducing the requirement to g < n. When the size of the secret
does matter, the secret-sharing problem becomes of a much more combinatorial nature.

3.3.3 Mutually Orthogonal Latin Hypercubes

Sometimes, the size of the secret is a relevant parameter, for instance when storage or
transmission costs are at stake. It could be crucial that the cardinality of the set of secrets
(and shares) is not bound to be a prime power. It could also be a practical issue that the
number of participants must be greater than the total number of secrets.

The result below indicates that the efficiency problem of perfect secret-sharing schemes,
when the size of the secret matters, is a quite difficult problem. Let us show how it is
related to a difficult open problem connected to combinatorics and algebra (as was noticed
in [Daw93, Mar91]).

Definition 15 (Mutually Orthogonal Latin Squares). A Latin square of order m is a m x m
matrix whose rows and columns contain all integers in [m]. Two latin squares are said mutually
orthogonal (MOLS) whenever every possible pair from their Cartesian product appears exactly
once.

Theorem 14. There exist n — 1 MOLS of order m iff there exists an ideal perfect (2, n)-
threshold scheme for a set of m secrets.

Notice this result implies that Shamir's scheme is a way of generating a set of MOLS of
any prime power order.

Proof of Theorem 14. Suppose there is an ideal perfect (2, n)-threshold scheme for m secrets
and assume further that the secret and the shares belong to the set [m]. We see this scheme
as a matrix of unique tuples (with some probability). Let us show that there are exactly m
rules for a given secret. Fix a secret s. First, the number of distribution rules for s cannot
be less than m. Otherwise, for any participant there exists one value from [m] she never
receives as her share. This contradicts the fact that she has no information about the secret.
Second, each pair of participants should determine the secret, thus for a given s the share of
any participant determines a unique rule. Since there is no duplicate rules, the number of
distinct rules for a given secret is at most m, which is the number of different shares given to
a participant.

Denote by (/,, L1[i,J], ..., Ln—1[i,J]) the tuple (or distribution rule) for sharing the secret
i that assigns the share j to the first participant. Let us verify that the matrices L, defined
by these rules make a family of n — 1 MOLS of order m.

(1) Since the first participant has no information on the secret, the pair (/,j) takes all possible
values, which ensures each matrix Ly is well-defined.

(2) The other participants also have no information about the secret, and when i is fixed
Li[i,j] takes all possible values in [m] which means that the rows of L, contain each
possible value once.

(3) The same is true for columns by considering the authorized group made of the first
participant together with another participant k, because when j and k are fixed, L[/, /]
takes all possible values.
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(4) Finally, any two participants have access to the secret and their shares determine a unique
distribution rule. Since there are no duplicate rules, this implies that for fixed k; and ko,
all pairs (L [/, 4], Lk, [i,j]) are distinct.

The first three observations show that each L, is a Latin square. The last observation ensures
that any two Latin squares are mutually orthogonal.

Now suppose we have a set of n — 1 MOLS. We can use the same construction of
distribution rules from the argument above and obtain the desired scheme. ]

We can extend this theorem to any threshold scheme by considering the following
generalization of Latin squares and orthogonality.

Definition 16 (Orthogonal Latin Hypercubes). A Latin d-hypercube of order m is a m? array

of elements in [m] such that the projection over any single coordinate, all other coordinates
being fixed, range over [m]. A family of n Latin d-hypercubes are said t-orthogonal if any
tuple from the Cartesian product of any t of them appears exactly once.

Theorem 15. There exist n — 1 d-orthogonal d-hypercubes of order m iff there exists an
ideal perfect (d, n)-threshold scheme for m secrets.

Proof. The proof uses essentially the same type of arguments as Theorem 14 L]

Orthogonal hypercubes solve definitively the perfect secret-sharing problem for any secret
size. Unfortunately, their very existence, even for a given parameter, is a major open problem.
For Latin squares of order n > 3, the existence of n —1 MOLS of order n is equivalent to the
existence of a projective plane of the same order (see [LM98, Chapter 8]). For the case of
order 6, also known as Euler’'s 36 Officers problem, the non-existence of 5 MOLS of order 6
was only solved in 1900 using exhaustive search by Tarry in [Tar00].

How the Scheme Works. In the case of a general (2, n)-threshold scheme, the secret-
sharing method can be depicted in a simple manner. We explain the scheme when n =4 in
Figure 3.2.

Step 1. Public information : each Latin square L; for 1 </ < n and a column selection
matrix [C]ij = J.

Step 2. Select a secret row s.
Step 3. Select a secret column ¢ in C and let it be participant pg's share.

Step 4. The share of participant p; is the value of the i-th Latin square at position (s, c).

Po P1 P2 P3
1 1.2 3 4 1.2 3 4 1.2 3 4 1.2 3 4
> 102 3 4| |21 4 3| [3/a 1 2| |43 2 1
w3 |1[2]s 4| |s[@]1 2| [4[3]2 1| [2[7]« 3
4 |1i2 3 4| |eln 21| |201 4 3] [3/a 1 2
C L1 Lo L3

Figure 3.2: A practical (2, 4)-threshold scheme
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3.4 General Access structures and Linear Secret Sharing

In this section, we survey basic and fundamental results in the theory of secret sharing. We
first show that any access structure admits a perfect sharing and present a simple general
scheme. We introduce the general definition of perfect linear schemes where the random
variable are restricted to linear random variables. We show a new property of linear schemes
based on a property of vector spaces.

3.4.1 Every Access Structure admits a Perfect Secret-Sharing Scheme

Secret sharing for an access structure is always possible. Various general constructions were
proposed for instance by Ito et al. in [ISN87] and by Benaloh et al. [BL8§].

Proposition 11. Every access structure admits a perfect secret-sharing scheme.

A general scheme from (m, m)-threshold schemes

The idea of the general scheme we propose below is to use (m, m)-threshold schemes as
building blocks. An access structure consists of (possibly) several minimal authorized groups,
each of them may be considered as a (sub)access structure. A minimal authorized group
A € '~ of size minduces a (m, m)-threshold access structure. The proposed scheme goes as
follows:

The scheme: For each value of the secret, implement independently each minimal group A
(using for instance the threshold scheme presented in Section 3.3.1).

Proof. A share assigned by one of the threshold schemes is here referred to as a subshare.
By definition, any minimal authorized group can recover the secret. Let F be a forbidden
group. We need to see that H(s|F) = H(s).

Call F; the share given to the group F by the scheme implementing the /-th minimal group.
Suppose that F is involved in, and thus receives shares from, M minimal groups. Define

Fuq =1{F :J < k}.

We prove by induction that H (s|Fx) = H(s) for all 1 < k < M: Since F is forbidden, the
secret s is independent of the share F1. Suppose now that H (s|Fjq) = H(s) for some k < M,
the following information inequality holds

H (sIFikyay) = H (sIFksa) + H (sIFig) — H(S) + 1 (Frra:Fg) — 1 (Frra:Fials) -
By induction, H (s|Fix+1) = H (s|Fpq) = H(s). By definition of our scheme:
/ (Fk+1ZF[k]|5) =0,

because distinct subshares are independent given the secret. The above inequality then
rewrites to

H (s|F[k+1]) > H(s)+ | (FkH:F[k]) ,

and since the left-hand side cannot be greater than H(s) (by Corollary 1 page 13), we get
our result. O

Notice that we also proved that all subshares from an independent group are mutually
independent (by assumption, they were only independent given the secret).
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In this scheme, the number of subshares a participant gets is exactly the number of
minimal groups she is involved in. This number can almost grow exponentially with the
number of participants (see Section 3.1.2 page 38). Indeed, for a (m, 2m)-threshold access
structure, this scheme gives a share of size

(27 )

to any single participant, whereas the shares in Shamir's ideal threshold scheme are of the
same size as the secret.

Remark 6. Notice further that the argument of the previous proof is independent of the
subscheme used. This remark will be used later.

A general scheme from the adversarial structure

We present another proof based the construction from [GMO04]. This time the scheme is
based on the adversary structure A. The following scheme makes sense, for instance when
only A is given or when |A"]| < |T].

General scheme.

1. Let m = |A™| be the number of maximal forbidden groups, consider a (m, m)-threshold
scheme and denote the shares (s, s, . . ., Sm).

2. For each maximal forbidden group F; € AT, give the share s; to the each participant in
P\ Fi.

The nice property about this scheme is that a group of participants B owns the share s; if
and only if B is not contained in F;.

1. RECOVERABILITY: If A € '™, from the above mentioned property of this scheme,
participants in A have all shares s;.

2. PRIVACY: For F; € AT, participants lack the share s; and by the privacy property of
the threshold scheme, have no information about the secret.

In practice, this scheme is not very efficient for it also provides shares of size © ((,s'_"l))
bigger than the secret size for (2m, m)-threshold access structures. At this point a question

pops up: are there any non-ideal access structures 7

3.4.2 Not Every Access Structure is Ideal

Yes, there are and we present here one of the smallest non-ideal access structure (minimal
for the number of participants). This access structure can be represented as a graph: it is
the path with four vertices:

P, ={ab, bc, cd}.

This was the first access structure to be shown non-ideal (see [BL88]). The bound on its
information ratio was further improved in [KO96, CSGV93].

Proposition 12. The access structure defined by the minimal authorized groups P, is not
ideal and p(Py) > %
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Proof. Take inequality (2.5) from page 16 (proven without words in Figure 2.8 p. 22):
H(bc) > I(a:c|b) + I(b:d|ac) + H(bclad).

From Proposition 10, each of the terms in the right-hand side is at least H(s). Therefore we
proved that H(bc) > 3H(s). Now since H(b) + H(c) > H(bc), either b or ¢ has a share of
size at least %H(s). O

Notice that the proof uses only part of the perfect secret-sharing requirements from

access structure Py. In fact, the same proof works also for other access structures. For four
participants, these access structures are depicted in Figure 3.3

Corollary 3 (Jackson and Martin, [JMO96]). If ab,bc,acd € T and b,ac,ad € A then
H(bc) > 3H(s).

osod

@000 @ @ @

Figure 3.3: Non-ideal access structures with four participants.

™ QL
9 ©®
®

As a consequence, the optimal worst-case information rate of Py satisfies p*(FPs) < %
We show that the bound is met by providing an explicit scheme. Take two secrets sy, s
and four random elements rq, .. ., ra from the finite field 5, all chosen independently and
uniformly at random. Define the shares of participants a, b, ¢, d by:

a=(nnr)
b=(rn+s1,mn+ s, rm)
c=(r+ki,ra+ ko, )
d=(r3 1)

3.4.3 A General Decomposition Construction

In the spirit of building schemes from others, one could try to implement an access structure
by covering or decomposing it into substructures (other than plain (m, m)-threshold access
structures). This is what Douglas Stinson proposed in a generalized form in [Sti94].

Definition 17 (A-decomposition of an Access Structure, [Sti94]). A A\-decomposition of an
access structure is a sequence of access (sub)structures (I'1, o, ..., m) such that :

1. T;CT, foreach1 <j < m.

2. [{j:AeTlj}|>Xforall AcT.
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Theorem 16 (Decomposition Technique). Assume the access structure I admits a \-
decomposition (1,12, ..., m) such that each access substructure I'; can be implemented
for the same set of secret K', where |K'| is a prime power q > n, by a perfect secret-sharing
scheme with information ratio p;. Then there exists a perfect secret-sharing schemes for [
with information ratio

The proof of this theorem relies on the following lemma.

Lemma 5. For any m and d, for all large enough powers of primes q there exists a collection
of m vectors in the d-dimensional vector space over Fy such that any subset d vector is a
basis.

Proof. Take the row vectors (Oéf()lgkgd of the m x d Vandermonde matrix for distinct
elements o € Fy. ]

Proof of Theorem 16. Let the cardinality of X’ be a prime power q. Each access substructure
has a perfect secret sharing subscheme for sharing a subsecret in X’

Now, define the scheme for I as follows: The cardinality of the secret set K is a power
of g to be fixed later. For each subscheme for G;, share the value s; independently and
assign the subshares to the corresponding participants. By definition of the A-decomposition,
each authorized group can recover at least X values s; while every forbidden group knows
nothing about all s;. Now for the secret of our scheme: From the previous lemma, there
exists a family of m vectors (vi,..., V) in a A-dimensional vector space V, over F, for a
large enough ¢, such that any X\ of them have full rank. Let the secret s be a linear function
on V. Fix each s; to be the restriction of s on the line defined by the vector v;.

The recoverability property follows since any X values s; determine the functional s uniquely.
Since the subschemes are implemented independently, the subshares are thus independent
given the secret s. The privacy property follows from Remark 6.

By definition of the A-decomposition, a single participant is given at most

> o
JipeUr;
subshares, which gives the value of the information ratio stated by the theorem. ]

A further generalized decomposition construction is provided in [vDKSTO06].

3.4.4 Upper bounds on the Information Ratio

In fact, the previous decomposition technique solves the secret sharing problem for many
families of access structures by providing an upper bound matching the lower bound. For
instance this technique solved the problem for all access structure up to 4 participants, for
most access structures with 5 participants and for most graphical access structures structures
for 6 participants (see [FMBPV12, Ati00, JM96, Sti92, VD95]).

Problem solved for some graph families

For individual access structures, upper bounds from the decomposition technique can be
obtained using Linear Programming, sometimes leading to a generalization to a whole family
of access structures. We compile below some of the results from [CT09, CLO9, Sti94].
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A star is a an access structures consisting of a center v and petals w; such that a
minimal group is of the form (v, w;). Such an access structure is ideal: simply give
r+stovandrtoeach w;.

e The path P, with n vertices satisfies :

1 ifn<3.
M(P,)) = -
(T (Pr)) {anz4
e The cycle C,, with n vertices satisfies if n < 4 then ideal else
1 ifn<4
M(Cp)) = _
(T (Cn) {grmz5
e The d-dimensional hypercube H, satisfies for d > 2:
d
p(T(Ha)) = 5.

e Let T be atree, acorein T is a connected subset of the vertices such that every vertex
in the core has a neighbor outside the core. If c is the size of the largest core in T, then

1
p(M(T)) =2,

Homogenous Hypergraphs of Bounded Maximum Degree

D. Stinson proved a simple upper bound for graphs with a bounded maximal degree using his
decomposition technique:

. . : d+1
Theorem 17 (Stinson [Sti94]). Let G be a graph of maximal degree d, then p(I'(G)) < “5+.

Proof. We implement I'(G) using a 2-decomposition into stars. For each vertex v, implement
the star with center v whose petals are the neighbors of v. This makes a 2-decomposition:
each edge of G is covered twice. each vertex v is covered at most d 4+ 1 times: once from
the star for which v is the center, and at most d times from the stars associated with its

neighbors. By Theorem 16:

pr(6)) < 3% 0

Note that this upper bound is slightly better than the one obtained from the general
scheme presented in Section 3.4.1 p. 46. This result generalizes to a class of hypergraphs.
We say that an hypergraph H is k-homogenous if its hyperedges have exactly k vertices.

Theorem 18. For k > 1, if H be a k-homogenous hypergraph of maximal degree d, then

dk —1
MNH) < —F——.
p(M(H) < 17—
Proof. We prove this theorem by induction. For k = 1, the access structure consists of
singletons, it is therefore ideal. Note that for k = 2, we retrieve the bound from the previous
theorem.
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Let H by a k-homogenous hypergraph of maximal degree d. Let v be a vertex, consider
the access structure defined by the set of minimal groups containing v:

H, = {AcT(H):vel(H)},

In this access structure, v is a dictator so we can implement H, by assigning r + s to v and
sharing r with H_, = {A—v:Aec H,}.

The access structure H_, is a k — 1 homogenous hypergraph of maximal degree d, so it
satisfies the induction hypothesis, i.e., H_, has a perfect scheme with information ratio

o dt-n
P1= kD) (d - 1)

Implement H using a decomposition into H, for every vertex v. Each hyperedge e is covered
k times, once for each v € e which means A = k. Each participant receives a share from
its star, and is at most in d hyperedges containing exactly k — 1 participants other than her.
Thus H can be perfectly implemented with information ratio:

ok <1+pk1-d-(k—1)

Therefore
(F(H)) < a1 0
p =k(d—1)

3.4.5 Linear Secret-Sharing Schemes

Most constructions provide linear secret-sharing schemes, where the random variables are
linear. In a linear scheme, the computations of shares and the reconstruction of the secret
are very efficient since they only involve linear maps. The following definition encapsulates
many others attempts of defining linear secret sharing from the literature.

Let £ be a finite vector space on a field K. A linear secret-sharing scheme (on L) assigns
a linear subspace Ls to the secret and L, to participant p € P such that :

e if A is an authorized group then Lg is contained in the span of the subspaces of
participants in A,

e if F is a forbidden group, then the intersection between L and the span of all subspaces
of participants in F is zero.

This definition is equivalent to the definition of perfect secret-sharing scheme for the case
of linear random variables, this class of random variables has been presented in Chapter 2 on
page 22. Such a simplification in the definition is natural since the entropies of a secret-sharing
scheme based on linear random variables are proportional to the ranks of the corresponding
subspaces. In algebraic terms, the information ratios of a linear perfect secret-sharing scheme
rewrite to

B rk Lp .1 rk Lp
pr = max T, NP g)rkLs'

It is known that linear schemes are strictly less powerful than nonlinear schemes, see [BI01].
One reason for that comes from the existence of information inequalities that hold for linear
random variables but not generally, for instance Ingleton Inequality 2.11.
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3.4.6 The Size of a Leaf Share

We present a new property of perfect linear schemes. We show that the share of a participant
which belongs to exactly one minimal authorized group can always be made of the same size
as the secret.

Definition 18 (Leaf). A leaf (participant) in an access structure I' is a participant which
belongs to exactly one set in [~

Figure 3.4: Notation for an access structure with a leaf a

Assume, for simplicity, that our access structure contains participants a, b such that
{a, b} is the only minimal authorized group containing a. We argue why we can make such
an assumption without loss of generality. A more general setting is the case where there
are disjoint groups of participants A and B such that the only minimal group involving A is
AU B € I~ (Notice this implies that A and B are forbidden groups).

e First, why define leaf participant a and not a leaf group A ? Suppose A is not singleton,
the question is whether each participant in A can get a share that has the smallest size.
Assume we can solve the problem when A = {a} is a singleton, then we could simply
distribute a's share among participants of A via an ideal (|A|, |A|)-threshold scheme —
for which the share size of participants in A is H(a). We have thus reduced the problem
to a singleton.

e Why do we assume B is a singleton 7 Our proofs will never use the fact that b is a
single participant, they remain valid if b is replaced by B.

Therefore we shall assume without loss of generality that our access structures are indeed
the ones described by Figure 3.4.

Proposition 13. Any perfect linear secret-sharing scheme can be converted into another one
where a leaf share has the same size as the secret and keeping the same size for other shares.

The proposition implies that an optimal scheme always gives leaves a share of minimum
size. The main ideas of the proof are based on two structural properties of vector spaces,
namely intersection and direct sums. The intersection of two vector spaces is also a vector
space, which means in terms of the random variables previously defined that the intersection
operator extracts the common information, an information quantity introduced in [GK73].
Another property linear random variables enjoy is

Lemma 6. Let L be a linear vector space and A and B be two linear subspaces of L. There
exists a linear subspace A’ such that:
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(1) rk(A+ A") =rk(A)

(2) rk(A") =rk(A+ B) —rk(B)

(3) tk(A+ A"+ B) = rk(A"+ B)

Proof. Let A’ be such that (AN B) @ A' = A.
(1) A’ is a subspace of A.

(2) By definition of A’, we have
rk(AN B) + rk(A') = rk(A)
and using the rank inequality, we obtain

rk(A+ B) + rk(AN B) = rk(B) + rk(A).

(3) Ais a subspace of A’ + B. ]

The previous lemma is an exact analogue of Slepian—Wolf coding (see next chapter
Section 4.1.2 page 67), exact in the sense that equalities hold without overheads.

Proof of Proposition 13. Let ¥ = (Ls,La, Lp, Ley, ..., Le, ,) be a linear perfect secret-
sharing scheme for I defined by a tuple of subspaces of the finite vector space L.

First, define L” as a linear subspace satisfying Lemma 6 applied to L, and L} and consider
the new scheme X" where the subspace of leaf ais now L”. If C C P — {a, b} is a group of
participants, then

LeCLl+LeClLla+Le

because L” is contained in L,. Therefore, aC is an authorized group in " iff aC is authorized

in . Also, the span of L” 4+ L} contains Ls because L” + L, = L, + Lp. Thus we have

checked that the linear scheme X" for I is still perfect. Note that L” and L, intersect in the

zero vector, which in terms of shares means that a and b are independent in " : [(a:b) = 0.
Next, take L, = L” N (Lp + Ls) and consider the linear scheme

Let us check that X’ induces a perfect linear scheme for I'. Since L/, is contained in L, we
only have to check that {a, b} is still authorized in ¥’ i.e., Ls C L) + L.

LsC L+ LpeVselsdd" el bely s=a"+b
sVselsdd el , bely s=(b—s)+b
——
a/

Moreover,

rk L), = rk(L”? N (Lp+ Ls))
=rk LD +rk(Lp+ Ls) —rk(LY + (Lp+ Ls))
=rkL?+rkLp+rkLs—rk(L,+ Lp)
=rk(Ly+ Lp) —rkLp+rkLp+rkLls—rk(L,+ Lp)
=rkLs
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and therefore ¥’ is a perfect linear scheme for " such that H(a) = H(s). O]

The obvious question is whether this result also holds in the general case for non necessarily
linear secret-sharing schemes.

Question 1. Can any perfect secret-sharing scheme be converted into another with a greater
or equal average information rate where a leaf share has the same size as the secret 7

This question remains open for now, the proof above does not generalize because there
is no general way of extracting the mutual information. As discussed in Chapter 2, for two
random variables the common information is generally less than the mutual information. In
the case of linear random variables, these two quantities are equal. However a first step for
the resolution of the previous question will be presented in Chapter 5 p. 90.

3.5 Ideal Secret-Sharing Schemes and Matroids

Ideal secret-sharing has been widely studied. l|deal schemes represent what can be done
optimally. We present here the relation between ideals schemes and matroids as well as some
example of classes of ideal access structures.

First we show an equivalent characterization of ideal schemes in terms of entropy. The
following proposition shows that ideal schemes meet strict constraints.

Proposition 14 (Ng and Walker, [NWO01]). A perfect secret-sharing scheme is ideal if and
only if for all groups A € A and participants p € P such that Ap € ', it holds that

e H(p|A) = H(p) and
e H(p|As) =0.

Proof. In any ideal perfect secret-sharing scheme, for such A and p we have from the perfect
secret-sharing requirements that

H(plA) = H(p|As) + I(s:p|A) = H(p|As) + H(s).

The property of ideal schemes implies H(p|As) = 0 and H(p|A) = H(p) = H(s)

Suppose that for any A € A and p € P such that Ap € ', we have H(p|A) = H(p) and
H(p|As) = 0. We conclude using the symmetry of the mutual information between s and p
conditional to A.

H(s|A) — H(s|Ap) = H(p|A) — H(pl|As)
H(s) = H(p). H

The point of showing this equivalence is to understand that ideal schemes have tighter
constraints than general schemes. The entropy profile of an ideal perfect secret-sharing
scheme should generally satisfy more equalities than the perfect secret sharing requirements.
In fact, we have the following corollary which is not true for general schemes:

Corollary 4. If a perfect secret-sharing scheme where d is the dealer for participants in P
is ideal, then the scheme is also perfectly ideal when p € P is the dealer for participants in

P —{pyU{d}.
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3.5.1 Ideal Graphical Access Structures

As an example, we characterize the ideal graphical access structures and give a result which
further separates the information ratio of non-ideal graphical access structures from ideal
ones.

Definition 19 (Complete multipartite graphs). A complete multipartite graph is a graph
whose vertex set can be partitioned into subsets such that the set of edges is exactly the set
of all possible edges between two points in distinct parts.

Proposition 15. A connected graph G is complete multipartite if and only if G does not
contain Py nor Q4 as an induced subgraph.

<
>-0-0-@ @6
0

Py Q4

Figure 3.5: P, and Qg4: the excluded induced subgraphs for complete multipartite graphs

Proof. Let G = (V, E) be a connected graph. The result holds for graphs with less than 3
vertices, suppose that |V/| > 4.

Suppose G is complete multipartite graph and let ab € E. Let us try to complete this
edge into Py or Q4. First case, let us try to add &’ such that ba’ € E and aa’ ¢ E. Then for
any ¢ such that ac € E we will also have a'c € E. Second case, let us try to add ¢ such that
ac € E and bc € E. Then for any d such that cd € E, at least one of ad or bd is an edge.
In both cases, we have shown that G cannot induce P or Q4.

Now, suppose G is not complete multipartite, then by a transitivity argument, there should
exist a, b, c € V such that bc € E but neither ab € E nor ac € E. Now G being connected,
there exists a shortest path connecting a and b or ¢. Up to renaming, this shortest path is
(a,a1,a2,...,am, b) where m > 1 and a;b ¢ E for all 1 </ < m. The subgraph induced by
vertices am—1, am, b, ¢ is either isomorphic to P4 or Q4. O

Using this characterization we can now prove the following theorem.
Theorem 19. Let G be a connected graph. The following are equivalent
(a) T(G) is ideal

(b) p(T(G)) < 3
(c) G is a complete multipartite graph

Proof.

(a) = (b) is trivial.

(c) = (a) because the reduced access structure of a complete multipartite graph with n
independent sets is isomorphic to the (2, n)-threshold access structure.

—(c) = —(b) : If G is not complete multipartite then it induces P, or Q4, therefore

p(M'(G)) is at least % = min{p(FPs), p(Q4)}. O]
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3.5.2 Access Structures from Matroid Ports

Many results for graphs can be extended to matroids, and the previous one is no counterex-
ample. Ideally-perfect secret sharing is intimately related to Matroid Theory. Matroids were
originally introduced to describe and study the concept of linear independence, they pop up in
various fields, such as Graph Theory of course, but also linear algebra, greedy algorithms, or
Combinatorial Game Theory. For an exhaustive study on Matroid Theory see [Wel76, OxI92]

We first define what is a matroid in terms of rank functions. Matroids are just restricted
polymatroids, and polymatroids are related to entropic points.

Definition 20 (Polymatroids and matroids). Let Q be a finite set and r : 2(Q) — R4 be a
function. We call (Q, r) a polymatroid whenever r satisfies the following requirements:

(P1) r(A)>0for ACQand r(@) =0
(P2) ifQ 2 ADB, thenr(A) > r(B)
(P3) ifA BC Q, thenr(A)+r(B) > r(AUB)+r(AnB)

The function r is called a rank function. Whenever r is integer-valued and r({q}) = 1 for
q € Q then (Q, r) is called a matroid.

The second property is called subadditivity and the third property is known as submodularity.
The set of all polymatroids on a given ground set has already been encountered at this point
in Chapter 2. Notice that if the ground set Q is a set of random variables and r is the
entropy function, then we just defined a polymatroid. For instance, submodularity is an
analogue of the basic inequality. This remark was first made by Fujishige [Fuj78]. So the
set of all polymatroids is related to the set of all the points in the Euclidean space satisfying
Shannon-type inequalities.

Matroids are what we call a cryptomorphic object, for they have multiple equivalent
axiomatizations. We introduce some of them that will be of interest in this chapter while
trying to make the connection with access structure. In the manner of graphs, matroids also
relate to access structures. To describe this relationship, it is useful to introduce the extra
participant d called dealer and consider the extended participant set P* = P U {d}.

Definition 21 (I-Matroid). A matroid is a pair M = (V,Z) where V is a finite set and T is a
set of subsets of V such that:

() oeZ.
(12) ifA€Z and BC A, thenBeZ
(13) if A,B €Z and |A| = |B| + 1 then there exists x € A\ B such that BU {x} € T

A maximal independent set is called a base, all bases have the same cardinality, this number
is called the rank of the matroid.

In the above axioms a matroid is defined by a collection of independent sets. For an
access structure I', we would like to say that a set of the form AU {d}, where d is the dealer,
and A €T is dependent, because the share of d can be recovered by participants in A.

Definition 22 (C-Matroid). A matroid M = (V,C) consists of a finite set V and a collection
C of subsets of V satisfying the three following properties:

(Cl) z¢cC



3.5 Ideal Secret-Sharing Schemes and Matroids 57

(C2) ifABeCand AC B, then A= B

(C3) if A, B are distinct members of C and x € AN B then there exists C € C such that
CC(AUB)\{x}

Proposition 16 (Cryptomorphism). 9t is a matroid according to definition 20 iff M is a
I-matroid iff 9N is a C-matroid.

For instance, given an [-matroid, one can find a C-matroid and whose independent sets
are the ones of the /-matroid.

In the previous axiomatization, a circuit C € C represents a minimal dependent set which
relates to minimal authorized sets in access structures. The notion of circuit is, as we will
see, the right one to define access structures. It turns out this has been previously studied by
Lehman [Leh64], in a different context, and further developed by Seymour in [Sey76]. Such
access structures are called matroid ports:

Definition 23 (Matroid port). Let M = (V,C) be a matroid and e € V, then the matroid
port of M through e is defined by:

P(M,e)={C—e:ecCcC}.

An access structure defined by its minimal groups which is isomorphic to the port of a matroid
is said matroid-related.

Definition 24 (Connectedness). A matroid is connected if for every pair of distinct elements
x and y there is a circuit containing x and y.

Proposition 17 (Welsh, [Wel76]). Let e be an element of a connected matroid M, then the
collection of circuits containing e uniquely determines M.

Connectedness is only used to obtain uniqueness, and does not change the class of ports.
An access structure is thus related to a unique (appropriate) connected matroid. A matroid
may still relate to many non-isomorphic access structures.

Example 9. Let us give a few examples of matroids:

e Uniform matroids: On a ground set V of n elements, let 0 < r < n be a threshold
then define I to be the collection of all subsets of X of size less or equal to r. Then
Uyn = (V,I) is a matroid and is said uniform. The matroid A, , is related to the
threshold access structure I'(, 5_1).

e The Fano and the non-Fano matroids: see Figure 3.6.

Figure 3.6: The Fano and the non-Fano matroids
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A Partial Characterization of Ideal Schemes

Some matroids arise naturally in the context of linear algebra.

Definition 25 (Linearly Representable matroids). A matroid (V,C) is representable over a
finite field F if there exists a mapping ¢ : V — F9 such that

A CV is an independent set <= ¢(A) is linearly independent

Proposition 18. /f M is a representable connected matroid, then there is an ideal secret-
sharing scheme realizing an access structure I’ isomorphic to the port of M through any
element e.

The proof follows directly from the construction of linear random variables from Chapter 2.
Less obvious is how any ideal scheme defines a matroid.

Theorem 20 (Brickell and Davenport, [BD91]). If access structure I' admits an ideal secret-
sharing scheme then it is the port of a connected matroid M.

This result was slightly generalized in [BK97] and [FP12]. The main ingredient of the
proof is the following key lemma:

Lemma 7. For any ideal perfect secret-sharing scheme for a connected access structure I',
H(A) is a multiple of H(s) for all A C P.

iy

(A)

Proof. We will prove equivalently that the normalized entropy h(A) = 7(s) is integer-valued.

We will also use h(B|A) = H,Si)A), forany A,B C P.

Let A be a set of minimal size such that h(A) is not integer. Since I is connected, A
contains a non-redundant participant so there exists a minimal B C P such that AB € I
while B ¢ T.

First, notice that Proposition 10 gives

|B|
h(BIA) = h(bilA {b:1<j<i—1})=|B].
i=1

By minimality of B, there is an non-empty subset A" of A such that A’B € [~ is a minimal
authorized group.
Thus, for any participant a € A’, we have

h(a) =1,
h(alA' —a, B) =1,
h(alA' — a, Bs) = 0,
h(AB) = h(ABs) = h(A — a, Bs),
h(AB) = h(A) + h(B|A) = h(A) + |B],

Notice that |B| = h(B|A) < h(B|A — a) < |B], thus we can write

h(A—a, Bs) = h(A—a)+ h(B|A—a) + h(s|A — a, B)
=h(A—a)+|B|+ h(s|A—a, B).

Summarizing: h(A) = h(A—a)+ h(s|A—a,B) e N. ]
—_———— — /—

integer Oorl
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Theorem 20 provides only a partial characterization of ideal schemes. The question is now
to determine whether a matroid port has an ideal secret scheme. We formulate an answer in
what follows.

A Characterization of Matroid Ports

Matroids are stable under two basic operations:

Definition 26 (Minors). Let 9 = (Q,f) be a matroid defined by its rank function and Z C Q
be a subset of its ground set, the function defined by

e M\ 7= (Q\ Z Rz) where fi 7 is defined by f z(A) = f(A),
e M, =(Q\ Z f7) where f,7 is defined by f; = f(AU Z) — f(2),
are also matroids and are called minors of 9.

The following result of Seymour characterizes the class of all matroid ports in terms of
excluded minors.

Lemma 8 (Seymour, [Sey76]). An access structure is a matroid port if and only if it has no
minor isomorphic to Py, Qa, Q; or Js, for s > 3, where Js is the access structure defined by

P=A{po, ..., ps} such that Jo ={p1,..., pstU{popi:1<i<s}.

This result has been used to notice the following surprising separation result for matroid-
related access structures.

Theorem 21 (Marti-Farré et al, [MFPO7]). Let ' be an access structure. If G is not a
matroid port then p(G) > %

This is an improvement on the result by Brickell and Davenport. The result follows
by checking that each excluded minor for matroid ports cannot be implemented with an

information ratio less than %

Multilinear and Non-representable Matroids

There are matroids which are not linearly representable over any finite fields. For instance,
the non-Pappus matroid.
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%
A

Figure 3.7: A picture of the non-Pappus matroid

3

4

Simonis and Ashikmin [SA98] and Matas [Mat99b] constructed an ideal secret-sharing
scheme for access structures related to the non-Pappus matroid. Such matroid are said
multilinear because the secret can not be represented as subspace of rank 1. For the non-
Pappus matroid, the rank of the secret must be at least 2. In terms of entropic points, this
result means that the rank function r of the non-Pappus matroid cannot be represented by
any linearly entropic points, but 2 - r can.

However, some matroid-related access structures do not even admit ideal secret schemes
at all. This is the case for the Vamos matroid. The Vamos matroid is defined on the ground
set of 8 elements [8] and its bases are all subsets of size four except {1, 2, 3,4}, {1,2,5,6},
{3,4,5,6}, {3,4,7,8} and {5,6,7,8}. The two related non-isomorphic access structures
are V4 and Vg, the matroid ports through the element 1 and 6 respectively. This matroid is
not linearly representable because it does not satisfy Ingleton Inequality. Seymour proved
moreover in [Sey92], that the access structures related to the Vamos matroid are not ideal.
This result was further developed in [BO09, BLP08, MB11, MB09] and the current bound on
the information ratio for Vamos matroid is given by the following result.
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Figure 3.8: A picture of the Vamos matroid

Theorem 22 (Metcalf-Burton, [MB11]). The two non-isomorphic access structures Vi, Vg,
related to the Vamos matroid satisfy

9
p(V1) > 3

19
V) > —
P(6)_17

3.6 Lower Bounds on the Information Ratio from Information
Inequalities

As we have seen in Section 3.4.2, not every access structure is ideal. We explained why no
ideal scheme exists for P: the access structure with four participants a, b, ¢, d where the
authorized groups are {a, b}, {b, c} and {c, d} and all their supersets. We proved that every
secret-sharing scheme for this access structure satisfies

log |Sp| + log |Sc| > 3log |K]|.

This follows from Proposition 12 and the fact that the secret can be drawn according to the
uniform distribution (remember our discussion in Section 3.2 that the distribution on secret is
irrelevant).

It turns out that information inequalities are the only known generic tool to prove bounds
for general access structures. Other combinatorial technique have also shown to be punctually
useful for this task (see for instance [Sey92, KO96, BL88]). However these bounds can also
be achieved, if not improved, by the entropy method. The general technique of the so-called
entropy method consists in applying an information inequality for the secret-sharing tuple,
taking into account the perfect secret-sharing requirements, and hope that the inequality
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rewrites into a nontrivial bound for the entropy of a group of participants. Notice that this is
exactly what happened in the proof of Proposition 12 p. 47. In fact, we must underline that
the whole argument can be reduced to a single conditional information inequality.

Proofs that use the entropy method usually bound the entropy of the shares of a group.
In fact, one cannot prove a nontrivial bound for the share of one single participant.

Lemma 9 (Blundo et al, [BSV98]). Let I be an access structure, K be a set of at least two
secrets and p € P a participant. There exist a perfect secret-sharing scheme for I such that

H(p) = log [K].

Proof. Notice that for a uniformly distributed secret, this means that H(p) = H(s). The
idea is to implement I by focusing first on participant p (and assigning him only one share of
the size of the secret, the same idea was used for dictators in Paragraph 3.2.1).

Let the secret s be a random element of a field F. We implement " as follows:

e Assign the share r 4+ s to p, where r is uniformly distributed on F.

e Share the value r to the substructure {A—p:pe€ Acl~} on P — p. Minimal groups
of '™ containing p can now recover the secret.

e Share s to the substructure {A: p¢ A€~} on P — p. Minimal groups of [~ that do
not contain p can now also recover the secret.

Thus, we implemented I" and p has a share in IF, which concludes our proof. L]

3.6.1 The Independent Sequence Technique

In what follows, we present a general technique for proving lower bounds. It first appeared
in [BSV94] and was later used in [Csi97, BSSV97, MFPO7].

Definition 27 (Independent sequence, [BSV94] ). Let I be an access structure. For a group
A C P and groups By C ... By C P, we say that (Bs, ..., Bm|A) is an independent sequence
in T of length m and size s if |A| = s, By ¢ [ and there exist subsets X1, ..., Xi C A such
that

e BiuX, el foralll<i<m, and
e BiUXjz1¢Tl foralll<i<m-—1,
The independent sequence technique can be subsumed by the following lemma:

Lemma 10 (Independent Sequence Method). If an access structure I admits an independent
sequence of length m and size s, then p(I") > 7.

Proof. Let I be an access structure and (By, ..., Bm|A) an independent sequence of length
mandsizes. Forall1<i<m-1:

H(Bi+1Xi+1) + H(BjA) = H(Bi41A) + H(BiXit1) + H(s),
H(Bj+1) + H(BiXit1) > H(Bi41Xiy1) + H(B)).

Adding these two inequalities gives

H(Bjy1) + H(BiA) > H(Bj+1A) + H(B;) + H(s).



3.6 Lower Bounds on the Information Ratio from Information Inequalities 63

Summing up these inequalities for all 1 </ < m—1 gives

H(Bm) + H(B1A) > H(BmA) + H(B1) + (m — 1)H(s),
or equivalently H(A|B1) > H(A|Bm) + (m — 1)H(s)

Since By ¢ T and AU B, €T, we get
H(A) > H(A|B1) > H(A|Bms) + mH(s),
which implies the result. ]

Remark 7. In Proposition 12, we proved that P, and all access structure shown in Figure 3.3
admit an independent sequence of length 3 and size 2: (&, a, ad|bc).

Laszlo Csirmaz used this technique to prove the best known general lower bound on the
size of the shares of a perfect secret-sharing scheme.

Theorem 23 (Csirmaz, [Csi97]). There is a family of access structure (I'), on n participants

such that
n
N>a0 )
p(r) 2 <|092 ’7>
Proof. Let us construct such a family: Take m > 2 to be an integer. Let B = {by, ..., bom_o}
be a set of participants and A = {ay,..., am} be another set of participants such that

ANB=gand P=AUB. Fori<1<2™—2, define
Xj = {a : the j-th most significant bit of /5 is 0} ,

assuming the base 2 representation is padded with 0 on the left. Also, denote B; = b1b> ... b;,
now define the minimal authorized groups of I' to consist of A and all the B;X;. By
construction, BiX;y1 ¢ ', because B; C B; iff 1 </ <j < 2™ —2and X; C X only if j <,
so BiXit1 ¢ B;X; for any J.

Therefore (&, B1, B> ..., Bom_5|A) is an independent sequence of length 2 — 1 and size
m. The number of participants in " is n =2 — 2+ m, by Lemma 10,

p(r)z2m_1:o(”>.

m logn

Thus we have proven Theorem 23. O

For m = 2, the access structure defined by our construction is P,. For m = 3, the
constructed independent sequence is represented in the figure below.

(0] b1 bo bs by bs be
B; || 000 001 010 011 100 101 110
Xi|[abc ab ac a bc b ¢

Figure 3.9: An independent sequence of length 7 and size 3

3.6.2 The Need for New non-Shannon Inequalities

Csirmaz also investigated the limits of the previous technique and proved that the bound
obtained by the independent sequence cannot be improved much. In fact he proved that any
general bound obtained using a Shannon-type inequality cannot be greater that Q(n).
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Theorem 24 (Csirmaz, [Csi97]). For every access structure I, there exists a point h satisfying
all Shannon-type inequalities and the perfect secret sharing requirement for I such that h; = n
for all i € [n].

So for any access structure, there is a simple point which satisfies all Shannon-type
inequalities which could be the entropy profile of a scheme for . This proves a limit of the
power of Shannon-type inequalities. What about non-Shannon type inequalities 7 Amos
Beimel and llan Orlov extended the result of Csirmaz to all non-Shannon-type inequalities
known up to early 2010, and proved they cannot help improve the Q(n) lower bound. They
also proved it to be the case for all valid rank inequality, all inequalities in 4 or 5 variables.

However non-Shannon type inequalities do help for improving the bound on the information
ratio for fixed instances (see [PVY12,MB11,BL08, BLP08, Csi09]). This kind of application
of non-Shannon type was first used to prove that the Vamos matroid is not nearly-ideal.
The whole argument of the proof of Theorem 22 indeed consists in explaining why some
non-Shannon-type inequality of Dougherty et al (see [DFZ06]) are indeed enough to prove
the bound. This type of argument also works for other matroids. To date, the most general
result proves that a finite family related to the Vamos matroid are non-ideal (see [Alb11]).

Discussion & Comments

The use of (n, n)-threshold as building blocks for general access structures can be exported
to other models of secret sharing (e.g. by Csirmaz in [Csil2]).

General ideal perfect secret-sharing schemes have been shown to be related to many
combinatorial objects such as Orthogonal Arrays [Daw93, Mar91], MDS codes [PZ03],
Quasigroup equations [Mat99b]. The notion of a linear secret sharing has been introduced
in various forms, Simmons, and Jackson and Martin called them geometric schemes in
[SIm90, JM94]. Brickell introduced the Vector Space Construction (see [Bri90]) which was
further generalized in [Dij97, Csi09]. Massey showed a relation with linear error correcting
codes in [Mas95], Widgerson and Karchmer proved their equivalence with (multi-target)
Monotone Span Programs in [K\W93].

Unfortunately no textbook on secret sharing exists as of 2012, the curious reader may
still be interested in the surveys by Stinson [Sti92], and Beimel [Beill], by a course by
Padro [Pad12] and by the book of Kabatiansky [Kab98].
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Introduction

This chapter mainly serves as a Toolbox and compiles several key lemmas and results that
shall be used in the next chapters. The generality of these results makes them interesting on
their own. As an example of use of this toolbox, we show the equivalence of two techniques
for creating non-Shannon-type information inequalities. We introduce Algorithmic Information
Theory or (exchangeably) Kolmogorov Complexity Theory whose undisputed fathers are
Andrei Kolmogorov, Gregory Chaitin and Ray Solomonoff.

We start with a tool from probability theory. Hoeffding's inequality, here presented in a
slightly less general case, is a bound on the probability that the average value of a sum of
independent and identically distributed random variables, deviates from its expectation.

Lemma 11 (Hoffding Inequality, [Hoe63]). Let Xy, ..., X, be ni.id. real random variables
o n
whose range is [a, . . ., bl. If X =Y X;, then

=1

2nt?

Pr(X —E[X] < t) > exp (—(b_a)z>

Note that the i.i.d. condition can be changed to the assumption that the X; are obtained

via a sampling without replacement.

4.1 Tools from Shannon’s Information Theory

4.1.1 Quasi-Uniform Random Variables

We introduce a new class of random variables studied in [Cha01] and further investigated
in [CY02].
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Definition 28 (Quasi-uniform random tuple). A tuple of random variables xxr = (Xj)ien
is called quasi-uniform if for each subtuple x,, all of its values that occur with positive
probabilities are equiprobable.

We call quasi-uniform an entropic point corresponding to the entropy profile of a tuple of
quasi-uniform random variables. Denote by N\, the set of all quasi-uniform entropic points for
n-tuples.

Terence Chan introduced quasi-uniform random variables in [Cha01] along with their
underlying combinatorial representations (called box assignments). They are structured
random variables: knowing the support of a quasi-uniform random tuple is indeed sufficient
to reconstruct its whole distribution. The support can be seen as a (multidimensional) binary
array such that for each coordinate, the number of one in every section is the same.

Figure 4.1: Two box assignments: a non-quasi-uniform on the left and a quasi-uniform on
the right

The quasi-uniform property for a random tuple X can be stated as follows: for any two
values b;, bj € Sg of B we have

H(AIB = b)) = H(A|B = b))

for any subtuples A, B of X)s. Not all distributions are quasi-uniform since the described
property of conditional probabilities in general does not hold (see page 13 for a reminder).
An example of quasi-uniform random variables are linear random variables (presented in
Section 2.5 p. 22).

It turns out that quasi-uniform random variables are enough to characterize the whole
entropy region fj‘,. Terence H. Chan proved together with Raymond W. Yeung, that set of
quasi-uniform entropic point and [}, are described by the same set of linear inequalities

Theorem 25 (Theorem 4.2, [Cha01]). con(A,) = I%. where con is the convex envelope
defined on p. 25.

We are interested in the main lemma used to prove the previous theorem which can be
subsumed as follows:

Lemma 12 (Theorem 4.1 [CY02]). For every distribution xpr = (x;)jenr and all € > 0 there
exists a quasi-uniform distribution yxr = (vi)ienr and an integer k such that

H(xp

)_H%N)Hq

(in some norm; the choice is not important since € is arbitrarily small, and all norms differ
at most by a constant factor).
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4.1.2 The Slepian—Wolf Coding Theorem

Say you want to download two copyright-free electronic books X and Y from two different
web servers. These two books are from the same author, so the contents of X and Y have
some common traits — style, vocabulary, punctuation. One could get the two files separately
and download a total amount of information which is equal to the sum of the compressed
sizes of X and Y. Assuming that X and Y are values of some random variables, the total
traffic is equal to H(X) + H(Y). Can smart-coded web servers exploit the fact that X and Y
are correlated and send less information 7

Yes, they can. If they agree in advance, one server can send the whole file X while the
second only has to send around H(Y'|X) bits of information (without knowing which file X
the first server sent). How can this compression happen ?

Wolf and Slepian proved a famous theorem on the characterization of the rate region of
this problem — the problem of independent compression of two correlated random variables.
Here we only present a special case of the classic Slepian—Wolf theorem. This case actually
makes the most important part of the general proof of the standard Slepian—Wolf theorem
(see Theorem 2 in the original paper [SWO06] and a detailed discussion in Section 5.4.4
of [CT91]).

Lemma 13 (Slepian-Wolf coding). Let X,Y be N independent copies of random variables
x,y, e, X=(x,..., xn), Y =01, .., yn), where pairs (x;, y;) are i.i.d. Then there exists
X' such that

o H(X'|X) =0,
o H(X') = H(X|Y) + o(N),
o HIXIX',Y) = o(N).

(This Lemma is also a special case of Theorem 3 in [Mat07c].) Lemma 13 claims that
we can construct a hash of a random variable X which is almost independent of Y and has
approximately the entropy of X given Y. We will say that X’ is the Slepian—Wolf hash of X
given Y and write X’ = SW(X][Y).

X Y

Figure 4.2: A Representation of the Slepian—-Wolf Hash SW(X|Y)

4.1.3 The Copy Lemma

The idea of the copy lemma was the original trick from [ZY97] to prove the first nontrivial
conditional inequality. The lemma was formulated by Randall Dougherty et al in [DFZ06].
We present a formalization of this lemma in our notations.
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Lemma 14 (Copy lemma, [DFZ06]). Let A, B, C be three jointly distributed random variables.
There exists a fourth random variable A" such that (A, B) and (A, B) have the same entropy
profile and A" is independent of A, C given B, i.e.,

H(A, B) = H(A", B) and I(A":AC|B) = 0.

Such an A’ is called a C-copy of A given B.

NN
ALY IRNADA

C C

Figure 4.3: Information diagrams for a copy A’ of A

The lemma follows from a simple construction for random variables. Suppose you are
given A, B, C and want to construct such an A’. We construct a distribution (A", A, B, C)
satisfying the properties of Lemma 14:

1. First, sample B using pg.
2. For each value of C, sample independently (A, C) using pacjg and A" using pas.

In this way, we have automatically the required conditional independence property, and by
construction (A, B, C) ~ pagc and (A, B) ~ pas.

In fact, we used such a construction for our proof of the basic inequality using the
KL-divergence (see Section 2.3.1 p. 14) and for the proof of some of the conditional and
unconditional inequalities (see Section 2.7 p. 28).

4.1.4 The Ahlswede—Korner Lemma

By Ahlswede—Korner lemma, we refer to a result from the works of Ahlswede—Gacs—Korner
presented in its plain generality in a book by Csiszar and Korner [CK81], whose relevance was
underlined by Wyner in [Wyn06]. The result has been presented for the special case of 3
random variables (a generalization of Wyner's result relevant for our purposes) in Section 2.7.2
(p. 34) Lemma 3 can be generalized to any number of variables in the following way.

Lemma 15 (Ahlswede—Korner Lemma, [AGK76, CK81]). Let xq, ..., Xp, y be n jointly dis-
tributed random variables. Consider their M-serializations X1, . . ., Xn, Y . Then there exists
a random variable W such that

HW|X1 ..., X,) =0,
AL XalW) = m FCa, - xaly) | = o(M).
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For three random variables and in terms of almost entropic points, this lemma states that
if there is an entropic point whose profile is shown on the left of Figure 4.4, then there is an
almost entropic point whose profile is shown on the right of the figure.

ava ava

V4 w

Figure 4.4: Ahlswede—Korner Lemma: from the entropic point on the left, one can construct
the almost entropic point on the right.

We proceed to prove two non-Shannon-type information inequalities, one of which (in-
equality (4.1)) was originally proven using the Copy Lemma in [DFZ06].

Proposition 19. The following are two 5-variable non-Shannon-type inequalities.

I(a:b) < I(ar:d)+1(b:clar)+1(b:c|d)+I(a:b|cr)+I(a:c|br)+I(a:b|c)+1I(a:r|bc) (4.1)
I(a:b) < I(ar:d)+I(b:clar)+1(b:c|d)+I(a:b|cr)+I(a:c|br)+I(a:b|c)+I(d:r|bc) (4.2)

Proof. Denote by A, B, C, R the N-serialization of a, b, ¢, r and let W = AK(a:bcr). The
following (in)equalities hold up to o(N):

H(W) < H(W|D) + H(W|AR) + I(D:AR)

H(W|D) < H(W|B) + H(W|C) + I(B:C|D) — H(W|BCD)
H(W|AR) < H(W|BR) + H(W|CR) + I(B:C|AR)

H(W/|B) = I(CR:A|B)

H(W|C) = I(A:R|BC) + I(A:B|C)
H(W/|BR) = I(A:C|BR)
H(W|CR) = I(A:B|CR)

I(A:B) + I(CR:A|B) = HW) (= I(BCR:A))

By summing we obtain:

I(A:B) < I(AR:D) + I(B:C|AR) + I(B:C|D) + I(A:B|CR)+
+ I(A:C|BR) + I(A:R|BC) + I(A:B|C) — H(W|BCD),

which implies (4.1). Now,

H(W|BCD) H(W|BC) + I(W:D|BC)
I(A:R|BC) — I(W:D|BC)
I(A:R|BC) — [I(R:D|BC) + |(W:D|BCR)]

I(A:R|BC) — I(R:D|BC)

AV
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By summing the last two inequalities, we obtain an inequality that implies (4.2).
To see why these inequalities are of non-Shannon type, take r to be deterministic and use
the equality:
I(a:b) = I(b:c)+ I(a:b|c) — I(b:c|a).

Both inequalities rewrite to an instance of the non-Shannon type inequality (2.14) from
Theorem 13 (p. 34) ]

4.2 Comparison of Two Proof Techniques for Information
Inequalities

Before formalizing the two techniques we have already seen earlier (Chapter 2), we give
another theorem on information inequalities.

Theorem 26 (Balanced inequalities, Chan, [Cha03]). Let (X\), be a list of coefficients, the
following are equivalent:

1. The inequality

FXv) = Y. AH(Xy) >0
@#£JCN

is a valid information inequality.

2. The inequality

gXn) = D AHXY) =D nHX| X)) =0,
D#IJCN JEN

where r, is the sum of all X\ involving j, is a valid information inequality.
The latter inequality is said balanced.

For a balanced inequality in atomic form, the coefficients of the terms H(X;|Xxr—;) are
all zeros. The previous result states that all information inequalities can be put in balanced
form by deleting the corresponding terms. These coefficients must obviously be non-negative,
therefore the balanced inequality appears to be stronger.

We describe the main two techniques for obtaining the non-Shannon-type information
inequalities presented in Chapter 2.

Technique 1: Zhang-Yeung’s method. We present this technique as an inference rule:
(A) If we have an information inequality of the form:
FXn, Ym) + 9Ym, Z2) + al(Z: Xn|Ym) > 0,
for some a > 0;

(B) then the following stronger inequality is also valid:

fF(Xn Ym) +9(Ym, Z) > 0.

Correctness. The correctness of this rule follows from Lemma 14: Take Z’ to be a Xyr-copy
of Z given Yy and apply inequality of step (A) with Z = Z'.
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Technique 2: Romashchenko’s method. The method is subsumed in the following infer-
ence rule:

(A) If we have an information inequality of the form:

f(Xn Ym) + 9(Ym, Z2) 2 0;

(B) then the following stronger inequality is also valid:
F(Xn YY) + 9(Ym, Z) = rzH(Z|[Ym) 2 0.

where rz is the sum of the coefficients of g involving Z.

Correctness. The correctness of this rule follows from Lemma 15 by taking W = AK(Z:Y )
(the proof is similar to the one of Theorem 13 on page 34).

We are going to show that these two inference rules are equivalent if we keep in mind
Theorem 26 on balanced inequalities. By this we mean the following:

Theorem 27. For any information inequality I, inferred using Technique 1, there is an
inequality I inferred using Technique 2 such that 11 and Z> have the same balanced form.
The converse also holds.

Proof.
1 = 2: Suppose
FXn Ym) + 9(Ym, Z) + al(Z:Xn[Ym) = 0, (A1)

for some a > 0, is a valid information inequality in balanced form. By Technique 1, the
stronger
F(Xn Ya) +9(Ym, Z) 2 0 (B1)

is also valid. Let us show that inequality (B1) can also be obtained using Technique 2.
Start from the inequality

F(Xn YY) +9' (Y, Z) 2 0 (A2)

defined using ¢’ = g+ aH(Z|Ym), where rz is the sum of coefficients of g involving Z. This
inequality is valid since a is non-negative, thus (Az) follows from H(Z|Ya) > 1(Z: Xn|Ym)
and (Al)

Using the inference rule of Technique 2, we get

F(Xn Ym) +9'(Ym. Z) = rzH(ZIYm) > 0, (B2)

where r% is the sum of coefficients of g’ involving Z. By definition of g’ we have r, = a+rz,
thus inequality (B>) rewrites to

fF( XN YMm) +9(Ym, Z) — rzH(Z|Ym) >0,

and since (A1) is balanced we have r> = 0, so the last inequality is exactly inequality (B1).

2 = 1: Suppose
F(XvYm) +9(Ym, Z2) = 0 (A3)

is a valid information inequality. By Technique 2, the stronger

FXn Ym) + 9(Ym, Z) = rzH(Z|Ypm) = 0 (B3)
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is also valid. Let us show that inequality (B%) can also be inferred using Technique 1 and
balancing.
Notice first that H(Z|Ym) = H(Z|XnYm) + 1(Z:Xn|Ym), therefore (AL) rewrites to

F(Xn Ym) +19(Ym, Z) = rzH(ZIYa)] + rz H(ZIXnYan) + rzI(Z: X [Ym) 2 0,
where rz is the sum of the coefficients of g involving Z. Balancing this inequality gives:
F(Xn YY) + [9(Ym, Z2) — rzH(ZIYa)] + rzI(Z:Xn[Yim) 2 0 (A1)
Applying the inference rule of Technique 1 to (A}) gives
F(Xn YY) + 9(Ym, Z) — rzH(Z[Ym) 20, (B1)

which is exactly inequality (B5). O

4.3 Tools from Kolmogorov Complexity

After his successful axiomatization of probability theory, Andrei N. Kolmogorov reportedly
thought that his accomplishment was not satisfactory, in the sense that the theory failed
to provide a definition of random objects. Indeed, suppose one sampled the following two
sequences of ASCII characters of length 52, by selecting each character uniformly at random.

Mais que diable allait-il faire dans cette galére 7
T1j-k%<?BveYa3pUh9R4HVPqWy=p; WOhXxTGVO9Auhs!1! !one!

The first one would clearly appear not random for most of us, whereas the second one
would seem to look like an absolutely reasonable “random” sequence. Our intuition tells us
this is what most sequences “look like”. However both sequences had the same probability
256752 of appearing.

We would like to be able to say that the first one is not random, because we could simply
open the right book and find it, or we could compress it because the characters of the French
language (or of any spoken language for that matter) show some interdependencies. We
would like to be able to say that the second sequence is thus more complex since it does not
appears to show any correlation between characters.

Kolmogorov Complexity Theory tries to formalize these ideas by defining the complexity of
a string as its compressed size. Using this idea, one can define randomness as incompressibility.
We refer the reader to the textbook of Li and Vitanyi (see [L\VV97]) for an exhaustive survey
on Kolmogorov complexity.

4.3.1 Introduction to Algorithmic Information Theory

The Kolmogorov complexity of a finite binary string x is defined as the length of a shortest
program that prints x on the empty input. Similarly, the conditional Kolmogorov complexity
of a string x given another string y is defined as the length of a shortest program that prints
X given y as an input. More formally, for any programming language L, the Kolmogorov
complexity Cr(x|y) is defined as

Cre(x]y) = min{|p| : program p prints x on input y},
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and unconditional complexity C,(x) is defined as complexity of x given the empty y. Our
programming language must be powerful enough. The programming model does not much
matter; for simplicity we assume that £ is computable (e.g., by a Turing machine, or by some
other machine).

The basic fact of Kolmogorov complexity theory is the invariance theorem:

Theorem 28 (Invariance Theorem). There exists an optimal programming language U such
that for any other language L we have Cy(x|y) < Cr(x|y) 4+ O(1) (the constant depends on
L but not on x and y).

There exist infinitely many programming languages that satisfy this theorem. We fix one
such optimal language 4. In what follows we omit the subscript &/ and denote the Kolmogorov
complexity by C(x), C(x|y).

Let us find out more properties of this complexity notion. It should be natural that any
deterministic procedure cannot increase too much the complexity of strings:

Proposition 20 (Computable functions cannot increase the complexity). C(f(x)) < C(x)+cy,
for any program f. The constant c¢ depends only on f.

Now we can give a trivial upper bound for the complexity. Any string can be produced by
some program. The identity program just reproduces its input as an output: any string is its
own description:

Proposition 21 (A string is at most as complex as itself). C(x) < |x| + ¢, for any string x.
The constant c is absolute.

Let us now check that this theory indeed can talk about random strings. By “random”
string we mean an “incompressible” string, that is : any description should have approximately
the same length as the string itself. For our theory to be interesting, it should indeed be able
to prove that there exist random strings. It is indeed the case.

Proposition 22 (Incompressible strings). For each length n, there is at least one incompressible
string.

In fact, this situation is the typical one. Most strings cannot be compressed by more than
a constant additive term:

Proposition 23 (Most strings are incompressible). The probability that a uniformly random
binary string of length n satisfies C(x) < |x| — k is 27k.

Suppose now that we have two strings u, v that may share a certain number of bits in
some way. Is it true that we can find a program for the pair (u, v) from a program for u and
a program for v? The answer is yes:

Theorem 29. C(u,v) < C(u) + C(v) + O(max{log(C(u)),log(C(v))}).

| suggest the reader to try to prove the previous theorem for a first encounter with basic
arguments form Algorithmic Information Theory.

Stepping back, one might begin to realize that this complexity notion behaves a lot like
the information-theoretic notion of entropy. Our next theorem should settle this thought
definitively:

Theorem 30 (Symmetry of Information (Kolmogorov—Levin Theorem), [ZL70]). For all
strings u, v:
C(u,v) = C(u) + C(v|u) + O(log C(u, v)) (KL)
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This formula is a direct counterpart of the following formula from Shannon's Information
Theory:
H(UV) = H(U) + H(V|U).

This result justifies the definition of the mutual information in this setting, which is an
algorithmic version of Shannon’s standard definition: the mutual information between binary
strings is defined as

I(x:y) = C(x)+ C(y) — C(x,y),

and the conditional mutual information is defined as
I(x:ylz) ==C(x,z) + C(y,z) — C(x,y,z) — C(2).

From the Kolmogorov—Levin theorem it follows that /(x:y) is equal to C(x) —C(x|y), and the
conditional mutual information /(x:y|z) is equal to C(x|z) — C(x|y, z) (all these equalities
hold only up to logarithmic terms).

A major, yet necessary, drawback of this theory is the uncomputability of the Kolmogorov
complexity function itself.

Proposition 24 (Uncomputability). The function C(-) is not computable, i.e., there is no
algorithm c such that C(x) = c(x) for all inputs x.

We introduce a notation for the complexity profile of a tuple of strings similar to the
notation for entropy profile (defined in Section 2.6).

Definition 29 (Complexity Profile). Let X = (xq, ..., Xn) be n binary strings, we define the
complexity profile of x as

C(x) = (Cxa), Cx), . .-, Cx1, x2), C(x1, x3), - . -, Cx1, %, ..., Xn))

is defined as the shortlex-ordered list of complexities associated with the subtuples x; for
each non-empty J C {1,..., n}.
The conditional complexity profile C(x|y) for a string y is defined by

ff(x|x) = (Claly), Chely), .. .. Clx1, xaly), Clx1, x3ly), . - ., Clxy, x2, ..., Xnly))

4.3.2 Inequalities Are The Same

A fundamental result of Andrei Romashchenko's validates the link between Information and
Algorithmic Information theories. He showed that this parallelism can be pushed to the full
extent of inequalities, proving that for every linear inequality for Shannon entropy there exists
a counterpart for Kolmogorov complexity.

Theorem 31 (Hammer et al, Romashchenko, [HRSV00, Rom00a]). For each family of
coefficients {\w } the inequality

ZA,H(a,) + Z >\,-J-H(a,-, aj) +...20
i

i<j
is true for every distribution (a;) if and only if for some constant k the inequality

ZA, C(x,)+z>\,-,jC(X,-,)g)+...+/<IogN2O

i<j
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is true for all tuples of strings (x;) (N denotes the sum of the lengths of all strings x;, constant
k does not depend on strings x;).

4.3.3 Muchnik’s Theorem
Muchnik's theorem is a counterpart of Slepian—Wolf theorem (see Section 4.1.2 p. 67).

Theorem 32 (Muchnik, [Muc02]). For all strings x, y, there exists a string z such that

z| = C(xy),
C(z|x) = O(log n),
C(x]y, z) = O(log n),

where n = C(x, y). Such a string is not unique, we denote by Much(x|y) the set of all such
strings.

4.3.4 Typization-based Techniques
Typized Sets

Consider the complexity profile C(a) of an n-tuple a = (ay, .. ., an). Can we find a “clone”
tuple a’, which is different but has approximately the same complexity profile (say each
components are equal up to a logarithmic term) ? The answer is yes, for instance you could
flip one bit of one string a;, it will only change the complexity by an additive term O(log N)
(where N is the sum of lengths of all strings involved), but this is a bit too naive. In fact
many rather different tuples are “clones” of a’. We will see that as soon as a tuple a has a
high enough complexity, many other clones of this a should also exist. A set of clones of a
tuple will generally be referred to as a typized set.

Let us define the typized set T of a as the set of tuples a’ such that every possible condi-
tional complexity of subtuples is upper bounded by the corresponding conditional complexity
for a.

Definition 30 (A Typized set T, [Rom03b]).
T(a)={a =(a1,..., an) 1 YU,V C [n] : C(aylay,) < C(aylav)}

For now, this set contains also tuples with very small complexity, we take care of this
hereafter. Note that our original tuple belongs to its typized set. First, we notice how the
size of this set is bounded.

Claim 1. log|T(a)| < C(a) + 1

Proof. The number of possible a’ such that C(a’) < (C(a) is bounded by the number of
programs of size at most C(a) which is 2€(@)+1, OJ

Claim 2. log|T(a)| > C(a) — O(log C((a)).

Proof. This set T(a) can be enumerated if all possible conditional complexities for subtuples
of (a1, a2, ..., an) are given. As we said, T contains the initial tuple a. Therefore, we can
describe a by the parameters needed to enumerate T (i.e., all numbers C(aylay)) and the
ordinal number of a in this enumeration. It follows that the complexity of a is not greater
than

log |T|+ O(log C(a)). O
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Since this set is large, most of its elements should be of high complexity, i.e., have a
complexity close to the one of a. So if we want to keep only the strings with high complexity,
we should consider the following set:

T.(a) = {a’ — (... ) Hé(a) ~ a)

< clog C(a)} (4.3)
Claim 3. log|T.(a)| = C(a) — O(log C(a)) for large enough constant c.

Proof. The upper bound is trivial: for each a’ in T.(a) we have
C(a’) < C(a) + clog N,

so log|Tc(a)| < C(a) 4+ clog N + 1, like in the proof of Claim 1.
Now we need to prove that T.(a) cannot be too small. The two previous claims showed
that
log |T(a)| = C(a) — O(log ((a)).

Let us look at T(a) N T.(a). Evidently |T(a) N Tc(a)| < |T|, let us prove the other bound. If
a’ € T(a) \ Tc(a), then for some U, we have C(a},) < C(ay) — clog C(a), but then

C(a") = ((ay) + C(ajylay) + O(log N)
< (C(a) — clog C(a) + O(log N),

where the constant in the O(log V) term depends only on the number of strings in the tuples
involved, but not on N. This means that if c is large enough (greater than the constant in
the O(log N) term in the inequality above), then the cardinality of the set T(a) \ Tc(a) is
only a small fraction of |T(a)] :

log |T(a)\ Tc(a)| < log|T(a)| — clog C(a) + O(log N).
Therefore |T(a) N Tc(a)] is large, which proves our claim. O]
We fix the value ¢ so that Claim 3 holds (¢ depends on the size n of the tuple, but not

on ((a)).
Now we can show that a stronger property holds for clones.

Claim 4. For every a’ € T(a)
C(aylay) = C(aylav) + O(log C(a))

for all U,V C [n].

Proof. By the Symmetry of Information Theorem 30 (p. 73):

C(aylay) = C(ayuy) — Cay) + O(log Cay,y )
= C(ayuv) — C(av) + O(log C(ayuv))
= ((aylay) + O(log ((a)) O

Again, for another string x, one can define a “relativized” version of the previous definition
of typized sets by adding x in the conditions.



4.3 Tools from Kolmogorov Complexity 77

Definition 31 (Conditional typized sets).
T(alx)={a' = (4}, ..., a,) VU Vv c{o,..., n}: C@'yla'y, x) < Claglay, x)}  (4.4)
Te(abo) = {a' = (... 4+ | Calx) - Calo)|| < clog Claln) | (4.5)

All previous claims hold for these relativized sets.

Exchanging a String in a Tuple, Keeping the same Profile

Let us show an application of typized sets. Suppose you are given a tuple of strings b and
another string x whose complexity is close to one of the strings in the tuple, say b;. We prove
that one can find another tuple where the first string is x and whose profile is close to C(b).

Lemma 16. Let b = (bg, by, . . ., bn) be a tuple of strings and b}, be another string. Then
there exist b}, .. ., bl, such that tuplesb = (bo, . . ., bp) andb’ = (b, ..., bl)) have complexity
profiles that differ (in the corresponding positions) only by O(6 + log N) where § = | C(bp) —
C(bp)| and N = C(b).

Proof. In this argument we use the typized set of “clones” T (b) of the tuple b. The size of
T(b) is equal to 2€(P)=O(log V),

Consider sections of T(b) corresponding to some fixed values of the first coordinate.
Denote by To(bg) the set of all (b, ..., b,) such that (bg, by, ..., b,) € T(b).

By definition of T(b), the number of all such sections is at most 2C(P1--:balbo)+1 = The
average size of these sections (over all possible Bo) is equal to

[T (b)]
the size of projection of T(b) onto the first coordinate

We know that |T(b)| > 2€(P)=0(0gN) 3nd the size of the projection of T(b) onto the first
coordinate is at most 2€(%)+1 Sq the average size of such a section of T(b) is at least

C(b)=C(bo)~O(log N) > o C(bx,....bol o) —c log N

for some constant ¢ (i.e., not much less than the maximal size of a section). Thus, the
maximal size of a section is 2(bL-balbo)+1 "3nd the average size is at least 2C(b1-.bnlbo)—clog N
From a simple counting it follows that for at least 2¢(P0) =009 N) strings by the corresponding
sections To(bg) contain at least 2C(br.balbo)=clog N=1 elements (at least one half of the
average size of a section).

So let us fix a threshold

L=[C(by,..., bn|bg) — clogn —1]

and enumerate all possible 130 such that fo(Bo) contains at least 2¢ tuples. Notice that to run
this enumeration we only need to know all complexities C(by|by/) and the number £, which is
O(log N) bits of information. We want to take from this enumeration the string with the
ordinal number b). There may be a technical obstacle at this step: the number of digits in bj
can be too large to represent an ordinal number of an element in this list. In this case we
just cut off the “redundant” leading bits of by. This string b obtained from b} by cutting
O(log N) of leading bits satisfies

C(bg|bh) < O(log N) and C (by|bg) < 6+ O(log N),
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i.e., bj, and b{ are interchangeable up to ¢ + O(log N) bits.
Now we are allowed to fix by as the string of index bfj (seen as a binary integer) in the
previous enumeration. Notice that by and bf are also interchangeable up to ¢ + O(log )

bits. It remains to find Bl ..... Bn such that the complexity profile of (Bo, 131 ..... B,,) is close
to the profile of (bg, b1, ..., bn). We have chosen bg so that |To(bo)| > 2¢. Hence, there
exists a tuple (b, ..., bl)) in the section To(bp) such that

C(by, ..., bolbo) >€—1=C(by, ..., balbo) — O(log N).

C(bo, b, ..., b,) = C(bo, b1, . .., bn) — & + O(log N).

Now we substitute the first element by by by in the tuple (bo, by, . .., b,) (recall that they
are interchangeable) and let b’ = (b)), by, .. ., b,). For the latter tuple we have

Hf:(b) — )| < 0@ + 109 M)
and the lemma is proven. ]

4.3.5 From a Conditional to an Unconditional Profile

We prove a very handy result which is related to relativization of entropy profiles. Given a
conditional complexity profile C(Y'|x), can we find a tuple of strings whose profile is equal to
this conditional profile 7 It turns out that this relativization is indeed possible in the following
sense:

Lemma 17. For a string x and an m-tuple of strings Y = (y1, ..., Ym) there exists an m-tuple

C(Z) = C(YIx)+ O(log N),
where N = C(y1, ..., Ym)-

Proof. We are given a tuple of strings YV = (y1,..., ¥m). For every subset of indices
W={n,..., ik} we denote Yy = (Viy, - - -, Vi), assuming 1 <jp < -+ < jpe < m.
Let S be the set of all tuples V' = (y1, ..., yr,) such that for all U,V C [m]

C(Yylx) < Culx) and C(VHIVy, x) < CDulIv, x).
In particular, this set contains the initial tuple ). Further, for each U C [m] we denote
hy = Pog [ the size of the proj'ection H
of S onto U-coordinates
and

rt— i the maximal size of section of S
v for some fixed U-coordinates

E.g., if U= {1}, then hyy) is equal to the number of all strings y;1 such that for some strings
Vhoooo, v}, the tuple (v, ¥4, ..., yr) belongs to S. Similarly, h{Ll} is by definition equal to

max {2 Ym) A Y5, ym) € S
1
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The cardinality of S is less than 2€(V¥)+1 since for each tuple )’ in S there exists a
program of length at most C()’|x) which translates x to ). Similarly, for each U

hy < C(Vy) +1 and hj; < C(Vg|Vu) + 1,

where U = [m]\U.

On the other hand, the cardinality of S cannot be less than 2€(YX)=0(ogN) gince we
can specify Y given x by the list of numbers hy and hﬁ and the ordinal number of ) in the
standard enumeration of S.

We need only O(log N) bits to specify all numbers hy and hﬁ (the constant in this
O(log N) term depends on m but not on N). Given all hy and h{; we can find some set S’
such that the sizes of all projections and maximal sections of S’ are equal to the corresponding
hy and hj Such sets must exist (e.g., there exists a set S, which satisfy all these conditions),
so we can find one such set by brute-force search. Note that we do not need to know x to
run this search.

For each tuple Z = (z1, ..., Zm) in S” we have

C(Z) < hymy = C(YIx) + O(log N)

since we can specify this tuple by the list of all hy and hj and the index of Z in the list of
elements S’. Similarly, for each set of indices U

C(2y) < hy = C(Yulx) +0O(1) (4.6)

and
C(Z2520) < hf = C(VglYu, x) + O(1).

Let Z2 = (z, ..., Zm) be some tuple in S’ with maximal possible complexity. Then
C(Z) = C(Y|x)+ O(log N) (complexity of Z cannot be much less since the cardinality of S’
is 2C(VIX)=O(leg N)y * For this tuple Z, inequality (4.6) becomes an equality

C(2u) < hy = C(Vulx) + O(log N).
Indeed, if C(Zy) is much less than hy, then
C(Z) =C(2y) + C(Z5|2y) + O(log N)

is much less than
C(YIx) = C(ulx) + C(YylYu. x) + O(log N),

and we get a contradiction with the choice of Z. Hence, the difference between the
corresponding components of complexity profiles C(Z) and C(Y|x) is bounded by O(log N).
]
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Chapter 5

Quasi-perfect Secret Sharing
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Introduction

In this chapter we relax the original model of perfect secret sharing by including information
leaks and incomplete information. If both of these quantities can be made negligible, we
have what we call a “quasi-perfect” secret-sharing scheme. We introduce hereafter several
definitions formalizing this idea, and study their properties.

We show that missing information is an easier problem and we can get rid of it, possibly
at the expense of a bigger information leak. We also show that the distribution on secrets
is not important and any quasi-perfect scheme can be converted into another one with the
uniform distribution on secrets. This result is a counterpart of a property for perfect schemes.

We establish a relation between the introduced notions and algorithmic information theory.
In the algorithmic model, the secret to be shared and the shares are binary strings, and perfect
secret-sharing conditions are formulated in terms of conditional complexity and algorithmic
information. We use a typization argument to show that for a given access structure and
a given information ratio, the existence of a quasi-perfect secret-sharing scheme in the
probabilistic model is equivalent to its existence in the algorithmic model. Using similar
arguments, we prove in the algorithmic version that it does not matter which secret string we
have to share.

The major unsolved problem in secret sharing is to invent new efficient secret-sharing
schemes in the cases where they do exist, and prove their nonexistence in the cases where
they do not — thus closing the gap between the upper and lower bounds. One can hope that
it is easier to construct a quasi-perfect scheme than a perfect one with the same efficiency.
It would be also interesting to find a lower bound for perfect schemes that does not apply to
quasi-perfect schemes (the known bounds do not have this property). Both problems are still
left open for further research; nevertheless, we hope that the definition of an intermediate class
of quasi-perfect secret-sharing schemes and investigating its basic properties and relations to
algorithmic information theory could be helpful.

We also consider the reduction of the secret size. For perfect secret sharing one can
always reduce the size of the secret (restricting the set of secrets) and still have a perfect
scheme (though less efficient). If we allow some information leak, the situation becomes
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more complicated. Imagine that we have a scheme that distributes, say, 1000-bit secrets
with only 10-bit information leak. We cannot use this scheme for 1-bit secrets directly, since
the information leak can now exceed the secret size — although the leak was initially small
compared to the secret size. We overcome this difficulty and suggest a technique that allows
us to reduce both the secret size and the leak at the same time.

5.1 A la Shannon

5.1.1 Definition of Quasi-perfect Secret-sharing Schemes

We begin by formalizing the idea in the probabilistic setting using the tools of Information
Theory. First we define the parameters at stake for, non necessarily perfect, secret-sharing
schemes.

Definition 32. Let " be an access structure. Consider a secret-sharing scheme in the sense
of the probabilistic definition: Let s and op, for all participants p, be some random variables
defined on the same probability space. The main parameters of these scheme are:

e entropy H(s) of the secret (always positive);
e information ratio: the maximal entropy of a single share divided by H(s);

e missing information ratio: the maximal value of H(s|oa) over all authorized groups A,
divided by H(s);

e information leak ratio: the maximal value of I(s:og) over all forbidden groups B, divided
by H(s).

If the missing information and the information leak are zeros, we obtain a perfect secret-
sharing scheme. We interest ourselves in quasi-perfect secret-sharing schemes, where the
missing information and information leak ratios are asymptotically small.

Definition 33. An access structure I' can be quasi-perfectly implemented with information
ratio p if there exists a sequence of secret-sharing schemes such that

(1) the limsup of the information ratio does not exceed p;
(2) the missing information ratio tends to zero;
(3) the information leak ratio tends to zero.

A more general definition could require that the limsup of the missing information ratio
is bounded by some ¢, and limsup of the information leak is bounded by some §. For these
approximate schemes, most of our results below can be extended in a natural way. Notice
further that each time we talk about a quasi-perfect scheme, we are in fact handling an infinite
sequence of individual secret-sharing schemes. This will permit us to study the asymptotic
behavior of secret-sharing schemes.

5.1.2 Secret-Sharing Scheme Without Missing Information

Definition 34 (Scheme without missing information). We say that an access structure
can be quasi-perfectly implemented without missing information if it has a quasi-perfect
implementation where the missing information (ratio) of each individual scheme is exactly
zero.
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Our first observation: we can require the missing information ratio to be exactly zero and
still get an equivalent definition.

Theorem 33. Let [ be an access structure with n participants. If there exists a secret-sharing
scheme for I with information ratio p, missing information ratio € and information leak ratio
0, then there exists another scheme with no missing information that has information leak

ratio at most § + e and information ratio at most p + e, where e = (25 + H?s)) 27,

To prove Theorem 33, we proceed by adding the missing information to authorized groups.
For that we need to “materialize” this missing information and provide it to each participant,
still keeping the information leak small. This plan is achieved using two simple observations
from Shannon’s Information Theory. The first one:

Lemma 18. Let a and B be two jointly distributed random variables. There exists a variable
v defined on the same probabilistic space such that H(a|B,vy) = 0 and H(y) < 2H(a|B) + 3.

Proof. Let B be distributed on a set {b1,...,bs}. For each value b; of B, we have a
conditional distribution on values of a given the condition 8 = b;. We can construct for
this conditional distribution a prefix-free binary code cy;, ..., ¢y with average length at most
H(a|B = bj) + 1 (e.g., we can take the Huffman code).

Let v be the corresponding codeword as a random variable defined on the same space
where a and B are defined: if 8 = b; and a = a; then -y = ¢j; (the i-th codeword from the
code constructed for a-distribution with condition 8 = b;).

Given a value b; of 8 and the string ¢;; from j-th code, we can reconstruct the corresponding
value of a. Hence, H(a|B,) = 0. It remains to estimate the entropy of +.

This v ranges over set of all codewords ¢j; (from all codes constructed for all possible
values of B). The average length of bit strings c;; can be easily bounded: for every value b; of
B it is bounded by H(a|B = b;) + 1, and taking average over different b;, we get H(a|3) + 1.

However, in this way we do not get a bound for the entropy of <y, since the set of all ¢;; is
not prefix-free (or uniquely decodable), even if it is prefix-free for any fixed j. But we can
replace each string ¢;; by its encoding ¢j;, where s — § is some prefix-free encoding of all
strings. Let us agree that S is s with every bit doubled and 01 added; then |5| < 2|s| + 2, and
this linear bound remains valid after averaging. So we get a prefix-free code whose average
length does not exceed 2H(a|B) + 3, and the entropy of <y does not exceed this average
length. ]

The second one is a classical (Shannon-type) information inequality:

(a:By) < I{a:B) + H(v).

It says, for all o, 3,7y, that if, in addition to some known (3, a participant gets some new
information -y, her information about some a increases at most by H(7y).

Using these two observations, it is easy to prove Theorem 33. Indeed, let us consider all
authorized groups sequentially. For each group we use Lemma 18 to "materialize” the missing
information into some random variable (on the same space) and then include this variable
into all participants’ shares. Then the problem of missing information for this group is solved
at the cost of an increased information leak (the increase is bounded because of our second
observation) and increased entropy of the shares. Since we need to repeat this at most 2"
times, we get the required bound.

The previous theorem implies the following result in terms of quasi-perfect schemes. It
shows that as far as quasi-perfect schemes are concerned, the missing information ratio is
unimportant.
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Corollary 5. If an access structure I’ can be quasi-perfectly implemented, then it has a
quasi-perfect implementation without missing information for the same information ratio.

5.1.3 Secrets Drawn According to the Uniform Distribution

The next result shows how the distribution of the secret variable in any quasi-perfect schemes
can be made uniform.

Theorem 34. /f some access structure [T can be quasi-perfectly implemented with information
ratio p, it can be quasi-perfectly implemented with the same ratio by a sequence of schemes
that have uniformly distributed secrets.

We need to prove that for any given quasi-perfect scheme, we can create another quasi-
perfect scheme with the same parameters wherein every individual sharing scheme has a
uniform distribution on secrets. To this aim we use a result of T. H. Chan and R. W. Yeung
(Lemma 4.1 in [CY02]) on quasi-uniform random variables. This tool is described by Lemma 12
in Section 4.1.1 on page 66 in our Toolbox Chapter.

Since our definition does not restrict strongly the entropy or the size of the shares, as
long as the limit ratios are the same, we can use this lemma to construct another secret-
sharing scheme and make the tuple quasi-uniform (and therefore to make the secret uniformly
distributed). Theorem 34 is proven.

Remark 8. Notice that we can apply Theorems 34 then 33 to obtain a quasi-perfect
implementation with the same parameters where all the schemes have uniform distributions
on secrets and missing information is (exactly) zero at the same time.

5.1.4 Downscaling the Size of the Secret

We prove a result for individual secret-sharing schemes. We consider reducing the size of the
secret, and particularly the most drastic reduction going from M possible secrets to only 2 (a
1-bit secret). As we have seen we can assume that the secret is uniformly distributed and
that the scheme has no missing information. This time context is more combinatorial, as
opposed to the asymptotical study mentioned earlier, for we are interested in a fixed secret
size.

Theorem 35. Suppose there is a secret-sharing scheme for some access structure ' with: n
participants, uniformly distributed N-bit secrets, no missing information, shares of entropy at
most S and information leak ratio §.

If N is large enough compared to n and S, there exists another secret-sharing scheme for
the same access structure ', the same shares, and 1-bit secret without missing information
and 88%/3 information leak ratio.

The exact meaning of “large enough”: N should be greater than 5(log S 4 log n), and also
greater than some fixed constant. So it concerns the vast majority of schemes.

This theorem is about decreasing the secret size. Note that increasing is easy: as for
perfect schemes, we may consider N independent copies of a scheme. Then secret and shares
contain N times more information, while all ratio parameters remain the same. In the perfect
setting, reducing the secret size is also trivial, we can simply reduce the size of the secret
support. However, in our more general model, we are now also concerned with leaks, and
keeping them small. Using the probabilistic method, we show that there indeed exists such a
bit to be shared, that does not leak too much information.
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Sketch of the proof of Theorem 35: Construct a new scheme for a 1-bit secret from the
initial scheme in the following way. Given a scheme without missing information for [ sharing
a secret of N-bits (uniformly distributed on the set £ = {1, ..., 2N1), take a splitting of K
into two equal parts, say Ko and 1. Then define a new scheme as follows: to share the bit
i, take a random element of K; and share it with the initial scheme. It is easy to see that this
new scheme is indeed a scheme without missing information for [ sharing one uniform bit
with some information leak ratio §’ depending on the initial choice of the splitting Kq. We
will show that there exists such a splitting which provides a small leak.

We first prove a general lemma about discrete random variables.

Lemma 19. Let X be a finite discrete random variable on a k-element set A (with k even)
such that H(X) > log, k — & for some positive §. Let B be a random subset of A of size
k/2 (B is chosen uniformly, i.e., each (k/2)-element subset of A is chosen with probability
1/(k’/<2)). Then for every v € (0, 1), with probability at least

_4r?
1—2e k¥?

(probability for a random choice of B) we have
IPriX e B] - 3| <27

(probability for the initial distribution X), where T = Wi‘;k.

Proof. For each element x € A, denote by p, the non-negative weight (probability) that X
assigns to x. Using this notation we have

H(X) = —pxlogs px.
XEA

A randomly chosen B contains exactly one half of the points x from A. We need to estimate
the sum of pyx for all x € B. We do it separately for “rather large” pyx and for “rather small”
Px. 1o make this idea more precise, fix a threshold «v > 0 that separates “rather large” and
“rather small” values of px. Denote by py the total measure of all py that are greater than
this threshold. More formally,

Py = Z Px-

Px>Y

We claim that py is rather small. Indeed, if we need to identify some x € A, we should specify
the following information which consists of two parts:

1. We say whether py > -y or not (one bit of information).

2a. If px > 7y, we specify the ordinal number of this “large” point; there are at most 1/
points x” such that p, > 7y, so we need at most log,(1/7y) bits of information;

2b. otherwise, py < 7y, we simply specify the ordinal number of x in A; here we need at
most log, k bits of information.

From the standard coding argument we get
H(X) < 1+ pyloga(1/7) + (1 — py) logz k.

Since H(X) > log, k — &, it follows that py < Lt
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Thus, we may assume that the total measure of “rather large” values py is quite small
even in the entire set A; hence, “large” points do not contribute much to the measure of a
randomly chosen B. It remains to estimate the typical impact of “small” p, on the weight of
B.

Technically, it is useful to forget about “large” points x (substitute weights px > <y by 0)
and denote

;pex o<
Px 0  otherwise.

Now we choose exactly k/2 different elements from A and estimate the sum of the corre-
sponding p!.. Note that expectation of this sum is one half of the sum of o/ for all x € A, i.e.,
(1—py)/2. It remains to estimate the deviation of this sum from its expectation. We use the
version of Hoffding’s bound for samplings without replacement, which can be used to estimate
deviations for a sampling of k/2 points from a k-elements set, (see [Hoe63, Section 6]). The
probability of the event that the sum exceeds expected value plus some T can be bounded as

follows:
[pr_ 1—py)/2+7| <
xEB

272 472
Blv? = ¢ k72,

Together with “large” values py we have

472

<e k7

rlszz(l_p'y)/2+7_+p'y

xeB

Now we fix the parameter T to be equal to one half of the upper bound for py, i.e.,

Y
2logz (k)
It follows that,
_4r?
r prz 1/2+27| <e K.
xXEB
From this bound, we can deduce the symmetric bound for the sum of py in A\ B:
_4t?
Z ox <1/2 =27 <e k7|

x€AB

Since A\ B and B share the same distribution (the uniform one), this bound also holds for B.
Sum up the two bounds and we are done. ]

We are now ready to prove Theorem 35.

Proof of Theorem 35. Let Ky be a random subset of the set of all secrets K such that
Kol = 2N=1_ Ky is chosen uniformly over all possible such fair splittings of K. If s is the
random variable for the N-bit secret in the initial scheme, let us define the new secret bit &
as the bit defined by "s € Ko" (£ is indeed a bit since H(§) = 1). Our goal is to estimate
H(&|og) for each forbidden group B ¢ I', and show it is large. Formally, we want to show
that H(€log) > 1 — &’ where ¢/ = 8¢3.

First, we notice that for each bit £ constructed as above, /(£:05) < €N holds for all

N
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B ¢ T, so we can assume that ¢ <¢, i.e.,

, . 8
g >

Z N2 (5.1)

We know that H(s|og) is rather large. More precisely,
H(slog) > N(1 —¢).

We introduce some positive parameter § (to be fixed later) to separate all values of o into
two classes:
more typical values b such that H(s|log = b) > N(1 —9).

and
less typical values b such that H(slog = b) < N(1 —9).

Since the entropy H(s|og) is large, the total measure of all “less typical” values b is rather
small (more precisely, it is not greater than %). We do not care about the conditional entropy
of € when b is non-typical (the total weight of these b is so small that they do not contribute
essentially to H(§|og)). We focus on the contribution of H(§|og = b) for a typical value b.
To estimate this quantity we apply Lemma 19 to the distribution k conditional to og = b, it
follows that

H(¢log = b) > h(1/2 +271) > 1 — 1672
with probability

472

_ a7 _H5—N
1-2e 722

for some new parameter v > 0 and
146N
T=—
2(logo v + N)

This inequality is true for all forbidden groups B and typical shares b. Thus if we sum up
the bad events, we obtain that the following estimation for H(¢|og):

H(élog) = Y Prlog = blH(¢|os = b)

beSE

> > Prlog = blH(¢|os = b)

typical b
(1 - %) (1-1672)

£
>1—-—167°
> 5 T

Y

holds with probability at least

— _477-227N
1—|T||Spl2e ¥ (5.2)

where Sp is the set of all possible shares given to the group of all participants.

Now, we choose our parameters «y and § to deduce our result and show that our choice is
valid. We take

wInN

1
16T2:§=§E/=48 :



88 Quasi-perfect Secret Sharing

1/¢
logoy=—N [1— 3 <e/\/+2>}

H(¢log) >1—8e3 =1—¢.

Under these conditions

and

We want to find a simple sufficient condition that guarantees that the probability (5.2) is
non-negative. To this end we do some (rather boring) calculations. We take the required
inequality and reduce it step by step to a weaker but more suitable form.

_ AT, N
]I’! -|Spl2e 7* 2 < 1 that is what we need, see (5.2)
— ﬁQ—N
IT|-1Sp| < 2e7
ﬁ2,/\/ =
21.205 < 2e7? trivial upper bounds for |I'} and |Sp]
472 __
on(stl) < 947 2" since e > 2
nS+1) < %22_’\’ by applying log,
2nS < 47%22*’\’ since S>1
) N 1—1(5—/+2))
2nS < £ ( “\eN from (5.1.4) and (5.1.4)
nS < gloih—4 since ¢/ < eN
2cN o grpaN—4 by assumption
1 < 8/2(%—C)N—4
0 < (3—¢c)N+logye' —4
0 < (3—¢c)N—2logy N+5 |from (5.1)

The last inequality (which is a sufficient condition for (5.2) to be non-negative) holds
when ¢ < % and N > Ny for some large enough Ny depending on c. The statement of the
theorem uses ¢ = 1/5. O]

Sharing exactly one bit in an efficient way seems more difficult than sharing N bits. We do
not know whether this bound can be improved. In particular, can we achieve a leak of O(g)?
5.1.5 Lower Bounds on the Information Ratio of Quasi-Perfect Schemes

Recall the access structure P4 with participants a, b, ¢, d and authorized sets {a, b}, {b, c},
{c, d} and all their supersets. In Chapter 3, we proved a bound on its information ratio for
perfect schemes (see Section 3.4 page 47). We now generalize this bound for quasi-perfect
schemes.

Proposition 25. This access structure can be quasi-perfectly implemented with information
ratio p only if p > 3/2.

First, we generalize Proposition 10 from page 41 to general secret-sharing schemes where
the missing information ratio is € and information leak ratio is ¢.

Proposition 26.

e fAZT and AB €T, then

H(AIB) > H(A|Bs) + (1 — e — 8) - H(s)
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e fC¢Tl and AC,BC €T then

I(A:B|C) > (1 — 2 — 8) - H(s)

e fABC €T and AC,BC ¢ T then

I(A:B|Cs) > (1 —e—20) - H(s)

Proof of Theorem 25. The following information inequalities holds:

H(bc) > I(a:c|b) + I(b:d|ac) + H(bc|ad)
I(a:c|lb) > (1 —2e—10)- H(s)
I(b:dlac) > (1 —2e —§) - H(s)
H(bclad) > (1 —€—9) - H(s)

By summing all of the above we obtain
H(bc) > (3 —5e —30) - H(s).
Since € and ¢ vanish in any quasi-perfect implementation, the desired inequality
H(bc) > 3H(s)
holds, which implies p > 3/2. l

We advertise briefly the topic of the next chapter. One should notice that the inequalities
used for perfect schemes are in fact conditional information inequalities, for we apply the
inequality to distributions where the perfect secret sharing requirements hold. More particularly,
most proofs (known to the author) make use of conditional inequalities which are not
“essentially conditional”, in the sense of [KR11] as presented in the next chapter. Indeed, such
a conditional inequality is a plain consequence of an unconditional one, where the conditions
are added to the inequality with some coefficient, quite in the style of Lagrange's multipliers.

Therefore any lower bound for the information ratio of a perfect scheme obtained via a
non essentially conditional inequalities, is still a valid lower bound for the information ratio of
quasi-perfect schemes for the same access structure.

Theorem 36. For a fixed access structure, any bound on the complexity of perfect secret-
schemes obtained by simply applying an unconditional inequality also holds for quasi-perfect
secret-sharing schemes.

This theorem proves the inability of the current method to obtain better lower bounds for
quasi-perfect schemes. A lower bound relying on the use of an essentially conditional inequality
could potentially be useful to separate the power of perfect vs. quasi-perfect schemes.

A Weak-Separation Between Perfect and Quasi-perfect Schemes

In spite of the previous negative result, one can still prove that quasi-perfect schemes can
sometimes be slightly better than perfect schemes.

Theorem 37. There exists an access structure that can be quasi-perfectly implemented with
information ratio 1 but has no ideal perfect scheme.
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The catch here (why we say that this is a weak result) is that this access structure also
has perfect secret-sharing schemes with information ratio arbitrarily close to 1.

As we have said in Chapter 3, an access structure I is induced by a matroid, defined by
its circuits, M = (Q, C) through s € Q if I' is defined on the set of participants P = Q \ {s}
by the upper closure of the collection of subsets A C P such that AU {s} € C (here C is
the set of circuits of the matroid M.) Let F and F~ be respectively the access structures
induced by the Fano and by the non-Fano matroids (through any point). A result of Mat(s
in [Mat99b] implies that there exist perfect ideal schemes for F, resp. F~ if and only if |K]|
is even, resp. odd.

Consider an access structure [ consisting of disjoint copies of F and F~. From Matug'
argument it follows that I' cannot be implemented by a perfect scheme with information ratio
1. On the other hand, we show that it can be implemented by a quasi-perfect scheme with
limit information ratio 1.

Proof of Theorem 37. First, we construct a scheme X consisting of the concatenation of
two independent subschemes:

e an ideal perfect scheme for F for 2V secrets, and

e a perfect scheme for F~ for 2" secrets using 2V 4 1 shares, a scaled-down version of
an ideal perfect scheme where K| =2V +1

This X is a perfect scheme for [T with information ratio

_log(@2VN+1) 1

Now we modify the scheme slightly by changing the second subscheme. We substitute the
value of the 2N 4 1-th share with any other possible share value. In the resulting scheme ¥’
there are exactly 2N different shares, but it is not perfect.

Any forbidden set still knows nothing about the secret since it has less information (each
new share is a function of the old one). Authorized sets may have lost some information
about the secret but only up to O (2_’\’). Hence, the new scheme is without information
leak, its missing information ratio vanishes, and its information ratio is exactly one. O

5.1.6 A Property of Optimal Quasi-perfect Schemes

Hereafter we pursue the study of leaves, as defined in Section 3.4.6 on page 52. We add
a small stone to the resolution of Question 1 by proving the following property of optimal
schemes. Recall that in our access structure, a is a leaf participant as witnessed by the
only minimal authorized group {a, b}. The proof of the following result makes use of the
Slepian—Wolf coding present in the Toolbox Chapter 4.

Theorem 38. /n an optimal quasi-perfect scheme,
I(a:b) — 0 as H(s) — oo.

Proof of Theorem 38. Assume, for the sake of contradiction, that an optimal quasi-perfect
scheme for I" does not satisfy /(a:b) — 0 as H(s) — oo. Let us construct another scheme
with greater or equal average information rate for which /(a:b) = 0 holds in the limit.

Let X =(S,A B, Cq,..., Cx) be an N-serialization of secret-sharing scheme for I" with
parameters an € and §. Take the Slepian—Wolf hash A’ = SW(A|B) and consider the new
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scheme
Y =(S A, B,Cy,..., Ck).

Let us verify that ¥’ is a secret-sharing scheme for I" with the same parameters. Since we
only changed the share of the leaf a, we only need to check the secret sharing requirements
for authorized and forbidden groups involving a.

(i) H(S|A") > H(S|A) = H(S) and

(i) H(S|A,C) > H(S|A,C), for any C € P — {a, b}, due to the functional dependency
between A" and A.

(i) H(S|A', B) = H(S|A, B) + o(N) since from A’ and B we can almost reconstruct A.

Since A’ is a function of A, the average information rate of X’ cannot be less than in the
original scheme X. Also, A’ and B are almost independent:

H(A'|B) = H(A'B) — H(B) = H(AB) + o(N) — H(B)
= H(A|B) + o(N) = H(A") + o(N)
Hence, ¥’ is also a secret-sharing scheme for I" with parameters an € and § and whose average
information rate is less or equal than the one of the original scheme, and by construction A’

and B are almost independent:
I(A":B) = o(N). O

5.2 A la Kolmogorov

Now let us introduce corresponding notions in the framework of Algorithmic Information
Theory (or Kolmogorov Complexity Theory). The advantage of this approach is that we can
speak about sharing individual secrets using individual shares, which is not possible in the
Shannon framework. On the other hand, our statements become inherently asymptotic, since
Kolmogorov complexity is defined only up to a O(1) additive term; another drawback is that
Kolmogorov complexity is not computable.

5.2.1 Algorithmic Secret Sharing

We propose the following general definition, a counterpart of Definition 33, for Algorithmic
secret-sharing schemes?.

Definition 35. An access structure I’ can be algorithmically implemented with information
ratio p if there exists a sequence of secret-sharing schemes (in the algorithmic setting) with
secrets s, such that

(0) the complexity of s, tends to infinity;
(1) the limsup of the information ratio does not exceed p;
(2) the missing information ratio tends to 0 as n — oo,

(3) the information leak ratio tends to 0 as n — oc.

! Another version of secret sharing in the Kolmogorov Complexity framework has previously been introduced
in [ALPS09]
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In this setting the secrets (s,) and the shares are strings, and the information ratios are
defined using Kolmogorov complexity in a natural way. The only new item is requirement (0).
It is needed because Kolmogorov complexity is defined only up to constant additive term, so
we should consider strings of growing complexity to get an invariant definition.

Note that in the algorithmic setting it is not possible to define an exact counterpart of
the notion of perfect secret sharing, since the missing information and the information leak
are defined only up to a O(1) additive term. Algorithmic secret sharing is thus intrinsically
“quasi-perfect", and therefore makes a natural counterpart of the probabilistic definition of
quasi-perfect secret sharing. Indeed, these two notions turn out to be equivalent.

5.2.2 Equivalence with the Probabilistic Definition

Theorem 39. Let [ be an access structure. It can be quasi-perfectly implemented with
information ratio p (Definition 33) if and only if it can be algorithmically implemented with
the same information ratio p (Definition 35).

By Theorem 33, these two notions are equivalent to a third one, namely the notion of
quasi-perfect implementation without missing information (Definition 34).

Corollary 6. The following are equivalent:
e [ can be quasi-perfectly implemented with information ratio p.

e [ can be quasi-perfectly implemented with information ratio p without missing informa-
tion.

e [ can be algorithmically implemented with the same information ratio p.

To prove Theorem 39, we convert a sequence of n-tuples of random variables into a
sequence of n-tuples of binary strings and vice versa; these conversions will try to preserve
complexity/entropy profiles: corresponding tuples of random variables and strings will have
similar values in their profiles. The main technical tools are the Kolmogorov—Levin theorem
(see Section 4.3.1 p. 73 ) and the “typicalization” trick for comparing Shannon entropy and
Kolmogorov complexity (technique suggested by A. Romashchenko and used in [Rom00b,
HRSV00]).

Proof of Theorem 39. In each direction, we construct a new tuple whose profile is close,
possibly with a scaling factor, to the profile of the original tuple up to an additive logarithmic
term.

[Kolmogorov — Shannon] Let a = (a1, ..., a,) be an n-tuple of binary strings. For a
non-negative integer ¢ we consider the typized set: T.(a) i.e., the set of n-tuples of binary
strings whose complexity profile are equal to the one of x up to a logarithmic term.

Now let s = (s1,...,5,) be a random n-tuple uniformly distributed on T.(a). Claim 3
guarantees that entropy of s is close to C(a). Moreover, all components of the entropy profile
of s are close to the corresponding components of the complexity profile of a. We prove this
in two steps. First, we obtain an upper bound:

Claim 5. H(sy) < C(ay) + 1 forevery U C{1,..., n}.

Proof. The number of possible values for sy is the number of different aj, for a’ € Tc(a). By
definition, C(a};) < C(ay), and there is at most 2€@uw)+1 _ 1 such values for sy. It remains
to note that the entropy of a random variable is bounded by the logarithm of the number of
its values. O
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It remains to prove the lower bound:

Claim 6. H(sy) > C(ay) — O(log C(a)) for every U C {1,...,n}
Proof. Let V be the complement of U. Claim 4 says that
C(aylay) < Clavlay) + O(log C(a)).
So for every value of ab there are at most
o C(av|ay)+0(log C(a))

values of a{,. Therefore for every value of sy the conditional distribution of sy is concentrated
on at most 2¢(avlav)+0(log C(a)) glements, and

H(sy|sy) < C(ay|ay) + O(log C(a)).
The upper bound for conditional entropy gives the lower bound for H(sy), because
H(su) = H(s) — H(svIsu). O

We have shown how an algorithmic secret-sharing scheme can be converted to a proba-
bilistic one such that their profiles are equal up to a logarithmic term. It remains to note that
complexity of C(a) increases linearly with the complexity of the secret, for the information
ratio is uniformly bounded. Thence logarithmic terms are negligible in the limit and both
schemes have the same parameters.

[Shannon — Kolmogorov] Let s = (sg, ..., sp) be an n-tuple of random variables. After a
suitable approximation we may assume without loss of generality that each value of s has a
rational probability. We fix an integer M > 0 (to be specified later) such that all probabilities
are rational numbers whose denominators divide M, and construct some M x n table

1 2 M
% iy

a as ap

a = . . .
1 2 M

an an an

where

(a) The columns of the table (each column is an n-vector) are values of s, and the frequencies
of columns correspond to their s-probability. (So, choosing a column at random, we get
a random variable distributed as s.)

(b) The table has maximal Kolmogorov complexity among all tables satisfying (a) for fixed
M.

It implies, by a rather simple counting argument, that
C(a) > M- H(s) — O(log M)

(Here and below the constant hidden in O(log M) may depend on the distribution s).
Now we use the n rows of this table as a;, ..., an. Let us verify that the n-tuple
a=(a1,...,an) has a complexity profile close to the entropy profile of s, multiplied by M.
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Claim 7. C(ay) < M- H(sy) + O(log M) for every U C {1, ..., n}.

Proof. We extract from the entire table the rows corresponding to U and get a smaller table
(of the same width) whose rows form ay. The frequencies for different columns in this table
correspond to the distribution of sy. By Theorem 5.1 in [ZL70],

Clay) £ M- H(sy) + O(log M). O
Claim 8. C(aylay) < M- H(syl|sy) + O(log M) for every U,V C {1, ..., n}.

Proof. The elements of the tuple ay are rows of a submatrix. Let us consider its rows:
ay = a\l/ e a\’\/”. We split all positions i =1, ..., M into classes corresponding to different
values a1, ao, ... of a('/. Denote the sizes of these classes by my, mo, ... By property (a) of
the table, each m; must be proportional to the corresponding probability: the number m; of
positions i =1, ..., M such that a, = a; is equal to

Prob[s, = o] - M.

Given ay/, we describe ay by encoding a{J separately for different classes of positions corre-
sponding to different values of a,. Similarly to the previous Claim, we get

Claylay) < Z [m;H(sulsv = o) + O(log m;)]

Therefore,
m;
Claylav) < MZ MJH(SU|SV = ;) + O(log M)
J
= M- H(sylsy) + O(log M) ]

Up to now we had only upper bounds for conditional complexity. To get lower bounds, we
recall Kolmogorov—Levin's theorem and note that the complexity of the entire matrix a is
close to M - H(s).

Claim 9. C(ay) = M- H(sy) + O(log M) for every U C {1, ..., n}.
Proof. The Kolmogorov—Levin theorem says that
C(a) = C(ay) + ((av]ay) + O(log ((a)),

where V' is the complement of U. The error term is O(log M) since (for fixed s) the complexity
of a is proportional to M. As we already know, both C(ay) and C(ay|ay) are bounded (with
O(log M)-precision) by M - H(sy) and M - H(sy|sy), and the left-hand side reaches the sum
of these bounds, i.e., M - H(s), by construction. So both terms should also reach their upper
bounds. O

The same Kolmogorov—Levin theorem now guarantees that the inequalities of Claims 7
and 8 are equalities with the same O(log M)-precision. Thus, we have constructed an n-tuple
of binary strings a whose complexity profile is close to M times the entropy profile of s, up to
some logarithmic term.

Now we increase M enough to make the logarithmic terms insignificant for the information
ratio (as well as for missing information and information leaks). This finishes the proof of
Theorem 39. ]
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5.2.3 Sharing Any Secret String

Our definition of Algorithmic secret sharing deals with the sharing of a sequence of strings
(sn). We show using an argument based on the typization method that any sequence of
strings is suitable as long as it satisfies requirement (0). So when secret sharing is possible at
all, it does not depend of the sequence (s,) to be shared. This result and the previous one
indicate that our definition of quasi-perfect implementation with a given information ratio is
quite robust.

Theorem 40. /f some access structure [T can be algorithmically implemented with information
ratio p, then for every sequence of strings s, such that C(s,) — oo there exists a sequence of
algorithmic secret-sharing schemes with secrets s, that implements the same access structure
with the same information ratio.

For this proof, we will use Lemma 16 from The Algorithmic Toolbox on page 77. This
result will allow us to construct an algorithm scheme with the same parameters where one
secret is replaced with another one of approximately the same complexity.

Proof of Theorem 40. Start with an algorithmic secret-sharing scheme defined by the se-
quence of tuples (s, 01,...,0,) and a sequence of secrets (k,) that satisfies require-
ment (0). First of all, we can assume that all secrets k, and s, are incompressible, i.e.,
C(k) = |k| + O(log, C(k)). If this is not the case, simply convert each secret string into one
of its shortest programs. The resulting tuple still implements the same access structure with
the same information ratio, for the complexity profiles are equal up to a logarithmic term.
Notice that to construct an algorithmic secret-sharing scheme where the sequence of
secrets is (kp), it is enough to construct a corresponding tuples for large enough k,. Fix this
large enough index £ and let ; be an index such that s, is a longest secret string satisfying
|s)| < log, |ke|. Since (sp) satisfies requirement (0) such an index exists for £ large enough.
Fix an integer A such that Als)| = |kg| + O(log, |k¢|). We begin by constructing a new
tuple Q for a secret of size A|s)| by concatenating X “clones” of the tuple q = (s;,01,...,0p).
Here, by “clone” of x we mean an element of T.(x) (in the sense of (4.3)) defined on page 76.
The new tuple Q is then defined by a

_ (1 A 1 A 1 A
Q_(SJ...SJ,O'I...O'I _____ fo

such that H Q) — A@(q)” = O(Xlog, C(q)), which is the case for most tuples (q')1<j<x of

clones in T¢(q).

Now we apply Lemma 16 to obtain a new tuple Q’ for our secret kg whose length, and
complexity, is approximately the length of the secret sj1 ‘e sf‘ in the tuple Q up to a logarithmic
term. The constructed sequence of tuples Q' is an approximate secret-sharing scheme where
the secrets are k,, for which

|&@) - x&a)|| = 0(rlog, C(a)).

The logarithmic overhead is tailored to become negligible for ratios, as is showed by the
following computation :
AQ) _ A a) +O(Alogs ((a))
I
_ M), < g C(a)) R

() (s))
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In words, the complexity of the tuple Q grows linearly in the complexity of the secret k,
since the information ratio of the original scheme is bounded. The logarithmic overhead is

thence not important and the scheme Q has the same parameters as q, which concludes the
proof. ]

Conclusion & Comments

This chapter is adapted from the papers [Kacl1] and [Kacl2].
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Chapter 2 investigated Entropy Regions and in particular the set [* of almost entropic points.
More particularly its dual characterization using unconditional information inequalities. We
further pursue this task and shift the focus on conditional inequalities.

We begin by proving all nontrivial conditional inequalities from the literature to be essentially
conditional. For two conditional inequalities we even prove a somewhat stronger property.
Unlike unconditional inequalities, which hold entropic and almost entropic points, it was
unknown whether the same was true for all conditional inequalities. Our main result is twofold:
we prove that there are two types of essentially conditional inequalities. The ones that are
valid for T% and the one that are not. We show that we can extend the notion of conditional
information inequalities to the Kolmogorov framework.

To prove that an inequality is essentially conditional we use two elementary techniques:
chosen ad-hoc families of binary distributions with suitable limits of entropy values, and a geo-
metric example based on elementary algebra. To prove that some conditional inequality does
not hold for almost entropic points, we combine these constructions with Slepian-Wolf coding
and the method of quasi-uniform distributions. For the case of algorithmic information theory
we use the techniques of typical tuples and Muchnik’'s theorem on conditional descriptions.

The material in this chapter is adapted from a joint work with Andrei Romashchenko, and
extends some results of Frantisek Matds. Most of the results can be found in the conference
papers [KR11, KR12b] and submitted journal paper [KR12a].
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6.1 Definition and Inequalities

To explain the notion of essential conditionality, we start with very basic examples of conditional
inequalities. In the three following examples we have statements of the form

If some equalities hold for entropies of xq, . . ., Xn, then
some inequality holds for entropies of these variables.

This is what we call a conditional information inequality (also referred to as a constrained
information inequality).

Example 10. /f /(a:b) =0, then
H(a) + H(b) < H(a, b).

This follows immediately from the definition of the mutual information.
Example 11. /f/(a:b) =0, then

H(a) + H(b) + H(c) < H(ac) + H(ac).
This follows from an unconditional Shannon-type inequality: for all a, b, ¢

H(a) + H(b) + H(c) < H(ac) + H(bc) + I(a:b).

This inequality is the sum of two basic inequalities: H(c|ab) > 0 and I(a:b|c) > 0.
Example 12. /f /(e:c|d) = I(e:d|c) = I(c:d|e) =0, then

I(c:d) < I(c:d|a) + I(c:d|b) + I(a:b).

This is a corollary of the non-Shannon-type inequality from [MMR\V02] (see Section 2.7.2
p. 34).

I(c:d) < I(c:d|a) + I(c:d|b) + I(a:b) + I(e:c|d) + I(e:d|c) + I(c:d|e)
which holds for all (a, b, c, d, e) (without any constraints on the distribution).

In examples 10—12 the conditional inequalities are a direct consequence of corresponding
unconditional ones. But not all proofs of conditional inequalities are so straightforward. In
1997 Z. Zhang and R.W. Yeung came up with a conditional inequality

I(a:b) = I(a:blc) =0=I(c:d) < I(c:d|a) + I(c:d|b) + I(a:b), (6.1)

see [ZYO97]. If we wanted to prove (6.1) similarly to examples 10-12 above, then we should
first prove an unconditional inequality

I(c:d) < I(c:d|a) + I(c:d|b) + I(a:b) + k1l(a:b) + kol(a:b|c) (6.2)

with some “Lagrange multipliers” k1, ko > 0. However, the proof provided in [ZY97] does
not follow this scheme. Can we still find an alternative proof of (6.1) that would be based on
an instance of (6.2), for some k1 and K7

The existence of such an inequality was conjectured in a paper of Makarychev et al
[MMRVO02]. We answer this conjecture in the negative and prove that, whatever the values
K1, k2, the unconditional inequality (6.2) does not hold for Shannon entropy.
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We are now ready to define this new class of conditional inequalities:

Definition 36 (Essentially Conditional Information Inequality).
Let a(Xnr) and B1(Xnr), - ., Bm(Xar) be linear functions on the entropies of Xy =
(X1, ..., Xn):

a(Xy) = Y ayH(X)),
GAICN

BilXy) = Y BigH(X)), forie [m]
GAICN

such that the implication
Bi(Xn) =0 foralli € [m]) = a(Xn) >0

holds for all distributions Xxr. We call this implication a conditional linear information
inequality. This conditional inequality is said essentially conditional if for all (K;)i1<i<m the
inequality

m
a(Xn) + D Kii(Xn) > 0
i=1
does not hold (for some distribution).
Remark 9. If all functions B; are non-negative, then it only makes sense to consider non-

negative values for kj. In that case, one can equivalently assume that all variables k; are the
same.

In this chapter, we will concentrate on the following collection of conditional inequalities:

if I(a:b|c) =1(a:b) =0 then I(c:d) < I(c:d|a)+ I(c:d|b) (71)
if /(a:b|c) =1(b:d|c) =0 then I(c:d) < I(c:d|a) + I(c:d|b) + I(a:b) (Z2)
if I(a:b|c) = H(c|lab) =0 then I(c:d) < I(c:d|a) + I(c:d|b) + I(a:b) (Z3)
if I(a:c|d) = 1(a:d|c) =0 then I(c:d) < I(c:d|a)+ I(c:d|b) + I(a:b) (Z4)
if I(a:c|d) =1I(c:d|a) =0 then I(c:d) < I(c:d|a)+ I(c:d|b) + I(a:b) (Z5)

Some of these have been presented and discussed in Chapter 2 on page 29.

6.2 Proving the Essential Conditionality

In this section, we show that (Z1), (Z2), (Z3), (Z4) and (Z5) are essentially conditional. First,
we provide ad-hoc (counter)examples for each single inequality. These examples are simple
quadruples of binary random variables found with the help of computer search. Then we
provide an algebraic proof using an intuitive geometric example which proves that (Z1) and
(Z3) are essentially conditional.

Theorem 41. Inequalities (Z1),(Z2),(Z3),(Z4) and (Z5) are essentially conditional.

6.2.1 Binary Counterexamples

Claim 10. /nequality (Z1) is essentially conditional:
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For any k the inequality
I(c:d) < I(c:d|a) + I(c:d|b) + k[l(a:b|c) + I(a:b)] (6.3)
does not hold for some distributions (a, b, ¢, d).

Proof. For all € € [0, 1], consider the following joint distribution of binary variables (a, b, c, d):

Prla=0, b=0, c=0, d=1] = (1—-¢)/4,
Prla=0, b=1, c=0, d=0] = (1-—¢)/4,
Prla=1, b=0, c=0,d=1] = (1—¢)/4,
Prla=1, b=1, ¢c=0,d=1] = (1—-¢)/4,
Prla=1 b=0,c=1 d=1] = €.

For each value of a and for each value of b, the value of at least one of variables c, d is
uniquely determined: f a=0thenc=0;ifa=1thend=1;if b=0thend=1; and if
b =1 then ¢ = 0. Hence, I(c:d|a) = I(c:d|b) = 0. Also it is easy to see that /(a:b|c) = 0.
Thus, if (6.3) is true, then I(c:d) < kl(a:b).

Denote the right-hand and left-hand sides of this inequality by L(e) = /(c:d) and
R(e) = kl(a:b). Both functions L(g) and R(g) are continuous, and L(0) = R(0) = 0 (for
€ = 0 both sides of the inequality are equal to 0). However the asymptotics of L(g) and
R(e) as € — 0 are different: it is not hard to check that L(¢) = ©(¢), but R(g) = O (&?).
From (6.3) it follows ©(¢) < O (2), which is a contradiction. O

Claim 11. /nequality (Z2) is essentially conditional:
For any k the inequality

I(c:d) < I(c:d|a)+ I(c:d|b) + I(a:b) + k[l(a:b|c) + I(b:d|c)] (6.4)
does not hold for some distributions (a, b, ¢, d).

Proof. For the sake of contradiction we consider the following joint distribution of binary
variables (a, b, c, d) for every value of € € [0, £]:

Prla=0, b=0, c=0, d=0] = 3¢,
Prla=1, b=1 ¢c=0,d=0 = 1/3—c¢,
Prla=1, b=0, c=1, d=0] = 1/3—c¢,
Prla=0, b=1,¢c=0,d=1] = 1/3—¢.
We substitute this distribution in (6.4) and obtain
lo+0O(e) < lop+3eloge + O(e) + O(ke),

where /g is the mutual information between ¢ and d for € = 0 (which is equal to the mutual
information between a and b for ¢ = 0). We get a contradiction as € — 0 . O

Claim 12. /nequality (Z3) is essentially conditional:
For any k the inequality

I(c:d) < I(c:d|a)+ I(c:d|b) + I(a:b) + k[l(a:b|c) + H(c|ab)] (6.5)

does not hold for some distributions (a, b, ¢, d).
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Proof. For every value of € € [O, %] we consider the following joint distribution of binary

variables (a, b, ¢, d):

Prla=1, b=1 ¢=0, d=0 = 1/2—c¢,

Prla=0, b=1, c=1, d=0] = €,
Prla=1, b=0, c=1, d=0] = €,
Prla=0, b=0, c=1,d=1] = 1/2—¢.

First, it is not hard to check that /(c:d|a) = I(c:d|b) = H(c|a, b) = O for every €. Second,

I(a:b) =1+ (2 —2/In2)e + 2eloge + O(e?),
I(c:d) =1+ (4—2/In2)e + 2eloge + O(e?),

so I(a:b) and I(c:d) both tend to 1 as € — 0, but their asymptotics are different. Similarly,
I(a:blc) = O (&) .
It follows from (6.5) that
2¢ + O (¢2) < O (e2) + O (ke?) ,

and with any kK we get a contradiction for small enough «. ]

Claim 13. /nequality (Z4) is essentially conditional:
For any k the inequality

I(c:d) < I(c:d|a)+ I(c:d|b) + I(a:b) + k[l(a:c|d) + I(a:d|c)] (6.6)
does not hold for some distributions.

Proof. For all € € [0, %], consider the following joint distribution of binary variables (a, b, ¢, d):

Prla=0, b=0, c=0, d=0] =
Prla=1 b=1, ¢c=0, d=0]
Prla=0, b=1, c=1, d=0]
Prla=1, b=1, c=1, d=0]
Prla=0, b=0, c=0, d=1]
Prla=1, b=0, c=0, d=1]

— €,
— €,

BRARAER— O M

For this distribution, the difference between the right-hand side and the left-hand side of
inequality (6.6) rewrites to

—I(c:d) + I(c:d|a) + I(c:d|b) + I(a:b) + k[l(a:c|d) + I(a:d|c)] = —%82 + O (ke?),

which is negative for € small enough. O]

Claim 14. Inequality (Z5) is essentially conditional:
For any k the inequality

I(c:d) < I(c:d|a)+ I(c:d|b) + I(a:b) + k[/(b:c|d) + I(c:d|b)] (6.7)

does not hold for some distributions.
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Proof. For all € € [0, %] consider the following joint distribution for (a, b, ¢, d):

Il
\

Prla=0, b=0, c=0, d=0]
Prla=0, b=1, ¢=0, d=1]
1
0

Il
IRENOQIENIEE NS
n o

Prla=1, b=0, c=1, d=0]
Prla=1, b=1, ¢=0, d=0]

For this distribution we have /(c:d|a) = I(c:d|b) = I(a:b) =0, and
I(c:d) =€+ O (g?) and I(b:c|d) = O (£%).

Therefore, the difference between the right-hand side and the left-hand side of inequality (6.7)
rewrites to

—I(c:d) + I(c:d|a) + I(c:d|b) + I(a:b) + k[l (b:c|d) + I(c:d|b)] = —& + O (ke?) ,

which is negative for € small enough. ]

6.2.2 An Algebraic Counterexample

Consider a random quadruple (a, b, ¢, d), of geometric objects on the affine plane over the
finite field Iy :

Figure 6.1: A typical configuration of random objects (a, b, ¢, d).

e First, choose a random non-vertical line ¢ defined by the equation y = ¢y + ¢1x (the
coefficients ¢y and ¢; are independent random elements of the field);

e then pick independently and uniformly two points a and b in line ¢ (technically, a =
(a1, a2) and b = (b1, b2), where a; and b; are elements of F,; since the points are
chosen independently, they coincide with each other with probability 1/q);

e pick uniformly at random a parabola d in the set of all non-degenerate parabolas
y = do + dix + dax? (where dy, dy, do € Fy, do # 0) that intersect ¢ at points a and b
(if a= b then c is the tangent line to d at b).

A typical quadruple is shown on Figure 6.1 and elementary events are depicted in Figure 6.2.
The probability space defined above has the uniform distribution, i.e., the three configurations
shown in figure have the same probability.
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Figure 6.2: Depiction of elementary events of the probability space underlying (a, b, ¢, d).

Study of the entropy profile of (a, b, ¢, d): By construction, if the line ¢ is known, then
points a and b are independent, i.e.,

I(a:blc) = 0.

Similarly, a and b are independent when d is known, and also ¢ and d are independent given
a and given b (when an intersection point is given, the line does not give more information
about the parabola), i.e.,

I(a:bld) = I(c:d|a) = I(c:d|b) = 0.

The mutual information between ¢ and d is approximately 1 bit because randomly
chosen line and parabola intersect iff the discriminant of the corresponding equation is a
quadratic residue, which happens almost half of the time. A more accurate computation gives
I(c:d) = 42,

When a and b are known and a # b, then c is uniquely defined (the only line incident
with both points). If a = b (which happens with probability 1/q) we need log g bits to specify
c. Hence,

H(clab) = 299
q

To estimate /(a:b) we note that a is uniformly distributed on IF?,. When b = (by, by) is
known, then with probability 1/qg we have a = b, and with probability 1 — 1/q the value of a
is uniformly chosen among q(q — 1) values (a1, a2) such that a; # b;y. Hence, /(a:b) = 'O%.

By computing both sides of the inequality

I(c:d) < I(c:d|a) + I(c:d|b) + k1l(a:b) + kol(a:b|c) + k3H(c|ab)

we obtain

1 lo lo
q q q

This leads to a contradiction for large g. It follows that (Z1) and (Z3) are essentially
conditional.

Remark 10. We can slightly change the probability distribution above. Define (a, b, c, d), as
follows

e Choose a parabola ¢ and a line d that intersect at exactly two points uniformly at
random over all such possible couples (c, d).

e Pick a and b at random amongst the two intersection points.
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For this quadruple, the third configuration in Figure 6.2 no longer exists, while the first
two have the same probability. One can check, rather easily, that the entropy profile of
(a, b, c, d), satisfies:

I(c:d) =1+ [log, (q) —logs (g — 1)],

I(a:b) =logs (q) — logs (g — 1),
I(a:b|c) =logs (q) — logy (g — 1),
I(c:dla) =log, (q) —logs (g — 1),
I(c:d|b) = log, (q) —log, (g — 1),
H(clab) = 0.

For instance, given a there are q equiprobable lines c. Given a and d, there are g — 1
equiprobable lines since now the tangent to d at a is excluded (a # b). Hence I(c:d|a) =
log, (q) — logs (g — 1). All other computations are similar.

This distribution (rather a family of distributions parametrized by the size of the field q)
can be also used to prove that (Z1) and (Z3) are essentially conditional. Some properties
of this particular quadruple (in particular H(c|a, b) = 0) may appear useful on their own.
However, in the sequel we prefer to use the first version of the distribution (a, b, ¢, d)q, which
enjoys the property I(a; b|c) = 0.

6.2.3 A Stronger Result for Two Conditional Inequalities

The previous construction implies a stronger result than Theorem 41 for inequalities (Z1)
and (Z3). Consider the following information conditional equality which follows from (Z1)
and (Z3).

I(a:b|c) = I(a:b|d) = H(c|lab) = I(c:d|a) = I(c:d|b) = I(a:b) = 0= I(c:d) = 0.
We claim that this conditional (in)equality is also essentially conditional:
Theorem 42. There is no constant k such that for all random variables a, b, c, d
I(c:d) < k[l(c:d|a) + I(c:d|b) + I(a:b) + I(a:b|c) + I(a:b|d) + H(cla, b)].

Proof. For the quadruple (a, b, ¢, d)4 from the geometric example defined above, each term
in the right-hand side of the inequality vanishes as g tends to infinity, but the left-hand side
does not. ]

Remark 11. The conditional (in)equality above is weaker than (Z1) and (Z3), so, Theorem 42
is stronger than what is stated in Theorem 41 for these inequalities.

6.3 The Case of Almost Entropic Points

Unconditional inequalities for entropic points also hold for almost entropic points. This can
be proven directly by taking limits over entropic points. However, for conditional inequalities
the limit argument is not valid anymore. Thus, it makes sense to investigate the existence of
conditional inequalities that hold for all entropic points but not for all almost entropic points.
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6.3.1 Conditional Inequalities for Almost Entropic Points

We recall that some conditional inequalities hold for almost entropic points.

Trivial Inequalities

For instance, any trivial (non-essentially conditional) conditional inequality is also valid for
the set of all almost entropic points by definition. This is because such an inequality follows
directly from an unconditional one, which still permits the use of the limit argument.

Essentially Conditional Inequalities

Another type of conditional inequalities hold for almost entropic points. For instance, the
inequalities proven implicitly by Matds in [Mat07b]. In his argument, a conditional inequality
is obtained as a limit of an infinite family of unconditional inequalities.

Theorem 43 (F. Matis). For every distribution (a, b, c, d, e)

I(a:c|ld) = I(a:d|c) =0=I(c:d) < I(c:d|a) + I(c:d|b) + I(a:b) + I(a:c|le) + I(a:e|c),

(Z4)
I(b:c|d) =1I(c:d|b) =0=I(c:d) < I(c:d|a) + I(c:d|b) + I(a:b) + I(b:cle) + I(c:e|b),

(Z%)
I(b:c|d) = I(c:d|b) =0=I(c:d) < I(c:d|a)+ I(c:d|b) + [(a:b) + I(c:d|e) + I(c:e|d).

(Z5)

These inequalities hold not only for entropic but also for almost entropic points.

Proof. The following sequences of unconditional inequalities were proven in [Mat07b] for all
k e N:

I(c:d) < I(c:d|a) + I(c:d|b) + I(a:b)

+ I(a:cle) + I(a:e|c) + %/(C:e|a) + %[/(a:dlc) + I(a:cld)], (6.8)

I(c:d) < I(c:d|a)+ I(c:d|b) + I(a:b)+

+I(b:cle) + I(czelb) + %/(b:e|c) + %[/(b:c\d) +i(cdlb)], (6.9)

I(c:d) < I(c:d|a) + I(c:d|b) + I(a:b)+

+ I(c:dle) + I(c:e|d) + %l(d:e|c) + %[/(b:dd) + I(c:d|b)] (6.10)

The constraints in (Z4"), (Z5') and (Z5") imply that the terms with the coefficient %
in (6.8),(6.9) and (6.10) (respectively) are equal to zero. The terms with the coefficient
% vanish as k tends to infinity. So in the limit we obtain from (6.8),(6.9) and (6.10) the
required inequalities (Z4'), (Z5") and (Z5")

Note that linear inequalities (6.8),(6.9) and (6.10) hold for all points in the cone of almost
entropic points. Hence, the limits (Z4'), (Z5") and (Z5") are also valid for almost entropic
points. O
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So we have the following corollary :

Corollary 7. Inequalities (Z4) and (Z5) hold for almost entropic points.

6.3.2 Conditional Inequalities not Valid for Almost Entropic Points

We have just seen that the conditional inequalities (Z4),(Z5),(Z4"),(Z5") and (Z5") hold for
almost entropic points. However, this is not the case for two other essentially conditional
inequalities.

Theorem 44. Inequalities (Z1) and (Z3) do not hold for the set of all almost entropic points.

Proof. The main technical tool used in our proof is Slepian—Wolf coding. We do not need the
general version of the classic Slepian—Wolf theorem, we use only its special case. Actually this
special case makes the most important part of the general proof of the standard Slepian—Wolf
theorem (see Section 4.1.2 in the Toolbox Chapter 4 on page 67).

Construction of an almost entropic counterexample for (Z1):

1. Start with distribution (a, b, ¢, d)4 defined in Section 6.2.2 (page 102). The value of g
is specified in what follows. For this distribution, /(a:b|c) = 0 holds but /(a:b) # 0.
So far, distribution (a, b, ¢, d)4 does not satisfy the conditions of (Z1).

2. Serialize it: define a new quadruple (A, B, C, D) such that each entropy is N times
greater. (A, B,C,D) is obtained by sampling N times independently (a;, b;, ¢;, d;)
according to the distribution (a, b, ¢, d) and letting A = (a1, ..., ay), B= (b1, ..., byn),
C=(ca,..., cn), and D = (dy, ..., dn).

3. Apply Slepian-Wolf coding Lemma 13 and define A" = SW(A|B), then replace A with
A’ in the quadruple.

The entropy profile of (A’, B, C, D) cannot be far different from the entropy profile
for A, B, C, D. Indeed, by construction, H(A’|A) = 0 and H(A|A") < I(A:B) + o(N).
Hence, the difference between entropies involving (A, B, C, D) and (A, B,C, D) is at
most

I(A:B) + o(N) = O ('ogq/v> .

Notice that /(A’:B|C) = 0 since A’ functionally depends on A, and /(a:b|c) = 0 in the
initial distribution.

4. Scale down the entropy profile of (A, B, C, D) by a factor of 1/N. More precisely, if
the entropy profile of (A, B, C, D) is some point h € R'®, then for every € > 0 there
exists another distribution (A”, B”, C", D") with an entropy profile A’ such that

L1
H — =h| <e.
il
This follows from convexity of the set of almost entropic points (The new distribution

can be constructed explicitly, see Proposition 9 on p. 26). We may assume that
e=1/N.

5. Tend N to infinity. The resulting sequence of entropy profiles have a limit point which
is almost entropic. This point does not satisfy (Z1) (for g large enough). Indeed, on
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one hand, the values of /(A”:B") and I(A”:B"”|C") converge to zero. On the other
hand, inequality /(C":D") < I(C":D"|A") 4+ I(C":D"|B") results in

-0 <|092 q) <0 ('092 q> |
q q

which can not hold for large enough q.

Construction of an almost entropic counterexample for inequality (Z3): In this con-
struction we need another lemma based on Slepian—Wolf coding.

Lemma 20. For every distribution (a, b, ¢, d) and every integer N there exists a distribution
(A, B, C’", D') such that the following three conditions hold.

o H(C'|A', B') = o(N).

e Denote h the entropy profile of (a, b, ¢, d) and h' the entropy profile of (A', B/, C', D');
then the components of W differ from the corresponding components of N - h by at
most

N - H(clab) + o(N).
e Moreover, if in the original distribution I(a:b|c) = 0, then I(A":B'|C") = o(N).

Proof of Lemma 20. First we serialize (a, b, ¢, d), i.e., we take M i.i.d. copies of the initial
distribution. The result is a distribution (A, B, C, D) whose entropy profile is exactly the
entropy profile of (a, b, ¢, d) multiplied by M. In particular, we have /(A:B|C) = 0. Then,
we apply Slepian—Wolf coding (Lemma 13) to get a Z = SW(C|A, B) such that

e H(ZIC) =0,
o H(Z) = H(C|AB) + o(M),
o H(C|ABZ) = o(M).

The entropy profile of the conditional distribution of (A, B, C, D) given Z differs from then
entropy profile of (A, B, C, D) by at most H(Z) = M - H(c|ab) + o(M) (i.e., the difference
between H(A) and H(A|Z), H(B) and H(B|Z), etc. is not greater than H(Z)). Also, if in
the original distribution /(a:b|c) = 0, then /(A:B|CZ) = I(A:B|C) = 0.

We would like to “relativize” (A, B, C, D) conditional on Z and get a new distribution
for a quadruple (A, B’, C’, D) whose unconditional entropies are equal to the corresponding
entropies of (A, B, C, D) given Z. This “relativization” procedure is not straightforward since
for different values of Z, the corresponding conditional distributions on (A, B, C, D) can be
very different. The simplest way to overcome this obstacle is the method of quasi-uniform
distributions proposed by Chan and Yeung in [CY02]. The result we need is presented in the
Toolbox Chapter 4 on page 65.

For every distribution (A, B,C,D,Z) and every § > 0 there exists a quasi-uniform
distribution (A”, B”,C", D", Z") and an integer k such that

- 1~
HH(A, B, C, D,Z) _ EH(AN, B”,C”, DH, Z//) < 6

For a quasi-uniform distribution for all values 3 of Z” the corresponding conditional distributions
of (A", B"”,C", D") have the same entropies, which are equal to the corresponding conditional
entropies. That is, entropies of the distributions of A”, B”, (A", B"), ... given Z =3 are
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equal to H(A"|Z), H(B"|Z), H(A"B"|Z), ... Thus, for a quasi-uniform distribution we
can perform a “relativization” as follows. We fix any value 3 of Z” and take the conditional
distribution on (A”, B”, C”, D) given Z” = 3. In this conditional distribution the entropy of
C" given (A”, B") is not greater than

k- [H(C|ABZ) + 6] = k - [6 + o(M)].

If § is small enough, then all entropies of (A”, B”,C", D") given Z" = 3 differ from the
corresponding components of kM - H(abcd) by at most H(Z") < kM - H(c|ab) 4+ o(kM).

Moreover, the mutual information between A” and B” given (C”, Z") is the same as the
mutual information between A” and B” given only C”, since Z functionally depends on C. If
in the original distribution /(a:b|c) = 0, then the mutual information between (A”, B”) given
(C",Z2")is o(kM).

We choose § small enough (e.g., 6 = 1/M) and let (A, B’, C’, D’) be the constructed
above conditional distribution. OJ

Now we construct an almost entropic counterexample to (Z3):

1. Start with the distribution (a, b, ¢, d)4 from Section 6.2.2 (the value of g is chosen
later).

2. Serialize (a, b, c,d)q, i.e., construct (A, B, C, D) by sampling independently N copies
of distribution (a, b, ¢, d).

3. Apply Lemma 20 and get (A, B',C’, D) such that H(C'|A’B’) = o(N). Lemma 20
guarantees that other entropies of (A, B/, C’, D’) are about N times larger then the
corresponding entropies for (a, b, ¢, d), possibly with an overhead of size

O(N - H(c|ab)) = O <'qu2"/\/> .

From the last bullet of Lemma 20 we also have that /(A":B/|C") = o(N).

4. Scale down the entropy point of (A", B’, C’, D) by the factor of 1/N within precision
of 1/N, similarly to step (4) in the construction above.

5. Tend N to infinity to get an almost entropic point. Conditions of (Z3) are satisfied for
I(A":B'|C") and H(C'|A’, B") both vanish in the limit. Inequality (Z3) reduces to

1-0 <|092 Cl> <0 <|092 Cl) '
aq aq

which can not hold if g is large enough. O

The proven result can be rephrased as follows. There exist almost entropic points
that satisfy all unconditional linear inequalities for entropies but do not satisfy conditional
inequalities (Z1) and (Z3) respectively.

Remark 12. Note that one single (large enough) value of q suffices to construct almost
entropic counterexamples for (Z1) and (Z3). However the choice of q in the construction of
Theorem 44 provides some freedom: we can control the gap between the left-hand side and
the right-hand side of the inequalities. By increasing g we can make the difference between
the left-hand side and the right-hand side of inequalities (Z1) and (Z3) greater than any
given term. This property will be used to disprove counterpart of these inequalities on the
Kolmogorov Complexity framework in Section 6.4.2.
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In fact, we may combine the two above constructions into one to get a single almost
entropic vector to prove the previous result.

Proposition 27. There exists one almost entropic vector which excludes both (Z1) and (Z3).
simultaneously.

Proof sketch:
1. Generate (A, B, C, D) from (a, b, ¢, d)4 with entropies N times greater.

2. Construct A” = SW(A|B) and C' = SW(C|A, B) simultaneously (with the same serializa-
tion (A, B, C, D)).

3. Since A” is a Slepian—Wolf hash of A given B, we have

o H(C|A"B) = H(C|AB) + o(N) and
o H(C|A"BC') = H(C|ABC') + o(N) = o(N).

By inspecting the proof of the Slepian—Wolf theorem we conclude that A” can be plugged
into the argument of Lemma 20 instead of A.

4. The entropy profile of the constructed quadruple (A", B’, C', D') is approximately N times
the entropy profile of (a, b, ¢, d)4 with a possible overhead of

O(I(A:B) + H(C|AB)) + o(N) = O ('09; ‘7/v> ,

and further :
o /(A:B|C")=0
e /[(A:B) =0(N)
e H(C'|A'B") = o(N)

5. Scale the corresponding entropy profile by a factor 1/N and tend N to infinity to define
the desired almost entropic vector.

6.3.3 The Cone of Almost Entropic Points is not Polyhedral
FrantiSek Mat(s proved the following fundamental result :

Theorem 45 (F. Matas$, [Mat07b]). For n > 4 the cone I}, is not polyhedral. Equivalently,
the cone of (unconditional) linear inequalities for the entropies of 4-tuples of random variables
is not polyhedral.

Hereafter, we provide a proof of his result based on essentially conditional inequalities
that hold for almost entropic points.

Proof. We prove the theorem for n = 4. For the sake of contradiction we assume that the
cone of almost entropic points in R® is polyhedral. That is, the set of almost entropic points
is the set of solutions for some finite system of linear inequalities

where each f; is a linear function on R15.
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The constraints /(a:d|c) = I(a:c|d) = 0 specify a facet (of co-dimension 2) on the
boundary of the cone. The corresponding conditional information inequality (Z4) specifies a
non-degenerate linear function which is non-negative on the corresponding face. Technically,
this function is defined by the linear form

g=I(c:d|a)+ I(c:d|b) + I(a:b) — I(c:d).
We will show that this linear function can be extended to the entire space R!® as
d = g+kil(a:d|c) + kol(a:cld)

so that the resulting linear form ¢’ is non-negative on the polyhedral cone. This will imply a
contradiction to Theorem 41.

We change the coordinate system. Instead of the standard coordinates (xi, ..., x15)
corresponding to the entropy values

(H(a), H(b), ..., H(abcd))

we introduce another coordinate systems (y1,...,y1s) such that y; = I(a:d|c) and y» =
I(a:c|d). The choice of y3, ..., V15 IS not important, we only require that the transformation

G:(x,....x15) = (V1. ..., y15)
is linear and not degenerate.

Inequality (Z4) can be reformulated as follows: if y; = y» = 0 then g > 0 (i.e., linear
function g can be represented as a linear form g = asys + ...+ aisy15). On the other hand,
in the new coordinate system we can represent each function f; as

fi=ajiy1+ajoy2+ ...+ aj15)15

Restrictions of each f; onto the subspace y; = y» = 0 can be specified by 13 real coefficients
(instead of 15). Denote

f =aj3ys +ajaya+ ...+ ajisyis.

We know that for all points ¥ = (y3,...,)15) such that 75-’()7) >0forj=1,...,s, the
inequality g(¥) > 0 holds. It follows from Farkas' lemma that for some reals ¢; > 0

9(y) = afl(y) + ...+ f (7).
From the definition of 15-’ we get
9(¥) =cal(fi —aiiy1 —ar2y2) + ...+ cs(fs — as1y1 — as2y2).

This is an identity for linear forms, so their coordinate representations must be equal to each
other. Hence, the forms with these coordinate representations are equal to each other on the
entire R*®. Coming back to the original system of coordinates, we obtain

I(c:d|a) + I(c:d|b) + I(a:b) — I(c:d) = Z ¢ifi — kil(a:d|c) — kol (a:c|d)

for some constants k1 and k». The sum > ¢jf; Is non-negative on the entire cone of almost
entropic points since all f; by definition are non-negative on this cone. Thus, we get the
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inequality
I(c:d) < I(c:d|a) + I(c:d|b) + I(a:b) + k1l(a:d|c) + kal(a:c|d),

which must be true for all distributions (a, b, ¢, d). This contradicts Theorem 41 (Claim 13),
and we are done. [

Remark 13. The argument above works mutatis mutandis for every essentially conditional
linear information inequality for the cone of almost entropic points, with constraints that
specify some “face” of this cone. In particular, it works for (Z4), (Z4'),(Z5), (Z5%").(Z5").
The original proof in [Mat07b] corresponds to this argument with inequality (Z5).

6.3.4 On the Geometrical Meaning of Conditional Inequalities

A visual explanation of the different types of 4-variable conditional inequalities may be helpful
at this point. However, representing a fifteen dimensional space in this manuscript is not
currently possible due to the 3D limitations of our current display technology. We propose to
explain the meaning of our conditional inequalities using two-dimensional insights.

The case of trivial conditional inequalities

When a conditional inequality is not essentially conditional, it is a “shade” of one unconditional
inequality.

—x+y+1>0

Figure 6.3: Geometric intuition for a trivial conditional inequality

The previous figure shows that a conditional inequality “If y = 0 then x < 1", represented
by the thick blue segment, that is valid for the set depicted in gray. The picture shows that
in fact this conditional inequality follows from the more general unconditional inequality

—x+y+1>0.
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The case of essentially conditional inequalities which are valid for almost entropic
points

Now suppose we have a set that still satisfies the conditional inequality: If y = 0 then x <1,
but now this inequality does not follow from an unconditional one. This time, the conditional
inequality is implied by an infinite family of tangent half-planes.

WL
(0,0) ~ ) X

v

Figure 6.4: Geometric intuition for an essentially conditional inequality for almost entropic
points

This geometric interpretation explains the case of the essentially conditional inequalities
(Z4) and (Z5).

The case of essentially conditional inequalities which do not hold for almost entropic
points

Sometimes a conditional inequality does not even follow from an infinite family of unconditional
ones. The following figure explains what happens for an essentially conditional inequality that
does not hold for the closure of the set.
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yﬂ

/

(0,0) (1,0) (2,0)

Figure 6.5: Geometric intuition for an essentially conditional inequality which is not valid for
almost entropic points

v

This example explains what happens for an essentially conditional inequality that does not
hold for the closure of the set. The conditional inequality If y = 0 then x < 1 is valid for the
set in the figure, while for the closure of this set and the same constraint y = 0 we have only
x < 2. This example depicts the case of essentially conditional inequalities (Z1) and (Z2).

6.4 Condition Inequalities for Kolmogorov Complexity

In this section, we suggest a counterpart of conditional inequalities from Information Theory
in Algorithmic Information Theory. Recall again that Kolmogorov Complexity is defined
up to an additive constant, we thus cannot translate immediately conditional information
inequality into conditional algorithmic inequalities. We also know that different flavors of
Kolmogorov Complexity are the same up to a logarithmic term in the length of the string, and
most statements in Kolmogorov complexity are, indeed, asymptotic. This is why an additive
logarithmic term (in the complexity) is considered as a negligible quantity of the most natural
kind. Therefore we could naturally translate the constraints of conditional inequalities in that
manner. For instance,
I(a:b|c) = 0 for Shannon Entropy

is translated into
I(a:b|c) < O(log n) for Kolmogorov Complexity.

where n is the length of strings a, b, c. We sometimes choose to keep the utmost generality
for expressing the constraints and therefore use a “slack” function f(n) that should satisfy

Q(log n) < f(n) < o(n).

Since constraints are softer, we also need to add a possible overhead to the inequality. However
this overhead may not be negligible in the same sense as for constraints. Therefore we denote
this overhead with another function g(n). For this g(n) we should also assume that

Q(log n) < g(n) < o(n).

Such an inequality will be referred to as a conditional Algorithmic inequality.
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6.4.1 Three Conditional Inequalities for Kolmogorov Complexity

First, we show that inequalities from Theorem 43 can be translated, in some sense, in the
language of Kolmogorov complexity.

Theorem 46. Let f(n) be any function of an integer argument. Then there exists a k > 0
such that for every tuple of binary strings (a, b, c, d, €)

if I(a:d|c) < f(n) and I(a:c|ld) < f(n), then
I(c:d) < I(c:d|a)+ I(c:d|b) + I(a:b) + I(a:cle) + I(a:e|c) + k\/n-f(n) (CZ4)

if I(b:c|d) < f(n) and I(c:d|b) < f(n), then
I(c:d) < I(c:d|a)+ I(c:d|b) + I(a:b) + I(b:c|le) + I(c:e|b) + k\/n- f(n), (CZ%)

ififl(b:c|d) < f(n) and I(c:d|b) < f(n), then
I(c:d) < I(c:d|a)+ I(c:d|b) + I(a:b) + I(c:d|e) + I(c:e|ld) + k/n-f(n), (CZ5")

where n is the sum of lengths of strings a, b, c, d, e.

In this theorem f(n) plays the role of the measure of “precision” of the constraints.
Technically the statement of the theorem is true for any f(n), but it is interesting only for
f(n) = o(n) (and f(n) = Q(log n), since different definitions of the mutual information in
algorithmic information theory are equivalent to each other with only logarithmic precision).
For example, assuming /(a:d|c) = O (v/n) and I(a:c|d) = O (v/n) we get

I(c:d) < I(c:d|a) + I(c:d|b) + I(a:b) + I(a:c|e) + I(aze|c) + O (n3/4)

Proof. By Theorem 31, for every linear inequality for Shannon entropy there exists a counter-
part for Kolmogorov complexity that is true for all binary strings up to an additive O(log n)-term.
Thus, from inequality (6.8) on page 105 (which holds for the Shannon entropies of any distri-
bution) it follows that a similar inequality holds for Kolmogorov complexity. More precisely,
for each integer k > 0 there exists a constant D such that for all strings a, b, c, d, e

I(c:d) < I(c:d|a) + I(c:d|b) + I(a:b)+
+ I(a:cle) + I(a:e|c) + %I(C:e|a) + %[/(a:dk) + I(a:c|d)] + Dlog n.

We choose k that minimizes the sum of +/(c:e|a) and %[/(a:dk) + I(a:c|d)]. The value
%/(C:e|a) is bounded by O(n/k) since all strings are of length at most n; the values /(a:d|c)
and /(a:c|d) are less than f(n). Let k = +/n/f(n). Then we get

I(c:d) < I(c:d|a)+ I(c:d|b) + I(a:b) + I(a:cle) + I(a:e|c) + O (x/n- f(n))

and (CZ4') is proven. Conditional inequalities (CZ5") and (CZ5") can be proven by a similar
argument. ]

Theorem 46 involves 5-tuples of strings (a, b, ¢, d, e) but it implies a nontrivial result for
quadruples of strings. By assuming e = d we get from Theorem 46 the following corollary.
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Corollary 8. Let f(n) be a function of an integer argument such that f(n) < n. Then for
every tuple of binary strings (a, b, ¢, d)
if I(a:d|c) < f(n) and I(a:c|d) < f(n), then
I(c:d) < I(c:d|a) + I(c:d|b) + I(a:h) + O (x/n- f(n)) (CT4)

if I(b:c|d) < f(n) and I(c:d|b) < f(n), then
I(c:d) < I(c:d|a) + I(c:d|b) + I(a:b) + O (\/n' f(n)) (CZ5)

where n is the sum of the lengths of all strings involved.

In Theorem 46 and Corollary 8 we deal with two different measures of precision: f(n)
in the conditions and O (\/n- f(n)) in the conclusions. These two measures of precision

are dramatically different. Assume, for example, that /(b:c|d) and /(c:d|b) are bounded by
O(log n), which is the most natural conventional assumption of “independence” in algorithmic
information theory. Then from Corollary 46 it follows that

I(c:d) < I(c:d|a)+ I(c:d|b) + I(a:b) + O(y/nlog n).

Can we prove the same inequality with a precision better than O (\/n log n)? The answer is
negative: the next proposition shows that this bound is tight.

Proposition 28. For some k > 0, for infinitely many integers n there exists a tuple of strings
(a, b, ¢, d) such that C(a, b,c,d) =n, I(b:c|d) = O(logn) and I(c:d|b) = O(log n), and

I(c:d) > I(c:d|a) + I(c:d|b) + I(a:b) + k+/nlog n.

Proof. Let us take the distribution from Claim 14, p. 101 for some parameter g, and denote
it (a,B,7,0)e. Further, we apply the following simple lemma from [Rom00b].

Lemma 21 (Romashchenko, [Rom00b]). Let (a,B,7,0) be a distribution on some finite set
M®*, and n be an integer. Then there exists a tuple of strings (a, b, ¢, d) of length n over
alphabet M such that

C(a,b,c,d)=n-H(a,B.7v,8) + O(M]|log n)

From this lemma we get a tuple of strings (a, b, ¢, d) such that the quantities /(c:d|a),
I(c:d|b), I(a:b) are bounded by O(log n), while

I(c:d) = ©(en)

and
I(b:c|ld) = O(e2n).

It remains to choose appropriate € and n. Let € = 'C’%. Then /(b:c|d) = O(e?n) =
O(logn) and I(c:d) > D+/nlog n (for some D > 0). Hence, we get

I(c:d) > I(c:d|a) + I(c:d|b) + I(a:b) + D+/nlog n — O(log n),

and we are done. Keeping in mind details of the construction from Claim 14 we can let here
D =1 (though the precise value of D does not matter much for the proof). O
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6.4.2 Two Conditional Inequalities not for Kolmogorov Complexity

The following theorem claims that counterparts of (Z1) and (Z3) do not hold for Kolmogorov
complexity.

Theorem 47.
(a) There exists an infinite sequence of tuples of strings (a, b, ¢, d), such that the lengths
of all strings a, b, ¢, d are ©(n), I(a:b) = O(log n), I(a:b|c) = O(log n), and

I(c:d) —I(c:d|a) — I(c:d|b) = Q(n)

(b) There exists an infinite sequence of tuples of strings (a, b, ¢, d),, such that the lengths
of all strings a, b, ¢, d are ©(n), C(c|a, b) = O(logn), I(a:b|c) = O(log n), and

I(c:d) —I(c:d|a) — I(c:d|b) — I(a:b) = Q2(n).

The proof of this theorem is similar to the proof of Theorem 44. Instead of the Slepian—Wolf
theorem we use its counterpart in the Kolmogorov framework, which is Muchnik's theorem
on conditional description, from our Toolbox p. 75.

Proof of Theorem 47(a). We start with the distribution defined in Section 6.2.2, the value
of q is specified in what follows. Let us denote this distribution (o, B,7,0). Then we apply
Lemma 21 and construct strings a, b, ¢, d such that

C(a,b,c,d)=n-H(a,B,7v.8) + O(log n).
Note that for the constructed a, b, ¢, d:
I(c:d) > I(c:d|a) + I(c:d|b) + I(a:b),

and /(a:b|c) = O(log n). But this quadruple of strings does not satisfy the requirements of
the theorem since /(a:b) is much greater than logn. Thus, we need to transform a, b, ¢, d
so that

(i) we keep the property I(c:d) > I(c:d|a) + I(c:d|b) + I(a:b),
(i) I(a:b|c) remains logarithmic, and
(i) I(a:b) becomes logarithmic.

To this end, we only need to modify the string a.
We apply Theorem 32 for a and b and get &’ € Much(alb) such that

e C(2]a) = O(log n),
e C(a') = C(alb) + O(log n),
e C(ala, b) = O(log n).

What immediately follows is
e C(al’) = I(a:b) + O(log n),
e 1(a':b) = O(log n),

e /(a':b|c) = O(log n) (since for the original tuple we have /(a:b|c) = O(log n)).
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Intuitively &’ is the “difference” a minus b. In the sequel we investigate the quadruple
(a’, b, c, d).

The complexity profile of (&', b, ¢, d) cannot be far different from the complexity profile of
(a, b, c,d). Indeed, C(a'|a) = O(logn) and C(ala") = I(a’':b) + O(log n). Hence, the differ-
ence between corresponding components of complexity profiles f(a’, b, c, d) and f(a, b, c,d)
is at most

. _ofn. 99
I(a:b) + O(logn) = O (n J ) .

For the constructed tuple (&', b, ¢, d) we have

1(a":b) = O(log n)
I(&:b|c) = O(log n)

On the other hand,

I(c:d)=n- (1 - 617> + O(log n),

log g
q

I(C:d|b):n~O< ) + O(log n),

and

I(c:d|a") < I(c:d|a) + C(ala")

=0 <n log (Iogq)) + O(log n).

Thus, for large enough g we get
I(c:d) — I(c:d|a") — I(c:d|b) = Q(n). ]

Proof of Theorem 47(b). We again use the distribution from Section 6.2.2 (the value of q is
chosen later). Let us denote this distribution (a, 3,7, ) Then we apply to this distribution
Lemma 21 and obtain a quadruple of strings (a, b, ¢, d) such that

C(a,b,c,d)=n-H(e, B, 8)+ O(log n).
For the constructed a, b, ¢, d

I(a:b|c) = O(log n)
I(c:d) > I(c:d|a) + I(c:d|b) + I(a:b) — cn

(for some real ¢ > 0). However, this quadruple of strings does not satisfy the requirements
of the theorem since H(c|a, b) is much greater than log n. It remains to modify a, b, ¢, d so
that

(i) we keep the property /(c:d) > I(c:d|a) + I(c:d|b) + I(a:b),
(ii) I(a:b|c) remains logarithmic,
(i) C(cla, b) becomes logarithmic.

We apply Theorem 32 to the constructed strings (a, b, ¢, d) and get x € Much(c|a, b)
such that
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e C(x|c) = O(logn),
e C(x)=C(cla, b)+ O(logn),
e C(x|a, b,x) = O(logn).

Let us consider the conditional complexity profile C(a, b, ¢, d|x). It is not hard to check that
the components of C(a, b, ¢, d|x) differ from the corresponding components of C(a, b, ¢, d)
by at most

C(x) + O(log n).

Moreover, we have /(a:b|c,x) = O(logn) and C(c|a, b,x) = O(logn). Thus, we would
like to “relativize” a, b, ¢, d given x as an oracle. But this is exactly the goal of Lemma 17
from the Toolbox (p. 78). indeed, from Lemma 17 there exists another tuple of strings
(a’, b, c’,d") such that

C@a, b, c d)y=C(a b, c, dx)+ O(logn),

where n = C(a, b, ¢, d, x).
For this tuple: C(c’|a’, b") = O(logn) and I(a":b'|c) = O(log n). On the other hand,

I
I(c":d)=n—-0 (nlog <qu> + log n> ,

I(a:b)=0 <nlog (Iogq) + log n> ,
I(c":d'|b)=0 <nlog <|03> + log n> ,
)

I(c":d'|a") =0 <nlog (

Hence, for large enough g we get

I(c":d") = I(c:d"|d) — I(c":d"|p) — I(a:b) = Q(n). O
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