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Packet sampling rate (%)

Abilene trace, N = 487K, beta = 2, protocol-aware ranking

t = 25
t = 10
t = 5
t = 2
t = 1

 0.0001

 0.001

 0.01

 0.1

 1

 10

 100

 1000

 10000

 100000

 1e+06

 0.1  1  10

A
v
e
ra

g
e
 n

u
m

b
e
r 

o
f 
m

is
ra

n
k
e
d
 f
lo

w
 p

a
ir
s

Packet sampling rate (%)

Jussieu trace, N = 103K, beta = 1.5, protocol-aware ranking
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Membership vs. time and EWMA estimation: p = 0.01, S = 1s
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cwnd (Congestion window size)

Constant congestion window protocol
TICP with clustering

TICP without clustering
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Reformulating the Monitor Placement Problem:
Optimal Network-Wide Sampling

Gion Reto Cantieni, Gianluca Iannaccone, Chadi Barakat, Christophe Diot, Patrick Thiran ∗

ABSTRACT

Confronted with the generalization of monitoring in opera-
tional networks, researchers have proposed placement algo-
rithms that can help ISPs deploy their monitoring infras-
tructure in a cost effective way, while maximizing the ben-
efits of their infrastructure. However, a static placement of
monitors cannot be optimal given the short-term and long-
term variations in traffic due to re-routing events, anomalies
and the normal network evolution. In addition, most ISPs
already deploy router embedded monitoring functionalities.
Despite some limitations (inherent to being part of a router),
these monitoring tools give greater visibility on the network
traffic but raise the question on how to configure a network-
wide monitoring infrastructure that may contain hundreds
of monitoring points.
We reformulate the placement problem as follows. Given

a network where all links can be monitored, which monitors
should be activated and which sampling rate should be set
on these monitors in order to achieve a given measurement
task with high accuracy and low resource consumption? We
provide a formulation of the problem, an optimal algorithm
to solve it, and we study its performance on a real backbone
network.

1. INTRODUCTION
Network operators perform traffic measurements as part

of their day by day network management activities that in-
clude traffic engineering, anomaly detection, accounting and
capacity planning. There exist several ways to perform traf-
fic measurements. Some involve router support (e.g., SNMP
counters, Netflow [4]), while others require additional equip-
ment to be installed in the network to perform passive or
active measurements.
The various solutions present a trade-off between the ac-
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curacy of the measurement and the amount of computing
resources they require. SNMP counters, for example, rep-
resent a very low cost solution (in terms of router process-
ing resources) but give the operator only a rough idea on
the traffic that is traversing the network. The aggregate
counters are of little use to operators interested in users’
perceived performance [16] or in estimating network traf-
fic demands [20]. At the other extreme, passive monitoring
equipment, that captures every packet on a link, allows ex-
tremely accurate measurements, but scales very poorly for
large networks, given the high unit cost for deployment and
maintenance. In addition, space and power constraints may
prevent operators from deploying this equipment where it
would be the most useful, while, once deployed, routing or
network changes may render it useless.
The solution that many network operators have adopted is

then to use Netflow [4] or similar solutions [23, 19]. NetFlow
allows a ubiquitous deployment of traffic monitors and pro-
vides a detailed enough view of the traffic streams. Netflow
is today widely used by Internet Service Providers (ISPs)
and several tools exist to process, analyze and visualize Net-
Flow data [9, 24]. However, enabling NetFlow can have an
impact on packet forwarding performance. To address this
problem, router vendors have introduced versions of Net-
flow that sample the incoming packets and update the flow
information only with sampled packets.
Network operators then face two options: (i) enable Net-

flow on all routers but using very low sampling rates to
minimize potential network impact, or, (ii), enable Netflow
on a chosen set of routers where the sampling rates are set
depending on the measurement task and the target accuracy.
Currently the first option is the one followed by ISPs be-

cause no automated method exists for the second. This work
aims at filling this gap.
The contributions of the paper are threefold. First, we

define a general framework to approach the problem of sam-
pling traffic data in large IP networks. Our framework al-
lows to combine and solve in one step the selection of traf-
fic monitors and the setting of the sampling rates for each
monitor. We show how this framework can be applied to
a general class of measurement tasks. Second, we provide
an optimal algorithm to solve the sampling and placement
problem. We validate the algorithm using network data col-
lected from the GEANT’s backbone network [10]. Finally,
we discuss how to deploy our solution in a real backbone net-
work and introduce additional methods that allow to adapt
the sampling rates to changes in the traffic due to time-of-
day effects, failures or anomalies.



The paper is organized as follows. In Section 2, we de-
scribe the objectives and challenges of this work. Section 3
presents related work. Sections 4 and 5 formally define the
problem and our approach to solve it. Section 6 evaluates
the performance of our algorithm in the GEANT backbone
network. Section 7 describes how to deploy our solution in a
real backbone and how to deal with traffic changes when the
measurement task runs in a continuous fashion. Section 8
concludes the paper.

2. OBJECTIVES AND CHALLENGES
The nature of the measurement task has a clear impact

on the choice of traffic monitors to be used. For example,
in order to estimate the traffic demands, a network operator
would ideally monitor all ingress links in the network or
at least all peering links [8]. However, when the network
operators want to focus on an individual network prefix or
Autonomous System (AS), they may require a very different
layout of monitors in the network.
Very often, network operators do not have prior knowl-

edge of the measurement tasks the monitoring infrastructure
will have to perform. This is particularly true with security
applications. For example, a specific network prefix that is
“below the radars” for traffic engineering purposes may play
an important role in the early detection of anomalies.
Furthermore, network traffic demands are subject to short

term variations due to failures and other anomalous events
as well as longer term variations due to the addition of new
customers, peering links, Points of Presence, etc. These
changes quickly make a static placement of traffic monitors
perform sub-optimally.
For these reasons, Internet Service Providers (ISP) prefer

widespread monitoring infrastructures that provide visibil-
ity over the entire network. Netflow [4] is a perfect example
of such monitoring system. Embedded into the routers, it
maintains a list of flow records that describe the traffic for-
warded by the router. The flow records are then exported
to a collector for analysis and storage. Netflow has become
today the de-facto standard of flow monitoring solutions: it
is the most widely deployed and various router manufac-
tures support compatible monitoring applications [19]. A
standardization effort is also in progress at the IETF [15].
ISPs configure Netflow on all routers to the same “safe”

sampling rate — router vendors usually recommend a value
of 1/1000 packets — while little attention is paid to the accu-
racy of the results. Low sampling rates reduce the stress on
the routers but introduce large errors in the measurement.
Clearly, this approach leads to an inefficient use of the

resources both in the routers and in the collector, and to
a less than desirable measurement accuracy (we will quan-
tify this in Section 6.3). Our objective is to find a method
that, given a measurement task and a target measurement
accuracy, has the following properties:

• It selects the monitors that need to participate in the
measurement. This reduces the processing overhead
on the collector side where it is desirable that a large
proportion of the records received, processed and stored
are actually relevant to the measurement task.

• It provides a set of sampling rates for the active moni-
tors to guarantee an optimal use of the resources while
making sure that the sampling rates are low enough to
not be a concern for the operator.

• The resource consumption, as measured by the total
number of sampled and processed packets, is minimal
and adapts to the changes in the traffic. The objective
is to maintain the overall resource consumption stable
while keeping the accuracy close to target.

• The method requires a minimal amount of configura-
tion from the network operator and is robust to incor-
rect input parameters.

In addition, our method should support a general class of
monitoring applications and be easily adapted to new mea-
surement tasks. We choose one example of such tasks to
illustrate the contributions of this paper. We find the sam-
pling rates to estimate the amount of traffic flowing among
a set of origin-destination pairs selected by the network op-
erator. In our terminology, origin and destination could re-
fer to any combinations of end-hosts, network prefixes, Au-
tonomous Systems, etc. We have chosen this task because it
helps in illustrating our contribution and it is, at the same
time, a canonical measurement task for classical traffic en-
gineering, security and accounting applications.

3. RELATED WORK
Identifying the strategic locations for traffic monitors is a

hard problem that has attracted significant interest in the
literature. Several solutions have been proposed for differ-
ent contexts. For example, in [17], the authors focus on
the placement of measurement devices for active monitoring
(more specifically for the construction of distance maps).
Others have addressed the placement problem in an active
monitoring infrastructure to measure delays and detect link
failures [1, 13, 21].
In the passive monitoring domain, Suh et al. [28] address

the problem of placing monitors and set their sampling rates
in order to maximize the fraction of IP flows being sampled.
They propose a two phase approach where they first find
the links that should be monitored and then run a second
optimization algorithm to set the sampling rates. Their ap-
proach bears some similarities with our work, but the anal-
ysis is limited to a generic monitoring goal (maximize the
overall sampled traffic) and only considers a static placement
of monitors. Their formulation leads to a set of heuristics
that find near-optimal solutions. Our approach, instead, al-
lows to indicate whether a solution corresponds to the global
optimum.
Many researchers have also explored ways to improve Net-

Flow to automate some of the features and help network
operators configure the routers. Estan et al. [7] propose a
set of techniques to let a router running NetFlow adapt the
sampling rate in order to keep a fixed resource consumption.
The adaptation is a local and independent decision of the
router, and is not tied to any measurement objective. Our
work is complementary to [7] in the sense that it provides a
global sampling strategy for a specific monitoring goal. The
individual routers could then apply local decisions in order
to minimize their memory usage.
There is a large body of literature that addresses the prob-

lem of inversion of traffic properties from sampled traffic [6,
5, 12]. Duffield et al. [6] show that periodic and random sam-
pling provide roughly the same result on high speed links.
Random sampling can thus be used in the mathematical
analysis for its appealing features.



Traffic matrix estimation techniques (e.g., [20, 29, 26])
address a measurement task similar to the one we are con-
sidering as example. However, the focus in those works is
the inference of the traffic matrix from partial information
(e.g., link loads). Indeed, they often use sampled Netflow
data to validate their methods.

4. PROBLEM FORMULATION
In this section we formalize the placement problem. Our

approach to solve it will be described in the next section.
We represent the network by a directed graph G(V, E)

where V corresponds to the set of nodes and E is the set of
edges. The traffic load on edge e ∈ E is denoted by Ue. The
routing of each origin-destination pair (OD pair) is specified
by the routing matrix R, whose entries ri,j = 1 if the OD
pair i traverses edge j and 0 otherwise.
The measurement tasks are defined over a set F = {1, 2, . . . , F}

of OD pairs. We indicate the subset of links traversed by
the OD pairs in F by L ⊆ E . The optimization framework
we propose in this paper is general and can be applied to
any definition of node (e.g., end-host, network prefix, Au-
tonomous System, etc.).
The quality of a measurement for an OD pair k ∈ F is

computed via a utility function M : R+ → R+, whose ar-
gument ρk is the effective sampling rate of OD pair k ∈ F ,
defined as the probability that a packet of the kth OD pair
is sampled at least once by at least one monitor deployed in
the network. Note that this definition assumes that we have
means to discern whether the same packet is sampled at mul-
tiple locations in the network. In Section 6, we will address
this aspect of the monitoring infrastructure in more detail.
Assuming that the packets are sampled in an i.i.d. (inde-
pendent and identically distributed) fashion at each moni-
tor, with pi denoting the packet sampling probability of the
monitor deployed on link i, and that the sampling processes
of different monitors are statistically independent, we have
that

ρk = 1−
Y

i∈L

(1− pi)
rk,i . (1)

Clearly, the larger the effective sampling rate, the more in-
formation it brings. However, the marginal rate of informa-
tion is usually smaller for large values of ρk than for small
values. These two observations lead us to reasonably assume
that M(ρk) is an increasing and strictly concave function of
ρk.
Our objective is to choose the vector of sampling rates

p = (pi)i∈L that maximizes
X

k∈F

M (ρk (p)) , (2)

under the constraints

pi ≥ 0 for all i ∈ L (3)

pi ≤ αi for all i ∈ L (4)
X

i∈L

piUi ≤ θ, (5)

where θ is the capacity of the system, defined as the max-
imum total number of packets that can be sampled in the
entire network, and αi represents the maximum sampling
rate that can be applied to the individual link i.
All constraints are linear and therefore define a convex

solution space Ω defined by {p |
P

i∈L
piUi ≤ θ, 0 ≤ pi ≤

αi ∀i ∈ L}. As the utility function M is strictly concave,
the optimization problem, given by (2), (4) and (5), has a
unique maximizer, that we denote p∗ (see e.g., [3, Chapter
2]).
Note that an alternative objective could be to maximize

the minimum of the utilities, i.e., mink∈FM(ρk(p)). The
two formulations have their advantages and limitations. Max-
imizing the sum of utilities gives us more flexibility in setting
the sampling rates. Indeed, we can compensate the poor ac-
curacy of one OD pair increasing the accuracy of another.
We will discuss the implications of this in greater detail in
Section 6. On the other hand, maximizing the minimum
utility may lead to increase significantly the sampling rate
on those links that carry small OD pairs. Furthermore, the
minimum of the utilities is not a differentiable function over
the whole parameter space and this may impact the conver-
gence of the algorithm (see Section 5.4). We leave the study
of alternative objective functions for future work.

5. METHOD
In this section we first reformulate the optimization prob-

lem using Lagrange multipliers. Second, we introduce and
comment on the assumptions that simplify the computation
of the optimal solution. Third, we discuss the choice of a
suitable utility function M(·). Last, we briefly present the
algorithm used to solve the optimization problem and dis-
cuss its advantages and pitfalls.

5.1 Our approach
The most common approach to solve a constrained opti-

mization problem, such as the one in (2), (3), (4) and (5),
is to define the corresponding Lagrangian:

L(p, λ,µ,ν) =
X

k∈F

M (ρk(p))− λ

 

X

i∈L

piUi − θ

!

−
X

i∈L

µi(pi − αi) +
X

i∈L

νipi, (6)

where (λ,µ,ν) = (λ, µi, νi)i∈L is the set of Lagrange mul-
tipliers. Each Lagrange multiplier enforces the satisfaction
of one of the constraints (3), (4) and (5) with an equality
sign. A constraint met with an equality sign is called an
active constraint. For example, if pi = αi, then the ith
constraint (4) is active, whereas if pi < αi, it is inactive.
In order to find the unique maximizer p∗, we can solve the

system of equations provided by the Karush-Kuhn-Tucker
(KKT) conditions [11, Chapter 5]. As the solution space is
a convex hull and the objective function is concave, the KKT
conditions are sufficient for optimality (see e.g., [3, Chapter
5.5]). The difficulty in using the KKT conditions to solve the
problem given by (2), (3), (4) and (5) is that it requires to
know the set of active and inactive constraints in advance,
which is not possible. Therefore, we need to rely on an
iterative procedure, such as a gradient projection method
to explore the solution space. Our approach to find the
optimal solution p∗ is given in more details further below.

5.2 Assumptions
Let us recall the assumptions made so far: the utility

function M is strictly increasing and concave; each monitor
sampling process is i.i.d. and is statistically independent
from the sampling process of the other monitors.



From a practical perspective, we expect to obtain sam-
pling rates that are in the order of 0.01 and lower. Moreover,
we rarely expect to have more than one or two monitors ob-
serving the traffic of the same OD pair. This allows us to
approximate the effective sampling rate (1) by

ρk =
X

i∈L

rk,ipi. (7)

This set of assumptions allows to make the optimization
problem more tractable and, as we show in Section 6.2, have
a minor impact on the performance of our method.
Next, we force the constraint (5) to be met with an equal-

ity sign. This assumption is pretty straightforward to make,
as there is no practical interest not to use all the provided
resources. Hence (5) becomes

X

i∈L

piUi = θ. (8)

5.3 Choosing the utility function
The choice of the utility functionM(ρk) is dictated by the

following conditions. First, the utility function has to quan-
tify the information provided by the measurement for each
OD-flow in F . Second, the function has to comply with the
requirements set by the optimization framework: as men-
tioned earlier, it is strictly increasing and concave. Without
loss of generality, we assume that M(0) = 0, i.e. that the
utility is zero if no packet is sampled at all. Third, the func-
tion M must be easy to use in our optimization algorithm.
This requires the function to be twice continuously differen-
tiable. We next derive a possible function which combines
the above specified properties.
A first straightforward choice for the utility function M is

to use the relative error between the actual metric of interest
that we want to measure (in the present case, the flow size)
and its value estimated from the sampled packets. Let Sk be
the actual size of the kth OD pair (number of packets of the
kth OD pair) in a given time interval, and Xk be the number
of sampled packets from this OD pair in the same time inter-
val. Because of the assumptions that the sampling processes
at different monitors are independent and that packets are
sampled at most once (Section 5.2), the distribution of Xk

conditionally to Sk is binomial with parameters (Sk, ρk). In
this paper, we consider the squared relative error (SRE) be-
tween the estimated size Xk/ρk and the actual size of the
flow Sk, i.e.

SRE =

„

Xk/ρk − Sk

Sk

«2

, (9)

whose expected value is

E[SRE](ρk) =

Z

∞

0

1− ρk

ρks
dP(Sk ≤ s) = E

»

1

Sk

–„

1

ρk

− 1

«

.

Define A(ρk) = 1 − E[SRE](ρk), that we call the mean
squared relative accuracy. A possible candidate for M(ρk)
would be to take it equal to A(ρk), since it is a strictly in-
creasing, concave function of ρk. However, this function is
not yet adequate to be used as utility function M . The
problem is that the function A(ρk) is not defined at the
origin. This is required, as we expect to have zero util-
ity for zero sampling. To fix this problem, we divide the
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Figure 1: The utility function M with respect to the
effective sampling rate ρk. The utility function is
defined over the interval [0,1], such as given in (10).

interval [0, 1] in two intervals [0, x0] and [x0, 1]. We take
M(ρk) = 1−E[SRE](ρk) if x0 ≤ ρk ≤ 1 andM(ρk) = A′(ρk)
for 0 ≤ ρk < x0, where A

′ is defined in such a way that it is
strictly concave and increasing and twice differentiable over
[0, x0], with A′(0) = 0, A′(x0) = A(x0), ∂A

′(x0)/∂ρk =
∂A(x0)/∂ρk and ∂2A′(x0)/∂ρ

2
k = ∂2A(x0)/∂ρ

2
k. A function

that complies with these requirements is the quadratic ex-
pansion of A(ρk) at x0, that reads

A′(ρk) = A(x0) + (ρk − x0)
∂A

∂x
(x0) +

(ρk − x0)
2

2

∂2A

∂x2
(x0),

where x0 is given by the relation A′(0) = 0, that is,

A(x0)− x0

∂A

∂x
(x0) +

x2
0

2

∂2A

∂x2
(x0) = 0.

To summarize, we define the utility function M as

M(ρk) =



A′(ρk) if 0 ≤ ρk ≤ x0

A(ρk) if x0 ≤ ρk ≤ 1.
(10)

We plot the function M(ρk) for E[1/Sk] = 0.002 and for
E[1/Sk] = 0.0002 in Figure 1. We emphasize that this ma-
nipulation on the function has the sole purpose of making
it suitable for our optimization framework. The interval
0 ≤ ρk < x0, on which we use the quadratic expansion
A′(ρk), is of little practical interest because it corresponds
to low values of utility. Hence, we expect that this necessary
manipulation does not affect much the optimization results.
We will validate this observation in Section 6.

5.4 The algorithm
We solve our optimization problem by use of the gradient

projection method for constrained optimization (Refer to
[11, Chapter 5]). At each iteration step n, this method con-
sists in projecting first the gradient of the objective function
onto the subspace spanned by the active constraints (that is,
the set of points p that satisfy the active constraints). This
projected gradient gives the search direction s(n), along
which the current feasible solution p(n) is moved until ei-
ther the objective function is maximized along this line or
an inactive constraint is hit. In the latter case, this inac-
tive constraint has to be activated and incorporated into the
next computation of the gradient projection. In the former
case, the maximization of the objective function along s(n)



reduces to a one-dimensional search. We choose Newton’s
method (refer to [3], chapter 9.5) to perform this search.
Newton’s method shows fast convergence but requires the
objective function to be twice continuously differentiable.
Once the new solution p(n + 1) that maximizes the objec-
tive along s(n) is found, a new search direction s(n+1) has
to be computed. The new search direction will be orthog-
onal to the previous one. The successive search directions
s(n), s(n + 1), . . . form therefore a zigzag path in the sub-
space spanned by the active constraints, which may result in
a poor convergence depending on the shape of this subspace.
A better approach is to add, with some weighting factor, the
previous search direction to the new one. This weighting fac-
tor is usually chosen according the Polak-Ribiere rule. More
details can be found e.g. in [18].
We start our search with a feasible solution p(0) arbitrar-

ily chosen on the plane defined by the active constraints (5).
We then follow the search direction s(0), that coincides with
the projection of the gradient of the objective function (2)
on the subspace spanned by the active constraints, until we
hit the constraint p1 ≥ 0. This forces us to activate this con-
straint, i.e. to set p1 = 0, and to recompute next the search
direction s(1). With Newton’s method we finally find p(2).
We mentioned earlier that in order to find the optimal

solution, we eventually have to know the set of active and
inactive constraints of our optimization problem. That is,
we have to know which monitors i are going to be used
(whose corresponding constraint pi > 0 is inactive) and
which ones not (whose corresponding constraint pi = 0 is
active). This combinatorial explosion is unavoidable as the
monitor placement problem is NP-hard. Probing each pos-
sible combination is not feasible in practice, hence we use
the above introduced gradient method to find iteratively the
optimum. However, we do not have any guarantee that the
gradient projection method always converges to the opti-
mum. It might well happen that the projection of the gra-
dient s converges to a zero vector at some point, say p′,
which forces us to stop the search, even though p′ is not
optimal. This means that the algorithm has not generated
the optimal set of active and inactive constraints, and thus
that some monitors are turned on/off on suboptimal links.
Given the feasible solution p′ we have obtained, we apply
the Karush-Kuhn-Tucker (KKT) conditions [11, Chapter 5]
that determine whether this solution is optimal or not. To
do so, we have to compute the Lagrange multipliers defined
in (6). Having some of them negative indicates that the al-
gorithm cannot converge to the optimum with the current
set of active constraints. It may be possible to continue the
search by removing (making inactive) some of the currently
active constraints.
A strategy is to remove (make inactive) the subset of ac-

tive constraints associated with negative Lagrange multipli-
ers (a similar strategy is given in [11, Chapter 5]). After
this operation, we recompute the gradient projection on the
subspace spanned by the new set of active constraints and
proceed with the search. We continue until we either reach a
point that satisfies the KKT conditions and therefore is the
optimal solution by KKT’s theorem, or we abort the search
because the number of iterations (a new iteration starts each
time a new search direction has to be computed) exceeds a
threshold we set on the maximum number of iterations. In
our experiments described in Section 6, this threshold is set
to 2000 to keep the execution time of the algorithm in the

order of few seconds. We observe that in 98.6 percent of
cases the optimum is found in less than 2000 iterations.
The performance of the gradient projection method can

also be measured by the number of times we end up in the
situation where we have to remove (make inactive) the ac-
tive constraints associated with negative Lagrange multipli-
ers. To provide a number, we conducted 200 independent
executions of the algorithm, each time with a different set
of input parameters (different OD pair sizes, different link
loads, different capacity θ). The input parameters are given
from the data set discussed in Section 6. Even though we
cannot have a formal upper bound on the number of times
we have to remove some active constraints, we observe an
average of 1.64 situations per execution of the algorithm,
where we have to remove (make inactive) the constraints
associated with negative Lagrange multipliers, with a stan-
dard deviation of 1.17. These low numbers, that are specific
to the monitoring problem we solve, justify our choice of the
gradient projection method to solve efficiently our optimiza-
tion problem.

6. EVALUATION
We study the performance of our method by defining and

simulating a measurement task on GEANT, the European
Research network [10]. Our goal is to verify the following
properties of the solution we obtain with the method de-
scribed in Section 5: (i) the sampling rates are low and
validate the approximation in (7); (ii) the solution results
in a fair allocation of resources to each OD pair; (iii) the
solution is clearly superior to other solutions that could be
derived without running any optimization algorithm.

6.1 Data
We use sampled Netflow data collected on all the 23 routers

of the GEANT network. The links have varying speeds from
OC-3 (155 Mbps) to OC-48 (2.5 Gbps). We also collect in
a continuous fashion BGP and ISIS updates and use them
to build GEANT routing matrix.
Every GEANT router has NetFlow-compatible monitor-

ing capabilities [19] enabled with a sampling rate of 1/1000.
The packets are classified by the 5-tuple (source and desti-
nation IP address, source and destination port number and
protocol number) and the flow records are exported every
minute by the routers. Each record contains the following
information (in addition to the 5-tuple) that is relevant to
this study: (i) Flow start and end time. The start time is
the timestamp of the first sampled packet of the flow. The
end time is the timestamp of the last packet of the flow.
Flow termination is triggered either by a FIN packet or by
an idle timeout (set to 30 seconds). (ii) Sampled packets
and bytes. The total number of sampled packets in the flow
and their cumulative size in bytes. (iii) Source and Destina-
tion Autonomous System (AS). The AS numbers to which
the source and destination IP addresses belong. (iv) Input
and output interface. The index of the router interface on
which the flow was received and sent.
Before using NetFlow data, we need to perform some ad-

ditional post-processing of the records. First, we aggregate
all flow records (exported by the routers every minute for all
active flows) in 5 minutes bins according to their start time.
We choose 5 minutes as our measurement interval to reduce
the impact of synchronization issues that could have arisen
when collecting flow data from different routers. Then, we



adjust the sampled packet and byte count by multiplying
them by the inverse of the sampling rate (1000 in our case).
Henceforth, we consider the post-processed NetFlow data

to represent the actual traffic traversing the GEANT net-
work. Our experiments then consist in simulating a sam-
pling process with the rates set by the optimal algorithm
and comparing the results with the post-processed data. Al-
though our validation does not depend on a perfect recon-
struction of the traffic dynamics, the sampled Netflow data
present a potential bias against small flows that can affect
the relative contribution of each OD pair of interest. Un-
fortunately, this is the only type of data available today for
research and we are not aware of any other public dataset
that contains full unsampled information for a network of
the size of GEANT.

6.2 Results
For the evaluation we choose to estimate the traffic sent

by JANET (UK Research Network, AS number 786) to each
individual GEANT PoP through the UK PoP.
This task gives us a set F of 20 OD pairs. The OD pairs

traverse 22 of the 72 unidirectional links of GEANT. We
use flow data from November 22nd, 2004 where we asso-
ciate to each flow record the egress PoP, computed from the
destination IP address using the technique presented in [8].
The first two columns of Table 1 present a summary of the
OD pairs and their sizes in packets/sec. The results in this
section are computed over a single measurement interval.
This task shows that the method operates on OD pairs

where origins (i.e., the JANET AS) and destinations (i.e,
all the GEANT PoPs) are of a different nature. In addition,
the OD pair sizes cover the entire spectrum: JANET to
Netherlands (NL) consist of more than 30,000 packets/sec
while JANET to Luxembourg is made of a mere 20 pack-
ets/sec. As it will become clear later, this is one of the main
strengths of the method, i.e., the ability to track indiffer-
ently small and large OD pairs.
The remaining columns in Table 1 represent the sampling

rates that the optimal solution provides. For each link i, we
indicate the sampling rate pi and the OD pairs that traverse
(and are sampled on) that link. All links that are not present
in the table have pi = 0, i.e., those monitors do not need to
participate in the measurement task. Finally, the last two
rows of the table show the load in packets/sec on the links
and the relative contribution to the total capacity. In this
experiment we have chosen a value of θ = 100, 000, that is,
at most 100, 000 packets can be sampled in each 5 minutes
measurement interval in the entire network. We also set
αi = 1 for all links, i.e., we do not define an upper limit for
the sampling rates. Thus, we assume the operator has no
prior knowledge of the network traffic.
We can immediately observe that the sampling rates are

extremely low on most links even if no upper limit was set.
Only two links (FR-LU and CZ-SK) need a sampling rates
somewhat higher (around 0.9%), but they are lightly loaded
links needed to accurately estimate the two smallest OD
pairs (JANET-SK and JANET-LU). Furthermore, the low
sampling rates we obtain and the fact that each OD pair is
sampled in at most two links validate the assumptions on
the effective sampling rate made in Section 5.2.
The last two columns in Table 1 show the value of the

utility function (10) and the accuracy of the measurement.
We define the accuracy of an OD pair size as 1 minus the

absolute relative error: 1− | x/ρ − s | /s, where s is the
actual size of the OD pair, x is the sampled size and ρ is the
effective sampling rate as in (7).
We use the accuracy instead of the utility M (10) to val-

idate the impact of two assumptions we made in the defini-
tion of M : (i) the quadratic expansion to force M to zero
when the sampling rate is zero (see Section 5.3); (ii) the ap-
proximation (7) for the effective sampling rate ρ, that may
result in overestimating the size of certain OD pairs.
We run 20 sampling experiments on the flow records and

compute the average accuracy over the 20 runs. Each sam-
pling experiment consists in simulating a random sampling
process on the flow records observed on link i using the sam-
pling rate pi in Table 1. The values in those two columns
demonstrate that the method achieves good fairness among
OD pairs. Although the algorithm maximizes the sum of the
utilities, the results indicate that the individual utilities are
well balanced. Moreover, the accuracy of the measurement
is extremely good being on average above 0.89 for any OD
pair.

6.3 Comparison with other solutions
The last aspect we want to address is how the optimal

solution compares to näıve solutions. Clearly, if any solution
performs well enough, then there is no reason to add the
complexity of the optimization algorithm we propose.
The first näıve solution would consist in monitoring only

the JANET access link to GEANT. This solution has the
advantage that every sampled packet would belong to one
of the OD pairs of interest. However, in order to track a
small OD pair (e.g., JANET to Luxembourg) with a similar
accuracy to the one we obtain in Table 1, the network op-
erator would be forced to sample the link at a rate of about
1%, i.e., the effective sampling rate for JANET-LU. Given
the high load on that link, this would require the capacity
θ to be 70% higher than the one needed by our method to
give the same measurement accuracy1.
Furthermore, apart from being a suboptimal solution, mon-

itoring the access link may not be feasible in all scenar-
ios given that, in corporate networks for example, the edge
routers (i.e., the router that is connected to the ISP) is often
directly owned and managed by the ISP that provides net-
work connectivity. These routers, usually called CPE (Cus-
tomer Premise Equipment), can only be accessed by the ISP
network operators. Therefore, in order to keep our method
general and applicable to a wide range of network scenarios,
we do not include the access links in the set of possible links
to monitor. Even with this additional constraint, Table 1
shows that our method performs extremely well.
An alternative to the monitoring of the access link is to

monitor all links that connect the UK PoP to the other PoPs
in GEANT. This solution allows to “balance” the sampling
rates over six links, instead of just one, and gives more free-
dom to reduce the resource consumption.
In order to compare this solution with the optimum we

run our algorithm and restrict the choice of available moni-
tors to just the six UK links. Figure 2 shows the comparison
in terms of the accuracy over a wide range of values of the
capacity θ. With respect to the optimum, this simple solu-

1Adding up the values in the second column of Table 1 we
obtain 57,933 packets per second. At a sampling rate of 1%,
this results in 173,798 sampled packets on average over a 5
minutes interval.



OD pair pkt/s p5 p7 p8 p9 p17 p30 p31 p33 p2 p28 Avg
UK-FR UK-SE UK-NL UK-NY SE-PL UK-PT IT-IL FR-BE FR-LU CZ-SK Utility Accuracy

JANET-NL 30123 - - 0.0016 - - - - - - - 0.9999 0.993
JANET-NY 9387 - - - 0.0002 - - - - - - 0.9982 0.965
JANET-DE 4300 - - 0.0016 - - - - - - - 0.9995 0.982
JANET-SE 4080 - 0.0003 - - - - - - - - 0.9973 0.960
JANET-CH 4033 0.0013 - - - - - - - - - 0.9994 0.979
JANET-FR 1723 0.0013 - - - - - - - - - 0.9985 0.969
JANET-PL 1400 - 0.0003 - - 0.0003 - - - - - 0.9960 0.950
JANET-GR 1080 - - 0.0016 - - - - - - - 0.9981 0.964
JANET-ES 1003 0.0013 - - - - - - - - - 0.9974 0.959
JANET-SI 913 - - 0.0016 - - - - - - - 0.9977 0.961
JANET-IT 873 0.0013 - - - - - - - - - 0.9971 0.956
JANET-AT 790 0.0013 - - - - - - - - - 0.9968 0.954
JANET-CZ 590 - - 0.0016 - - - - - - - 0.9965 0.952
JANET-BE 490 0.0013 - - - - - - 0.0002 - - 0.9955 0.946
JANET-PT 463 - - - - - 0.0011 - - - - 0.9935 0.937
JANET-HU 377 - - 0.0016 - - - - - - - 0.9945 0.940
JANET-HR 237 - - 0.0016 - - - - - - - 0.9912 0.924
JANET-IL 87 0.0013 - - - - - 0.0018 - - - 0.9877 0.910
JANET-SK 43 - - 0.0016 - - - - - - 0.0092 0.9929 0.932
JANET-LU 20 0.0013 - - - - - - - 0.0090 - 0.9840 0.897

Link Loads (pkt/s) 63603 51833 57756 37286 23680 19950 15213 11173 6133 2600
Contribution to θ 24.5% 5.1% 26.9% 2.1% 2.1% 6.8% 8.3% 0.7% 16.5% 7.1%

Table 1: Optimal sampling rates pi for each link i. For each OD pair, it indicates the size (pkts/sec), the
link(s) where it is monitored, their respective sampling rates and the average accuracy. All other links have
zero sampling rate.
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Figure 2: Accuracy of the measurement for two dif-
ferent solutions as a function of θ.

tion has poor performance with respect to small OD pairs.
This is expected given that the UK links are heavily loaded
and the high sampling rate required to accurately estimate
a small OD pair results in a high resource consumption.
In summary, we have seen that both in terms of resource

usage and measurement accuracy there is a clear advantage
in using our method for setting the sampling rates when
compared to other näıve solutions. This advantage comes
from the network-wide approach to packet sampling. In-
deed, the optimization method finds those links across the
entire network, where the small OD pairs “manifest” them-
selves with a small amount of cross traffic from other large
OD pairs. Several studies [2, 8] have shown that this is a
general property of current network design.

7. DEPLOYMENT ON A BACKBONE NET-

WORK
Before deploying our method in a real backbone network,

we need to address two additional issues: (i) how to set the

input parameters and (ii) how to deal with traffic variations
over time.
As described in Section 5, the input parameters consist of

the quantities θ, E[1/Sk] and Ui, for all k ∈ F and i ∈ L. In
order to obtain these quantities, the network operator needs
to have some prior knowledge about the network. In partic-
ular, the operator needs to have a rough idea of the sizes,
Sk, of the OD pairs that are under study. This is a classi-
cal bootstrapping problem and we will present a solution in
Section 7.1.
The second deployment issue has to do with the temporal

fluctuations of the OD pair sizes and link loads. In the flow
data, we observe that these fluctuations may be very large
and abrupt. This phenomenon is also more pronounced for
small OD pairs and confirms previous measurement stud-
ies [27].
It is out of the scope of this paper to investigate the rea-

sons behind these fluctuations. They may be due to nor-
mal time-of-day effects, failures in the network, flash crowd
events or other anomalies. What is important to observe
is that these fluctuations may lead our method to “over-
shoot” the capacity θ when the link loads increase abruptly,
or to miss the target accuracy when an OD pair size de-
creases. Section 7.2 shows the impact of the fluctuations on
the performance of our method, while Section 7.3 introduces
a simple heuristic to effectively cope with them.
In the remainder of this section we will refer to flow data

collected over a 12 hours period from 8AM to 8PM on Novem-
ber 22nd, 2004.

7.1 Bootstrapping phase
The bootstrapping method we propose is very simple.

Given the presence of traffic monitors on every link in the
network, an operator can get a rough estimate of the OD
pair sizes and link loads by activating all monitors at once.
The monitors should be activated at a very low sampling
rate, that we call background sampling rate (p̃), to guaran-
tee a minimal impact on the performance of the routers and
a limited overall resource usage.
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Figure 3: Performance of the bootstrapping algo-
rithm as a function of the background sampling rate.

We can then use these estimates as input parameters to
our method, derive a new set of sampling rates for all the
routers (many of which will be set to zero), re-configure
all routers, wait one measurement interval and get a new
estimate of the input parameters. We iterate this procedure
until the set of sampling rates converges and no router needs
to change its settings.
This approach, however, raises three questions: (i) how do

we estimate the size of the OD pairs? (ii) what is an appro-
priate background sampling rate? (iii) how many iterations
are needed to perform the bootstrapping?
The optimization algorithm needs the values of E[1/Sk]

for all OD pairs of interest. After the first measurement
interval, we obtain Xk, the sampled size of each OD pair k.
IfXk > 0, we replace E[1/Sk] in (10) with ρk/Xk – note that
pi = p̃, for all i ∈ L. In the case Xk = 0, the OD pair has
not been sampled at all. This means that the original OD
pair size is likely smaller than 1/p̃. For our purposes, here,
any value below 1/p̃ is a good enough estimate of its size.
Hence, we replace E[1/Sk] with cp̃, where c is a constant
arbitrarily set to 10 in all our experiments.
Note that finding an accurate estimator for E[1/Sk] is out-

side the scope of this paper. In fact, we deliberately choose
to use one single sample of the size as the estimator be-
cause it is simple and clearly imperfect. Our aim is to show
that our bootstrapping method is robust to incorrect input
parameters and requires no configuration effort.
To answer the last two questions, we run an experiment

over the flow data where we vary the value of p̃ from 10−7

to 1. We estimate the size of the OD pairs from JANET to
all PoPs and the link loads across the entire network. Then,
we run the optimization algorithm using this set of input
parameters and a value of θ = 100, 000 (as in Section 6) to
derive a set of sampling rates.
Figure 3 shows the average and worst accuracy over all

OD pairs as a function of the background sampling rates.
The figure compares the performance after one or two itera-
tions. It is clear that two iterations are sufficient to complete
the bootstrapping. Indeed, after two iterations the accuracy
of the measurement does not depend anymore on the back-
ground sampling rate and thus on the quality of the input
parameters. We also observe that a background sampling
rates of 10−7 is enough if the algorithm is allowed at least
two iterations. This demonstrates that the bootstrapping
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OD pairs. Sampling rates are fixed over the entire
duration of the experiment

algorithm is very robust against incorrect input parameters.

7.2 Performance over time
We evaluate the performance of our method by estimat-

ing the size of all OD pairs originating from JANET over
the entire period 8AM to 8PM. As in Section 6, we set a
capacity θ = 100, 000. We perform the bootstrapping algo-
rithm as described in the previous section at 7.55AM with
a sampling rate of 10−7. The sampling rates obtained from
the optimization algorithm are then set on all the routers
and unchanged for the entire 12 hour period.
Figure 4 compares the estimated and actual size for two

OD pairs (JANET to Luxembourg and JANET to Switzer-
land). The figure shows the result for one run of the sam-
pling process over the 12 hour period. The estimate is ex-
tremely accurate and closely follows all fluctuations over
time for the JANET to Switzerland OD pair (the two lines
overlap completely in the figure). The estimate is some-
what less accurate for JANET to Luxembourg (our worst
case) but this is well expected given the small size of this
OD pair (it peaks at 70 packets/sec).
In Figure 5 we plot the accuracy of the measurement over

20 experiments. Each experiment consists in one run of the
sampling process across the entire 12 hour period. We show
the average accuracy over all OD pairs and the accuracy
for the worst OD pair over time. The average accuracy
is always above 0.95 indicating that we are able to closely
track the fluctuations in all OD pairs. Even, the worst OD
pair is tracked with an accuracy around 0.90, but in certain
measurement intervals, the accuracy drops below 0.85.
A second metric that plays a crucial role in our method

is the evolution over time of the measured resource con-
sumption defined as the total number of sampled (and thus

processed) packets, θ̂(t) =
P

i
piUi(t). We are interested in

comparing this value with θ∗, the overall capacity. Figure 6
shows the relative difference computed as (θ̂(t)− θ∗)/θ∗.
As we can see, the actual resource consumption is always

above the constraint and it may exceed the constraint by
as much as 120%. This is a consequence of having set the
sampling rate early in the morning without taking into ac-
count time-of-day effects that lead to an increase in traffic
in the later hours of the day. Therefore, the sampling rates
are too high for the resource constraint, but result in good
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accuracy.

7.3 Adapting to traffic fluctuations
Ideally, the network operator would like to define a mea-

surement task and a target accuracy (or a limit on the
resource consumption) and then have the monitoring in-
frastructure that provides the best possible results indepen-
dently of when the measurement is started or which network
events occur during the measurement.
There are three specific events that make a given set of

sampling rates suboptimal: (1) The monitored links start to
carry a larger amount traffic that is not of interest for the
measurement task. This leads to an increase in the resource
consumption that does not correspond to an increase in the
accuracy (as described in Section 7.2). (2) An OD pair of
interest decrease in size requiring a higher sampling rate
in order to keep the target accuracy. (3) The OD pairs
of interest are routed differently in the network and some
monitors are only capturing traffic that is not of interest.
In the following, we present solutions that allow us to cope

with each one of these events.

Fluctuations in the link loads. The link loads vary over
time for a variety of reasons, including time-of-day effects,
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Figure 7: Average accuracy over all OD pairs and
worst accuracy. Monitors are reconfigured as soon
as the resource usage θ̂(t) is 10% above or below the
capacity θ.

anomalies, flash crowds, etc. At peak times the traffic on
a link may be orders of magnitude larger than during quiet
times. If the sampling rates are fixed and set during quiet
times, this may lead to exceed the resource constraint as
shown in Figure 6.
A possible solution is to define two thresholds θL and θH

around the capacity θ and then predict the number of sam-
pled packets in the next interval, θ̄(t + 1). When the pre-
diction exceeds those thresholds, the collector can trigger
a recomputation of the optimal sampling rates and (poten-
tially) reconfigure the monitors.
At the end of each measurement interval, the collector

can estimate θ̄(t + 1) from the number of sampled packets

θ̂(t) derived from the received flow records. Identifying an
accurate predictor of the resource usage is outside the scope
of this paper. Our goal is to provide an analysis of the
performance of this method with the simplest predictor: we
use θ̂(t) as the predictor of the resource usage in the next
interval, θ̄(t+ 1).
Figures 7 and 8 show the performance of this method

when θL = 0.9θ and θH = 1.1θ. The results are averaged
over 20 experiments. Each experiment is started at 8AM
with the bootstrapping taking place at 7.55AM (UTC). As
we can see this method succeeds in keeping the resource
consumption within the desired bounds even if the boot-
strapping is performed during quiet times (early morning).
With this adaptive method, the network operator can start
the measurement at any time and for any duration without
incurring the risk of overloading the monitoring infrastruc-
ture.

OD pair fluctuations. The case of fluctuations in an OD
pair traffic volume is the most difficult to address. Indeed,
if the size of an OD pair decreases, in order to preserve
the same measurement accuracy, there exists no alternative
but to increase the sampling rates. If the OD pair accounts
only for a small portion of the traffic on the monitored link,
increasing the sampling rate causes a large amount of traffic
not relevant for the measurement task to be collected.
We can see this phenomenon in Figure 7, where the accu-

racy of the worst OD pair (JANET to Luxembourg in our
network scenario) drops significantly around 1PM and 7PM.



8 10 12 14 16 18 20
−0.4

−0.3

−0.2

−0.1

0

0.1

0.2

0.3

0.4

Hour (UTC)

R
e
la

ti
v
e
 d

if
fe

re
n
c
e
 b

e
tw

e
e
n
 a

c
tu

a
l θ

 a
n
d
 t
a
rg

e
t 

θ
*
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usage θ̂(t) and the capacity θ. Monitors are recon-
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accuracy for JANET to Luxembourg OD flow

These drops are consistent with the decrease in size of the
JANET to Luxembourg OD pair (see Figure 4), but they
do not correspond to equivalent decreases in the link loads.
Therefore, in the cases where the network operator is in-

terested in preserving a target measurement accuracy, the
capacity θ (i.e., the total number of sampled packets) needs
to adapt to network conditions as well.
We now face a second challenge. Given a target accuracy

set by the network operator, how can we estimate if, given
the sampled size Xk(t) of each OD pair k, the sampling rate
is “good enough” to meet our target in the next intervals?
To this end, we approximate the accuracy as 1 minus the

square root of (10). As we did in Section 7.1, we replace
E[1/Sk] by ρk/Xk(t), where ρk is the effective sampling rate
for OD pair k.
Figure 9 compares the estimated accuracy with the actual

accuracy from the data for the JANET to Luxembourg OD
pair (the smallest OD pair). As we can see, our estimate
closely follows the actual accuracy.
We can then use this approximation of the measurement

accuracy to trigger a new reconfiguration of the traffic mon-
itors as soon as the worst accuracy drops below the defined
target.
We first run the optimization algorithm with the same

value of θ used in the previous interval. We then compute
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Figure 11: Average accuracy over all OD pairs when
θ is adapted to meet target accuracy (0.85)

again the estimate accuracy using the same size estimate
Xk(t) but with the new sampling rates. If the estimated
accuracy is still below the target, we increase θ by 10% until
we reach the target accuracy for all OD pairs.
Furthermore, in order to avoid keeping a θ unnecessary

large for long periods, we trigger a new reconfiguration if
the estimated worst accuracy is above our target for one
consecutive hour.
Figure 10 shows how the capacity θ varies over time when

the target accuracy is set to 0.85. The top graph shows, for
one experiment, the evolution of the actual resource usage
and the capacity. The bottom graph shows the average over
20 experiments and compares it with the capacity that could
be set knowing the exact size of each OD pair. Finally,
Figure 11 illustrates the performance in terms of accuracy
over all OD pairs and worst OD pair.
Around 1PM we observe a significant increase of the ca-

pacity θ. This corresponds to a significant drop in accu-
racy for the worst OD pair. Note that in the previous non-
adaptive schemes, the poor accuracy would persist for more
than one hour (see Figure 7). Increasing θ allows instead to
quickly bring the accuracy above the target. Moreover, θ is
decreased as soon as there is no more need of the additional
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resources.
A last aspect we want to investigate is the evolution of

the sampling rates over time. We are interested in having
sampling rates that are always low. Moreover, we want to
verify that to track effectively OD pairs, a static placement
of monitors is not sufficient.
Figure 12 shows the sampling rates for the 10 monitors

that are activated during the day. The top graph shows the
sampling rates for the lightly loaded links, while the bottom
graph shows the sampling rates on the heavily load links.
The number of monitors used to track the 20 OD pairs of

interest varies between eight and ten. Often the algorithm
includes one or more of the lightly loaded links in order to
improve the accuracy or reduce the resource consumption.
The sampling rates exceed 1/100 only for the lightly loaded
France to Luxembourg link that is instrumental to accu-
rately track the fluctuations of the JANET to Luxembourg
OD pair. The heavily loaded links (all links from the UK, a
major PoP in GEANT’s network) are all set to low sampling
rates and experience much less variability over time.

Routing matrix changes. Network failures or BGP up-
dates may modify the path taken by an OD pair under study
across the network. When this occurs, some monitors may
be recording traffic that is not of interest for the operator.
Detecting routing changes is very simple given that rout-
ing messages need to propagate to all routers. ISPs often
deploy systems to record and process all intra-domain and
inter-domain routing messages [14, 25]. The monitoring in-
frastructure can therefore be aware of routing changes that
affect the OD pairs of interest and trigger a new bootstrap-
ping phase. The bootstrap would allow to find where the
OD pairs are now entering the network (e.g., for multihomed
customers) and get a new estimate of their size. Therefore,
after two measurement intervals the monitoring infrastruc-
ture will have reconfigured itself with a new set of optimal
monitors and sampling rates (see Section 7.1).

7.4 Implementation feasibility
We have shown that it is possible to design a self-configuring,

self-adapting monitoring infrastructure in today’s backbone
networks. Our proposed method can be deployed today
in any network running NetFlow (or any other widespread
monitoring infrastructure). The network operator has just
to select a measurement task (e.g., track any set of OD pairs)

and a measurement strategy (i.e., focus on the resource us-
age or on the accuracy). The proposed mechanisms will then
choose the monitors that allow to track those OD pairs with
an optimal use of the resources and adapt to changes in the
network conditions.
However, we did not look at the time it takes to recon-

figure NetFlow on today’s routers. All our results assume
zero time to run the optimization algorithm (that is instead
in the order of a few seconds), and to set the new sampling
rates on the routers. Unfortunately, we do not have any fig-
ures about the time needed to remotely configure NetFlow,
as we did not have any access to the routers in the network
but only to the flow records stored at the collector. We leave
this task as future work.
Our approach uses only the information stored (or that

can be derived) from NetFlow records. This is one of the
strengths of our method given that it is generic and can
be applied to new NetFlow versions without modifications.
Newer versions of NetFlow are constantly increasing the
amount of information that is exported in each record. For
example, NetFlow v9 records contain BGP next-hop infor-
mation that would significantly simplify the task of finding
the egress PoP for a given network prefix [22]. Moreover,
router vendors are reportedly working on ways to support
variable sampling rates as in [7]. In this case, our method
can be used to define lower bounds on the sampling rates
across the entire network, while the individual routers adapt
to the local traffic conditions given their available resources.
The method gives the best performance when compared to

alternative solutions (Section 6.3) if different network links
have different load and carry a diverse set of OD pairs. In-
deed, lightly utilized links are candidate for higher sampling
rates that allow to compensate for the low sampling rates
that we set on heavily loaded links. This is true for the
GEANT network and other measurement studies have indi-
cated that this is a common case for other ISP networks as
well [2, 8].
Finally, there are a number of ways in which the adaptive

methods described in this section can be extended. The
choice to increase θ by steps of 10% and to decrease it after
an hour is in fact somewhat arbitrary (see Section 7.3). It
showed to perform well in practice but one can find smoother
ways to adapt θ to the traffic conditions. It is also possible
to use different predictors for the resource usage, as well
as estimators for the OD pair size. All the results show
the baseline performance when the prediction is done using
just the previous sample. Even with this simple techniques,
our method has demonstrated to work well and achieve the
target accuracy. However, other predictors may perform
better for different datasets.

8. CONCLUSION
We reformulated the monitor placement problem to adapt

it to the reality of network operations and management in
the Internet. We have proposed an optimization method
to select and configure passive monitors in a backbone net-
work. The method receives as input the network topology,
the routing matrix and the set of OD pairs of interest. It
returns a set of monitors (and their sampling rates) that is
optimal with respect to the measurement task to perform.
We have described the performance of our method consid-
ering a canonical measurement task, i.e., the estimation of
the size of a set of OD pairs.



Although the evaluation in this paper is in terms of esti-
mating OD pair sizes, the optimization method is not spe-
cific to them. The method can be applied to a wide range
of measurement tasks for which a utility function can be
sought. Our ongoing work is centered on defining new ex-
pressions for the utility function for applications such as
anomaly detection and network performance analysis. We
are also studying alternative formulations for the objective
function as well as trying to evaluate the performance of our
method in larger networks and different datasets.
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ABSTRACT

Most of the theoretical work on sampling has addressed the
inversion of general traffic properties such as flow size dis-
tribution, average flow size, or total number of flows. In
this paper, we make a step towards understanding the im-
pact of packet sampling on individual flow properties. We
study how to detect and rank the largest flows on a link. To
this end, we develop an analytical model that we validate
on real traces from two networks. First we study a blind
ranking method where only the number of sampled packets
from each flow is known. Then, we propose a new method,
protocol-aware ranking, where we make use of the packet
sequence number (when available in transport header) to
infer the number of non-sampled packets from a flow, and
hence to improve the ranking. Surprisingly, our analytical
and experimental results indicate that a high sampling rate
(10% and even more depending on the number of top flows
to be ranked) is required for a correct blind ranking of the
largest flows. The sampling rate can be reduced by an order
of magnitude if one just aims at detecting these flows or by
using the protocol-aware method.

Categories and Subject Descriptors

C.4 [Computer Systems Organization]: PERFORMANCE
OF SYSTEMS—Measurement techniques
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1. INTRODUCTION
The list of the top users or applications is one of the most

useful statistics to be extracted from network traffic.
Network operators use the knowledge of the most popular

destinations to identify emerging markets and applications
or to locate where to setup new Points of Presence. Con-
tent delivery networks use the popularity of sites to define
caching and replication strategies. In traffic engineering, the
identification of heavy hitters in the network can be used to
treat and route them differently across the network [20, 17,
10]. Keeping track of the network prefixes that generate
most traffic is also of great importance for anomaly detec-
tion. A variation in the pattern of the most common appli-
cations may be used as a warning sign and trigger careful
inspection of the packet streams.

However, the ability to identify the top users in a packet
stream is limited by the network monitoring technology.
Capturing and processing all packets on high speed links still
remains a challenge for today’s network equipment [16, 9].
In this context, a common solution is to sample the packet
stream to reduce the load on the monitoring system and to
simplify the task of sorting the list of items. The underlying
assumption in this approach is that the sampling process
does not alter the properties of the data distribution.

Sampled traffic data is then used to infer properties of the
original data (this operation is called inversion). The inver-
sion of sampled traffic is, however, an error-prone procedure
that often requires a deep study of the data distribution to
evaluate how the sampling rate impacts the accuracy of the
metric of interest. Although the inversion may be simple
for aggregate link statistics (e.g., to estimate the number
of packets transmitted on a link, it is usually sufficient to
multiply the number of sampled packets by the inverse of
the sampling rate), it is much harder for the properties of
individual connections or “flows” [9, 11, 8].

For these reasons, in this paper, we address this simple,
and so far unanswered, question: which sampling rate is
needed to correctly detect and rank the flows that carry the
most packets?

We define the problem as follows. Consider a traffic mon-
itor that samples packets independently of each other with
probability p (random sampling) and classifies them into
sampled flows. At the end of the measurement period, the
monitor processes the list of sampled flows, ranks them
based on their size in packets, and returns an ordered list of
the t largest flows.

We are interested in knowing (i) whether the ordered list
contains all the actual largest flows in the original packet



stream (detection), and (ii) if the items in the list appear in
the correct order (ranking).

We build an analytical model and define a performance
metric that evaluates the accuracy of identification and rank-
ing of the largest flows. We consider a flow to consist of a
single TCP connection. However, our results are general
and can be applied to alternative definitions of flow, as well.

We evaluate two approaches to sort the list of flows:
(i) Blind, where the sampled flows are ranked just based

on their sampled size. This method can be applied to any
definition of flow.

(ii) Protocol-aware, where we make use of additional in-
formation in the packet header (e.g., the sequence number
in TCP packets) to infer the number of non-sampled packets
between sampled ones. This method can only be applied to
flow definitions that preserve the protocol level details.

The contributions of this work are the following: (1) We
perform an analytical study of the problem of ranking two
sampled flows and compute the probability that they are
misranked. We propose a Gaussian approximation to make
the problem numerically tractable. (2) We introduce the
protocol-aware ranking method that uses protocol level in-
formation to complement the flow statistics and render the
detection and ranking of the largest flows more accurate. (3)
Based on the model for the ranking of two flows, we propose
a general model to study the detection and ranking problem,
given a generic flow size distribution. We define a perfor-
mance metric and evaluate the impact of several metric’s
parameter on the accuracy of the ranking. (4) We validate
our findings on measurement data using publicly-available
packet-level traces. Our results indicate that a surprisingly
high sampling rate is required to obtain a good accuracy
with the blind approach (10% and even more depending on
the number of flows of interest). As for the protocol-aware
approach, it allows to reduce the required sampling rate by
an order of magnitude compared to the blind approach.

The paper is structured as follows. Next, we discuss the
related literature. In Section 3 and 4, we present our model.
Section 5 analyzes the model numerically and Section 6 val-
idates it on real packet-level traces. Section 7 concludes the
paper and provides perspectives for our future research.

2. RELATEDWORK
The inversion of sampled traffic has been extensively stud-

ied in the literature. The main focus has been on the inver-
sion of aggregate flow properties such as flow size distribu-
tion [9, 11], average flow size or total number of flows [8] on
a given network link. Duffield et al. [8] study the problem of
flow splitting and propose estimators for the total number
of flows and for the average flow size in the original traffic
stream. [9, 11] study the inversion of the flow size distribu-
tion with two different methods. They both show that the
major difficulty comes from the number of flows that are not
sampled at all and that need to be estimated with an auxil-
iary method. As an auxiliary method, [8, 9] propose the use
of the SYN flag in the TCP header to mark the beginning of
a flow. [9] shows that periodic and random sampling provide
roughly the same result on high speed links, and so random
sampling can be used for mathematical analysis due to its
appealing features. [4] finds the sampling rate that assures
a bounded error on the estimation of the size of flows con-
tributing to more than some predefined percentage of the
traffic volume. [14] studies whether the number of sampled

packets is a good estimator for the detection of large flows
without considering its impact on the flow ranking.

Given the potential applications of finding the list of top
users, it does not come as a surprise that there has been a
significant effort in the research community to find ways to
track frequent items in a data stream [5, 7, 3, 10]. However,
this problem has usually been addressed from a memory re-
quirement standpoint. All the works in the literature assume
that if the algorithm and the memory size is well chosen, the
largest flows can be detected and ranked with a high preci-
sion. However, in the presence of packet sampling, even if
the methods rank correctly the set of sampled flows, there
is no guarantee that the sampled rank corresponds to the
original rank. The problem we address in this paper com-
plements these works as it focuses on the impact of sampling
on the flow ranking.

3. BASICMODEL:RANKINGTWOFLOWS
In this section, we study the probability to misrank two

flows of original sizes S1 and S2 in packets. This probability
is the basis for the general model for detecting and ranking
the largest flows that we will present later. Indeed, the
detection and ranking of the largest flows can be transformed
into a problem of ranking over a set of flow pairs.

Without loss of generality, we assume S1 < S2. We con-
sider a random sampling of rate p. Let s1 and s2 denote
the sizes in packets of both flows after sampling. The two
sampled flows are misranked if (i) s1 is larger than s2, or
(ii) both flows are not sampled, i.e., their sampled sizes
equal to zero. By combining (i) and (ii), one can see that
the necessary condition for a good ranking is to sample at
least one packet from the larger flow (i.e., the smaller of
the two flows can disappear after sampling). The prob-
ability to misrank the two flows can then be written as
Pm(S1, S2) = P {s1 ≥ s2}. For the case S1 = S2, we con-
sider the two flows as misranked if s1 6= s2, or if both flows
are not sampled at all, i.e. s1 = s2 = 0.

We compute and study the misranking probability of two
flows of given sizes in the rest of this section. First, we con-
sider the blind ranking method where only the number of
sampled packets from a flow is known. For this method,
we express the misranking probability as a double sum of
binomials, then we present a Gaussian approximation to
make the problem tractable numerically. Second, we con-
sider the protocol-aware ranking method for which we cal-
culate a numerical-tractable closed-form expression of the
misraking probability. Note that the misranking probability
is a symmetric function, i.e., Pm(S1, S2) = Pm(S2, S1).

3.1 Blind ranking
With this method, s1 and s2 represent the number of

sampled packets from flows S1 and S2. Under our assump-
tions, these two variables are distributed according to a bi-
nomial distribution of probability p. Hence, we can write
for S1 < S2,

Pm(S1, S2) = P {s1 ≥ s2} =

S1
∑

i=0

bp(i, S1)

i
∑

j=0

bp(j, S2). (1)

bp(i, S) is the probability density function of a binomial dis-
tribution of probability p, i.e., the probability of obtaining i
successes out of S trials. We have bp(i, S) =

(

S

i

)

pi(1−p)S−i

for i = 0, 1, ..., S, and bp(i, S) = 0 for i < 0 and i > S. The



probability to misrank two flows of equal sizes is given by
P {s1 6= s2 or s1 = s2 = 0} = 1 − P {s1 = s2 6= 0}
= 1 − ∑S1

i=1 b2
p(i, S1).

Unfortunately, the above expression for the misranking
probability is numerically untractable since it involves two
sums of binomials. For large flows of order S packets, the
number of operations required to compute such a probability
is on the order of O(S3), assuming that the complexity of
the binomial computation is on the order of O(S). The
problem becomes much more complex if one has to sum
over all possible flow sizes (i.e., O(S5)). For this reason, we
propose next a Gaussian approximation to the problem of
blind ranking that is accurate and easy to compute. We use
this approximation to study the ranking performance as a
function of the sampling rate and the flow sizes.

3.1.1 Gaussian approximation to blind ranking

Consider a flow made of S packets and sampled at rate
p. The sampled size follows a binomial distribution. How-
ever, it is well known that the binomial distribution can be
approximated by a Normal (or Gaussian) distribution when
p is small and when the product pS is on the order of one
(flows for which, on average, at least few packets are sam-
pled) [21, pages 108–109]. We assume that this is the case
for the largest flows, and we consider the sampled size of
a flow as distributed according to a Normal distribution of
average pS and of variance p(1 − p)S. Using this approxi-
mation, one can express the misranking probability for the
blind ranking problem in the following simple form.

Proposition 1. For any two flows of sizes S1 and S2

packets (S1 6= S2), the Gaussian approximation gives,

Pm(S1, S2) '
1

2
erfc

(

|S2 − S1|
√

2(1/p − 1)(S1 + S2)

)

, (2)

where erfc(x) = ( 2√
π
)
∫ ∞

x
e−u2

du is the complementary er-

ror cumulative function.

Proof: Consider two flows of sizes S1 and S2 in packets
such that S1 < S2. Their sampled versions s1 and s2 both
follow Normal distributions of averages pS1 and pS2, and
of variances p(1 − p)S1 and p(1 − p)S2. We know that the
sum of two Normal variables is a Normal variable. So the
difference s1 − s2 follows a Normal distribution of average
p(S1 − S2) and of variance p(1− p)(S1 + S2). We have then
this approximation for the misranking probability:

Pm(S1, S2) = P {s1 − s2 ≥ 0}

' P

{

V >
p(S2 − S1)

√

p(1 − p)(S1 + S2)

}

=
1

2
erfc

(

S2 − S1
√

2(1/p − 1)(S1 + S2)

)

. (3)

V is a standard Normal random variable. Given the symme-
try of the misranking probability, one can take the absolute
value of S2 − S1 in (3) and get the expression stated in the
proposition, which is valid for all S1 and S2. ¤

For S1 = S2, one can safely approximate the misranking
probability to be equal to 1. This approximation is however
of little importance given the very low probability of having
two flows of equal sizes, especially when they are large.

3.2 Protocol-aware ranking
Packets can carry in their transport header an increasing

sequence number. A typical example is the byte sequence
number in the TCP header. Another example could be the
sequence number in the header of the Real Time Protocol
(RTP) [19]. One can use this sequence number, when avail-
able, to infer the number of non-sampled packets (or bytes
in the case of TCP) between sampled ones, and hence to im-
prove the accuracy of ranking. The size of the sampled flow
in this case is no longer the number of packets collected, but
rather the number of packets that exist between the first and
last sampled packets from the flow. Although this solution
is limited to flows whose packet carry a sequence number, we
believe that the study of this ranking method is important
given the widespread use of the TCP protocol. Our objective
is to understand how the use of protocol-level information
can supplement the simple, and more general, blind method
and if it is worth the additional overhead it introduces (i.e.,
storing two sequence numbers per flow record).

In the following, we calculate the misranking probability
of two flows of given sizes when using the protocol-aware
method. This probability will be used later in the general
ranking problem. The main contribution of this section is a
closed-form expression for the misranking probability that
is numerically tractable, without the need for any approxi-
mation.

Let S be the size of a flow in packets. Let sb, sb =
1, 2, ..., S, denote the (packet) sequence number carried by
the first sampled packet, and let se, se = S, S − 1, ..., sb,
denote the sequence number carried by the last sampled
packet. Given sb and se, one can estimate the size of the
sampled flow in packets to s = se − sb + 1. The error in
this estimation comes from the non-sampled packets that
are transmitted before sb and after se. We give next the
distribution of s, which is needed for the computation of
the misranking probability, then we state our main result.
Before presenting the analysis, note that this new flow size
estimator only counts the packets that are transmitted with
distinct sequence numbers. In the case of TCP, this corre-
sponds to the number of bytes received at the application
layer, rather then the number of bytes carried over the net-
work. It is equivalent to assuming that the probability of
sampling a retransmitted (or duplicated) packet is negligi-
ble. This is a reasonable assumption if the loss rate is low.
We will address this aspect in more detail in Section 6.

Consider a flow of size S ≥ 2 in packets. Using the above
definition for s, the sampled flow has a size of i packets,
i ≥ 2, with probability:

P {s = i} =

S−i+1
∑

k=1

P {sb = k}P {se = k + i − 1} .

We have P {sb = k} = (1−p)k−1p, and P {se = k + i − 1} =
(1 − p)S−k−i+1p. This gives

P {s = i} =

S−i+1
∑

k=1

(1 − p)k−1p(1 − p)S−k−i+1p

= p2(1 − p)S−i(S − i + 1). (4)

As for i = 0, we have P {s = 0} = (1 − p)S for S ≥ 1. And
for i = 1, we have P {s = 1} = p(1 − p)S−1S for S ≥ 1. It
is easy to prove that the cumulative distribution of s is the



following for all values of S:

P {s ≤ i 6= 0} = p(1 − p)S−i(S − i + 1) + (1 − p)S−i+1. (5)

We come now to the misranking probability, which we recall
is a symmetric function. For S1 < S2, we have

Pm(S1, S2) = P {s2 ≤ s1} =

S1
∑

i=0

P {s1 = i}
i

∑

j=0

P {s2 = j} .

(6)
And for S1 = S2, we have

Pm(S1, S2) = 1 −
S1
∑

i=1

P {s1 = i}2 . (7)

Our main result is the following.

Proposition 2. For S1 < S2, the misranking probability
is equal to

Pm(S1, S2) = (1 − p)S1(1 − p)S2

+ p(1 − p)S1−1S1[p(1 − p)S2−1S2 + (1 − p)S2 ]

+ p3 ∂2F (1 − p, 1 − p)

∂x∂y
+ p2 ∂F (1 − p, 1 − p)

∂x
,

where

F (x, y) = xyS2−S1+1 + ... + xS1−1yS2−1

= xyS2−S1+1(1 − (xy)S1−1)/(1 − xy).

For S1 = S2 = S, the misranking probability is equal to

Pm(S, S) = 1 − p2(1 − p)2(S−1)S2 − p4 ∂2G(1 − p, 1 − p)

∂x∂y
,

where

G(x, y) = xy + x2y2 + xS−1yS−1 = (xy − (xy)S)/(1 − xy).

Proof: One can validate the results by plugging (4) and (5)
into (6) and (7). ¤

Note that the main gain of writing the misraking proba-
bility in such a condensed form is a complexity that drops
from O(S3) in (6) to O(S) in our final result. This gain
comes from the closed-form expression for the cumulative
distribution in (5), and from introducing the two functions
F (x, y) and G(x, y). These two latter functions transform
two series whose complexity is O(S2) into a closed-form ex-
pression whose complexity is O(S).

We solve the derivatives in the above equations using the
symbolic toolbox of matlab, which gives explicit expressions
for the misranking probability. These expressions are simple
to compute, but span on multiple lines, so we omit them for
lack of space.

3.3 Analysis of the misranking probability

3.3.1 The blind case

We use the Gaussian approximation to study how the mis-
ranking probability varies with the sampling rate and with
the sizes of both flows, in particular their difference. The
study of the impact of the flow sizes is important to under-
stand the relation between flow size distribution and ranking
of the largest flows.

The misranking probability is a decreasing function of the
sampling rate. It moves to zero when p moves to 1 and to 0.5

when p approaches zero1. Therefore, there exists one sam-
pling rate that leads to some desired misranking probability,
and any lower sampling rate results in larger error.

We study now how the misranking probability varies with
the sizes of both flows. Take S1 = S2 − k, k a positive
integer. From (2) and for fixed k, the misranking probability
increases with S1 and S2 (erfc(x) is an increasing function in
x). This indicates that it is more difficult to rank correctly
two flows different by k packets as their sizes increase in
absolute terms. The result is different if we take the size of
one flow equal to α < 1 times the size of the second, i.e.,
S1 = αS2. Here, (S1 − S2)/

√
S1 + S2 is equal to

√
S1(1 −

α)/
√

1 + α, which increases with S1. Hence, the misranking
probability given in (2) decreases when S1 increases. We
conclude that, when the two flow sizes maintain the same
proportion, it is easier to obtain a correct ranking when they
are large in absolute terms.

We can now generalize the result above. One may think
that the larger the flows, the better the ranking of their
sampled versions. Our last two examples indicate that this
is not always the case. The ranking accuracy depends on
the relative difference of the flow sizes. In general, to have
a better ranking, the difference between the two flow sizes
must increase with the flow sizes and the increase must be
larger than a certain threshold. This threshold is given by
(2): the difference must increase at least as the square root
of the flow sizes. This is an interesting finding. In the con-
text of the general ranking problem, it can be interpreted
as follows. Suppose that the flow size has a cumulative dis-
tribution function y = F (x). As we move to the tail of the
distribution2, the size of the flows to be ranked increases.
The ranking performance improves if the difference between
flow sizes increases faster than

√
x. This is equivalent to

saying that dx/dy should increase with x faster than
√

x.
All common distributions satisfy this condition, at least at
their tails. For example, with the exponential distribution
we have dx/dy ∝ eλx (1/λ is the average), while for the
Pareto distribution we have dx/dy ∝ xβ+1 (β is the shape).

3.3.2 The protocol-aware case

The first difference with the blind case is in the estimation
error (S − s = sb − 1+S − se), which can be safely assumed
to be independent of the flow size for large flows (only de-
pendent on p). This means that if two large flows keep the
same distance between them while their sizes increase, their
ranking maintains the same accuracy. Their ranking im-
proves if the difference between their sizes increases as well,
and it deteriorates if the difference between their sizes de-
creases. So in contrast to the blind case, the threshold for
the ranking here to improve is that the larger flow should
have its size increasing a little faster than the smaller one. In
the context of the general ranking problem where flow sizes
are distributed according to a cumulative distribution func-
tion y = F (x), and when the top flows become larger, the
protocol-aware ranking improves if the derivative dx/dy in-
creases with x. This is equivalent to saying that the function
F (x) should be concave, which is satisfied by most common
distributions at their tail. For blind ranking, concavity was

1The Gaussian approximation does not account for the case
p = 0 where the misranking probability should be equal to
1 based on our definition.
2Because we are more and more focusing on large flows or
because the number of available flows for ranking increases.



not enough to obtain a better ranking; the derivative dx/dy
had to increase faster than

√
x. So in conclusion, the condi-

tion to have a better ranking when we move to the tail of the
flow size distribution is less strict with the protocol-aware
method, which is an indication of its good performance.

The second difference with the blind case is in the rela-
tion between the ranking accuracy and the sampling rate.
Consider two large flows of sizes S1 and S2 in packets, and
let s1 and s2 denote their sampled sizes. The coefficient of
variation of the difference s2 − s1 is an indication on how
well the ranking performs (a small coefficient of variation
results in better ranking3). It is easy to prove that this co-
efficient of variation scales as 1/p for protocol-aware ranking
and as 1/

√
p for blind ranking. This is again an important

finding. It tells that when the sampling rate is very small,
blind ranking could (asymptotically) perform better than
protocol-aware ranking. Our numerical and experimental
results will confirm this finding.

4. GENERAL MODEL: DETECTING AND

RANKING THE LARGEST FLOWS
We generalize the previous model from the ranking of

two flows to the detection and ranking of the top t flows,
t = 1, 2, . . . , N . The misranking probability Pm(S1, S2) pre-
viously calculated is the basis for this generalization. Let
N ≥ t denote the total number of flows available in the mea-
surement period before sampling. We want the sampled list
of top t flows to match the list of top t flows in the original
traffic. Two criteria are considered to decide whether this
match is accurate. First, we require the two lists to be iden-
tical. This corresponds to the ranking problem. The second,
less constrained, criterion requires the two lists to contain
the same flows regardless of their relative order within the
list. This corresponds to the detection problem. For both
problems, the quality of the result is expressed as a function
of the sampling rate p, the flow size distribution, the number
of flows to rank t, and the total number of flows N .

4.1 Performance metric
In order to evaluate the accuracy of detection and rank-

ing, we need to define a performance metric that is easy
to compute and that focuses on the largest flows. A flow
at the top of the list can be misranked with a neighboring
large flow or a distant small flow. We want our metric to
differentiate between these two cases and to penalize more
the latter one; a top-10 flow replaced by the 100-th flow in
the sampled top list is worse than the top-10 flow being re-
placed by the 11-th flow. We also want our metric to be zero
when the detection and ranking of the top flows are correct.

We introduce our performance metric using the ranking
problem. The performance metric for the detection prob-
lem is a straightforward extension. Let’s form all flow pairs
where the first element of a pair is a flow in the top t and
the second element is anywhere in the sorted list of the
N original flows. The number of these pairs is equal to
N −1+N −2+ · · ·+N − t = (2N − t−1)t/2. We then count
the pairs in this set that are misranked after sampling and
we take the sum as our metric for ranking accuracy. This

3For S1 < S2, we are interested in P {s1 ≥ s2}. According
to Tchebychev inequality, this probability can be supposed
to behave like VAR[s1−s2]/E [s1 − s2]

2, which is the square
of the coefficient of variation.

sum indicates how good the ranking is at the top of the list.
It is equal to zero when the ranking is correct. When the
ranking is not correct, it takes a value proportional to the
original rank of the flows that have taken a slot in the top-t
list. For example, if the top flow is replaced by its immediate
successor in the list, the metric will return a ranking error
of 1. Instead, if the same flow is replaced by a distant flow,
say the 100-th, the metric will return an error of 99. Also,
note that our metric does not account for any misranking of
flows outside the list of top t flows. For any two flows n and
m, such that n > m > t, the fact that n takes the position
of m does not add anything to our performance metric since
our metric requires at least one element of a flow pair to be
in the original list of top t flows.

In the detection problem, we are no longer interested in
comparing flow pairs whose both elements are in the top t
list. We are only interested in the ranking between flows
in the top t list and those outside the list. Therefore, our
detection metric is defined as the number of misranked flow
pairs, where the first element of a pair is in the list of top t
flows and the second element is outside this list (non top t).

The above metrics return one value for each realization
of flow sizes and of sampled packets. Given that we want
to account for all realizations, we define the performance
metrics as the number of misranked flow pairs averaged over
all possible values of flow sizes in the original list of N flows
and over all sampling runs. We deem the ranking/detection
as acceptable when our metric takes a value below one (i.e.,
on average less than one flow pair is misranked).

In addition to the above, our metrics have the advantage
of being easily and exactly calculable. Performance metrics
based on probabilities (e.g.,[12]) require lot of assumptions
that make them only suitable for computing bounds, but
not exact values.

4.2 Computation of the performance metric
for the ranking problem

Consider a flow of i packets belonging to the list of top t
flows in the original traffic (before sampling). First, we com-
pute the probability that this flow is misranked with another
flow of general size and general position. Denote this prob-
ability by Pmt(i), where m stands for misranking and t for
top. Then, we average over all values of i to get P̄mt

4. This
latter function gives us the probability that, on average, the
top t-th flow is misranked with another flow. Thus, our per-
formance metric, which is defined as the average number of
misranked flow pairs where at least one element of a pair
is in the top t, is equal to (2N − t − 1)tP̄mt/2. Next, we
compute the value of P̄mt.

Let pi denote the probability that the size of a general
flow is equal to i packets, and Pi denote the flow size com-
plementary cumulative distribution, i.e., Pi =

∑∞

j=i
pj . For

a large number of flows N and a high degree of multiplexing,
we consider safe to assume that flow sizes are independent
of each other (see [2] for a study of the flow size correlation
on a OC-12 IP backbone link). A flow of size i belongs to
the list of top t flows if the number of flows in the original
total list, with a size larger than i, is less or equal than t−1.
Since each flow can be larger than i with probability Pi in-
dependently of the other flows, we can write the probability
that a flow of size i belongs to the list of the top t flows

4Note that the distribution of the size of a flow at the top
of the list is different from that of a generic flow.



as Pt(i, t, N) =
∑t−1

k=0 bPi
(k, N − 1), where bPi

(k, N − 1)
is the probability to obtain k successes out of N − 1 tri-
als, Pi being the probability of a success. The probability
that the t-th largest flow has a size of i packets is equal
to Pt(i) = piPt(i, t, N)/P̄t(t, N). P̄t(t, N) is the probability
that a flow of general size is among the top t in the original
total list, which is simply equal to t/N .

Using the above notation, one can write the misranking
probability between a top t flow of original size i packets
and any other flow as follows

Pmt(i) =
1

Pt(i, t, N)

(

i−1
∑

j=1

pjPt(i, t, N − 1)Pm(j, i)+

∞
∑

j=i

pjPt(i, t − 1, N − 1)Pm(i, j)

)

. (8)

In this expression, we sum over all possible original sizes
of the other flow (the variable j) and we separate the case
when this other flow is smaller than i from the case when it
is larger than i 5. Pm(i, j) is the misranking probability of
two flows of sizes i and j packets, which we calculated in the
previous section for the two ranking methods. P̄mt is then
equal to

∑∞

i=1 Pt(i)Pmt(i).
For protocol-aware ranking, Pm(i, j) is given explicitly

in Proposition 2 and can be easily computed. For blind
ranking, we use the Gaussian approximation summarized in
Proposition 2, which we recall holds when at least one of the
two flows to be compared is large.

4.3 Computation of the performance metric
for the detection problem

Consider the probability that a flow among the top t is
swapped with a flow that does belong to the top t. Let
P̄ ?

mt denote this probability. Following the same approach
described in Section 4, we can write

P̄ ?
mt =

1

P̄ ?
t

∞∑

i=1

i−1∑

j=1

pipjP ?
t (j, i, t, N)Pm(j, i).

To get this expression for P̄ ?
mt, we sum over all possible

values for the size of the flow in the top t (index i) and
all possible values for the size of the other flow not among
the top t (index j). In this expression, pi and pj represent
the probability that the size of a flow is equal to i or j
packets, respectively. Pm(j, i) is the probability that two
flows of sizes i and j are misranked – it is given by the
Gaussian approximation described in Proposition 1 for the
blind method and the result stated in Proposition 2 for the
protocol-aware method. P ?

t (j, i, t, N) is the joint probability
that a flow of size i belongs to the list of the top t flows while
another flow of size j does not belong to it (i.e., it is in the
bottom N − t flows). P̄ ?

t is the joint probability that a flow
of any size belongs to the list of the top t flows while another
flow of any size does not belong to this list. It is equal to
t(N − t)/(N(N − 1)).

We now compute P ?
t (j, i, t, N) for j < i, i.e., the proba-

bility that flow i belongs to the top list while flow j does
not. The number of flows larger than i should be smaller
than t, while the number of flows larger than j should be
larger than t. The probability that a flow size is larger than

5In the case j ≥ i, at most t − 2 flows can be larger than i
packets if we want the flow of size i to be in the top t.

Trace Jussieu Abilene
Link speed GigE (1 Gbps) OC-48 (2.5 Gbps)
Duration 2 hours 30 minutes
TCP connections 11M 15M
Packets 112M 125M

Table 1: Summary of the traces

i is Pi =
∑∞

k=i
pk. The probability that it is larger than j is

Pj =
∑∞

k=j
pk. The probability that a flow size is between

j and i given that it is smaller than i is (Pj − Pi)/(1 − Pi).
We call it Pj,i. It follows that:

P ?
t (j, i, t, N) =

t−1
∑

k=0

bPi
(k, N − 2)

N−k−2
∑

l=t−k−1

bPj,i
(l, N − k − 2).

The first sum accounts for the probability to see less than t
flows above i packets. The second sum accounts for the
probability to see more than t flows above j given that
k flows (k < t) were already seen above i. For t = 1,
P ?

t (j, i, t, N) is no other than Pt(i, t, N − 1), and both P̄ ?
mt

and P̄mt are equal (i.e., the ranking and the detection prob-
lems are the same).

Once P̄ ?
mt is computed, we multiply it by the total number

of flow pairs whose one element is in the top t and the other
one is not. This total number is equal to t(N−t). Our metric
for the detection problem is the result of this multiplication.
As for the ranking problem, we want this metric to be less
than one for the detection of the top t flows to be accurate.

5. NUMERICAL RESULTS
We analyze now the accuracy of identifying and ranking

the largest flows in a packet stream for both the blind and
protocol-aware methods. Our metrics require the following
input: pi, the flow size distribution and N , the total number
of flows observed on the link during the measurement period.

To derive realistic values for these two quantities, we con-
sider two publicly available packet-level traces. The first
trace is Abilene-I collected by NLANR [15] on an OC-48
(2.5 Gbps) link on the Abilene Network [1]. The second
trace has been collected by the Metropolis project [13] on
a Gigabit Ethernet access link from the Jussieu University
campus in Paris to the Renater Network [18]. Table 1 sum-
marizes the characteristics of the two traces.

We model the flow size distribution in the traces with
Pareto. We opted for Pareto since it is known to be appro-
priate to model flow sizes in the Internet due to its heavy
tailed feature [6]. Note that it is not our goal to find an ac-
curate approximation of the distribution of flow sizes in our
traces, but rather to find a general, well-known, distribution
that approaches the actual flow size. In this section we an-
alyze a wide range of parameters while Section 6 focuses on
the performance we observe in the two packet-level traces.

The Pareto distribution is continuous with a complemen-
tary cumulative distribution function given by P {S > x} =
(x/a)−β . β > 0 is a parameter describing the shape of the
distribution and a > 0 is a parameter describing its scale.
The Pareto random variable takes values larger than a, and
has an average value equal to aβ/(β − 1). The tail of the
Pareto distribution becomes heavier as β decreases.

We use our traces to derive an indicative value of the
shape parameter β. To this end, we compute the empirical
complementary cumulative distribution of flow sizes and we
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Figure 1: Empirical flow size distribution

plot it on a log-log scale. A heavy-tailed distribution of
shape parameter β decays linearly on a log-log scale at rate
−β. The empirical distributions are shown in Figure 1. The
plots show that β equal to 2 suits the Abilene trace and β
equal to 1.5 suits the Jussieu one. This means that the flow
size distribution has a heavier tail in the Jussieu trace.

Then, we compute the average flow size in packets to get
the starting point a for the Pareto distribution. As an av-
erage flow size we measure 5.76 Kbytes and 7.35 packets on
the Abilene trace, and 9.22 Kbytes and 9.9 packets on the
Jussieu trace. The total number of flows N is set by taking a
measurement interval equal to one minute, then multiplying
this interval by the average arrival rate of flows per second
on each trace. This gives N = 487 Kflows for the Abilene
trace and N = 103 Kflows for the Jussieu one.

In the rest of this section, all figures plot the ranking met-
ric versus the packet sampling rate p on a log-log scale. We
vary p from 0.1% to 50%. Each figure shows different lines
that correspond to different combinations of t, β, and N .
We are interested in the regions where the value of the met-
ric is below one, indicating that the ranking is accurate on
average. To ease the interpretation of results in the figures,
we plot the horizontal line of ordinate 1.

5.1 Blind ranking

5.1.1 Impact of the number of flows of interest

The first parameter we study is t, the number of largest
flows to rank. The purpose is to show how many flows can
be detected and ranked correctly for a given sampling rate.
We set β, N , and the average flow size to the values de-
scribed before. The performance of blind ranking the top t
flows is shown in Figure 2 for both traces. We observe that
the larger the number of top flows of interest, the more dif-
ficult it is to detect and rank them correctly. In particular,
with a sampling rate on the order of 1%, it is possible to
rank at most the top one or two flows. As we focus at larger
values of t, the required sampling rate to get a correct rank-
ing increases well above 10%. Note that with a sampling
rate on the order of 0.1%, it is almost impossible to detect
even the largest flow. We also observe that the ranking on
the Jussieu trace behaves slightly better than that on the
Abilene trace. The Jussieu trace has a heavier tail for its
flow size distribution, and so the probability to get larger
flows at the top of the list is higher, which makes the rank-
ing more accurate. This will be made clear next as we will
study the impact of the shape parameter β.

5.1.2 Impact of the flow size distribution

We consider the blind ranking of the top 10 flows varying
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Figure 2: Performance of blind ranking varying the
number t of top flows of interest

the shape parameter for the Pareto distribution among five
distinct values: 3, 2.5, 2, 1.5 and 1.2. Note that for β ≤ 2
the Pareto distribution is known to be heavy tailed (infinite
variance). The other parameters of the model (N and the
average flow size) are set as before. The values taken by our
metric are shown in Figure 3 for both traces. We can make
the following observations from the figure:

• Given a sampling rate, the ranking accuracy improves
as β becomes smaller, i.e., the tail of the flow size
distribution becomes heavier. Indeed, when the distri-
bution tail becomes heavier, the probability to obtain
larger flows at the top of the list increases, and since it
is simpler to blindly rank larger flows (for distributions
satisfying the square root condition, see Section 3.1.1),
the ranking becomes more accurate.

• The ranking is never correct unless the sampling rate is
very high. In our setting, one needs to sample at more
than 50% to obtain an average number of misranked
flow pairs below one for a value of β equal to 1.5 (i.e,
heavy tailed distribution), and at more than 10% for
a value of β equal to 1.2 (i.e., pronounced heavy tailed
distribution). For larger values of β (i.e., lighter tail),
the sampling rate needs to be as high as 100%.

5.1.3 Impact of the total number of flows

Another important parameter in the ranking problem is
N , the total number of flows available during the measure-
ment period. When N increases, the flows at the top of
the list should become larger, and therefore as we saw in
Section 3.1.1, the blind ranking accuracy should improve



10
−1

10
0

10
1

10
−1

10
0

10
1

10
2

10
3

10
4

10
5

10
6

10
7

Packet sampling rate (%)

A
v
e
ra
g
e
 n
u
m
b
e
r 
o
f 
m
is
ra
n
k
e
d
 f
lo
w
 p
a
ir
s

Abilene trace, N = 487K, t = 10 flows, blind ranking

beta=3
beta=2.5
beta=2
beta=1.5
beta=1.2

10
−1

10
0

10
1

10
−1

10
0

10
1

10
2

10
3

10
4

10
5

10
6

10
7

Packet sampling rate (%)

A
v
e
ra
g
e
 n
u
m
b
e
r 
o
f 
m
is
ra
n
k
e
d
 f
lo
w
 p
a
ir
s

Jussieu trace, N = 103K, t = 10 flows, blind ranking

beta=3
beta=2.5
beta=2
beta=1.5
beta=1.2

Figure 3: Performance of blind ranking varying the
shape parameter of the flow size distribution

for flow size distributions satisfying the square root condi-
tion (in particular the Pareto distribution we are considering
here). N varies with the utilization of the monitored link –
the higher the utilization, the larger the number of flows. N
can also vary with the duration of the measurement period
– the longer we wait before ranking and reporting results,
the larger the number of flows.

We study the impact of N on the blind ranking accu-
racy. We take the same value of N used in the previous
sections and computed over one minute measurement pe-
riod (487 Kflows for the Abilene trace and 103 Kflows for
the Jussieu trace), then we multiply it by some constant
factor ranging from 0.5 (2 times fewer flows) to 5 (5 times
more flows). Results are shown in Figure 4. The lines in
the figures correspond to a factor value equal to: 0.5, 1,
2.5, and 5. In these figures, we consider the ranking of the
top 10 flows with the values of β and average flow size set
from the traces. Clearly, the ranking accuracy improves as
N increases. However, in our setting, this improvement is
still not enough to allow a perfect ranking. One can always
imagine increasing N (e.g., by increasing the measurement
period) until the top t flows are extremely large and hence,
perfectly detected and ranked.

5.2 Protocol-aware ranking
Protocol-aware ranking takes advantage of the informa-

tion carried in the transport header of the sampled packets
to infer the number of non-sampled packets of a flow. We
use our model to check whether this improvement exists and
to evaluate it. Remember that we are always in the context
of low retransmission and duplication rates, which is neces-
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Figure 4: Performance of blind ranking varying the
total number of flows

sary to remove the discrepancy between carried data volume
(throughput) and application data volume (goodput).

Using the previous values for N , β and average flow size,
we reproduce Figure 2, but this time for the protocol-aware
case. This leads to Figure 5, which illustrates the impact of
the number of largest flows to rank. For lack of space, we
omit the other figures.

We compare this new figure to its counterpart in the blind
case. We make the following two observations:

(i) The protocol-aware method improves the accuracy of
the largest flows ranking by an order of magnitude for high
sampling rates (above 1%). For example, for the Abilene
trace, a sampling rate on the order of 50% was necessary to
detect and rank the largest 5 flows with the blind method.
Now, with the protocol-aware method, a sampling rate on
the order of 5% is sufficient. The same conclusion applies
to the Jussieu trace. A sampling rate on the order of 10%
is needed. With the protocol-aware method, it becomes on
the order of 1%.

(ii) The protocol-aware method does not improve the per-
formance when applied at low sampling rates (above 1%).
This can be clearly seen if we compare the plots between
both figures for sampling rates below 1%. This results con-
firms our observations in Section 3.3.2.

5.3 Largest flows detection
To illustrate the difference between ranking and detection,

we consider the same scenario as in Section 5.1.1. We plot
the detection metric as a function of the sampling rate for
different values of t (the number of top flows of interest) and
for both Abilene and Jussieu traces. This gives Figure 6 for
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Figure 5: Performance of protocol-aware ranking
varying the number t of top flows of interest

blind ranking and Figure 7 for protocol-aware ranking. A
comparison between these results and their counterparts in
Figure 2 and 5, respectively, shows a significant improve-
ment in the detection case for both ranking methods. All
plots are shifted down by an order of magnitude. For ex-
ample, in the case of blind ranking, the required sampling
rate to correctly rank the top 5 flows was around 50% for
the Abilene trace and 10% for the Jussieu trace. Now, with
blind detection, it is around 10% and 3%, respectively. An-
other example is with the protocol-aware method where a
sampling rate around 10% was required to rank the largest
10 flows (Figure 5), whereas now, a sampling rate around
1% is sufficient to only detect them. The same gain can be
observed if we reconsider the other scenarios in Section 5.1
(not presented here for lack of space). Also, note how in
the detection case the protocol aware method allows a bet-
ter accuracy for high sampling rates when compared to the
blind method. For low sampling rates (e.g., below 1%), the
accuracy does not improve.

6. EXPERIMENTAL RESULTS
In this section we present the results of running random

sampling experiments directly on the packet traces. We use
the traces described in Section 5 and compute the perfor-
mance metrics defined in Section 4.1.

In our traces we consider only TCP packets. Since TCP
sequence numbers count bytes, we express the flow sizes in
bytes instead of packets throughout this section.

Our experiments are meant to address four major issues
that arise when we move from the analytical study to a real
network setting: (i) how to deal with invalid TCP sequence
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Figure 6: Only detecting the largest flows: Perfor-
mance of blind ranking varying the number t of top
flows of interest

numbers in the packet stream; (ii) the importance of flow
size distributions and duration of the measurement interval;
(iii) the impact of packet loss rates on individual flows –
lost packets trigger retransmissions by the TCP senders; (iv)
the variability of the detection/ranking performance across
multiple bins and packet sampling patterns.

6.1 Implementation of protocol-aware
ranking

The protocol-aware method depends on TCP sequence
numbers to perform the ranking. For a given flow, it keeps
track of the lowest and highest sequence number observed
(taking care of packets that wrap around the sequence num-
ber space), sb and se respectively.

Note that an actual implementation of this method would
just require two 32 bit fields per flow to store the two se-
quence numbers.

At the end of the measurement period, we compute the
difference between the highest and lowest sequence numbers
for each sampled flow, and we use the obtained values to
rank flows. We then compare this ranking with the one
obtained by counting all the bytes each flow transmits in
the original non sampled traffic.

In order to discard invalid packets carrying incorrect se-
quence numbers that would corrupt the ranking, we im-
plement a simple heuristic to update se and sb. A sam-
pled packet with sequence number S > se causes an update
se ← S if S − se < (α ∗ MTU)/p. The same rule applies to
the updates of sb. This way we set a limit on the maximum
distance in the sequence space between two sampled pack-
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Figure 7: Only detecting the largest flows: Perfor-
mance of protocol-aware ranking varying the num-
ber t of top flows of interest

ets. This distance is inversely proportional to the sampling
rate and depends on the Maximum Transmission Unit.

Furthermore, we use the parameter α that allows to make
this threshold more or less “permissive” in order to account
for the randomness of the sampling process and for other
transport-layer events (e.g., packet retransmissions when the
TCP window is large). We have run several experiments
with different values of α and the results have shown little
sensitivity to values of α > 10. All the results in this Section
are derived with α = 100.

6.2 Flow size distribution and measurement
interval

As shown in Figure 1, flow size distributions do not follow
a perfect Pareto. Furthermore, the measurement interval
itself plays a major role in shaping the distribution: it caps
the size of the largest flows, that is not unbounded but now
depends on the link speed. Indeed, network operators often
run measurements using a “binning” method, where packets
are sampled for a time interval, classified into flows, ranked,
and then reported. At the end of the interval, the memory is
cleared and the operation is repeated for the next measure-
ment interval. With this binning method, all flows active at
the end of the measurement interval are truncated, so that
not all sampled packets of the truncated flow are consid-
ered at the same time for the ranking. The truncation may,
therefore, penalize large flows and alter the tail of the flow
size distribution (where flows are of large size and probably
last longer than the measurement interval).

Each experiment consists of the following. We run ran-
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Figure 8: Performance of blind and protocol-aware
ranking on Jussieu trace (60s measurement inter-
val).

dom sampling on the packet traces and classify the sampled
packets into flows. At the end of each measurement interval
(set to 1 or 5 minutes), we collect the flows and rank them
by the number of bytes sampled for each flow. We compare
the ranking before and after sampling using our performance
metric (Section 4.1). For each sampling rate we conduct 15
runs and we calculate averages.

The results of the experiments confirm the numerical re-
sults of the previous section. In the interest of space, we
plot the results of two representative experiments on which
we make several observations. The difference between nu-
merical and experimental results, especially at low sampling
rates, is caused by the non perfect match of the empirical
flow size distribution with Pareto (Figure 1).

Figure 8 shows the performance of ranking flows on the
Jussieu trace when the measurement bin is 60s. We consider
a wide range of sampling rates from 0.1% to 50% and study
the performance when ranking the top 1, 2, 5, 10 and 25
flows in the packet stream. The top graph in Figure 8 is de-
rived using the blind method while the bottom graph shows
the performance of the protocol-aware methods. These re-
sults are very similar to the numerical results. For sampling
rates above 1%, protocol-aware ranking gives approximately
an order of magnitude gain on the performance when com-
pared to blind ranking. When the sampling rate is lower
than 1%, however, the performance of the two methods is
similar. Overall, the blind method requires a sampling rate
of 10% to correctly identify the largest flow in the packet
stream. The same sampling rate allows to correctly rank
the largest 5 flows when using the protocol-aware method.



6.3 Impact of loss rate
In the analysis of the protocol-aware method in Section 3.2,

we made the assumption of negligible number of retransmis-
sions for all the flows in the packet stream.

A retransmitted packet may cause inconsistency between
the blind and protocol-aware method depending on the lo-
cation of the monitoring point. Indeed, the blind method
counts the total number of bytes sent by the flow while the
protocol-aware method considers only the data sent by the
transport layer. Therefore, if the packet is lost before the
monitoring point, the blind and protocol-aware method will
have a consistent view of the number of bytes sent. Instead,
if the packet is lost after the monitoring point, the blind
method may count this packet twice.

The impact of packet losses on the detection and ranking
of the largest flows depends on the metric used to estimate
the size of the flows. If flow sizes are estimated according to
the total number of bytes sent (i.e., the throughput), then
the protocol-aware method may incur in an underestimation
error that is independent of the sampling rate (it will occur
even if all packets are sampled!). On the other hand, if the
flow sizes are estimated according to the transport data sent
(i.e., the goodput), then the blind method may incur in an
overestimation error independently of the sampling rate.

To illustrate the effect of packet loss rates, we plot in
Figure 9 the performance of detecting the largest flows in the
Abilene trace when the measurement bin is 5 minutes and
the flow sizes are measured using the total number of bytes
sent over the link. The top graph shows the performance
of the blind method, while the bottom graph presents the
results for the protocol-aware method.

We can make the following observations:

• The protocol-aware method keeps performing better
than the blind method when the sampling rate is above
1%. At lower sampling rates, the blind method per-
forms better although it presents very large errors.

• For sampling rates above 2%, the curve relative to
the detection of the top-25 flows in the protocol-aware
method flattens to a value around 70. This is due
to the presence of a few flows that experience a high
loss rate when compared to other flows. Increasing
the sampling rate does not help the protocol-aware
method in detecting the largest flows when the vol-
ume of bytes sent is used to define the flow size. How-
ever, the protocol-aware method can correctly detect
the top-25 flows when their size is defined in terms of
transport data (see Figure 10).

In summary, the network operator has to choose the met-
ric of interest that depends on the application. For exam-
ple, for anomaly detection or traffic engineering, a metric
that counts the number of bytes sent may be more appro-
priate. Instead, for dimensioning caches and proxies, the
metric that considers the size of the objects transferred may
be preferred. This latter metric suits more the protocol-
aware method.

6.4 Variability of the results
A last important aspect that we need to address is the

variability of the results across multiple measurement in-
tervals and different realizations of the sampling process.
Indeed, moving from one measurement interval to another,
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Figure 9: Performance of blind (top) and protocol-
aware (bottom) detection on Abilene trace (300s
measurement interval).

the composition of flows varies and with it the flow size dis-
tribution. Moreover, the sampling process may “get lucky”
in certain cases and provide good results. The opposite is
also possible.

Figure 11 shows the average performance over 15 sam-
pling experiments of the detection of the top-10 flows in
the Abilene trace over the 5-minute measurement intervals.
The error bars indicate the standard deviation across the
15 experiments. As usual, the top graph refers to the blind
method, while the bottom graph presents the protocol-aware
method results.

As we can see the average performance shows limited
variability. A sampling rate of 0.1% gives poor results for
all bins, while increasing the sampling rates consistently
helps. With a sampling rate of 10% the performance met-
ric (i.e., average number of misranked flow pairs) for the
blind method is always below 100 while the protocol-aware
method is always below 1.

Looking at the standard deviation, we observe large val-
ues for the blind method and much smaller values for the
protocol-aware method. This indicates that the blind method
is more sensitive to the sampling process than the protocol-
aware method. The explanation is given in Section 3.3.2
where we showed that that the blind method presents a
larger error for large flow sizes (expect when the sampling
rate is very low).

7. CONCLUSIONS
We study the problem of detection and ranking the largest

flows from a traffic sampled at the packet level. The study is
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Figure 10: Performance of protocol-aware detection
on Abilene trace (300s measurement interval) when
using actual amount of data sent by the transport
layer application.

done with stochastic tools and real packet-level traces. We
find that the ranking accuracy is strongly dependent on the
sampling rate, the flow size distribution, the total number
of flows and the number of largest flows to be detected and
ranked. By changing all these parameters, we conclude that
ranking the largest flows requires a high sampling rate (10%
and even more). One can reduce the required sampling rate
by only detecting the largest flows without considering their
relative order.

We also introduce a new method for flow ranking that
exploits the information carried in transport header. By
analysis and experimentation, we demonstrate that this new
technique allows to reduce the required sampling rate by an
order of magnitude.

We are currently exploring two possible future directions
for this work. First, we want to study the accuracy of the
ranking when the sampled traffic is fed into one of the mech-
anisms proposed in [10, 12] for sorting flows with reduced
memory requirements. Second, we are exploring the use of
adaptive schemes that set the sampling rate based on the
characteristics of the observed traffic.
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ABSTRACT

We propose two novel on-line estimation algorithms to de-
termine the size of a dynamic multicast group. We first use a
Wiener filter to derive an optimal estimator for the member-
ship size of the session in case the join process is Poisson and
the lifetime of participants is distributed exponentially. We
next develop the best first-order linear filter from which we
derive an estimator that holds for any lifetime distribution.
We apply this approach to the case where the lifetime dis-
tribution is hyperexponential. Both estimators hold under
any traffic regime. Applying both estimators on real traces
corresponding to video sessions, we find that both schemes
behave well, one of which performs slightly better than the
other in some cases. We further provide guidelines on how
to tune the parameters involved in both schemes in order to
achieve high quality estimation while simultaneously avoid-
ing feedback implosion.

Categories and Subject Descriptors

G.3 [Probability and Statistics]: Queueing theory, Stochas-
tic processes; H.4.3 [Information Systems Applications]:
Communications Applications—Computer conferencing, tele-
conferencing, and videoconferencing
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1. INTRODUCTION
Since its introduction, IP multicast has seen slow deploy-

ment in the Internet. As stated in [6], the service model
and architecture do not efficiently provide or address many
features required for a robust implementation of multicast.
However, the fact remains that IP multicast is very appeal-
ing in offering scalable point-to-multipoint delivery specially
in satellite communications. Current research efforts tend to
propose alternatives to IP multicast like the so-called “ap-
plication layer multicast” [4, 9, 14, 19], the idea being to
deploy multicast at the application layer. Also, new mod-
els to support multicast communications in a more effective
way have been proposed, such as the EXPRESS multicast
[13]. The latter is an extension to IP multicast that pro-
vides explicit support for large-scale multicast applications
such as real-time stock quote dissemination, live sports video
feeds or Internet radio and TV. EXPRESS provides as well
a best-effort count of the number of subscribers.
This paper is motivated by the conviction that large-scale

multicast applications will be widely deployed in the future
as soon as the capability becomes available. We believe
that membership estimates will be an essential component
of this widespread deployment as they can be very useful
for scalable multicast. The membership of a session can
be used for feedback suppression as it is the case in current
protocols such as RTP [21] and SRM [8]. In order to regulate
the amount of session/control messages sent by receivers –
the idea being not to exceed 5% of overall session bandwidth
– these protocols use delay timers that are tuned based on
the membership estimates.
The membership of a multicast session can be used for

charging the sources in large-scale applications. ISPs tradi-
tionally charge their customers on an input-rate basis. An
alternative pricing scheme would be to charge sources based



on their audience size which is more profitable in the case
of millions of subscribers.
Estimating the size of a multicast session can be quite use-

ful to many applications. Bolot, Turletti and Wakeman [3]
use membership estimation to further estimate the propor-
tion of congested receivers as needed in their videoconfer-
ence system IVS. Future Internet radios and TVs will need
to characterize their audience preferences and to follow the
fluctuations of the audience size. Dutta, Schulzrinne and
Yemini proposed an architecture for Internet radio and TV
called MarconiNet [7] that relies on RTCP [21, 20]. Even
though RTCP provides an easy mechanism for collecting
statistics on the size of the audience, it does not scale well
to large multicast session [7]. In such applications, sampling-
based techniques are more appropriate.
There has been a significant research effort in devising

sampling-based schemes for the estimation of the member-
ship in multicast sessions [3, 17, 18, 10, 16, 2]. The feedback
algorithms presented in [3, 17, 18, 10, 16] are all at-least-one
scenarios in the sense that the membership estimation is
based on at least one acknowledgement (ACK) coming from
the receivers. In these probabilistic schemes, the receivers
send ACKs to the source as a reply to a specific request,
either with a certain probability as in [3] or after some ran-
dom time like in [17, 18, 16]. But what is common to these
schemes (except for [17]) is that they all assume that the
size of the group does not change during the estimation pro-
cess. In a recent work [2], we propose a dynamic scheme that
tracks the variations of the membership in an optimal way.
The estimation algorithm used is quite simple: the source
requests from its receivers to send ACKs with probability p
every S seconds; it collects the amount of ACKs received at
each observation step and filters out these measurements to
estimate the membership. To derive the optimal estimator
we rely on a diffusion approximation for the heavy-traffic
regime. Under the assumptions of Poisson join times and
exponentially distributed connection times, the diffusion ap-
proximation yields linear dynamics which enables the design
of the optimal filter using Kalman filter theory.
In this paper we propose two novel algorithms for estimat-

ing the membership based on the polling scheme presented
in [2]. Our purpose is to develop an estimator under more
general assumptions than the ones used in [2]. Our first
approach is based on a Wiener filter, which provides the op-
timal dynamic estimator among all linear estimators. The
dynamics is not required to be linear as in the case of the
Kalman filter, which allows us to remove the heavy-traffic
assumption made in [2]. Yet, in order to obtain explicit ex-
pressions for the parameters of the Wiener filter, we still
have to assume that participants join the session accord-
ing to a Poisson process, and that the time during which
they stay in the multicast session, hereafter referred to as
on-time, has an exponential distribution. Under these as-
sumptions we design the optimal linear estimation scheme
that turns out to require a filter of order one. Motivated by
this structure, we then design an efficient estimation scheme
for generally distributed on-times. To that end, we identify
the optimal filter among all linear filters of order one. We il-
lustrate this approach in the case of hyperexponentially dis-
tributed on-times. Alike the estimator developed with the
Wiener filter, the latter estimator is valid under any traf-
fic regime. Both estimators are then tested on real traces.
Despite the fact that these traces violate the assumptions

under which the estimators have been derived, very good
performance are observed.

Remark 1.1. The material presented in this paper does
not require the specific use of IP multicast, nor any other
multicast protocol. The solutions proposed hereafter are
meant to be deployed at the application layer, and only re-
quire a multicast delivery of the requests for ACKs. This
delivery can be achieved either by IP multicast, or by an
application-layer multicast, or even by a new multicast tech-
nology. It is however assumed that the IP address of the
source is available to all receivers in the session.

The paper is organized as follows: the mathematical model
of the membership is introduced in Section 2. The theory
of Wiener filters is briefly presented in Section 3 and its ap-
plication to the M/M/∞ model comes in Section 3.1. The
optimal first-order linear filter is developed in Section 4. Sec-
tion 5 proposes some guidelines on how to choose parame-
ters p and S. The robustness of both estimators is addressed
through validations on real traces in Section 6. Finally, open
issues are discussed in Section 7 and concluding remarks are
given in Section 8.

2. MULTICASTGROUPMODELEDAS AN

M/G/∞ QUEUE
We consider a multicast group that participants join and

leave at random times. Let Ti and Ti +Di be the join time
and leave time, respectively, of the i-th participant. In the
following, Di denotes the on-time of the i-th participant. Let
N(t) be the number of participants in the multicast group
at time t or, equivalently, the size of the multicast session
at time t. Clearly

N(t) =
 

i≥1

1(Ti ≤ t < Ti +Di) (1)

where 1(E) equals 1 if the event E occurs and 0 otherwise.
We shall assume that the join times form a homogeneous

Poisson process (with constant intensity 0 < λ = 1/E[Ti+1−
Ti]) and that the on-times form a renewal sequence of ran-
dom variables (rvs) with common probability distribution
Ψ(x) = P (Di < x), 0 < E[Di] < ∞, further independent of
the join times. In the following D will denote a generic rv
with probability distribution Ψ(x).
In the queueing terminology, {N(t), t ≥ 0} represents the

occupation process (number of busy servers) in an M/G/∞
queue [15].
At times t = nS, n = 0, 1, . . ., with S > 0 a constant,

each participant to the multicast session sends an ACK to
the source with probability 0 < p < 1 and does not send
any feedback information to the source with probability 1−
p. We assume that ACKs cannot be lost. However, this
assumption can be relaxed if one knows the loss probability
as it is possible to incorporate it in our feedback mechanism.
The ACK interval S between two consecutive polling in-

stants has to be larger than the largest round-trip time be-
tween a receiver and the source, so that all of the ACKs
produced in a round reach the source before the (automatic)
start of the next round. Note that in practice the source will
have to regularly multicast the pair (p, S) to ensure that each
participant will know these values. Throughout the paper, p
and S are held fixed (see Section 5 for possible extensions).



Let Yn be the number of ACKs received by the source at
time nS. Based on the knowledge of Y1, . . . , Yn, our objec-
tive is to find an optimal estimator (in a sense to be defined

below) N̂n for Nn := N(nS), the size of the multicast group
at time nS. In filtering parlance, Yn is an input signal and
we want to generate another signal N̂n that is as close as
possible to an unknown signal Nn (e.g. by minimizing the
mean square error).
For later use we briefly review some results on the M/G/∞

queue. In steady-state, the number N of busy servers is
a Poisson random variable with parameter ρ := λ E[D],
namely, P [N = j] = ρj exp(−ρ)/j!. In particular, both
the mean and the variance of the number of busy servers
are equal to ρ. The autocovariance function of the station-
ary version of the process {N(t), t ≥ 0}, also denoted by
{N(t), t ≥ 0}, is given by [5, Eqn (5.39)]

Cov(N(t), N(t+ h)) = λ

 ∞

|h|

P (D > u) du. (2)

In the following we will denote by CovX(·) the autocovari-
ance function of any second-order discrete-time stationary
process {Xn, n = 0, 1, . . .}. With this notation and the def-
inition of the process {Nn}n, we see from (2) that

CovN (k) = ρ γ|k|, k = 0,±1, . . . , (3)

with γ := exp(−µS), when the on-times {Di}i are exponen-
tially distributed with mean 1/µ.
Throughout the paper, we will assume that

!

k≥0

CovN (k) < ∞. (4)

In other words, we will exclude the situation where the on-
times are heavy-tailed (e.g. Pareto distribution).

3. WIENER FILTER
Our objective is to transform a signal Yn (noisy observa-

tion) into another signal N̂n (estimator) that is the closest to
an unknown signal Nn. By closest we mean that the mean
error is zero (i.e. E[N̂n] = E[Nn]) and that the mean square
error is minimized.
Such a transformation can be achieved by the Wiener filter

that identifies the optimal linear filter [11]. This approach
gives the transfer function of the linear filter, which can be
transformed back to the time domain to obtain the impulse
response of the filter. From the impulse response of the filter,
the expression of N̂n as a function of Yn and, possibly, of
N̂n−1, N̂n−2, . . ., can be found. We will detail this procedure
below.
Since a filter that minimizes the mean square error when

the underlying processes are centered also minimizes the
mean square error when the same processes are non-centered,
we will derive the Wiener filter for the centered (stationary)

versions of processes {Nn}n, {N̂n}n and {Yn}n, denoted by
{νn}n, {ν̂n}n and {yn}n, respectively. We have observed in
the previous section that E[Nn] = ρ. On the other hand

E[Yn] = E[E[Yn |Nn]] = E[p Nn] = pρ. (5)

Therefore νn = Nn − ρ, ν̂n = N̂n − ρ and yn = Yn − pρ.
Throughout the paper, z is a complex number such that

|z| = 1. Introduce

Sy(z) =

∞
!

k=−∞

Covy(k)z
−k

the z-transform of the autocovariance function (also called
the power spectrum) of {yn}n.
Let Covνy(k) = E[νn−k yn] be the cross-correlation func-

tion of processes {νn}n and {yn}n. We also introduce1

Sνy(z) =
∞
!

k=−∞

Covνy(k)z
−k

the z-transform of Covνy(k). We can express Covy(k) and
Covνy(k) in terms of Covν(k) as follows

Covy(k) = p2Covν(k) + 1(k = 0)ρp(1− p) (6)

Covνy(k) = pCovν(k) (7)

where we have used the identity Covν(k) = CovN (k). We
are now in position to derive the Wiener filter. First, we
write Sy(z) as

Sy(z) = σG(z)G(z−1) (8)

where σ is a constant. This operation is called the canonical
factorization of the power spectrum of {yn}n. The function
G(z) is the part of Sy(z) that has all its zeros and poles
inside the unit circle. The function 1/G(z) is the transfer
function of the whitening filter: it transforms {yn}n into a
white noise process with variance σ.
Next, we form the ratio Sνy(z)/G(z−1). This ratio is in-

terpreted as the transfer function of a linear filter. The
impulse response of this filter has values at the left and the
right of the time origin (non-causal filter). We look for the
transfer function of the part of the impulse response at the
right of the time origin. This can simply be done by ex-
panding the transfer function into fractions and then taking
only the fractions with zeros and poles in the unit circle. In
other words, we transfer the filter from a non-causal filter
into a causal one. We denote the transfer function of the
causal version of the filter by

H(z) =

"

Sνy(z)

G(z−1)

#

+

.

The transfer function of the optimal filter is given by [11]

Ho(z) =
H(z)

σG(z)
.

It remains to invert this transfer function back into the time
domain to find the desired recurrence between ν̂n and yn

and, subsequently, between the non-centered variables N̂n

and Yn. This procedure is illustrated in Section 3.1 for the
case that the underlying model is the M/M/∞ queue.

3.1 Application to the M/M/∞ model
In light of the results reported in Section 3, all what

we have to do is to find expressions for Sy(z) and Sνy(z).
This can easily be done when the underlying model is the
M/M/∞ queueing model, as shown below.

1Observe from (6) and (7) that both Sy(z) and Sνy(z) are
well-defined for |z| = 1 under the assumption (4).



Let us first determine Sy(z). By using (6) and (3) together
with the property that CovN (k) = Covν(k), we find

Covy(k) =

 

p2ργ|k|, for k 6= 0
pρ, for k = 0.

Since γ < 1 and |z| = 1, the z-transform of Covy(k) is

Sy(z) =
pρ
!

γ(p − 1)z2 + [1 + γ2(1− 2p)]z + γ(p − 1)
"

z(1− γz)(1− γz−1)
.

The second-order polynomial in the variable z in the numer-
ator has two positive real roots given by r and 1/r, with

r =
1 + γ2(1− 2p)−

#

(1− γ2)[1− γ2(1− 2p)2]

2γ(1− p)
.

Note that r < 1. Hence

Sy(z) =
γρp(1− p)

r

$

(1− rz)(1− rz−1)

(1− γz)(1− γz−1)

%

= σ G(z)G(z−1)

with

σ :=
γρp(1− p)

r
and G(z) :=

1− rz−1

1− γz−1
.

We now compute Sνy(z). From (7) and (3) we find

Covνy(k) = pργ|k|

so that

Sνy(z) =
pρ(1− γ2)

(1− γz)(1− γz−1)
.

The transfer function H(z) is given by

H(z) =

$

Sνy(z)

G(z−1)

%

+

=
ρp(1− γ2)

(1− γr)(1− γz−1)

and the transfer function Ho(z) of the optimal filter takes
here the simple form

Ho(z) =
ρp(1− γ2)

σ(1− γr)(1− rz−1)
=

B

1− Az−1

where

A = r, B =
ρp(1− γ2)

σ(1− γr)
=

r(1− γ2)

γ(1− p)(1− γr)
.

The impulse response of this linear filter is given by the
first-order recurrence relation [11]

ν̂n = Aν̂n−1 +Byn

with ν̂n the estimator of νn. We now return to the original
processes {Nn}n and {Yn}n, to finally obtain the optimal
linear filter:

N̂n = AN̂n−1 +BYn + ρ(1− A − pB). (9)

It is interesting to compare this filter with the Kalman
filter derived in [2]2. They appear to be the same! This
result is somehow expected, since both the Kalman filter

2Recall that a Kalman filter is the optimal filter under the
condition of linear dynamics and observation, which does
not hold in our case. However, the dynamics does converge
to a linear diffusion as the traffic load tends to infinity, al-
lowing us in [2] to obtain a Kalman filter which is optimal
for the asymptotic heavy traffic regime.

and the Wiener filter are optimal (among the class of linear
filters) in the sense that they minimize the mean square
error. The key point is that the Kalman filter used in [2] was
derived under a heavy traffic assumption, while the Wiener
filter computed in the present paper holds for any value of
the model parameters λ and µ. This partly explains why the
estimator in [2] behaves well under light or moderate traffic
as experimentally observed in that paper.

We conclude this section by computing the mean square
error εmin := E[(Nn − N̂n)

2] of our estimator. It is known
that [11]

εmin =
M
&

k=1

Res [F (z), zk]

with

F (z) :=
1

z

!

Sν(z)− Ho(z)Sνy

'

z−1
("

where z1, . . . , zM are the poles (if any) of the function F (z)
inside the unit circle. The notation Res [F (z), zk] stands for
the residue of F (z) at point z = zk, namely, the coefficient
of 1/(z − zk) in the Laurent series expansion of F (z) in the
vicinity of zk.
Specializing F (z) to the values of Sν(z), Sνy(z) and Ho(z)

found earlier, yields

F (z) =
ρ(1− γ2)((1− Bp)z − A)

(1− γz)(z − γ)(z − A)
.

This function has two poles inside the unit circle which are
located at z = A and z = γ; the residues of F (z) at these
poles are given by −ρpAB(1 − γ2)/((1 − γA)(A − γ)) and
ρ(1+pBγ/(A−γ)), respectively. Summing up these residues
gives

εmin = ρ

)

1−
Bp

1− γA

*

.

By using the expressions of A and B, we finally obtain

εmin = ρ
−(1− γ2) +

#

(1− γ2)(1− γ2(1− 2p)2)

2γ2p
. (10)

This expression for εmin can be used to tune the parameters
p and γ or equivalently S (see Section 5).

4. OPTIMAL FIRST-ORDER LINEAR FIL-

TER
The theory reported in Section 3 applies to any on-time

distribution Ψ(x) (with the exception of heavy-tailed distri-
butions). However, it is not easy to identify the function
G(z) that appears in the canonical factorization of the spec-
trum Sy(z) (see (8)) and thereby the optimal filter, except
when the on-times are exponentially distributed rvs (see Sec-
tion 3.1).
In this section we will determine the first-order linear filter

that minimizes the mean square error. Observe that, unlike
the Wiener filter, the proposed approach will not return the
optimal filter among all linear filters but simply the optimal
linear filter among all first-order linear filters. We will il-
lustrate this approach at the end of this section in the case
where Ψ(x) is an hyperexponential distribution.
Recall the definition of the centered processes {νn}n, {ν̂n}n

and {yn}n made at the beginning of Section 3.



The methodology is simple: we want to find constants
A ∈ (0, 1) and B such that ε := E[(νn − ν̂n)

2] is minimized
when the process {ν̂n}n satisfies the following first-order re-
currence relation

ν̂n = Aν̂n−1 +Byn. (11)

In steady-state this implies that

ν̂n = B

∞
 

k=0

Akyn−k. (12)

The mean square error ε is equal to

ε = E
!

ν̂2
n

"

+E
!

ν2
n

"

− 2E [ν̂nνn] .

We have E[ν2
n] = E[(Nn − ρ)2] = ρ (see Section 2). From

(12) and (7) we find

E [ν̂nνn] = pB

∞
 

k=0

AkCovν(k) = pBg(A)

where

g(z) :=

∞
 

k=0

zkCovν(k). (13)

The power series g(z) converges for |z| < 1 (Hint: k →
Covν(k) is nonincreasing) and is therefore differentiable for
|z| < 1. We will denote by g′(z) its derivative.
It remains to express E[ν̂2

n] in terms of the parameters
A and B. Squaring both sides of (11) and then taking the
expectation, yields

E
!

ν̂2
n

"

=

#

B

1− A2

$

%

2AE[ν̂n−1yn] +BE
!

y2
n

"&

.

With the identities E[y2
n] = Covy(0) = ρp (see (6)) and

E[ν̂n−1yn] = Bp2 (g(A) − ρ)/A (Hint: use (12), (7) and
Covν(0) = ρ), we obtain

E
!

ν̂2
n

"

=

#

pB2

1− A2

$

(2pg(A) + ρ(1− 2p)) .

Finally, the mean square error is

ε = ρ − 2pBg(A) +

#

pB2

1− A2

$

(2pg(A) + ρ(1− 2p)) . (14)

In order to minimize ε, A ∈ (0, 1) and B must be the solution
of the following system of equations:
'

(

(

(

(

(

(

(

(

)

(

(

(

(

(

(

(

(

*

∂ε

∂A
=

2pB

1− A2

+

AB

,

2pg(A) + ρ(1− 2p)

1− A2

-

+g′(A)(pB − (1− A2))

.

= 0

∂ε

∂B
= 2p

#

B

,

2pg(A) + ρ(1− 2p)

1− A2

-

− g(A)

$

= 0.

The 2nd equation gives

B =
g(A)(1− A2)

2pg(A) + ρ(1− 2p)
. (15)

Substituting this value of B into the 1st equation shows that
A must satisfy

Ag(A)(2pg(A) + ρ(1− 2p))

−g′(A)(1− A2)(pg(A) + ρ(1− 2p)) = 0. (16)

If this equation has a unique solution A ∈ (0, 1), then sub-
stituting this value of A into (15) will give the optimal pair
(A, B).
It is shown in Appendix A that (16) has always a unique

solution in [0, 1) (in particular) if g′(x) > 0 in [0, 1). This
condition will hold as long as P (D > S) > 0. In practice,
one can always select S such that this condition is true.
The reader can check that the filter defined in (11) with

the optimal pair (A, B) is the same as the Wiener filter
found in Section 3.1 when the on-times are exponentially
distributed.
We now illustrate the approach developed in this section

by considering the situation where on-times have a hyper-
exponential distribution. More precisely, we assume that

Ψ(x) = 1−
L
 

l=1

ple
−µlx (17)

with 0 < pl < 1, l = 1, 2, . . . , L, and
/L

l=1
pl = 1. In

this setting the underlying queueing model can be seen as
L independent M/M/∞ queues in parallel. The arrival
rate to queue l is plλ and the service rate is µl. Define
γl := exp(−µlS), ρl := plλ/µl so that ρ =

/L

l=1
ρl. The

autocovariance function of the process {νn}n is equal to

Covν(k) =

0

ρ for k = 0
/L

l=1
ρlγ

|k|
l for k 6= 0

so that

g(A) =

L
 

l=1

ρl

1− Aγl

.

Numerical example3: L = 2, p = 0.0106 and S = 2.5s. Also

1/µ1 = 3897s ρ1 = 19.5 γ1 = 0.999359
1/µ2 = 480061s ρ2 = 75.1 γ2 = 0.999995
1/µ = 18316s ρ = 94.7

The optimal first-order filter is

N̂n = 0.99879456 N̂n−1 + 0.10720289Yn + 0.006540864.

For comparison the Wiener filter found in Section 3.1 (for
exponential on-times) for these values is

N̂n = 0.99828589 N̂n−1 + 0.14885344Yn + 0.012900081.

5. GUIDELINESONCHOOSINGACKSPA-

RAMETERS
A “good” pair (p, S) should (i) limit the feedback implo-

sion while at the same time (ii) achieve a good quality of the
estimator. Of course (i) and (ii) are antinomic and therefore
a trade-off must be found. This trade-off will be formalized
as follows: we want to select a pair (p, S) so that the mean
number of ACKs generated every S seconds (see (5)) and
the relative error of the variance of the estimator (denoted
as η) are bounded from above by given constants, namely

'

)

*

E[Yn] = pρ ≤ α

η =
V ar(Nn)− V ar(N̂n)

V ar(Nn)
≤ β.

(18)

3The values of the parameters come from the trace called
video1 investigated in Section 6.



When N̂n is optimal then V ar(Nn)− V ar(N̂n) = E[(Nn −

N̂n)
2] and η becomes the “normalized mean square error”

[12, p. 202]. Optimality was shown for the M/M/∞ queue,
therefore

η =
εmin

ρ

with εmin given in (10).
For given constants α and β, it is easy to solve the con-

strained optimization problem defined in (18), provided that
η is known.
For the M/M/∞ model, where εmin is given in (10), we

find that p = α/ρ and that S, or equivalently γ, is the unique
positive solution of the equation εmin = ρβ.
The problem now is to choose constants α and β so that

conditions (i) and (ii) are satisfied. We have found that α
in the range [0.5, 1] and β ≤ 0.15 give satisfactory results.
We conclude this section with general remarks on how to

adapt the parameters p and S to important variations in the
membership. The estimation schemes in Sections 3.1 and 4
have been obtained under the assumption that parameters p
and S are fixed. However, the filters constructed in Sections
3.1 and 4 can still be used if p and/or S change over time,
provided that these modifications do not prevent the system
to be most of the time in steady-state. In that setting, a new
filter will have to be recomputed after each modification.
Such a modification can be called for each time the number
of ACKs received during a given period of time significantly
deviates from the current expectation (i.e. pρ).

6. VALIDATIONWITH REAL TRACES
In this section we apply the estimators developed in Sec-

tions 3.1 and 4 to four traces corresponding to video mu-
ticast sessions. Two types of estimators will be used: the
estimator – denoted as N̂E

n – found in (9) when the pop-
ulation is modeled as an M/M/∞ queue; the estimator –

denoted as N̂H2

n – derived in Section 4 in case the join times
are Poisson and the on-times have a 2-stage hyperexponen-
tial distribution (M/H2/∞ model).
The objective is twofold: we want to investigate the qual-

ity of both estimators when compared to real life conditions,
and we want to identify the best one.
We have collected four MBone traces – denoted videoi, i =

1, . . . , 4 – between August 2001 and September 2001 using
the MListen tool [1]. Each trace corresponds to a long-lived
video session (see duration of each session in Table 1, where
the superscript “d” stands for “days”). We have run both
algorithms (estimators) on each trace.
For each trace we have identified the parameters of the

M/M/∞ model (parameters λ and µ, or equivalently pa-
rameters ρ and µ) and of the M/H2/∞ model (parameters
ρ, µ1, µ2, p1 and p2 = 1− p1 – see definitions in Section 4).
The values of these parameters are reported in columns 3–8
in Table 1. Details on how these values are retrieved come
in Appendix B.
Parameters p and S have been chosen by following the

guidelines presented in Section 5, namely α ∈ {0.5, 1} and
β ∈ {0.1, 0.15}. Values of these parameters are listed in
columns 9–10 in Table 1. The performance of estimators
N̂E

n and N̂H2

n are reported in Tables 2 and 3.
Table 2 reports several order statistics (columns 3–7) and

the sample mean of the relative error |Nn−N̂n|
Nn

(column 2),

where N̂n is either N̂E
n or N̂H2

n . All results are expressed in

Table 2: Mean and percentiles of |Nn − N̂n|/Nn

Trace Mean 25 50 75 90 95

video1 N̂E
n 6.82 1.09 2.42 5.25 11.5 19.4

N̂H2

n 6.12 1.08 2.55 6.31 13.5 20.6

video2 N̂E
n 4.19 1.41 3.08 5.43 8.66 11.9

N̂H2

n 4.12 0.98 2.14 4.41 8.78 12.6

video3 N̂E
n 4.20 1.55 3.26 5.71 8.71 11.0

N̂H2

n 3.98 1.07 2.36 4.83 9.35 12.6

video4 N̂E
n 3.79 1.23 2.57 4.51 7.50 11.0

N̂H2

n 4.06 1.02 2.21 4.39 8.98 14.7

overall N̂E
n 4.44 1.33 2.88 5.22 8.60 12.0

N̂H2

n 4.34 1.02 2.26 4.73 9.61 14.2

Table 3: Empirical mean and variance of Nn − N̂n

Trace Mean Variance εmin, ε η

video1 N̂E
n -0.112 12.664 13.942 0.147

N̂H2

n -0.047 12.851 12.120

video2 N̂E
n 0.006 0.495 1.407 0.099

N̂H2

n 0.019 0.785 0.396

video3 N̂E
n 0.037 0.207 0.737 0.091

N̂H2

n 0.019 0.229 0.208

video4 N̂E
n 0.052 0.911 1.566 0.087

N̂H2

n 0.065 1.423 0.676

percentages. The first observation is that both estimators
perform reasonably well. The sample mean of the relative
error is always less than 6.82% and is as low as 3.79%; when
averaging over all experiments, this sample mean is less than
4.5% for both N̂E

n and N̂H2

n (see last two rows). The last
column gives the 95th percentile and reads as follows: the
relative error achieved on trace video3 by N̂E

n (resp. N̂H2

n ) is
95% of the time less than 11.00% (resp. 12.56%). The sec-
ond observation is that no scheme is uniformly better than
the other over an entire session but their sample means are
very close to each other (see column 2). For instance, N̂E

n

performs better than N̂H2

n regarding the 90th and the 95th
percentiles whereas the result is reversed regarding the 25th
percentile. It looks like the relative error on N̂H2

n is empir-
ically more dispersed around its mean than is the relative
error on N̂E

n , and has a longer tail. Across all sessions (see

last two rows), 75% of the time N̂H2

n performs better than

N̂E
n . This improvement does not come for free, since it re-

quires the identification of 4 parameters (ρ, µ1, µ2 and p1)

instead of 2 (ρ and µ) for N̂E
n .

Table 3 reports the sample mean and the sample variance
of the error Nn − N̂n. In the 4th column, we list the theo-
retical variance. It is given by εmin for N̂E

n (see (10)) and

by ε for N̂H2

n (see (14)). The expected average E[Nn − N̂n]

is zero in both approaches. Both estimators N̂E
n and N̂H2

n

have almost no bias (see column 2), and their empirical vari-
ances closely match the theoretical ones given by εmin and
ε, respectively. It is of interest to point out that for the 4
traces studied, ε, the theoretical mean square error provided
by N̂H2

n , is smaller than εmin, the theoretical mean square
error provided by N̂E

n (however, this result is reversed if we

consider the empirical mean square errors). Thus, N̂H2

n is



Table 1: Parameter identification
Trace Session lifetime ρ 1/µ 1/µ1 1/µ2 p1 p2 p S α β

video1 3d 13h 33m 20s 94.7 18316 3897 480061 0.97 0.03 0.011 2.5 1.0 0.15
video2 11d 1h 46m 8s 14.1 16476 1 226498 0.93 0.07 0.034 3.2 0.5 0.1
video3 50d 22h 13m 20s 8.1 66823 1 900854 0.93 0.07 0.062 20.0 0.5 0.1
video4 29d 16h 43m 13s 17.9 83390 1 473268 0.82 0.18 0.028 10.0 0.5 0.1

Table 4: Distributions that best fitted into the inter-arrivals and on-times sequences.

Trace Best fit for inter-arrivals sequence Best fit for on-times sequence

video1 Lognormal with µ = 3.38, d = 1.49 Weibull with shape 0.35, scale 3700
video2 Lognormal with µ = 5.20, d = 1.68 Weibull with shape 0.26, scale 1400
video3 Weibull with shape 0.65, scale 3500 Lognormal with µ = 5.08, d = 3.32
video4 Weibull with shape 0.55, scale 2700 Weibull with shape 0.18, scale 4000

more efficient4 than N̂E
n (again, N̂E

n is empirically more ef-

ficient than N̂H2

n ). The last column provides the relative

error on V ar(N̂E
n ), called η (= εmin/ρ) in Section 5.

In Fig. 1 (resp. 2, 3 and 4) we plot the variations of
membership for session video1 (resp. video2, video3 and

video4), together with the estimates returned by N̂E
n and

N̂H2

n . Among all 4 sessions, session video1 presents the high-
est variations in Nn. Fig. 1(a) (resp. 2(a), 3(a) and 4(a))
displays three curves: the membership of the video session,
the estimation returned by N̂E

n , labeled “Exponential”, and
the estimation returned by N̂H2

n , labeled “Hyperexponen-
tial”. It is clearly visible, especially at the left-hand side of
graph 1(a), that N̂E

n tracks better the session dynamics than

N̂H2

n . Both estimators N̂E
n and N̂H2

n have been derived un-
der some specific and restrictive assumptions: Poisson join
times for both of them, exponential (resp. 2-stage hyper-
exponential) on-times for the first (resp. second) one. It is
interesting to know whether or not these assumptions were
violated in each session videoi, i = 1, . . . , 4. We have there-
fore carried out a statistical analysis of each trace in order
to determine the nature of their join time process and of
their on-time sequence.
As shown in Table 4 and Figs. 1, 2, 3 and 4, parts (b) and

(c), neither is the join time process Poisson nor are the on-
times exponentially distributed (or hyperexponentially dis-
tributed) for any of the traces. The inter-join times and
the on-times appear to follow subexponential distributions
(Weibull and Lognormal distributions), a situation quite
different from the assumptions under which the estimators
have been obtained. Despite these significant differences,
the estimators behave well and therefore show a good ro-
bustness to assumption violations.
In summary, both estimators perform very well when ap-

plied to real traces and are robust to significant deviations
from their (theoretical) domain of validity. Estimator N̂H2

n

returns the best global performance for the relative error cri-
terion, but does not track high fluctuations as well as N̂E

n .
Overall, we have found that N̂E

n is a good estimator, both
in terms of its performance and its usability since it only
requires the knowledge of two parameters: ρ and µ.

4An estimator is said to be more efficient if it has a smaller
variance.

7. OPEN ISSUES
The main pending issue concerns the knowledge of pa-

rameters ρ and µ (or equivalently any couple of parameters
among ρ, λ and µ, since ρ = λ/µ in steady-state). When
these parameters are not known, the source should estimate
them. Again, the source could estimate any two parameters
among ρ, λ and µ and infer the third one.
One possible way of estimating λ is to let a newly arrived

receiver send a “heartbeat” to the source with a certain (con-
stant) probability q (q should be small enough to avoid over-
whelming the source with heartbeats). The source would
then use the arrival time tm of the mth heartbeat to esti-
mate λ. The maximum likelihood estimator is λ̂ = m/(qtm).
This estimator is unbiased and consistent by the strong law
of large numbers (limm→∞ tm/m = 1/(qλ)).
In a similar way, the source can estimate µ if receivers

probabilistically send a “goodbye” message reporting their
lifetime when they leave the session. Let τm′ be the life-
time indicated in the m′th goodbye message received at the
source, then the maximum likelihood estimator of µ is sim-

ply µ̂ = m′/(
 m′

i=1
τm′). The estimator µ̂ is unbiased and

consistent.
A natural estimator for ρ is ρ̂ = E[N̂n]. As long as there is

no estimation of both ρ and µ, it is not possible to compute
the filter coefficient A and B. Then only a naive estimator
for Nn can be used, defined as the ratio of the number of
ACKs received Yn over the ACK probability p. Notice that
E[Yn/p] = ρ.
One might want to treat the estimation of Nn, µ and ρ

as a joint parameter estimation problem. Unfortenately, the
problem becomes much more complicated, and we are not
able at the moment to say anything about its resolution.
Alternatively, one might want to replace ρ with ρ̂ = E[N̂n]
in (9) and study the performance of the resulting equation.
It is possible to go even farther by replacing ρ with Yn/p,
instead of using E[Yn/p]. This will add more burstiness to

the dynamics of N̂n and (9) becomes

N̂n = AN̂n−1 + (1− A)
Yn

p
.

The latter equation is nothing but an exponential weighted
moving average (EWMA) estimator for the membership pro-
cess Nn. We expect this EWMA estimator to perform better
than N̂n, as given in (9), over highly dynamic sessions, as its



auto-regressive equation has been derived by replacing the
constant term ρ with the bursty term Yn/p. It is also ex-
pected that this EWMA estimator will react faster to impor-
tant and sudden changes in the membership process. How-
ever, its performance over real sessions still needs to be inves-
tigated more carefully. Observe that the use of this EWMA
estimator relies on the prior knowledge of γ = exp(−µS)
solely, and therefore either “goodbye” or “hello” messages
are still required to compute µ̂.
The first option is to directly estimate µ as indicated

above, but the first estimate will be delayed until the recep-
tion of the first goodbye message, which might necessitates
the departure of several customers. The second option is to
estimate both ρ and λ as indicated earlier in the section and
to estimate µ as λ̂/ρ̂, which is not expected to perform as
well as the first option, but will return a first estimate much
faster. At the expense of a larger warm-up period, we be-
lieve that the first option is preferrable. Another advantage
of this option concerns the possible modification of q′ by the
source, in order to control the volume of goodbye messages
sent, which clearly cannot be done with the hello messages.

8. CONCLUSION
The major contribution of this work is the design of two

novel estimators for evaluating the membership in multicast
sessions. We have designed estimators capable of efficiently
tracking the dynamics of multicast sessions while simultane-
ously avoiding feedback implosion. In contrast to the esti-
mator proposed in [2] which was designed under heavy traffic
assumptions, our schemes do not place such restrictions.
Relying on the appealing Wiener filter theory, we have

computed the optimal linear estimator for session member-
ship when the underlying model is an M/M/∞ queue. The
optimality refers to the unbiasedness of the estimator and
to the fact that the mean square error is minimized. We
have also developed the optimal first-order linear filter in
case the on-time distribution is arbitrary and have derived
the associated estimator in case the on-times have a 2-stage
hyperexponential distribution.
Both obtained estimators have been validated on real traces.

Their performance have been shown to be excellent, one of
them showing a good ability to adapt to highly dynamic
multicast sessions.
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APPENDIX

A. EXISTENCEANDUNIQUENESSOFTHE

SOLUTION

Lemma A.1. Define

f(x) := (2pg(x) + ρ(1− 2p))xg(x)

−(pg(x) + ρ(1− 2p))(1− x2)g′(x),

where g(x) is given in (13).
If g′(x) > 0 for x ∈ [0, 1), then f(x) has a unique zero in

[0, 1).

Proof. Write f(x) as f(x) = f+(x)− f−(x) where

f+(x) := [2p(g(x)− ρ) + ρ]xg(x)

f−(x) := [p(g(x)− ρ) + ρ(1− p)] (1− x2)g′(x).

The derivative of f−(x) is given by f ′
−(x) = −αx2 − βx+α

using

α := p
 

g′(x)
!2
+ [p(g(x)− ρ) + ρ(1− p)]g′′(x),

β := 2[p(g(x)− ρ) + ρ(1− p)]g′(x).

Since g′(x) > 0 and g(x) > ρ (see (13)), it is seen that α > 0
and β > 0 which implies that f ′′

−(x) = −2αx−β < 0 for x ∈
[0, 1). We therefore have that f ′

−(x) is strictly decreasing in
[0, 1), with f ′

−(0) = α > 0 and f ′
−(1) = −β < 0. Thus, the

function f ′
−(x) has only one zero in [0, 1).

Therefore, and under the assumptions of the lemma, it is
seen that:

(i) f+(x) is continuous and strictly increasing in [0, 1)
with f+(0) = 0;

(ii) f−(x) is continuous in [0, 1) and f−(1) = 0. There
exists x0 ∈ (0, 1) such that f−(x) is strictly increasing
in [0, x0), strictly decreasing in (x0, 1) and f ′

−(x0) = 0.

We deduce from the above that f(x) has a unique zero in
[0, 1) if g′(x) > 0 in [0, 1). This condition will hold as long
as P (D > S) > 0. In practice, one can always select S such
that this condition is true.

B. COMPUTING PARAMETERS FROM

TRACE
Each trace records (Ti, Di), i ≥ 1. To use the M/M/∞

queue model, we identify 1/λ = E[Ti+1 − Ti] and 1/µ =
E[D], and deduce ρ = λ/µ. To use the M/H2/∞ queue
model, λ is computed as before. Identifying µ1, µ2, p1 and
p2 requires the knowledge of the first three moments of D
(recall that p2 = 1 − p1). For a 2-stage hyperexponential
distribution, the kth moment is given by

E[Dk] =
2

"

l=1

plk!

(µl)k
= k!

#

p1

(µ1)k
+

p2

(µ2)k

$

, for k ≥ 1.

The parameters µ1, µ2, p1 and p2 are then solution to the
following system of four equations, where σl stands for 1/µl

with l = 1, 2.

p1 + p2 = 1 (19)

p1σ1 + p2σ2 = E[D] (20)

p1σ
2
1 + p2σ

2
2 = E[D2]/2 (21)

p1σ
3
1 + p2σ

3
2 = E[D3]/6. (22)

Equations (19) and (20) readily give

p1 =
σ2 − E[D]

σ2 − σ1

, p2 =
E[D]− σ1

σ2 − σ1

. (23)

Substituting Equations (23) for p1 and p2 into (21) yields

E[D2]/2 = E[D](σ2 + σ1)− σ1σ2. (24)

Substituting them into (22) yields

E[D3]/6 = E[D]((σ2 + σ1)
2 − σ1σ2)− σ1σ2(σ2 + σ1). (25)



Introduce now Sσ and Pσ as the sum and the product of σ1

and σ2, respectively. Equations (24) and (25) become

E[D2]/2 = E[D]Sσ − Pσ

E[D3]/6 = E[D](S2
σ − Pσ)− PσSσ

= (E[D2]/2)Sσ − E[D]Pσ

where the latter identity is obtained when using the first
one. It then follows that

Sσ =
3E[D]E[D2]− E[D3]

3(2E[D]2 − E[D2])
, (26)

Pσ =
3E[D2]2 − 2E[D]E[D3]

6(2E[D]2 − E[D2])
, (27)

and σ1 = 1/µ1 and σ2 = 1/µ2 are the (positive) solutions of
x2 − Sσ x+ Pσ = 0. Namely,

σ1,2 = 1/2×
 

Sσ ±
!

(Sσ)2 − 4Pσ

"

.

We now can compute p1 and p2 as given in Equations (23). It
is then possible to calculate ρl = plλ/µl and γl = exp(−µlS)
for l = 1, 2. Last ρ = ρ1 + ρ2.
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Figure 1: Membership estimation of session video1 and corresponding probability plots
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Figure 2: Membership estimation of session video2 and corresponding probability plots
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Figure 3: Membership estimation of session video3 and corresponding probability plots
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Figure 4: Membership estimation of session video4 and corresponding probability plots
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Abstract

We improve and validate TICP [3], our TCP-friendly reliable transport protocol to
collect information from a large number of Internet entities. A collector machine
sends probes to a set of information sources that reply by sending back their re-
ports. TICP adapts the sending rate of probes in a way similar to TCP for the
purpose of avoiding network congestion and keeps requesting reports until they are
well received. In a first part of this work, we add to TICP a mechanism to cluster in-
formation sources in order to smooth the variation of network conditions during the
collection session and to ensure an efficient handling of congestion at network bot-
tlenecks. Simulations in ns-2 and PlanetLab experiments prove the outperformance
of TICP over non adaptive solutions and the interest of the clustering mechanism in
shortening the duration of the collection session and in decreasing the ratio of lost
packets. In a second part, we adapt TICP to collect several packets of information
from each data source. By the means of simulations, we compare the performance
obtained by TICP to that obtained when using parallel short-lived TCP connec-
tions. Our main observation is that TICP yields shorter collection sessions due to
its inherent multiplexing capability and that it avoids parallel Slow Start phases.
Finally, in a last part, we study the impact of delegating collection to some proxy
collectors. We explain our method for delegation and we show by simulations that
for a judicious choice of proxy collectors, one can decrease considerably the collection
session duration.

Key words: Transport protocol, information collection, clustering, several packets,
short-lived TCP connections, delegation

? This paper summarizes our contributions on the TICP protocol. It relies on our
two previous publications [3] and [4] and goes beyond by presenting experimental
results over PlanetLab and two new and important components, that are the ex-
tension to the multiple packets per source case and the delegation of the collector
function to intermediate proxies.
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1 Introduction

TICP [3] stands for TCP-friendly Information Collection Protocol. It is a
TCP-friendly reliable transport protocol designed to collect information from a
large number of sources distributed throughout the Internet. TICP is a general
purpose end-to-end transport protocol that does not impose any constraint on
the type of the collected data and that does not require network collaboration.
This generality widens the spectrum of application of the protocol. TICP can
be used in all scenarios where entire data collection is needed. The data to be
collected can be the availability of network entities, statistics on hosts, routers
and network paths, quality of reception in a multicast session, numbering of
population, weather monitoring, vote results, etc. It is of particular interest
in the area of network monitoring and topology inference (e.g., [5]) where
the number of network entities involved is large (hundreds of thousands of
machines and routers) and where it is preferable to end up the measurement
in a relatively short time without incurring additional load on the network.
TICP is an appropriate congestion and error control protocol to be used in
this area for the purpose of adapting the rate of probe packets as the pings
and the traceroutes.

In TICP, a collector machine sends probes to information sources, which reply
by sending back report packets containing their information. Some difficulties
come into play when designing a data collection protocol like TICP:

• There is a risk of network congestion due to bandwidth limitation and the
large number of sources. Furthermore, all sources are not behind the same
bottleneck which makes the congestion control more difficult.

• The collection traffic can be aggressive towards traffic generated by other
applications. In particular, attention should be paid to prevent the collection
traffic from penalising the concurrent TCP traffic.

• The loss of probes or reports lengthens the duration of the collection session,
which urges for an efficient retransmission scheme.

TICP does not only adapt the probing rate as a function of network conditions,
but also tries to minimize the collection session duration by implementing an
efficient retransmission strategy. Moreover, TICP shares network resources
fairly with concurrent traffic, namely TCP traffic, by adapting its probing
rate in a similar way to TCP.

TICP was first introduced in [3]. It answers a need for a reliable transport
solution to collect information in large IP networks. Current solutions used
in network monitoring and management as in Skitter [17] or in the SNMP
protocol [15] implement simple periodic probing at a low rate in order not
the overload the network. For example in SNMP and to collect average traffic
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statistics over 5 minute intervals, routers are probed periodically by no more
than once every 5 minutes. For short intervals and large number of routers the
overhead on the network can become significant. Other solutions like Concast
[14] rely on routers to aggregate the collected information and so do not work
in the current Internet.

The present work enhances the protocol with three additional mechanisms
to help it achieve better performances and adapt to more situations. This
is in addition to a deep analysis of the protocol by the means of extensive
simulations and real experiments over the PlanetLab platform [9]. The first
mechanism has been introduced in [4]. The second and third mechanisms are
novel. The implementation of the code in C++ to run over UDP sockets in
the PlanetLab platform is also one of our new contributions in this area.

The collector in the former version of TICP [3] probes information sources in
a random order. We start by showing that this strategy causes many problems
when moving to large networks, which results in long collection sessions, high
loss ratios and out of control traffic. The reason is that only one control at the
TICP collector is used to limit the traffic at several bottlenecks simultaneously,
which is clearly suboptimal given that the congestion of one bottleneck router
can be hidden by the low utilization of another bottleneck router and vice
versa. To probe sources behind the same bottleneck together and separately
from other bottlenecks, we add to TICP a mechanism to gather information
sources into clusters. This mechanism is based on the modeling of the Internet
by a two-dimensional Euclidean space and its decomposition into clusters. We
use to this end the Global Network Positioning system (GNP) [6] that provides
Internet host coordinates. Our new mechanism makes it possible to probe
sources from the closest cluster to the collector in terms of RTT (Round Trip
Time) to the farthest one. This very likely results in sources behind the same
bottleneck probed together before the collector moves to neighboring sources
located behind another bottleneck. It is supposed that this behaviour improves
the efficiency of the congestion control and ensures a smooth variation of its
variables in TICP.

To evaluate the performances of the protocol thus obtained, we run simula-
tions with the ns-2 simulator [7] over realistic and complex network topologies.
These simulations show that TICP with the new mechanism of clustering has
better performances than without clustering, and that it outperforms other
non adaptive data collection solutions. To generalize this result, we implement
the protocol in C++ in linux and run real experiments on the PlanetLab
testbed. This practical experience tells us that TICP can be easily deployed
in the Internet and that the outperformance of the protocol observed in sim-
ulations is real.

Another challenge in developing a protocol like TICP is how to extend it to
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the case of several packets of information to be collected from each source.
This information can be present at the moment the collection is initiated
or can be generated later by sources. The old version of TICP [3] ensures
collecting only one packet from each information source. In this paper, we
explain how we have extended TICP to support collecting several packets per
source and we evaluate this extension. The hard issue in this extension is
how to handle acknowledgments and sequence numbers of packets and how to
enable parallel collection so that to fully utilize the available bandwidth. We
implement our extension to TICP into ns-2 and we compare its performance
to that of a collection application based upon parallel TCP connections. When
the number of packets to be collected from each data source is not important,
TCP connections will be short-lived. Simulation results show that TICP has
shorter collection session than parallel short-lived TCP connections and this
is for any number of parallel TCP connections used. One can explain this
result by the fact that TICP multiplexes better the packets coming from all
sources. Furthermore, three-way handshake is a problem in short- lived TCP
connections and having several Slow Start phases in parallel is sub-optimal.
TICP has only one slow start phase for all sources.

We believe that deploying TICP to collect very large amounts of data will
not bring much compared to the use of parallel TCP connections. TICP was
designed to collect one to several packets from each source. But one can note
that even in the case of long-lived TCP connections, TICP does not require
adjusting any number of connections since it has only one connection to all
sources. Our simulation results will confirm this observation.

Afterwards, we move into studying the impact of delegating collection to a
set of sources, called proxy collectors, on TICP performance. A proxy col-
lector plays the role of a TICP collector from the viewpoint of sources on its
charge, and plays the role of a regular information source (with several packets
of data) when seen by the main collector. Thus, there is a global TICP ses-
sion connecting the main collector to proxy collectors and local TICP sessions
connecting the proxy collectors to sources on their charges. The goal of this
delegation is to minimize the duration of the collection session by replicating
the collector probing functionality inside the network. This paper explains the
method used to choose the proxy collectors as well as the changes made to
TICP to support this mechanism of delegation. With the help of ns-2, we vary
the number of proxies in different scenarios and we measure the duration of the
collection session. As expected, results show that delegation improves perfor-
mances. However, we observe the existence of an optimal number of delegated
proxies otherwise we get a negligible gain compared to the no delegation case.

The paper is organized as follows. In Section 2, we describe the main function-
alities of TICP [3]. We explain in Section 3 our approach to cluster information
sources and we discuss therein simulation and experimental results. Section
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4 shows how we extend TICP to support the collection of several packets of
information from each source together with the comparison by simulations
to the case of parallel TCP connections. In the fifth section, we present the
changes made to TICP to ensure collection delegation and we discuss the
choice of proxy collectors. Section 6 overviews the related work and Section 7
ends the paper with some conclusions and perspectives on our future research
in this area.

2 TCP-friendly Information Collection Protocol

TICP [3] is a reliable transport information collection protocol implement-
ing diverse functionalities. We overview in this section those related to error
recovery and network congestion control.

2.1 Error recovery

The TICP collector has a list of all information sources. The way to obtain this
list is out of the scope of TICP. Every source is distinguished by an identifier
that can be for example its IP address. Sources whose reports are lost are
probed again and are requested to retransmit their reports until they are
correctly received by the collector. To make the retransmission of reports in
TICP efficient, the collection session is made as a succession of rounds. In the
first round, the collector sends request (probe) packets to all sources following
their ranking in the list. In a second round, the collector sends requests to
sources whose reports were not received in the previous round. The collector
continues in rounds until it receives all reports. This behavior in rounds is
meant to wait for transitory network congestion to disappear from one round
to another and to absorb the excessive delay that some reports may experience.

2.2 Congestion control

To control the rate of requests and reports across the network, TICP imple-
ments a report-clocked window based congestion control similar to the TCP
one [2]. The collector maintains one variable cwnd indicating the congestion
window size in number of requests or reports. cwnd is then the maximum
number of requests that the collector can send without receiving any report
packet. New requests are only transmitted when the number of expected re-
ports pipe is less than cwnd. TICP adapts cwnd to the observed loss rate of
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reports. It proposes two algorithms to achieve this objective: Slow start and
Congestion Avoidance.

2.2.1 Slow start

The collector starts a collection session by setting cwnd to RS (Request Size,
a protocol parameter) and sending RS request packets. 1 After some time,
reports start to arrive. Some of these reports come on time, others are delayed.
A timely report indicates that the network is not congested and that the
collector can continue increasing its congestion window: cwnd = cwnd + 1.
This yields a doubling of the probing rate for every window size of probes. The
window continues growing in this way until the network becomes congested.
At this point, the collector divides its congestion window by two and enters the
congestion avoidance phase. The protocol comes back to slow start whenever
a severe congestion appears (to be defined later).

2.2.2 Congestion avoidance

This represents the steady state phase of TICP. During this phase, the collector
increases slowly cwnd to probe the network for more capacity. We aim a linear
increase of the congestion window by RS probes every window size of probes.
Thus, upon each timely report, the congestion window is increased by: cwnd =
cwnd + RS

cwnd
. When congestion is detected, cwnd is divided by two and a new

congestion avoidance phase is started.

2.3 Congestion detection mechanism

TICP implements a congestion detection mechanism to compute report loss
rates and to decide whether a report is on time, delayed or lost. This mecha-
nism is based upon a timer TO scheduled at the beginning of the session and
rescheduled every time it expires.

2.3.1 Round-trip time estimator

TICP sets the timer of the mechanism to a conservative estimate of RTT
(Round Trip Time), using the samples of RTT seen so far. The value of the

1 RS (Request Size) is the initial number of requests sent without receiving any
report packet. It is also the step by which the window size increases. Compared to
TCP, this can be seen as the packet size in bytes.
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timer is computed using estimates of the average RTT and of its mean devia-
tion. Let srtt and rttvar be the estimates of the average and the mean deviation
of the RTT. Let rtt be the measured round-trip time when a report arrives.
The collector updates the estimates and the timer (TO) in the following way
:

rttvar = 3
4
.rttvar + 1

4
.|srtt− rtt|

srtt = 7
8
.srtt + 1

8
.rtt

TO = srtt + 4.rttvar

This dynamics and the coefficients it involves are inspired from TCP [8]. The
weights for the estimation of srtt and rttvar are known in TCP to be easy
to calculate and to provide good balance between convergence and precision.
Setting TO to srtt plus four times the rttvar has shown its efficiency in setting
an upper bound on the Round-Trip Time in TCP. Since our estimator has
almost the same target as in TCP, we adopt the same strategy.

2.3.2 Detecting network congestion

TICP computes the report loss ratio over a time window in the past equal to
TO. When the timer is scheduled, the collector saves in the variable torecv the
number of reports to be received before the expiration of the timer. Let recv
be the number of timely reports received between the scheduling of the timer
and its expiration. The collector considers then that torecv−recv reports were
lost in the network. Consequently, it estimates the loss ratio to 1− recv

torecv
.

The network is considered congested if the loss ratio exceeds the Conges-
tion Threshold (CT) and severely congested if the loss ratio exceeds a higher
threshold SCT > CT called the Severe Congestion Threshold. CT and SCT
are two parameters of our protocol. They can be set to some default values,
for example, to 10% for CT and to 90% for SCT. We set them as follows:

CT = min(0.1, RS
cwnd

)
SCT = max(0.9, cwnd−RS

cwnd
)

The minimum and maximum functions in the expressions of CT and SCT
are necessary to ensure that these thresholds do not take unrealistic values
when the congestion window is of small size (close to RS). One can use other
default values than 0.1 and 0.9. Set as above, CT is equal to RS

cwnd
for large

congestion windows, which means that congestion is concluded when more
than RS reports are not received (resp. severe congestion is concluded when
less than RS reports are received in a window). We recall that a report is
not received if it is lost or delayed, or if the corresponding request itself is
lost or delayed. This way we are compliant with TCP, which considers that
the network is congested if at least one packet is lost, and severely congested
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when all packets are lost or delayed (i.e., they arrive after the expiration
of the timer). Note that we are designing TICP so that a packet in TCP is
comparable to RS requests/probes in our context. A TICP session behaves like
this as RS TCP connections running in the same environnement, a parameter
that the administrator can tune to whatever desired value.

2.3.3 Delayed and timely reports

A timely report is a report received before its deadline. The deadline of a report
is given by the timer. A report not received before its deadline is assumed to
be lost. If it arrives later than its deadline, it is considered to be delayed.

Fig. 1. The two types of reports

Fig. 1 explains how the deadline of a report is set. Let startTO be the schedul-
ing time of the timer. Let startprevTO be the previous scheduling time of
the timer. When a report is received, the collector extracts from its header
the timestamp reqtime indicating the time by which the corresponding probe
has been sent. The report is received on time if and only if startprevTO <
reqtime. The report is a delayed one in the opposite case.

3 Clustering of information sources

The congestion control mechanism of TICP described above relies on RTT
estimation for the calculation of the report loss ratio and for the setting of
deadlines to retransmit lost reports. In case sources are probed randomly
and independently of their locations, this estimation is errored because of
the high variability in the RTT process and its low auto-correlation. The
loss ratio and report deadlines are then badly calculated, which impairs the
performance of the collection. In this section, we study the impact of clustering
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information sources on the performance of TICP. First, we detail the reasons
that motivated the addition of the clustering mechanism. Then, we describe
briefly the GNP Internet coordinate system[6] that provides the knowledge of
sources locations and we explain our approach to cluster information sources.
Finally, we validate TICP with clustering by the means of simulations and
real experiments.

3.1 Need for clustering of information sources

Does a random ordering of sources yield a good estimation of RTT for the
next pairs of request/report? The accuracy of this estimation is essential for
the correct functioning of the protocol. An overestimation of RTT results in
a delay in the detection of network congestion; the collector waits more than
necessary for already lost reports. This delay means a waste of time and an
aggravation of network congestion since the probing rate will not be reduced
on time. On the other hand, an underestimation of RTT can cause errors in
the computation of the report loss ratio due to the premature expiration of
the timer. Thus, some reports can be declared lost while they are not. If it
is the case, TICP will reduce unnecessarily the size of the congestion window
(cwnd) which will lengthen unnecessarily the collection session.
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Fig. 2. Estimating RTT with random ordering of sources

To clarify this point, we plot in Fig. 2 a sequence of rtt and srtt for sources
picked randomly from the list of sources without any consideration of topology.
The x-axis shows the probing order. Results are obtained from the simulations
whose setting is to be described later. The figure illustrates how the real value
of the RTT oscillates; it can exceed the estimated average by large values and
go much below it from time to time. This certainly implicates a regression in
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Fig. 3. Estimating RTT with latency-based ordering of sources

the performances of TICP. Our idea is to cluster information sources so as to
probe them from the nearest to the collector to the farthest one. This way, the
RTT in the network varies smoothly and can be estimated more accurately.
Fig. 3 supports this claim. It plots rtt and srtt when sources are ordered based
on their latency to the collector. We can clearly observe how the RTT and the
srtt vary smoothly with a smooth shift that can be easily compensated by the
mean deviation rttvar.

There is another gain from clustering. If the collector probes the sources in a
random order, the request packets and the reports will circulate everywhere in
the network. Hence, the collection traffic will participate to the congestion of
several bottlenecks at the same time. But the collector cannot with one control
adapt the sending rate of probes to network conditions on several paths in
parallel. In case of random ordering, the Internet is viewed by TICP as a sole
bottleneck which is far from reality. TICP should treat the bottlenecks one by
one. The gathering of information sources into clusters and their probing from
the nearest to the collector to the farthest ensures this decoupling of network
bottlenecks and adapts correctly the probing rate to these bottlenecks one
after the other instead of having a joint adaptation.

3.2 Global Network Positioning System (GNP)

To support the clustering mechanism, we need the knowledge of hosts’ loca-
tions. Global Network Positioning (GNP) [6] System is a promising and accu-
rate solution to this problem. It models the Internet as an Euclidean space S
of dimension n. This space has a well-defined coordinate base and a distance
function. An internet host is represented in this space by a point such that

in
ria

-0
03

24
12

1,
 v

er
si

on
 2

 - 
24

 S
ep

 2
00

8



the Round-Trip Time between two hosts can be estimated by computing the
distance between their coordinates. To assign coordinates to hosts, GNP first
computes the coordinates of a small set of well-known hosts called landmarks
based on the measurements of delay between them. The coordinates of land-
marks are then disseminated to any ordinary host willing to compute its own
coordinates. An ordinary host derives its own coordinates based on landmarks
coordinates and the measurements of delay between itself and the landmarks.
We suppose these coordinates are available to the TICP collector in the way
the IP addresses of hosts and their names are. Finally, coordinates are meant
to form a part of the ID of a machine in the Internet helping to localize it.
The way to get this information is out of scope of TICP. One can do it using
an additional channel as the DNS or other at a frequency much lower than
the frequency of collecting information.

3.3 The clustering approach

A cluster is a set of hosts located in the same neighbourhood such that the
latency to reach a host in the same cluster is generally shorter than the latency
to reach a host not belonging to it. If the cluster is well chosen, its hosts
very likely meet the same network conditions when they communicate with
the collector and their traffic cross the same network bottleneck. This is the
basic idea behind our solution to remove (even partially) the bias caused by
random probing in TICP. To locate information sources in the Internet, we
use GNP as described above. We model the Internet as a two-dimensional
Euclidean space. The collector and sources participate to GNP as ordinary
hosts in addition to some well-defined landmarks. An information source S
has a couple of coordinates (xS, yS). The collector’s coordinates are (xco, yco).

We define a cluster as being a set of information sources whose representing
GNP points are located in a square area. The side length of the square is
denoted by a, which is a parameter of the protocol. The central cluster is the
square whose centre is the point representing the collector.

A cluster is completely defined by a couple of coordinates (X,Y) being integer
values. These coordinates are those of the centre of the corresponding square
relatively to the collector coordinates and then normalized by a. An informa-
tion source S whose coordinates are S(xS, yS) belongs to the cluster (X,Y)
given by:

• X = round(xS−xco

a
)

• Y = round(yS−yco

a
)

TICP probes information sources from the nearest to the collector to the
farthest one. This is supposed to smooth traffic transitions between network
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bottlenecks while maximizing the volume of collected information at the begin-
ning of the session. The collector begins with the central cluster and traverses
the other clusters following a spiral trajectory. Fig. 4 illustrates this trajec-
tory. One can with a simple procedure, find the coordinates of the next cluster
during the collection knowing the coordinates of the current cluster.

Fig. 4. Order of probing information sources

3.4 Performance evaluation

To assess the impact of clustering sources on the performance of TICP, we
run simulations in ns-2 [7] over realistic network topologies as well as real
experiments on the PlanetLab testbed using our C++ implementation of the
protocol. We are particularly interested in the evaluation of the collection ses-
sion duration and in the understanding of the impact of the different protocol
parameters.

3.4.1 Simulations results

We discuss here the results of our simulations. These simulations are run in ns-
2 [7] after the implementation of both TICP and GNP. We generate realistic
network topologies for simulations using the GT-ITM tool (Georgia Tech-
Internet Topology Modeling) [11]. We choose to work on transit-stub (TS)
topologies due to their ability to capture the complexity and the hierarchical
structure of the real Internet. TS topologies model the Internet using a 2-level
hierarchy of routing domains with transit domains interconnecting lower level
stub domains. We assign latencies of 35ms for intra-transit domain links, 10
ms for stub-transit links and 5ms for intra-stub domain links. Fig. 5 shows an
example of a TS topology. The size of each topology realization is depicted by
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Fig. 5. Transit-stub network topology

the parameter values in Table 1. In each simulation we generate a TS topology
and we choose randomly 500 sources of information and a collector among the
nodes composing the topology. The parameters of TICP are set as in Table 2.
In particular, probe packets are of size 100 bytes and reports can fit in packets
of 1500 bytes. With these values, congestion appears on the return path from
sources to collector. As for the cluster size a, we set its value to 50 ms as
our simulations indicate that this value leads to the best results over our TS
topologies. Later in the paper, we change the value of a and we study how this
impacts the collection session. Routing tables are calculated at the beginning
of simulations to provide shortest paths in terms of number of hops. These
tables are used to carry probes and reports in unicast between the collector
and the information sources. In contrary to [3] and to make our evaluation of
TICP more realistic, multicast routing is disabled in routers.

Table 1
Transit-stub topology parameters

Parameter Signification Scenario
T Number of transit domains 5
Nt Average Number of nodes / transit domain 7
K Number of stub domains / transit node 8
Ns Average number of nodes / stub domain 7

We compare between the both versions of TICP with and without cluster-
ing of information sources. The comparison criterion is the collection session
duration. Fig. 6 shows this duration for several simulations of TICP without
clustering. In each simulation, the order of sources in the list of the collector is
different, that is why we obtain each time a different duration for the collection
session. For TICP with clustering, the result is the same since the topology
does not change, and so the ranking of the sources is the same defined by
their coordinates. TICP with clustering finds the good ranking of information
sources and guarantees the shortest collection session duration. We save on
average 30% of time by moving from TICP without clustering to TICP with
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Table 2
TICP parameters

Parameter Value
RS 10

probe size 100 B
report size 1500 B

a 50 ms

clustering.
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Fig. 6. Collection session duration for different ordering of sources

To evaluate the optimality of TICP, we implement in ns-2 an information col-
lection protocol having a constant window size. For each window size, we run
10 simulations and we record the minimum of the collection session duration
over them in order to identify the best combination. Figure 7 plots three curves
in the same space. The x-axis represents cwnd, the size of the congestion win-
dow for the constant congestion window protocol. The y-axis represents the
collection session duration (in seconds) for the constant window protocol. This
is the curve having a parabolic convex shape. For small congestion window
sizes, the collection session is long because we have a low probing rate. For
large window sizes, the network is congested which lengthens the collection
session. As for the two horizontal lines, they represent the session duration
obtained by TICP and are only drawn for comparison. TICP adapts dynami-
cally cwnd to network conditions. The role of TICP is to find in a dichotomic
way the right congestion window size that minimizes the collection session
duration. This proves the out-performance of an adaptive solution compared
to a non adaptive one. We notice in the figure how TICP with clustering man-
ages to reach the optimum unlike TICP without clustering which yields longer
durations.

Then, we vary the cluster size and we study its impact on the collection
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Fig. 7. Optimality of the protocol

session duration. Taking a very large a is equivalent to TICP without clustering
since sources will be probed independently of their locations within the large
cluster. Taking a very small results in clusters empty or with few number
of sources. This is not efficient since there will be no clustering of sources
behind common bottlenecks. So, there should be some average a that provides
the best performance. Fig. 8 validates this intuition where we can see that
over the network topologies we simulate in this work, a value of a around
50ms is optimal. Each point of the curve in the figure is the average over 5
simulation runs on different network topology realizations, all satisfying the
characteristics in Table 1. The number of sources is taken equal to 500.
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Fig. 8. Impact of a on collection session duration

Fig. 9 studies how the number of sources impacts the choice of optimal a. We
can clearly see that the optimal cluster size decreases when the number of
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sources increases. Compared to the value used above, the optimal a is equal
to 85ms for 300 sources and to 45ms for 700 sources. Indeed, for small number
of sources, one needs to increase a to group more sources behind the same
bottleneck together. At the opposite, for more sources, one needs to decrease
a so that the collector can better probe them depending on their locations.
But, if we continue increasing the number of sources, the optimal a will sta-
bilize and become equal to some minimum value dependent of the topology.
As mentioned above, a cluster is in somehow the set of sources located behind
the same bottleneck. Thus, increasing the number of sources (distributed uni-
formly in space) does not increase the number of bottlenecks in the network.
Once we reach the maximum number of bottlenecks, the optimal size of the
cluster will become constant. One can safely use this value for applications col-
lecting data from a very large number of sources. We suggest that in practice,
one starts by calculating this value by running multiple collection sessions,
then adapts it as a function of the measured session duration to account for
any change in the underlying network topology.
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Fig. 9. Optimal a as a function of the number of sources

3.4.2 Experimental results

We implement TICP with clustering in C++ and run real experiments on
the PlanetLab testbed [9]. We use one node from those available in our Plan-
etLab slice as collector and the other nodes as information sources. These
experiments on PlanetLab aim to study the efficiency of deploying TICP in
the Internet and to validate the simulation results already obtained. We run
successfully all scenarios described in our simulations. For lack of space, we
include two samples of our results. Fig. 10 plots the collection session dura-
tion as a function of the number of sources for the optimal cluster size, a small
cluster size (100 ms) and a big cluster size (1000 ms); and Fig. 11 plots the
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optimal cluster size as a function of the number of sources.
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Fig. 10. Collection session duration as a function of number of sources in PlanetLab
experiments
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Fig. 11. Optimal cluster size as a function of the number of sources in PlanetLab
experiments

Both figures show that experimental results have the same shape compared to
simulation ones but clearly different values of the optimums. This is because
the real Internet topology is different from the topologies used in our simula-
tions. The main observation we can make from Fig. 10 is that the collection
session duration grows almost linearly with the number of sources which means
that TICP scales well in practice. Since the large cluster curve corresponds al-
most to the no clustering case, one can notice that there is an important gain
when using TICP with clustering. Moreover, the small cluster curve shows
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that having a few number of sources in each cluster is suboptimal. As for Fig.
11, it gives an idea on how to choose the cluster size when collecting informa-
tion in the real Internet. It seems that clusters of 100ms side length lead to
the best performances for a large number of Internet sources.

4 Collecting several packets of data from each source

The first version of TICP [3] supposes that each information source has a
small amount of data to send to the collector that can fit in one packet. This
is a strong assumption that needs to be relaxed. Some sources might possess
more than one packet when the session is initiated, or generate data later
during the collection session. In this section, we present our extension to TICP
that allows collecting informational reports of several packets. We explain first
the new functionalities added to TICP. We then study the scalability of the
new version through simulations. Finally, we compare TICP to a collection
application based on parallel TCP connections while varying the number of
TCP connections.

This extension is far from being an easy task. First, it requires sequence num-
bers to detect the lost reports from each information source and to ask for
retransmissions. Second, it requires parallel collection from each information
source when possible to better utilize the network resources. Lastly, it should
adapt to the case when information is generated by the sources during the
collection session. As to be described later, our extension handles all these
issues in an efficient way.

4.1 Behaviour of information sources

An information source subdivides data into packets of equal sizes. Each packet
has a unique sequence number SEQ. When the collector probes an information
source for packet number N, the source sends back the data packet having SEQ
equal to N. In general, the role of sources is simple as before and consists in
answering the requests for packets sent by the collector.

An information source does not necessarily know the number of packets to
send to the collector at the beginning of the session. We want to account
for the scenario when data is continuously generated during the collection
session. To indicate to the collector that the current packet is the last one, an
information source sets a field MORE in this packet to 0. When MORE is set
to 1, the collector understands that the source has more packets to send and
that it should keep probing it for more packets.
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4.2 Behaviour of the collector

The collector probes sources in the order given by the clustering mechanism.
The sending rate of probes respects the congestion window size as before.

In the first round, the collector probes all sources asking them to send their
first packet. To make this possible, we add to the request packet a field RSEQ
indicating the sequence number of the requested packet. In the second round,
the collector discovers that some packets requested during the first round have
arrived to the collector while others have been delayed or lost. The probing
scheme consists in asking a source which has correctly sent her first packet to
send its second one and to ask a source whose first packet has been declared lost
to retransmit it. As for sources whose first packet has not yet arrived (their
deadlines have not expired), an efficient solution is to ask for their second
packet, of course if the congestion window allows and if the field MORE has
not been set to 0 for these sources. By behaving in this way, TICP is able
to anticipate the arrival of packets and fill the congestion window which is
necessary for an efficient utilization of network resources. This behavior is
generalized to the following rounds.

To implement this behavior, we introduce the following structure at the col-
lector that contains all required information about the sources during the
collection:

SOURCES LIST = {SOURCE}
SOURCE = [ORDER, ID SRC, MORE, REQUESTS, RECEIVED PACKETS]
REQUESTS = [LAST SENT REQUEST, REQUESTS LIST]
RECEIVED PACKETS = [LAST RECEIVED PACKET, PACKET NUMBERS LIST]
REQUESTS LIST = {REQUEST}
PACKET NUMBERS LIST = {SEQ}
REQUEST = [RSEQ, DEADLINE]

When it is the turn of an information source, the collector checks the MORE
field of the object SOURCE corresponding to this source. If MORE equals 0,
then the collector jumps over this source and treats the next source in the
list. If all sources have the MORE field equal to 0, the collector announces
the end of the collection session. In the case when the MORE field of a source
is still equal to 1, the collector first seeks in the list of sent requests related
to this source (REQUESTS LIST) a request packet whose deadline has been
reached. We recall that the deadline of a request/data packet is reached when
the corresponding request has been transmitted before startprevTO, the time
at which the previous timer has been scheduled (see Section 2). If such re-
quest is found, the collector considers that the corresponding report is lost,
cancels this request, retransmits it and jumps to the next source in the list. If
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REQUESTS LIST is empty or the collector has not found any request whose
deadline has been reached, it sends a request packet having RSEQ equal to
LAST SENT REQUEST + 1. This means that it anticipates requesting the
next packet and gives more time to delayed packets to arrive at the collector.

At the beginning of the session, LAST SENT REQUEST is set to 0. Any newly
sent request must be added to REQUESTS LIST and LAST SENT REQUEST
must be incremented. In the case of a retransmitted request, a request packet
having the same RSEQ is sent and the transmission time is set equal to the
current time. The attribute LAST SENT REQUEST does not change in this
case. When the collector receives a data packet, it updates cwnd and pipe
as described earlier (see Section 2), then it deletes the corresponding request
from REQUESTS LIST.

4.3 Scalability of the new version of TICP

We want to test the scalability and the efficiency of this new version of TICP
when the number of packets per source and the number of sources grow. For
this, we run simulations in ns-2 on the same network topology used to validate
the clustering approach. The sizes of a request packet and a data packet are
respectively taken equal to 100 bytes and 1000 bytes. We fix the number of
sources and study the impact of changing the number of packets per source on
the performance of TICP. Fig. 12 plots the evolution of the collection session
duration as a function of the number of packets per source for three values
of the number of sources N1=50, N2=100, N3=150. We observe that for a
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Fig. 12. Impact of the number of packets per source

given number of sources, the collection session duration varies linearly with
the number of sources. When the number of sources increases, the slope of the
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graph remains constant. This evolution proves the scalability of TICP when
the number of packets per source increases. One can interpret this behavior
by the fact that the network is seen by TICP as a set of bottlenecks. The
collection session duration is the sum of the collection times over the different
bottlenecks. We know that the collection time of lets say S bytes of data over
a bottleneck having B bps as available bandwidth, is almost linear with S
and equal to S

B
. When adding packets in sources, it is as if we are increasing

linearly the number of packets to collect over each bottleneck, which results
in this linear behaviour.

4.4 Comparison with a collection application using parallel TCP connections

The intuitive question that one would ask at this level is how TICP compares
to a collection application using regular TCP to collect data from sources
(one TCP connection per source). As we are in the context of relatively small
number of packets from each data source, the TCP connections will be short-
lived connections, and hence, TICP will provide better performances for the
simple reason that it avoids the three-way handshaking and the slow start
phases of the individual TCP connections. Note that for very large amounts
of data per source, TICP works as well but its gain compared to the use of
TCP is not guaranteed. It is still has the advantage of doing the collection in
one session for all sources without the need to establish and schedule a large
number of TCP connections.

We compare here TICP to a collection application using parallel TCP connec-
tions to gather packets from sources. One TCP connection is opened between
the collector and each source to retrieve its information. The collection ap-
plication using TCP limits the number of parallel connections to lets say m
connections. When one connection ends, another connection is established
with another source and this continues until all data is retrieved. The main
challenge here is to well choose the number of parallel TCP connections that
minimizes the collection session duration. Several works have studied the prob-
lem of how many parallel TCP connections one needs to open to get the best
performances. All agree on that only few connections need to be established
in parallel. [1] shows through emulations that for a large number of connec-
tions, the network becomes congested and the throughput deteriorates. On
the other hand, for m very small, one does not use completely the available
bandwidth and so the throughput of reception is not the best. [1] observes that
the throughput reaches its maximum for a number of connections between 6
and 8.

Having this in mind, we design the collection application based on parallel
TCP as follows. The application begins by opening m connections from the
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collector to the first m sources in the list. When a connection finishes retrieving
packets from the source to which it connects, another connection is opened
with the next available source in the list. The application continues in this
way until reaching the last source in the list. We believe this should provide a
fair comparison with between TCP and TICP.
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Fig. 13. Parallel TCP connections vs. TICP

We implement this parallel TCP based collection application in ns-2 and we
generate topologies similar to those used earlier in this paper. We choose
500 sources and a collector randomly among the nodes of the topology. Each
information source is supposed to have 200 packets of 1000 bytes each to send
to the collector. First, we run TICP under this configuration. Then, we run
the collection application for different values of the number of parallel TCP
connections m. Fig. 13 plots two curves in the same space. The first curve
is for the TCP based collection application and the second one is for TICP
and is present only for comparison. In the figure, the x-axis represents the
number of parallel TCP connections (m) for the collection application using
TCP. The y-axis represents the collection session duration. As TICP opens
one connection to all sources, the duration of its session is independent of the
value of m on the x-axis. As expected, we can see that a small number of
parallel TCP connections gives the optimal collection session duration. But
surprisingly, the figure also shows that the collection session duration for TICP
is shorter than the collection session duration for any number of parallel short-
lived TCP connections. This proves the efficiency and the importance of TICP
for the collection of several packets of data from a large number of sources.
We interpret this result by the fact that in case of TCP, at least one slow start
phase is needed by each connection, which wastes network bandwidth. In case
of TICP, these slow starts are avoided since the collection is done in parallel
from all sources with only one congestion window. The other explanation is
that TICP collects data in parallel from all sources, which allows an efficient
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utilization of network resources. In case of parallel TCP, we are obliged to open
connections with a limited number of sources and collect from them entirely
before moving to other sources. This is suboptimal since only few bottlenecks
are utilized while others are not.
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Fig. 14. Impact of the number of packets per source

To study the impact of the number of packets on the performance of both
TICP and parallel TCP connections, we do further simulations varying the
number of packets per source. For the TCP-based collection, we consider the
two cases of 5 and 50 connections. Figure 14 plots on a log-log scale the collec-
tion session duration as a function of the number of packets for TICP, TCP-5
connections and TCP-50 connections. As expected, this figure shows the out-
performance of TICP when the number of packets to collect is relatively small
(from 1 to 500 packets here). We can notice a gain of one order of magnitude
due to avoiding the slow starts phases of the individual TCP connections. For
large files however, the gain reduces and both TICP and parallel TCP perform
equally well. This is because large files are able to bring the individual TCP
connections to their stationary regimes, hence reducing the gain introduced
by the traffic multiplexing in TICP. For small files this stationary regime is
barely reached making the slow start phases dominant and network ressources
under utilized if TICP multiplexing across sources is not used.

5 Parallelizing the collection using proxy collectors

Even though TICP has been shown to be efficient, its performances are still
limited by the fact that there is only one collector that probes sources dis-
tributed worldwide. In this section, we study the impact of delegating infor-
mation collection to a set of proxy collectors. The goal of this delegation is

in
ria

-0
03

24
12

1,
 v

er
si

on
 2

 - 
24

 S
ep

 2
00

8



to decrease the collection session duration. Proxy collectors are specific well-
dimensioned machines responsible of collecting packets from sources in their
neighborhood. We assume the more general scenario where proxy collectors
are sources of information themselves. The main collector in its turn is respon-
sible of the global collection by gathering packets from proxy collectors. First,
we present the method we use to choose the proxy collectors among informa-
tion sources. Then, we explain how we extend TICP to support delegation.
Finally, we discuss the simulation results.

Note that in some cases the delegation of collection can influence the collected
data itself. This can be seen for example when part of the collected information
is related to the characteristics of the path between the collector and the source
of information as the delay and the bandwidth. The delegation in this case
should be done with further attention and its impact on the data itself is
to be studied carefully before deploying proxies. These specific cases are out
of the scope of this work. We only deal here with the network load and we
suppose that the collected information is the same whether it is probed from
machine A or machine B. Our optimization only aims to reduce TICP traffic
and fastens the collection while collecting the entire data. The specific cases
where the data to collect is function of the way the collection is done is an
important problem to consider but is somehow application specific, so to stay
general we leave it for a future research.

5.1 Choice of proxy collectors

The idea is to choose p proxy collectors among the sources in a way to minimize
the sum of the latencies from each source to its closet proxy collector. This
way we minimize the length of network paths crossed by probes and reports.
The choice of proxy collectors is a particular instance of the well-known p-
median problem. The p-median problem is defined as follows. Given a set F of
l potential facilities, a set U of n users, a distance function d: U x F-> R, and a
constant p ≤ l, determine which p facilities to open so as to minimize the sum
of the distances from each user to its closest open facility. This is a well-known
NP-hard problem. In our case, the set of information sources represents the
facilities as well as the users. The distance function is the Euclidean distance
computed using sources’ coordinates given by GNP.

To solve this problem, we use the hybrid heuristic proposed in [10]. It is a
multi-start iterative method where each iteration consists of a randomized
greedy construction of a solution, which is then submitted to local search.
A pool of best solutions found in iterations is kept. In each iteration, the
solution found with local search is combined with one of elite solutions. After
all iterations, there is a post-optimization phase in which elite solutions are
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combined with each other. This method gives good solutions in short running
time.

5.2 TICP with collection delegation

Three types of actors take part of a TICP session with collection delegation:
the main collector, the p proxy collectors and the n-p ordinary information
sources. n is the total number of sources. A collection session starts with
choosing p information sources as proxy collectors using the above heuristic.
Then, the main collector runs a TICP session between itself and the proxy
collectors. In its first probe packets to a proxy collector, the main collector
sends the identifiers of ordinary sources that are under the responsibility of
this proxy collector. Once a proxy collector receives the list of sources for
which it is responsible, it updates its data structure to begin immediately a
local TICP collection session. During this local session, it plays the role of a
regular TICP collector towards ordinary sources in its charge. This behavior
is described with details in Section 4.

Now from the point of view of the main collector, a proxy collector behaves
like an information source. It considers the packets issued by ordinary sources
under its responsibility as its own packets. First, it starts by sending its own
packets to the collector. Then, it sends the packets of ordinary sources in the
order of their arrivals. It may happen that the main collector asks the proxy
collector to send a new packet and that the proxy collector is waiting for
new packets to arrive from ordinary sources. In this case, the proxy collector
replies with a persistency packet instead of the requested packet to tell the
main collector that it has nothing to send right now but that more packets will
come later. We add this persistency packet in order for the main collector not
to consider the absence of a response as an indication of network congestion.
Such a persistency packet has the same sequence number as the requested
packet but with a MORE field set to 2.

We run simulations in ns-2 over network topologies described in Section 3 in
order to evaluate the gain obtained when delegating the collection. We vary
the number of proxy collectors and we compute for each number, the average
duration of the collection session over several simulations. Fig. 15 plots the
results for 500 randomly distributed sources, with the x-axis showing the num-
ber of proxy collectors. We can clearly observe in the figure an improvement
in the performances of TICP when we delegate to the first proxies, then a
deterioration in the performances as long as we add more proxies. There is an
optimal number of delegated proxies that leads to the shortest session (a gain
by two in our settings). Indeed, for a small number of proxy collectors, there
is a waste of time and resources since the proxy collectors are in charge of
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many sources and so are overwhelmed and not able to answer in real time the
probes of the main collector. If we continue increasing the number of proxies,
TICP will be able to collect with a high speed from the proxy collectors who
themselves are collecting at high speed from the ordinary sources, which ex-
plain the best performances. Further increase in the number of proxy collectors
lengthens the collection session since the main collector becomes in charge of
many proxy collectors which prohibits it from collecting from them at high
speed. For the extreme case where the number of proxy collectors is equal
to the total number of sources, the proxy collectors have no ordinary sources
in their responsibilities, so the collection operation is similar to an ordinary
TICP collector gathering data from all sources. Generally speaking, delegating
to everyone is equivalent to not delegating at all. The collect session duration
for 500 proxy collectors (the point on the very right hand side of the figure)
is equal to that for zero proxy collector (the point on the very left hand side
of the figure).
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Fig. 15. TICP with delegation for 500 sources

Given the presence of an optimal value for the number of delegated proxies,
we want to check how this optimal value varies with the number of ordinary
sources. For this, we vary the number of sources and record the number of
proxy collectors giving the minimal collection session duration. The results
are average over several simulations and are plotted in Fig. 17. We can see
that when the number of sources is less than some threshold (140 in our set-
tings), it is better to delegate to all sources (or equivalently not to delegate
at all).This observation is illustrated in Fig. 16 where we plot the collection
session duration as a function of the number of proxies for 100 sources ran-
domly distributed in the network. As the number of sources is less than the
threshold, the performance keeps improving by adding more proxy collectors.
In this case, the population is small and one TICP session is able to do a good
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job. For a number of sources larger than the threshold, we notice that the
optimal number of proxy collectors to consider is almost constant equal to the
threshold (140 in our settings). Our interpretation for this behavior is that
there is a maximum capacity for the network that can be achieved by some
delegation and any further increase of sources beyond this delegation will be
equivalent to adding more data per sources and so will not impact the number
of delegated proxies. This maximum number of delegated proxies to be used
is topology dependent. Our future research will focus on its calculation for
different scenarios.
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Fig. 16. TICP with delegation for 100 sources
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6 Related work

There is actually no general stand-alone transport solution to collect infor-
mation from a large number of network entities on an end-to-end basis while
providing congestion and error control. Most if not all existing solutions are
application specific that do not answer all the questions we rise in this work.
Some solutions provide partial collection because the applications don’t need
it, others require the collaboration of intermediate nodes and routers and so
are not general, and there are some solutions close to ours but use simple
congestion control as periodic or exponential probing at a low rate in order
not to congest the network.

TCP is a protocol to collect one file from one machine. Ensemble-TCP [20] and
HTTP 1.1 [21] are two protocols to collect many files from one machine using
one single TCP connection. SNMP [15] and measurement infrastructures as
Skitter [17] implement periodic and exponential probing at a low rate to collect
information from routers and to probe machines for the purpose of delay and
topology measurements. When it comes to data disseminated through the
Internet, there is no clear solution to achieve this collection on an end-to-
end basis. Though some protocols like Concast [14] use the principle of active
networks to program routers so that they can participate to the collection.

There has been some effort in the literature to develop collection solutions
for reliable multicast applications. Indeed, in reliable multicast, sources that
did not receive a packet need to send a NACK asking the collector for a
retransmission of this packet (we keep the terms collector and sources even
though the collector in this context is transmitting data and the sources are
listening). Sending many NACKs may cause congestion in the network or at
the collector. The problem is called NACK implosion and several solutions
have been proposed in the literature to collect these NACKs while avoiding
congestion. The difference from our context is that the NACK information can
be safely filtered; there is no need that a host sends a NACK if another host has
already sent a NACK for the same packet. Thus, it was proposed to aggregate
NACKs either along a tree that connects all sources or using multicast itself.
In [12], it is proposed that leaf sources send their NACKs to a parent source
(called designated receiver), which aggregates this information and sends it to
its parent until it reaches the collector. In [13,16], a source waits for a random
time before sending a NACK, and listens at the same time if another source
has sent a NACK for the same packet. If so, the former source cancels its
request, otherwise it sends it when the timer expires. Another approach for
NACK aggregation is to use the principle of active networks to program nodes
of a multicast tree as advocated by [14].

The reliable collection of information has also its application in sensor net-
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works. Sensors are sources of information that wake up generally when an
event happens and send information about this event to some collecting point
called the sink. Some protocols exist in the literature for a reliable collection,
e.g., [18], [19]. These protocols agree on that end-to-end transport solutions
lead to poor performance in this case given the noisy nature of wireless links
connecting the sensors, and the absence of permanent routes caused by the
intermittent wake up of sensors and their limited lifetime. Per-hop transport
protocols have been advocated for sensor networks. The information is pro-
posed to be reliably sent from one sensor to another until it reaches the sink,
with retransmissions done on a hop-per-hop basis. Clearly, such solutions are
not optimal in the wired Internet where permanent routes exist and are pro-
vided by the IP protocol. Moreover, the round-trip time in the Internet is
usually in the order of hundreds of milliseconds and links are of good quality.
All this make an end-to-end solution the most appropriate for the Internet,
which is what TICP provides.

7 Conclusions and perspectives

TICP is a transport protocol to collect information from a large number of
network entities. It aims to control the congestion of the network and to min-
imize the collection session duration. This work explains and validates three
main components of TICP. First, to ensure a smooth variation of the conges-
tion control parameters, we add to TICP a mechanism to cluster information
sources. Simulation and experimental results show that this mechanism ame-
liorates the performance by reducing the loss ratio of reports, and therefore
shortens the collection sessions. Second, we extend the protocol to support
collecting several packets of data from each source. We prove by simulations
that our approach is scalable and that TICP performs better than a collection
application using parallel TCP connections. Lastly, we enhance the collection
further by delegating it to some intermediate nodes called proxy collectors. We
modify TICP to support this delegation and to choose optimally the proxy
machines. The simulations showed that for a well-chosen number of proxy col-
lectors, TICP is able to collect faster data from sources. The optimal number
of proxies to be used seems to be topology dependent and not function of the
number of sources of information.

Our future research will be about the experimental evaluation of TICP in
the cases of several packets of data per source and delegated proxies. We
are also working towards the integration of TICP in Internet measurement
infrastructures for the purpose of controlling the rate of probing packets and
for the collection of passive measurements carried out at different links inside
the network.
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