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e Emission of requests, with modifiable security levels in the data
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2.- Support concepts:

e Elementary flows of information
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A request transmission action is considered secure iff:

1. Data is "released” to an authorized target, AND

2. Either:

e [he data has a higher level than the sender

e If data has a lower level than the sender (i.e. a
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e The data is a future reference
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A reply transmission action is considered secure iff:

1. The data contained in the reply r (hence of level \3)
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Secure ASP reduction rules

~ fresh activity J & dom(o) o ={/ — AO(H)} :: o
O = Copy(bllao-) (aa’%Nw(’YaA’Y)> cT

(SecNEWACT)
o [R[Activer (1", m)lioses Fy B f] || P —
ARV o505 Fs Ry f] || v [ my () 050505050 || P
L 1" a—(
oa(t) = AO(B) L' & dom(og) f; new future
Ly & dom(oq) 0’5 = Copy&Merge(oa,t ; o3, !
op = {5 — fUt(ffé—)ﬂ)} toa  (a,8,Rga_p(oalt’), \in)) € T (SecREQUEST)

X, A
aAO‘[R[a.mj(L/ m)]5‘7a3ba3Fa§Ra§>\fa] | B ﬁ[aﬁ;U,B;bﬁ;Fﬁ;R,&f,B] | P —
o [R[s]; 0li tas Fa; Ras fol | B78[ag; ol; o5 Fas R« [my; s £27715 £5] || P

oa(l) = fut(f?_”a) Fﬁ(f;y_)ﬂ) =Lf
a& = Copy&Merge(aﬁ, Lf 3 O, L) (8, a, Rpﬁ—mz(o-ﬂ([’f))) cT

N \ (SecREPLY)
a™a; oa; tas Fas Ras fol || B B[amO'B;Lﬁ;Fﬁ;Rﬁ;fﬁ] | P —
o [an; 0%; ta; Fai Ra; fal || 88(ag; og;1g; Fg; Rg; f5] || P
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Secure ASP reduction rules

~ fresh activity J & dom(o) o ={/ — AO(H)} :: o
O = COpy(L”,O') (O‘a’%Nw(’Ya)"Y)> cT

\ \ (SecNEWACT)
a’[R[Active “(b”,m&')];a;b;F;R; 1l P —
ARV o505 Fs Ry f] || v [ my () 050505050 || P
L 1" a—(
oa(t) = AO(B) L' & dom(og) f; new future
Ly & dom(oq) O"B = Copy&Merge(oa,t ; 73, !
op = {1y — fUt(ffé—)ﬂ)} toa  (a,8,Rga_p(oalt’), \in)) € T (SecREQUEST)

X, A
aAO‘[R[a.mj(L/ m)]5‘7a3ba3Fa§Ra§>\fa] | B ﬁ[aﬁ;gﬁ;bﬁ;Fﬁ;R,B;f,B] | P —
o [R[s]; 0li tas Fa; Ras fol | B78[ag; ol; o5 Fas R« [my; s £27715 £5] || P

oa(l) = fut(f?_”a) Fﬁ(f;y_)ﬂ) =Lf
a& = Copy&Merge(aB, Lf 3 O, L) (8, a, Rpﬂ—m(aﬁ(’/f))) cT

N \ (SecREPLY)
a™a; oa; tas Fas Ras fol || B ﬁ[amOﬁ;Lﬁ;Fﬁ;Rﬁ;Jcﬁ] | P —
o [an; 0%; ta; Fai Ra; fal || 88(ag; og;1g; Fg; Rg; f5] || P

Parallel configurations are now of the form:
P, Q = a*(a;o50 F3 Ry f] || 82[--] |
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e The concept elementary flow of information is based
on the "release” or transmission of information from
an activity

e Hence, it is derived the secure information flow
notion:

(e, B, Raaep(0(!), Ain)) € T (8, @, Rpg—a(0a(y)) € T
Secpy(a, B) Secpy(B, o)

(o, v, Nw(v,\y)) € T

Secpp(a, )

The syntax Secpp(a, ) means there is a secure flow
(Secy), with no other intermediate activities (),
happening between activities a and (3
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The Secure Path for Information Flow

A flow of information is composed of several elementary flows
happening in a sequential order

A flow-path (fp) is produced when intermediate activities are
present in between the communication of two given activities
(i.e. the end points)

Formally, the secure path for information flow is:

SGCQOfpl(Ck,W/) Sec@fm(% ﬁ)

Seco ppy ~.fpa (@, B)

There is a secure information flow from end-to-end on any flow
path when:

Secp,..y, (a, ) <=
Secpp(a,y1) N Secpg(y1,7v2) A+ A Secpg(Tn, B)
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