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• Parallel configurations are then of the form: P,Q ::= α [a; σ; ι; F ; R; f ] ‖ β [· · · ] ‖ · · ·
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ASP parallel reduction rules

(a, σ) →S (a′, σ′) →S does not clone a future

α[a; σ; ι; F ; R; f ] ‖ P −→ α[a′; σ′; ι; F ; R; f ] ‖ P
(local)

γ fresh activity ι′ 6∈ dom(σ) σ′ = {ι′ 7→ AO(γ)} :: σ σγ = copy(ι′′, σ)

α[R[Active(ι′′, mj)]; σ; ι; F ; R; f ] ‖ P −→ α[R[ι′]; σ′; ι; F ; R; f ] ‖ γ[ι′′.mj(); σγ; ι′′; ∅; ∅; ∅] ‖ P
(newact)

σα(ι) = AO(β) ι′′ 6∈ dom(σβ) f
α→β
i new future ιf 6∈ dom(σα)

σ′β = Copy&Merge(σα, ι′ ; σβ, ι′′) σ′α = {ιf 7→ fut(f
α→β
i )} :: σα

α[R[ι.mj(ι
′)]; σα; ια; Fα; Rα; fα] ‖ β[aβ; σβ; ιβ; Fβ; Rβ; fβ] ‖ P −→

α[R[ιf ]; σ′α; ια; Fα; Rα; fα] ‖ β[aβ; σ′β; ιβ; Fβ; Rβ :: [mj; ι′′; f
α→β
i ]; fβ] ‖ P

(request)

R = R′ :: [mj; ιr; f ′] :: R′′ mj ∈ M ∀m ∈ M, m /∈ R′

α[R[Serve(M)]; σ; ι; F ; R; f ] ‖ P −→ α[ι.mj(ιr) ⇑ f,R[[]]; σ; ι; F ; R′ :: R′′; f ′] ‖ P
(serve)

ι′ 6∈ dom(σ) F ′ = F :: {f 7→ ι′} σ′ = Copy&Merge(σ, ι ; σ, ι′)

α[ι ⇑ f ′, a; σ; ι; F ; R; f ] ‖ P −→ α[a; σ′; ι; F ′; R; f ′] ‖ P
(endservice)

σα(ι) = fut(f
γ→β
i ) Fβ(f

γ→β
i ) = ιf σ′α = Copy&Merge(σβ, ιf ; σα, ι)

α[aα; σα; ια; Fα; Rα; fα] ‖ β[aβ; σβ; ιβ; Fβ; Rβ; fβ] ‖ P −→
α[aα; σ′α; ια; Fα; Rα; fα] ‖ β[aβ; σβ; ιβ; Fβ; Rβ; fβ] ‖ P

(reply)
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Reduction rules: 1) New Activity
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Reduction rules: 2) Request

σα(ι) =AO(β)

fα→β
i new future ιf 6∈ dom(σα) {ιf 7→ fut(fα→β

i )} :: σα = σ′
α

α[R[ι.mj(ι
′)]; σα; ια; Fα; Rα; fα] ‖ β[aβ; σβ; ιβ; Fβ; Rβ; fβ] ‖ P −→

α[R[ιf ]; σ′
α; ια; Fα; Rα; fα] ‖ β[aβ; σ′

β; ιβ; Fβ; Rβ :: [mj; ι′′; fα→β
i ]; fβ] ‖ P

σβ

i.m  ( i’ )j
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Reduction rules: 3) Reply
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Nw(γ, λγ) is a modified NEWACT
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• Creation (and migration) of new activities are secure

• Emission of requests, with modifiable security levels in the data
sent, are secure

• Emission of replies are secure

2.- Support concepts:

• Elementary flows of information

• Flow-paths

3.- Results:

Confidentiality, from end-to-end in a flow-path, is guaranteed
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A new activity action is considered secure iff:

1. The new activity has a higher security level compared

to its creator

2. or, in case the new activity has a lower security (i.e. a

downgrade), the creation action must be explicitly

allowed

Special case: Migration of an existing activity

PhD Defense - jump to start 19



Secure Request Transmission

Agenda

• Introduction

• Context

• Objectives

• Mechanisms

• ASP Security
Model

• Implementation

• Conclusions

PhD Defense - jump to start 20



Secure Request Transmission

Agenda

• Introduction

• Context

• Objectives

• Mechanisms

• ASP Security
Model

• Implementation

• Conclusions

∀α, β ∈ S

PhD Defense - jump to start 20



Secure Request Transmission

Agenda

• Introduction

• Context

• Objectives

• Mechanisms

• ASP Security
Model

• Implementation

• Conclusions

∀α, β ∈ S: (α, β, Rqα→β(d, λin)) ∈ T ⇐⇒

A request transmission action is considered secure iff:

PhD Defense - jump to start 20



Secure Request Transmission

Agenda

• Introduction

• Context

• Objectives

• Mechanisms

• ASP Security
Model

• Implementation

• Conclusions

∀α, β ∈ S: (α, β, Rqα→β(d, λin)) ∈ T ⇐⇒
(λin ≤ λβ)∧

A request transmission action is considered secure iff:

1. Data is ”released” to an authorized target, AND

PhD Defense - jump to start 20



Secure Request Transmission

Agenda

• Introduction

• Context

• Objectives

• Mechanisms

• ASP Security
Model

• Implementation

• Conclusions

∀α, β ∈ S: (α, β, Rqα→β(d, λin)) ∈ T ⇐⇒
(λin ≤ λβ)∧(λα ≤ λin)

A request transmission action is considered secure iff:

1. Data is ”released” to an authorized target, AND

2. Either:

• The data has a higher level than the sender

PhD Defense - jump to start 20



Secure Request Transmission

Agenda

• Introduction

• Context

• Objectives

• Mechanisms

• ASP Security
Model

• Implementation

• Conclusions
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∨ ((λα > λin) ∧Rqα→β(d, λin) ∈M(α, β))

A request transmission action is considered secure iff:

1. Data is ”released” to an authorized target, AND

2. Either:

• The data has a higher level than the sender

• If data has a lower level than the sender (i.e. a
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∀α, β ∈ S: (α, β, Rqα→β(d, λin)) ∈ T ⇐⇒
(λin ≤ λβ)∧(λα ≤ λin)

∨ ((λα > λin) ∧Rqα→β(d, λin) ∈M(α, β))
∨ ∃γ, δ, fi, d = fut(fγ→δ

i )


A request transmission action is considered secure iff:

1. Data is ”released” to an authorized target, AND

2. Either:

• The data has a higher level than the sender

• If data has a lower level than the sender (i.e. a

downgrade), the action must be explicitly allowed

• The data is a future reference
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∀α, β ∈ S: (α, β, Rpβ→α(r)) ∈ T ⇐⇒
(λβ ≤ λα) ∨ (∃γ, δ, fi, r = fut(fγ→δ

i ))

A reply transmission action is considered secure iff:

1. The data contained in the reply r (hence of level λβ)

can be released to the corresponding receiving subject

(with λα)

2. or, if the data in the reply is only a reference to a

future
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Secure ASP reduction rules

γ fresh activity ι′ 6∈ dom(σ) σ′ = {ι′ 7→ AO(γ)} :: σ

σγ = copy(ι′′, σ) (α, γ, Nw(γ, λγ)) ∈ T

αλ[R[Activeλa(ι′′, mj)]; σ; ι; F ; R; f ] ‖ P −→
αλ[R[ι′]; σ′; ι; F ; R; f ] ‖ γλa[ι′′.mj(); σγ; ι′′; ∅; ∅; ∅] ‖ P

(SecNEWACT)

σα(ι) = AO(β) ι′′ 6∈ dom(σβ) f
α→β
i new future

ιf 6∈ dom(σα) σ′β = Copy&Merge(σα, ι′ ; σβ, ι′′)

σ′α = {ιf 7→ fut(f
α→β
i )} :: σα (α, β, Rqα→β(σα(ι′), λin)) ∈ T

αλα[R[ι.mj(ι
′λin)]; σα; ια; Fα; Rα; fα] ‖ β

λβ [aβ; σβ; ιβ; Fβ; Rβ; fβ] ‖ P −→
αλα[R[ιf ]; σ′α; ια; Fα; Rα; fα] ‖ β

λβ [aβ; σ′β; ιβ; Fβ; Rβ :: [mj; ι′′; f
α→β
i ]; fβ] ‖ P

(SecREQUEST)

σα(ι) = fut(f
γ→β
i ) Fβ(f

γ→β
i ) = ιf

σ′α = Copy&Merge(σβ, ιf ; σα, ι) (β, α, Rpβ→α(σβ(ιf))) ∈ T

αλα[aα; σα; ια; Fα; Rα; fα] ‖ β
λβ [aβ; σβ; ιβ; Fβ; Rβ; fβ] ‖ P −→

αλα[aα; σ′α; ια; Fα; Rα; fα] ‖ β
λβ [aβ; σβ; ιβ; Fβ; Rβ; fβ] ‖ P

(SecREPLY)
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σα(ι) = AO(β) ι′′ 6∈ dom(σβ) f
α→β
i new future

ιf 6∈ dom(σα) σ′β = Copy&Merge(σα, ι′ ; σβ, ι′′)

σ′α = {ιf 7→ fut(f
α→β
i )} :: σα (α, β, Rqα→β(σα(ι′), λin)) ∈ T

αλα[R[ι.mj(ι
′λin)]; σα; ια; Fα; Rα; fα] ‖ β

λβ [aβ; σβ; ιβ; Fβ; Rβ; fβ] ‖ P −→
αλα[R[ιf ]; σ′α; ια; Fα; Rα; fα] ‖ β

λβ [aβ; σ′β; ιβ; Fβ; Rβ :: [mj; ι′′; f
α→β
i ]; fβ] ‖ P

(SecREQUEST)

σα(ι) = fut(f
γ→β
i ) Fβ(f

γ→β
i ) = ιf

σ′α = Copy&Merge(σβ, ιf ; σα, ι) (β, α, Rpβ→α(σβ(ιf))) ∈ T

αλα[aα; σα; ια; Fα; Rα; fα] ‖ β
λβ [aβ; σβ; ιβ; Fβ; Rβ; fβ] ‖ P −→

αλα[aα; σ′α; ια; Fα; Rα; fα] ‖ β
λβ [aβ; σβ; ιβ; Fβ; Rβ; fβ] ‖ P

(SecREPLY)

Parallel configurations are now of the form:

P, Q ::= αλα[a;σ; ι;F ;R; f ] ‖ βλβ[· · · ] ‖ · · ·
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• The concept elementary flow of information is based

on the ”release” or transmission of information from

an activity

• Hence, it is derived the secure information flow
notion:

(α, β, Rqα→β(σ(ι′), λin)) ∈ T

Secϕ∅(α, β)

(β, α, Rpβ→α(σα(ιf))) ∈ T

Secϕ∅(β, α)

(α, γ, Nw(γ, λγ)) ∈ T

Secϕ∅(α, γ)
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• The concept elementary flow of information is based

on the ”release” or transmission of information from

an activity

• Hence, it is derived the secure information flow
notion:

(α, β, Rqα→β(σ(ι′), λin)) ∈ T

Secϕ∅(α, β)

(β, α, Rpβ→α(σα(ιf))) ∈ T

Secϕ∅(β, α)

(α, γ, Nw(γ, λγ)) ∈ T

Secϕ∅(α, γ)

The syntax Secϕ∅(α, β) means there is a secure flow

(Secϕ), with no other intermediate activities (∅),
happening between activities α and β
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• A flow-path (fp) is produced when intermediate activities are
present in between the communication of two given activities
(i.e. the end points)

• Formally, the secure path for information flow is:

Secϕfp1(α, γ) Secϕfp2(γ, β)

Secϕfp1.γ.fp2(α, β)

• There is a secure information flow from end-to-end on any flow
path when:

Secϕγ1···γn(α, β) ⇐⇒
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